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VAB>@VO 01> ?V4?8A S/MIME 

�5;5=5 <0@:C20==O, 
4>72>;5=89 0:B82=89 
:>=B5=B 

!52V4><89 
!>289 2V4?@02=8: 01> 157 
:@8?B>?V4?8AC 

#>?5@5465==O <!52V4><89 
2V4?@02=8:=, >1<565==O 
:;V:V2 

#V4>7@V;89 

DKIM/DMARC fail, look-alike 

4><5=, @V7=8FO <V6 From V 
Reply-To 

+5@2>=89 10=5@, 
02B><0B8G=89 :0@0=B8= 
;8AB0 

 

%?>2VI5==O :;Vє=BV2 - 4283C= ?@>406V2 1030BL>E 1V7=5AV2. ,284:> 
?>2V4><8B8 A>B=V ;N459 ?@> 7=86:8, @>7?@>406V, AB0BCA 70<>2;5==O 01> 
4>AB02:8 ?@>AB> =5>1EV4=>, I>1 70157?5G8B8 28A>:89 @V25=L A5@2VAC. +8< 
1V;LH5 :;Vє=BAL:0 1070, B8< A:;04=VH5 7=09B8 C=V25@A0;L=89 A?>AV1 
V=D>@<C20==O - >4=V 22060NBL 70 :@0I5 A<A, V=HV G8B0NBL ?>2V4><;5==O 2 
<5A5=465@0E, B@5BV< 7@CG=VH5 >B@8<0B8 ;8AB ?> 5;5:B@>==V9 ?>HBV. 

�2B><0B8G=V >?>2VI5==O 2V4?@02;ONBLAO 2 @568<V @50;L=>3> G0AC 01> 70 
7040=8< 3@0DV:><. *5 >7=0G0є, I> =570;56=> 2V4 :V;L:>ABV :>=B0:BV2 2 107V, 2AV 
?5@54?;0B=8:8 >B@8<0NBL ?>2V4><;5==O ?@0:B8G=> >4=>G0A=>. %5@2VA 
02B><0B8G=8E ?>2V4><;5=L 4>72>;Oє 5:>=><8B8 G0A A?V2@>1VB=8:V2 - 1V;LH5 =5 
?>B@V1=> 2V4?@02;OB8 >A>18ABV ;8AB8 :;Vє=B0<, A8AB5<0 A0<0 2V4?@028BL 
?>2V4><;5==O ?> H01;>=C. 

%5@2VA <8BBє28E 02B><0B8G=8E ?>2V4><;5=L - F5 5:>=><VO @>1>G>3> G0AC 
A?V2@>1VB=8:V2 V 70A>1V2 :><?0=VW. %8AB5<0 4>72>;Oє 3>2>@8B8 7 :;Vє=B>< 70<VABL 
?@>402FO. #5@52030 ?>2V4><;5=L 2 B><C, I> :;Vє=B <>65 >7=09><8B8AO 7 
?>2V4><;5==O< C 7@CG=89 4;O =L>3> G0A (?V4 G0A ?5@5@28 01> ?VA;O @>1>B8). ' 
B>9 G0A O: 472V=>: 2V4 <5=5465@0 7 ?@>406C 2 @>1>G89 G0A <>65 A?@89<0B8AO 
O: 4@0BV2;8289 G8==8:. 

�?@>20465==O A8AB5<8 02B><0B8G=8E ?>2V4><;5=L 4>72>;Oє ?V428I8B8 
;>O;L=VABL :;Vє=BV2. �=D>@<C20==O ?@> AB0BCA 70<>2;5==O 01> 4>AB02:8, 7<V=8 
@>1>G>3> 3@0DV:0, 7=86:8, @>7?@>406V 40є <>6;82VABL =03040B8 ?@> A515 V 
?V4B@8<C20B8 72'O7>: 7 :;Vє=B><. �8:>@8AB>2C9B5 A8AB5<C >?>2VI5=L, I>1 
?@82VB0B8 :;Vє=BV2 7 4=5< =0@>465==O 01> A2OB><, ?@>?>=CNG8 >A>1;82V C<>28 
>1A;C3>2C20==O. 

�2B><0B8G=V >?>2VI5==O <>6=0 28:>@8AB>2C20B8 4;O >B@8<0==O 
72>@>B=>3> 72'O7:C ?@> B>20@8 V ?>A;C38 01> 2V42V4C20==V 70:;04C. !04VH;VBL 
:;Vє=BC ?>2V4><;5==O 7 >?8BC20==O<, I>1 4V7=0B8AO ?@> 9>3> 2@065==O V 
?>;V?H8B8 A5@2VA. �=B53@0FVO G0B-1>B0 2 Telegram 4>72>;Oє =0;0HBC20B8 
2V4?>2V4V =0 0:BC0;L=V ?8B0==O B0 :>=AC;LBC20B8 :;Vє=BV2 FV;>4>1>2>, =02VBL :>;8 
>DVA 70:@8B89. 

(C=:FV>=0; 02B><0B8G=8E ?>2V4><;5=L <>6=0 V=B53@C20B8 7 ?@>3@0<>N 
;>O;L=>ABV. %8AB5<0 02B><0B8G=> ?@>V=D>@<Cє :;Vє=B0 ?@> =0O2=VABL 10;V2 01> 



 

International scientific journal «Grail of Science» | № 58 (November, 2025)  
ISSN 271033056 

All rights reserved | Creative Commons Attribution-ShareAlike 4.0 International License 2025 

878 
S

E
C

T
IO

N
 X

IX
. 

IN
F

O
R

M
A

T
IO

N
 T

E
C

H
N

O
L

O
G

IE
S

 A
N

D
 S

Y
S

T
E

M
S

 

1>=CAV2, :>;8 WE :V;L:VABL 4>AO3=5 ?52=>3> @V2=O.  >6;820 2V4?@02:0 
?>2V4><;5=L G5@57 7040=V ?@><V6:8 G0AC (I><VAOFO, :20@B0; 01> @07 =0 @V:). 

�>40B:>2> V=B53@>20=0 <>6;82VABL @53C;N20==O :V;L:>ABV ?>2V4><;5=L. 
�;Vє=B A0< 2818@0є, A:V;L:8 ?>2V4><;5=L 2V= E>G5 >B@8<C20B8 V O: G0AB>. /:I> 
?>A;C30 1V;LH =5 0:BC0;L=0, >45@6C20G <>65 2V4<>28B8AO 2V4 @>7A8;:8 - 

2V4?>2V4=89 <0@:5@ 7'O28BLAO 2 :0@BFV :;Vє=B0 2 CRM. 
$>7A8;:0 SMS ?>2V4><;5=L, I> V=B53@>20=0 2 CRM-A8AB5<8, 4>72>;Oє 

AB2>@8B8 B0 =0;0HBC20B8 ?V4 ?>B@518 A2>3> 1V7=5AC 02B><0B8G=C A8AB5<C 
:><C=V:0FVW 7 ?>ABV9=8<8 :;Vє=B0<8 B0 70<>2=8:0<8. #@8 FL><C 4;O B>3>, I>1 FO 
A8AB5<0 ?>G0;0 DC=:FV>=C20B8, :5@V2=8:C :><?0=VW 01> @>7@>1=8:C, O:89 
28:>=C202 AB2>@5==O CRM-A8AB5<8, ?>B@V1=> ;8H5 >48= @07 =0;0HBC20B8 
02B><0B8G=V AF5=0@VW B0 H01;>=8, ?VA;O G>3> ?@>3@0<=5 70157?5G5==O 
A0<>ABV9=> 28:>=C20B8<5 2V4?@02;5==O ?>2V4><;5=L ?52=V9 3@C?V :;Vє=BV2. 

*59 <5E0=V7< =040є :>@8ABC20GC 2V7C0;L=V A83=0;8 157?5:8, 0=0;>3VG=V 4> 
<verified= ?>7=0G>: C <5A5=465@0E 01> A>FV0;L=8E <5@560E. 

#5@52030<8 <5B>4C є: 
 7<5=H5==O @878:C 0B0: V7 ?V4<V=>N 2V4?@02=8:0 (spoofing, look-alike 

domains). 

 <>6;82VABL V=B53@0FVW 7 VA=CNG8<8 ?@>B>:>;0<8 02B5=B8DV:0FVW 
(SPF/DKIM/DMARC/S-MIME). 

 ?@>AB0 4;O A?@89=OBBO :>@8ABC20G5< <>45;L <4@C6=V9/GC689 ;8AB=. 
 ?V428I5==O A8BC0FV9=>W >1V7=0=>ABV 3 :>@8ABC20G 10G8BL @V25=L 4>2V@8 

4> ?>2V4><;5==O. 
"1<565==O<8 є: 
 A:;04=VABL ?V4B@8<:8 2 A5@54>28I0E 7 25;8:>N :V;L:VABN 7>2=VH=VE 

:>=B0:BV2. 
 @878: :><?@><5B0FVW <4>2V@5=>3>= 0:0C=B0 3 O:I> A?@026=V9 2V4?@02=8: 

7;0<0=89, A8AB5<0 ?>7=0G8BL 9>3> O: 157?5G=>3>. 
 =5>1EV4=VABL F5=B@0;V7>20=>3> :5@C20==O ?>;VB8:0<8 4>2V@8 B0 

>=>2;5==O A5@B8DV:0BV2. 
�45O TSVS C73>46CєBLAO 7 B5=45=FVєN @>728B:C ?@>B>:>;V2 Verified Mark 

Certificates (BIMI) B0 :>=F5?FVW Zero Trust Email Framework, 0;5 4>?>2=Nє WE 
?5@A>=0;L=8< @V2=5< 4>2V@8. !040;V <>6;825 @>7H8@5==O <5E0=V7<C G5@57 
28:>@8AB0==O: 

 AI-<>45;59 ?>254V=:>2>W 02B5=B8DV:0FVW, O:V 0=0;V7CNBL AB8;L 
;8ABC20==O V ?>?5@5460NBL ?@8 =5B8?>2><C B5:ABV, 

 42>5B0?=>W 25@8DV:0FVW :>=B0:BV2 <V6 >@30=V70FVO<8 (=0?@8:;04, 
?V4B25@465==O 4><5=V2 G5@57 DNS challenge), 

 V=B5@>?5@015;L=>ABV 7 <5A5=465@0<8, 45 265 @50;V7>20=> <5E0=V7< 
270є<=>W 25@8DV:0FVW (Signal, Matrix, WhatsApp). 

�8A=>2:8. &0:8< G8=><, A8AB5<0 25@8DV:0FVW 4>2V@5=8E 2V4?@02=8:V2 <>65 
AB0B8 >4=8< 7 :;NG>28E 5;5<5=BV2 ACG0A=>W AB@0B53VW 70E8ABC 2V4 DVH8=3C, 
70157?5GCNG8 =5 ;8H5 B5E=VG=C, 0 9 A>FV0;L=>-:>=B5:AB=C ?5@52V@:C 
4>AB>2V@=>ABV ?>2V4><;5=L. %B2>@5==O H01;>=V2 ?>2V4><;5=L 4;O :>6=>3> 
284C ?>2V4><;5=L 4>72>;Oє 28:;NG8B8 ?><8;:8 V ;N4AL:89 D0:B>@.  >6;825 
AB2>@5==O =5>1<565=>W :V;L:>ABV H01;>=V2 4;O :>6=>3> 5B0?C 2>@>=:8 
?@>406V2 - V=D>@<0FV9=V, I> 70;CG0NBL, ?@>40NBL ?>2V4><;5==O. �;O 
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:5@V2=8FB20 :><?0=VW 4>ABC?=0 =0A:@V7=0 0=0;VB8:8 ?> 2AL><C @>7A8;>: V 
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Summary. This work examines modern phishing methods, current development trends, and 

effective countermeasures. The dynamics of phishing attack growth worldwide are analyzed, 

highlighting the evolution from mass email campaigns to targeted phishing, smishing, vishing, and 

AI-driven deepfake-based attacks. Real-world incidents are discussed, including the npm supply 

chain compromise, which demonstrated the high risks to software distribution ecosystems. 

Particular attention is given to the social-engineering dimension of phishing and the increasing role 

of psychological manipulation. A comprehensive approach to phishing mitigation is proposed, 

combining technical, organizational, and educational measures. The paper introduces the Trusted 

Sender Verification System (TSVS) 4 a trusted-sender verification model that integrates multi-level 

authentication and dynamic trust management in email communication. The proposed method 

combines cryptographic verification with social trust mechanisms to significantly reduce the 

effectiveness of spoofing and phishing campaigns. The research results have practical importance 

for enhancing cyber resilience in governmental and corporate structures of Ukraine. 

Keywords: phishing, cybersecurity, cybercrime, fraud, verification system 

 


