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Abstract 

Predicting scientific and technological development and, as a result, developing a list of critical 

technologies in advanced countries is quite common and systematic. 

Ukraine, however, forms such a list exclusively for the defense sphere. Highlighting the most 

promising technological directions that can be implemented in the field of weapons and 

military equipment requires a clear understanding of the key principles for the operation of 

new and advanced weapons, as well as the relevance and priority of the development of 

certain civilian technological areas, which may eventually move into the military. 

This paper provides a forecast of the development of the security situation in the world as of 

2045. It identifies likely leaders who will spend more than twice as much on their defense, with 

only two advanced countries that are likely to be at the highest level of military power. It also 

noted a possible decline in RussiaSs military capabilities, but an armed threat remains. 

The origin of a new sphere of military presence is described t cyberspace, which necessarily 

entails a change in the forms of future wars. It is also noted that the rapid development of 

certain technologies, which is currently undergoing scientific and technological development, 

can lead to catastrophic consequences for all humanity. 

Some of the achievements and main principles of the Fifth and Sixth Technological Units, which 

will inevitably be applied in the development of the latest weapons, are outlined. 

Possible directions of modernization of certain available types of weapons are described, as 

well as key indications of future military conflicts and prospective weapons. In addition, the 

article provides some data that is drawn from science fiction, but it is quite likely to be used in 

the creation of promising weapons complexes based on the latest physical principles of action. 
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Introduction            

Highlighting the narrowest, most promising 

and strategically important scientific and 

technological directions for the state, most 

countries create preconditions for the growth of 

national economies and the development of the 

defense-industrial complex in particular. The 

governments of most countries concentrate their 

efforts on the development of the most 

important, key scientific areas and technologies t 

critical technologies (CT) [1]. 
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The main tools for CT detection are forward-

looking research in the scientific and technological 

field, more commonly known as the technology 

foresight in foreign practice. Ukraine, since 2017, 

has also joined such world practice. 

When making strategic decisions on the 

development of a defense-industrial complex, it is 

necessary to understand the requirements for 

promising weapons, which must be made in the 

future. Conducting a technological foresight to 
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develop a list of promising critical technologies in 

the defense field in most countries is based on an 

expert survey of the most qualified specialists. This 

allows obtaining an objective list of CTs, the 

development and implementation of which is the 

basis for the creation of the latest models of 

weapons and military equipment (WME). 

However, even before the survey began, the 

experts were faced with a serious question about 

the feasibility of using certain technologies in the 

future. If we talk about the prospect of creating 

new weapons for the period of 15-20 years, it is 

already necessary today to at least approximately 

understand the nature and forms of warfare of the 

future, the principles of building new military 

platforms and the likelihood of using promising 

technologies in them. That is, at the present stage, 

the experts should imagine what the war of the 

future would be like when formulating a list of 

critical technologies in the defense sphere. 

dZ�� Á}�o�[�� u}��� ��À�v���� v��]}v��

systematically make such predictions, forming an 

understanding of future armed conflicts, and 

make strategic decisions accordingly. 

Analysis of recent research and publications. 

Unfortunately, in Ukraine it is now quite 

difficult to find scientific publications on 

forecasting the development of new weapons 

and their forms of use. This article compiles the 

most readily available materials on forward-

looking weapons, as well as some science fiction 

data that may also be a reality in the near future. 

The proposed work has the character of an 

analytical article, where the authors analyzed 

more than 700 scientific publications of the 

most recognized research organizations of the 

world, such as RAND (USA), SIPRI (Sweden), 

Global Research (Canada), as well as the work of 

scientists of the Ministry of Defense of Great 

Britain and military researchers of Ukraine. The 

high concentration of publications on the origin 

and development of the latest technologies 

among reputable international research 

organizations indicates a significant interest of 

developed countries in issues of a similar nature. 

The result of the analysis of recent research 

and publications is outlined in the main body of 

the article. 

Material and Method           

The purpose of this work is to identify the 

latest developments in the field of WME, 

identify key characteristics of advanced 

weapons, as well as outline new trends in 

military use and future wars.

Results and discussion           

The overall picture of the security situation in 

2045 

^Global Strategic Trends t Out to 2045_ is a 

large-scale strategic study of global security trends 

conducted by the UK Department of Defense, 

which predicts the most likely scenario for the 

deployment of security forces in the world. 

dZµ�U��Ç�îìðñU� �Z��Á}�o�[�� o��P������}v}u]���

are likely to be China and the US, and India will 

become the only country at the second economic 

level. As economies grow, defense spending will 

increase. The US and China are projected to spend 

half of their global defense spending by 2045 on 

�Z�]�� ��(�v��X� /v�]�[�� ��(�v��� �µ�P���Á]oo� �}u��

second [2]. 

Russia will not be able to afford to meet the 

defense spending of the leaders, though its Armed 

Forces will also have increased funding. NATO 

member countries defense spending will increase 

substantially. However, both Russia and the 

European member states will have defense 

spending that will only occupy the third place. 

Unlike civil technologies, which become 

cheaper over time, military technologies do not 

have this tendency. Recent military platforms are 

more expensive than their predecessors, so it can 

be assumed that by 2045 only the US and China 

will be able to create advanced air forces and 

fleets [2]. Interestingly enough, in 2045 Russia will 

probably no longer act as a significant military 

threat to the United States. China enters the 

international arena confidently and boldly, which 

will not concede to the United States in 2045. 
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Key features of future weapons and future 

military conflicts 

By 2045, the use of unmanned vehicles will be 

quite common, which will probably lead to 

physical confrontation between them. Future 

military conflicts are predicted to be bloodless. In 

addition, without physical destruction, the enemy 

will be harmed by influencing electrical and 

information networks, banking, economic and 

social systems, etc. Even in the case of violence, 

technology will make its use more accurate and 

effective. For example, targeted killings of the 

ruling elite will have far greater effects than war. 

Targeting accuracy will be improved, in particular 

by using electronic gadgets. Targeting weapons on 

human DNA will no longer be fantastic. We can 

also see a complex environmental war that can 

spread diseases of plants and humans to insects or 

hybrids. Crops and livestock can be destroyed and 

people incapacitated or killed. Globalization, the 

diffusion of technology and information is likely to 

give society access to sophisticated technological 

opportunities. This is likely to increase the number 

of terrorist attacks [2]. 

The latest military technologies will necessarily 

include artificial intelligence, robotics, system 

autonomy, 3D printing, nanotechnology, 

biotechnology, quantum computing [3]. Today in 

the advanced countries of the world there are 

already designed promising samples of WME, 

which introduce technologies such as artificial 

intelligence [4], smart textiles [5], augmented 

reality [6], robotic complexes and unmanned 

aerial complexes [7]. 

An important feature of future weapons will be 

a fairly functional interoperability of man and 

machine. In addition, a new form of armed 

struggle is emerging t the "conscience war", which 

are aimed not at conquering territories but at 

����µ�]vP���}�o�[���}nsciousness [8]. 

RAND researchers have identified four global 

threats to human security, two of which could be 

implemented in the military. These are the 

additive manufacturing technologies and Artificial 

Intelligence (AI). 

Additive manufacturing and 3-D printers can be 

home appliances by 2040. Private firms are 

already experimenting with printed footwear, 

food and firearms. The product can be 

manufactured locally and by anyone. According to 

the research team, three-dimensional printing can 

be devastating to the economy and society. The 

next wave of additive technology capabilities will 

focus on materials that can be modified. The 

United States understands that gaining significant 

benefits in this technology will provide a dual 

strategic advantage in both the economic and 

military fields. 3D printing for military platforms is 

a perspective that will affect the logistics system 

[9]. It is possible to produce details of every single 

military unit, including on the battlefield. 

An evil joke for humanity may be the 

introduction of artificial intelligence. Machines 

that can learn, think and act can probably become 

our common enemy [10]. 

The introduction of AI will allow you to forget 

about periodic updates of the system, since AI will 

constantly improve itself, and also "gaps in the 

skills" of specialists are completely eliminated. The 

corruption component and any other human 

factor is nullified. Artificial intelligence can be used 

both in the domestic sphere and in the military, 

both in training and in combat. For example, 

simulating unpredictable and adaptive adversaries 

to train fighter pilots; solving logistical problems; 

automation of combat operations in unmanned 

operations; development of new weapons; 

identifying goals and more. The use of AI in the 

military sphere is no longer in doubt [4]. 

Artificial intelligence is already being 

introduced for the development of unmanned 

marine vehicles [11]. 

However, in case of software damage (possibly 

from the intervention of opponents) the 

consequences can be fatal. Like RAND and 

Swedish researchers, everyone is of the opinion 

that AI will become one of the greatest threats to 

humanity in 2040, and nuclear stability is a 

particular concern [12]. 

Future weapons systems will be allowed to 

retrieve targets and decide on their own 

destruction, but a human control element is still 

needed. Such issues have increasingly begun to be 

raised when discussing development prospects at 

UN meetings [13]. 

In 2017, the UK Department of Defense 

developed the Concept for the Transition to the 

Use of Autonomous Maneuver Battalion Groups 
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by 2035. According to it, the battalion tactical 

group will consist of up to 350 people, which will 

have 50 vehicles and 80 robotic autonomous 

systems (mainly 2 unmanned platforms (ground 

and UAV) per transport unit). According to the 

concept, some of the available UAV[s should 

provide, in addition to visual, acoustic 

reconnaissance on the battlefield, and ground-

based robotic systems equipped with weapons 

are designed to replace human resources as much 

as possible during combat operations. Such a 

strike group must be capable of conducting 

autonomous combat operations within 7 days in 

isolation from the main forces at distances up to 

1600 km. 

The sensor system of the battalion group at 

distances up to 15 km should be able to detect and 

assure targets, and at a range of up to 30 km t to 

constantly monitor the terrain to understand the 

situation on the battlefield [14]. 

It is interesting that the American agency 

DARPA is quite productive in the development of 

biomedical and network-centric warfare 

technologies. 

According to the Horizon 2020 European 

Innovation Development Program, priority areas 

have identified information and communication 

technologies, nanotechnologies, advanced 

materials and biotechnologies [15]. 

The NATO Organization for Science and 

Technology (STO) in 2018 reported on the 

financing of key activities (the first three priority 

areas are outlined) [16]: 

1. Analysis of information (decision making, 

processing of large volumes of data, multi-domain 

situational awareness, etc.); 

2. Extended system concepts (human-machine 

complexes, clusters and swarms, modular 

systems, integration of reality and simulations); 

3. Improving human productivity and health 

(human resilience, health optimization, improved 

cognitive performance, human-machine 

interfaces). 

Prospects for the development of certain types 

of weapons 

HELICOPTERS 

Artificial intelligence and augmented reality 

technologies will have a significant impact on the 

Z�o]�}����[�� �}u���� �����]o]�]��X� W���]�µo��oÇ�

important will be the modularity of the design, 

cyber defense and hybrid engine technologies. 

Among the group of priority technological 

directions are weapons of directional energy, 

integration on board helicopters of the UAV 

control system for operation in the composition of 

pilot-unmanned groups, multifunctional 

distributed aperture of radio engineering systems. 

P�}u]�]vP�Z�o]�}��������Zv}o}P]������W�^&µ�µ���

Z}�}����(�� d��Zv}o}P]��_� ~�}���Ç� u��Z]v��

���Zv}o}PÇ�V� ^&oÇ-by->]PZ�_� ~�}v��}o� }(� �]����(��

based on fiber-optic command transmission); the 

use of "smart" electrohydraulic actuators; Smart 

Material technologies; Tilt Rotor [17]. 

ARMOR ARMAMENTS 

The rapid development of robotics has already 

been reflected in the latest developments in 

WME. The combat vehicle will only be optional 

manned by a man, in the near future on pilot-

unmanned platforms with the widespread 

introduction of augmented reality technology and 

artificial intelligence. The transition from diesel 

engine to fully electric combat vehicles will be 

mandatory [18]. 

NUCLEAR WEAPONS 

In 2018, there has been a significant 

]u��}À�u�v�� ]v� �Z�� Á}�o�[�� vµ�o���� ���urity. 

North Korea has pledged to abandon nuclear 

weapons, a ballistic missile program and has 

pledged to work on "full denuclearization" of the 

Korean peninsula. Iran, amid US sanctions, 

continues to implement a comprehensive plan of 

action to curb its nuclear activities. Minor disputes 

between the US and Russia over the development 

of recent missiles with a restricted range at the 

end of the year subsided. 

In such circumstances, it is hoped that nuclear 

weapons will not be used in future conflicts. There 

is no information on the latest developments in 

this field [19]. 

CHEMICAL AND BIOLOGICAL WEAPON 

The most well-known cases of chemical and 

biological weapons use are the military conflict in 

Syria and the attempt to kill the Skrypals in the UK 

in 2018. Such cases are isolated and not systematic 

in nature, and there is no global tendency for the 

development of chemical and biological weapons. 

In [20] experts have determined that chemical 

weapons used in Syria have shown rather limited 



ISSN 2522-9842 Social development & Security, Vol. 10, No. 1, t 2020 
 

 13 

military benefits, so the likelihood of their use in 

the future is quite low. 

Swedish researchers say that the use of 

biological weapons has not been detected at all in 

the last year [21]. 

MILITARY EQUIPMENT OF SOLDIERS 

The soldier of the future is an equipped combat 

vehicle, with a man inside. First of all, it is an 

exoskeleton with bionic knee generators, flexible 

ballistic plates for body protection, and an 

integrated assault rifle. The augmented reality 

system will allow you to quickly and qualitatively 

identify combatants (friend-foe) and make 

decisions based on an online battle map. The 

newest headset systems will have sound 

protection, a versatile interface of weapons and 

main systems. New types of camouflage are also 

being developed, including e-textiles, smart-

textiles and multispectral camouflage [22]. 

HYPERSONIC ROCKETS 

The undisputed trend of the next generation of 

weapons has become hypersonic weapons. The 

flight speed of such a rocket is at least several 

times the speed of sound. It is able to dodge and 

hide its exact targets just seconds before the 

impact. In addition, such weapons are capable of 

destroying targets without any explosives using 

only their kinetic energy. The US, Russia and China 

are leading the race in the development of 

hypersonic rockets. Within ten years, hypersonic 

rockets are likely to be deployed and potentially 

offered on the international market. 

Hypersonic technology is extremely difficult to 

master. Ignition of a hypersonic cruise missile 

engine can be compared to ignition of a match at 

a wind speed of 2000 miles per hour 

(approximately 900 m/s). Moreover, the shape of 

the rocket changes under the rigidity of 

hypersonic flight, creating great challenges for 

flight control. 

Despite all the difficulties of such technologies, 

Japan and Europe have expressed a desire to 

develop even hypersonic airliners [23]. 

ROBOTICS 

The use of robotic military equipment in 

advanced countries today is not surprising. 

Autonomous weapons systems will soon make 

their own decisions, and soldiers will co-exist and 

cooperate with the work. There is a gradual 

merger of man and machine (cobotic 

technologies). At some point, machines will be 

able to reproduce and reprogram themselves. 

Perhaps at some stage we will have to talk about 

the evolution of the first postbiological life forms 

on the planet. 

The US agency DARPA plans to improve the 

performance of soldiers through molecular and 

neurobiology (implantation of body parts). 

However, the agency also invests in advanced 

robotics, machine learning, artificial intelligence, 

and more [24]. 

XENOBOTS 

Scientists at the American University of 

Vermont have announced the creation of the 

Á}�o�[��(]����o]À]vP��}�}��X�dZ�Ç�Á������������(�}u�

stem cells of African frogs of the species 

Xenopuslaevis and programmed using an 

evolutionary computer algorithm. The size of 

these "living" creatures is less than one millimeter. 

The special feature of stem cells is that they can 

develop into cells of any type, so these micro-

robots can heal and self-repair. 

Xenobot is a biological machine small enough 

to move inside human bodies. At present, 

scientists have only been able to make the "new 

life" move. This was achieved by the fact that 

xenobots are collected from the cells of the skin 

and heart of the embryo. The first t passive and 

serve as a kind of outer shell or frame. At the same 

time, the cells of the heart muscle contract and 

activate xenobot. The movement of the body is 

programmed by a computer. In essence, it is a new 

class of beings t living programmable organisms 

[25]. 

It is likely that such scientific advances can be 

used in the military field. The movement of a 

programmed microorganism in the human body 

creates new challenges and threats. 

CYBERNETIC WAR 

History shows us an interesting example, as 

soon as a person begins to learn a new sphere of 

life, wars begin there. At first it was just land, then 

the sea, and later air and even space. But man also 

created for himself an artificial sphere of life 

activity t cyberspace. In 2016, NATO formally 

identified cyberspace as a new operational 

warfare zone [26]. 
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Cyberwar is the manipulation of data in 

information networks to change the functioning of 

economic, political, social systems, etc. [27]. 

There is even a growing threat of virtual social 

warfare. 

Leading RAND scientists believe that the 

greatest threat of cyber warfare exists from 

Russia, China, the DPRK and Iran. 

A clearly known fact of Russian cyber 

operations is the examples in Ukraine and 

Montenegro, where the purpose was to create 

destabilizing moods in the society by posting fake 

news on the Internet. Chinese cyber operations 

are mainly aimed at espionage [28]. 

NETWORK-CENTRIC wars, as a new emerging 

character of combat management, is still available 

to only a few of the most developed countries. The 

basic principle is to integrate all sources of 

information into a single network and to bring a 

complete picture of the fighting to all participants 

in the war. All possible sources of information, 

from the indentured soldier[s camera to the 

individual radar reconnaissance system, are 

combined into a single network. 

It is essentially an online combat map that 

contains all the information on combat, technical, 

logistics and medical support, the position of 

troops and routes, the resources remaining and 

the ability to complete them as quickly as possible. 

The availability of real-time information allows 

commanders to make smart and quick decisions, 

which is the key to quality combat performance. 

GENOMODIFIED ORGANISMS 

In 2018, the shocking news came that a team of 

Chinese scientists was able to edit the DNA of a 

human embryo. Professor He Jianqui stated that 

he had successfully modified two embryos made 

from the sperm of an HIV-positive donor and 

implanted to a healthy mother, who then gave 

birth to healthy twin girls. In fact, the professor 

crea�����Z��Á}�o�[��(]����Zµu�v��Á]�Z���u}�](]���

genome [29]. 

If the alteration of the human genome is quite 

unusual, then the editing of genomes of other 

terrestrial creatures has become widespread. For 

example, Oxitec, a British company, has released 

450,000 genetically modified mosquitoes in the 

Baja region of Brazil for malaria and other diseases 

[30].  

Genetically modified organisms can be used 

not only for peaceful purposes. It is likely that such 

weapons can cause significant harm to both the 

individual and the agricultural sector of the 

country as a whole. This, in turn, can affect both 

the health of the population and the economic 

situation of a particular region or state as a whole. 

FIGHTING INSECTS 

DARPA is conducting experiments with drones 

that are comparable to insects. A set of such 

plastic insects programmed to co-operate as a 

swarm operate without further human 

instruction. Drones collaboration can take many 

forms, from hierarchical collaboration to a more 

decentralized approach called ^quick 

coordination_. Consensus in decision-making is 

established on the basis of the colony of ants 

without an established leadership structure. 

DARPA examines deep neural networks to 

improve the ability to recognize targets. 

A similar example is the Israeli drone Harpy, 

which can independently search and destroy 

targets without human intervention [31]. 

Unfortunately, it is difficult to find scholarly 

publications on this subject, but there is a great 

deal of online content for futuristic focuses where 

science fiction writers describe swarms of fighting 

insects as a weapon of the future. Thousands of 

insects, united in a single swarm, can quickly wipe 

out any type of weapon or manpower, with little 

material damage. 

SMART DUST 

Another rather interesting futuristic direction 

for the likely weapon of the future is smart dust. It 

is a collection of tiny devices that are integrated 

into a single system using a wireless signal. 

Millions of motes can create artificial natural 

disasters or just visual and radio noise. There are 

no known facts about the creation of such devices, 

however, as practice shows t if it is written and 

filmed by sci-fi, then it is worth waiting for in the 

future. 

HAARP 

The High Frequency Active Auroral Research 

Program is a little-known but critically important 

US military defense program aimed at modifying 

weather by electromagnetic radiation. In this way, 

you can create any natural cataclysm, such as 

earthquakes, tsunamis, disruption of 
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communication systems, etc. This technology was 

created and has been active since the mid-1990s. 

Officially, HAARP was shut down in 2014 as a 

weapon of mass destruction capable of 

destabilizing environmental systems worldwide. 

However, it is uncertain that under certain 

conditions such a program can be resumed [32].  

Conclusions             

Thus, conducted analysis showed that 

information technology, the creation of cutting-

edge materials and biotechnology are 

developing quite widely around the world. In 

this case, the technologies of 3D printing and 

artificial intelligence, mentioned above, are 

gradually relegated to the background, 

indicating that there are ready enough serious 

developments in these areas or the loss of 

interest in them, which is unlikely. 

In the 21st century, a new plane for warfare 

has emerged t cyberspace. Cyber warfare has 

become a serious threat to society, as has the 

emergence of artificial intelligence and additive 

manufacturing. 

By 2045, only two countries (the US and 

China) are projected to have the most 

developed Armed Forces, and Russia will no 

longer pose a threat to the US. 

The future generation of weapons will be 

based on the principle of human and machine 

interoperability, using artificial intelligence, 

augmented reality, robotics, nano and 

biotechnologies. 

Future military conflicts are predicted to be 

bloodless. Physical confrontation will take place 

between unmanned military platforms. 

There is a high probability of using quite 

unusual military developments such as combat 

insects, smart dust, GMOs and more. 

The analysis of future weapons presented in 

this paper can serve as a benchmark for the 

expert formation of a list of critical technologies 

in the defense sphere of Ukraine. 
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