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1. INTRODUCTION

Technological advances in the field of computers allow thousands of people and computers
around the world to be connected in one virtual world known as cyberspace or the Internet. Likewise
hundreds of organizations such as companies, state institutions, financial institutions, the military
and so on. But these technological advances are always accompanied by the downside of the
technology itself. One of them is the vulnerability of data security, giving rise to challenges and
demands for the availability of a data security system that is as sophisticated as the advances in
computer technology itself. This is the background for the development of data security systems to
protect data transmitted through a communication network.

Today, the effective security of a system is indispensable for daily business activities. A
secure system can provide a high level of trust to users so that it can add value and usability to the
system itself. Users will feel comfortable and safe when dealing with systems that can secure user
data from attackers.

There are several ways to secure data through a channel, one of which is cryptography. In
cryptography, highly confidential data will be disguised in such a way that even if the data can be
read it cannot be understood by unauthorized parties. Data that will be sent and has not been
encrypted is known as plaintext, and after being disguised by an encoding method, this plaintext will
turn into ciphertext. One of the algorithms that can secure the data that the author discusses is the
Vernam Cipher Algorithm.

Vernam Cipher Algorithm is one of the key algorithms. Until now, the Vernam Cipher
algorithm is still trusted as an encryption method, Vernam Cipher cryptography uses the same key
for encryption and decryption. And based on the description above, the author is interested in
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choosing the title "Simulation of Application of Integers in Vernam Cipher Cryptography (One Time
Pad)".

2. RESEARCH METHOD

Research methodology is the steps and procedures that will be carried out in collecting data
or information in order to solve problems and test research hypotheses. This section explains how
the methodology used to solve research problems through a channel, one of which is cryptography.
The research framework can be seen in the diagram below :
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Figure 1. Research Framework

Based on the framework in the picture above, each step can be described as follows:
A. Field Study

The field study is the first step in this research to find out the problems that are often
experienced.
B. Formulating the Problem

Based on the literature study, a problem was found which was then modeled and formulated
to provide a solution to the problem.
C. Literature Study

Literature study is the next step in this research in completing the basic knowledge and
theories used. To achieve the objectives to be determined, it is necessary to study several
literatures/journals that support this research.
D. Purpose

In this stage, the purpose of this research is determined, namely to secure data using
cryptographic techniques.
E. Data Processing

In this stage, there are several things that need to be done in data processing including:

1. Determining Variables and Measurements

The following is the key formation process. This process is carried out by the recipient,
in this case B.
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Choose prime numbers p and q.

Calculate n =pq .

Calculate j (n)=(p-1)(q-1).

Choose any number b, 1 <b <j (n) , with gcd(b,j (n)) = 1.

Calculate the inverse of b, i.e. a = b-1 modj(n) .

Public key: (n, b) and secret key: a.

In order to make it easier to understand the password with integers, specifically in this thesis, the
plaintext used is only in the form of numbers O to 25 which correspond to the letters a to z. However,
in actual use, correspondence tables such as ASCII codes are used, as well as very large numbers. In
the selection of p and q must meet n = pq more than or equal to the possible plaintext values. In this
casen=pq>=25.

-0 a0 o

3. RESULTS AND DISCUSSION
3.1. Cryptographic Analysis of Integers
3.1.1 Modulo Arithmetic

Modulo arithmetic (modular arithmethic) plays an important role in integer computing,
especially in cryptographic applications. The operator used in modulo arithmetic is mod. The mod
operator, when used for integer division, returns the remainder of the division.

Example :

A=53

B=5

C=AmodB

= 10 and remainder = 3

Then A=53 MOD B=5 =3
3.1.2 Key Formation in Round Month Cryptography

The following is the key formation process. This process is carried out by the recipient, in
this case B.
(1) Choose prime numbers p and q.
(2) Calculate n =pq .
(3) Calculate j (n) =(p-1)(q-1).
(4) Choose any number b, 1 <b <j (n) , with ged(b,j (n)) = 1.
(5) Calculate the inverse of b, i.e. a = b-1 modj(n) .
(6) Public key: (n, b) and secret key: a.

In order to make it easier to understand the password with integers, specifically in this thesis,
the plaintext used is only in the form of numbers 0 to 25 which correspond to the letters a to z.
However, in actual use, correspondence tables such as ASCII codes are used, as well as very large
numbers. In the selection of p and q must meet n = pq more than or equal to the possible plaintext
values. In this case n =pq >=25.

Table 1. Correspondence of Integers

A B C D E F D H 1 J K L M
0 1 2 3 4 5 6 7 8 9 10 11 12
N O P Q R S T U \' \\% X Y
13 14 15 16 17 18 19 20 21 22 23 24 25

Example :

B choose

-p=5

-q=11

-n=p*q=55

then n =55

and R=(55) (5 1)(11111)4x 1040
choose any number (b) = 13
Then GCD = gcd(13,40)
13=1.40-27
27 =27.1
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ged =1
so a =131 mod 40

=37
So the public key is (n,b) = (55,13) and the secret key is a = 37
3.1.3 Encryption of Integers

The following is the encryption process on Integers. It is carried out by the sender, in this

case A. All calculations for the power of the modulo number are carried out using the fast
exponentiation method.
(1) Take the public key (n,b).
(2) Choose plaintext m, withO £ m £ n -1 .
(3) Calculate c = mb mod n .
(4) Obtain ciphertext ¢, and send it to B.
Example :
the plaintext is "crypto", using Table 3.1 above we get m1 =10, m2=17 , m3 =8, m4=15, m5 =
19, and m6 = 14 and then the calculation is carried out to get the crypto value of each character as
shown below:
cl =mlb modn=1013 mod 55 =10
c2=mlbmodn=1713 mod 55 =7
c2 =mlb modn =813 mod 55 =28
c2=mlb modn= 1513 mod 55 =20
c2 =mlb mod n= 1913 mod 55 =39
c2 =mlb mod n= 1413 mod 55 =49
So, the ciphertext is 10-7-28-20-39-49.
Example :
B choose
-p=5
-q=11
-n=p*q=55
Son=155
and R=(55) _ (S UD)(A11) —J4x 10 UJLI40
choose any number (b) = 13
so GCD= gcd(13,40)

13 =1.40-27
27 =271
gcd =1
Soa =13"mod 40
=37

So the public key is (n,b) = (55,13) and the secret key is a = 37
3.1.4 Encryption of Integers

The following is the encryption process on Integers. It is carried out by the sender, in this
case A. All calculations for the power of the modulo number are carried out using the fast
exponentiation method.

(1) Take the public key (n,b).

(2) Choose plaintext m, withO£ m£n -1 .
(3) Calculate c = mb mod n .

(4) Obtain ciphertext ¢, and send it to B.
Example :

The plaintext is "crypto", using Table 1 above we get m1 = 10, m2 =17, m3 = 8, m4 =15,
m5 =19, and m6 = 14 and then the calculation is carried out to get the crypto value of each character
as shown below :
cl=mlbmodn =1013 mod 55 =10
c2=mlbmodn =1713 mod 55="7
c2=mlbmodn =813 mod 55 =28
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c2=mlbmodn = 1513 mod 55 =20
c2=mlbmodn = 1913 mod 55 =39
c2=mlbmodn = 1413 mod 55 =49
So, the ciphertext is 10-7-28-20-39-49.
3.1.4 Decryption of Integers

The following is the process of decrypting the integer algorithm. Performed by the recipient
of the ciphertext, namely B.
(1) Take public key (n,b) and secret key a.
(2) Calculate m=camodn .
Cipher text = 10-7-28-20-39-49 then take the secret key a = 37 , and do the following calculations.
ml =clamodn= 1037 mod 55 =10
m2 =c2amodn =737 mod 55 =17
m3 = c3amod n = 2837 mod 55 =8
m4 = c4a mod n = 2037 mod 55 = 15
m5 =c5amod n =3937 mod 55 =19
m6 = c6a mod n = 4937 mod 55 = 14
Obtained plaintext 10-17-8-15-19-14, if corresponded according to Table 5.1, obtained the original
message sent by A, namely "crypto".
3.1.5 One Time Pad

In this study, the analysis of the One Time Pad algorithm will be discussed. For example,
when sending a message to someone, the message must be confidential. In this discussion, One Time
Pad will encrypt messages so that they are safe. Below will be explained an example of using the one
time pad algorithm in a message.

For example: A message "HELLO" will be encrypted with the key "XMCKL" with the
following calculation, it will get the following results:

Table 2. Message ascii
Plain Teks Ascii

H 7
E 4
L 11
L 11
(0] 14
Table 3. Key ascii
Key text Ascii
X 23
M 12
C 2
K 10
L 11
From the table above it can be concluded as follows:
Message (plaintext) :7H) 4E) 11(L) 11(L) 14(0)
Key :23X) 12(M)  2(C) 10(K) 11(L)
Key message 130 16 13 21 25
Pesan di enkripsi dengan mod 26
Message + key mod 26 4E) 16(Q 13(N) 21(V) 25(2)

Then it will generate encryption : EQN YV Z
To describe it, the reverse process is carried out, namely.

Ciphertext 4E) 16(Q 13(N) 21(V) 25(Z
Key :23(X) 12(M)  2(C) 10(K) 11(L)
Ciphertext - key :-19 4 11 11 14
Ciphertext - key mod 26 :7H) 4E) 11(L) 11(L) 14(0)

Then the encryption message will return to its original state: HEL L O
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4. CONCLUSION
The software designed functions to encrypt and decrypt information by using the Vernam
Ciper (One Time Pad) algorithm, This software can only encrypt plain text.
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