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Tém tit - Trong bai bdo niy, nhém tic gia d& xudt mot giai
phap nang cao do an toan cho luge dd chit ky sé dua trén mot
dang bai todn khé mdi, bai toan nay dugc phat trién tir bai todn
logarit roi rac va bai toan khai can nén dugc goi 1a bai todn
logarit roi rac Kkét hop khai can trén trudong hitu han Z,. Hién tai,
day la mot dang bai toan khé thudc lop bai todn khdng giai
duogc. Mat khic, viée xay dung luge dd chit ky & day dugc thyc
hién theo mét phuong phap hoan toan mdéi, dy cling 1a mot yéu
to quan trong cho phép néng cao do an toan cua luge dd chit ky
s6 theo giai phdp m&i ndy. Lugc dd duoc dé xudt c6 thé pht hop
véi cdc g dung yéu ciu cao vé& d6 an toan trong thuc té.

Tir khéa - Lugc do chir ky s6; thudt todn sinh tham s6 va khoa;
thuat todn ky; thuat todn kiém tra chir ky

1. it véan dé

Nang cao d¢ an toan cho thuét todn chir ky s6 ludn 1a
van dé can thiét dugc dat ra, khi ma nang lyc tn cOng cac
hé mat khéa cong khai néi chung va cdc hé chit ky s6 néi
riéng lién tuc dugc gia tang nhd cac tién bo vé khoa hoc
cong nghé. Qua céc két qua nghién ctru da dugc cong bd
[1 - 8] c6 thé thay, hudng tiép can co ban dé nang cao do
an toan cho cac lugc dd chir ky chu yéu dya trén tinh khé
cua viéc giai ddng thoi 2 bai todn: Bai todn phan tich mot
s6 nguyén 16n ra céc thira sé nguyén t6 va bai todn logarit
rdi rac trén trudng hitu han nguyén td Zp. Tuy nhién, mot
khi ké tin cong di c6 du ning luc dé giai dugc 1 bai todn
thi vé nguyén téc cling s€ giai dugc bai todn con lai, do do
céch tiép can nhu vay 1a khong c6 ¥ nghia thyc tién.

Trong bai viét nay, nhém tc gia dé xuat phuong phap
xdy dung lugc db chit ky s6 dya trén mot dang bai todn
kh6é m6i ma hién tai chua c6 cach giai. Nho do, lugc dd
xdy dyng theo giai phap mai dé xuét c6 kha nang chéng
lai cdc dang tin cong khéa bi mét ciing nhu tan cong gia
mao chir ky da duogc biét dén trong cac ung dung thuc té.

2. Bai toan logarit két hop khai cin trén Z, — mjt
dang bai toan kh6 méi

Bai toan kho 1am co s dé xay dung luge db chit ky ¢
day dugc goi 12 bai toan logarit két hop khai cin trén
treong hitu han Z, [9]. Bai todn nay dugc hinh thanh dua
trén co s& 1a bai todn logarit roi rac ¢6 dang:
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y=g" "mod p

Trong dé, p 12 mot sé nguyén td; g 12 phan tir sinh cua
Zp; X 1a gid tri can tim tir cac tham so cong khai g, p,y.

Tir bai todn logarit rdi rac trén Z, ta thay, néu tham s g
cling dugc git bi mat thi bai todn logarit trén Z, s€ tro
thanh 1 dang bai todn khong giai dugc. Truong hop don
gian nhat, ta chon chinh khéa bi mat x cho vai tro ctua
tham s6 g. Khi d6, bai todn c6 thé phat biéu dudi dang:
Cho p 1a s6 nguyén s6 va y thudc Zp, so tim x théa man
phuong trinh sau:

y=x"mod p

Ciing c6 thé xuét phat tir bai toan khai can: Tim gid trj

x théa man phuong trinh:
y=x"mod p

Véi p 12 mot s6 nguyén td va 7 1a gid tri trong khoang
(1, p-1). Ta ciing nhan dugc két qua twong ty nhu trén,
néu tham s6 7 dugc gitt bi mat. Truong hgp don gian
nhat, cé thé chon tham so bi mat x cho vai tro cua 7 . Khi
do, bai toan khai can trén Z; cling tré thanh 1 dang bai
todn khong giai dugc, dang:

y=x"mod p

Vi cach tiép can nhu trén, bai todn nay & day dugc goi
la bai todn logarit roi rac két hop khai can trén Z, hay
ngan gon la bai todn logarit két hop khai can.
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C6 thé phat biéu bai todn khé méi nay & dang thir nhat
nhu sau:

Dang 1: Cho s nguyén t6 p va sb nguyén duong y
thudc Zp, hdy tim so x thoa man phuong trinh sau:

y=x"mod p

Mot céch tiép can khac ciing xuat phét tir 2 bai todn
trén la:

Néu vé trdi cua dang thic: y = g* mod p trong bai
todn logarit roi rac ma la mot bién sb dang: x” mod p
thi bai todn logarit s€ tré thanh bai todn khong giai dugc,
khi d6 bai toan nay c6 dang: g* mod p = x"mod p.

Tuong tu, néu vé trdi cia dang thic: y = x" mod p
trong bai toan khai cin ma la mot bién s6 kiéu:
a* mod p thi khi d6 bai toan khai cén cling tr¢ thanh bai
toan khong gidi dugc: @* mod p =x" mod p .

Véi cdch tiép can nay, ta c¢6 thé phat biéu dang thir 2
cua bai todn khé mai nhu sau:

Dang 2: Cho p 1a mot sé nguyén td, a va b 1a cic sd
thudc Zp, hay tim so x thoa man phuong trinh sau:

a* =x"mod p

Hién tai, cdc gidi thuét cho bai todn logarit roi rac hay
khai can trén Z, déu khong thé dp dung doi voi bai toan
nay. Nghia 1a, khong c6 cach giai nao khac cho bai toan
nay ngoai phuong phap “vét can” vdi d§ phuc tap tinh
todn o(2"), 6 day: n=|p|.

3. Giai phap nang cao d§ an toan trong xay dung lwgc
dd chir ky sb

Giai phap nang cao do an toan cho luge db chir ky sb
dé xudt & day dwoc trinh bay thong qua cich thirc xdy
dung mét lugc dd chir ky dua trén tinh khé ctia bai todn
logarit roi rac két hop khai can trén Z,. Trong do, dang
thir nhat cia bai toan duoc sit dung dé hinh thanh cip
khéa bi mat, cong khai cua cac ddi tuong ky trong thi tuc
sinh khéa, cdc thanh phan cua chit ky ciing dugc tao ra
boi thi tuc ky tir dang thtr nhét ctia bai todn nay. Dang thir
hai ctia bai toan dugc sir dung lam co s¢ dé xay dung thi
tuc kiém tra chit ky ctia luoc do.

Lugc dd chit ky méi dé xuét & ddy bao gdm cdc thu
tuc sinh tham s6 va khéa, thu tuc ky va thu tuc kiém tra
chit ky dugc xdy dung nhu sau:

3.1. Thii tuc sinh tham sé va khéa

Cic s6 nguyén t6 p va q voi vai tro la tham sO h¢
thong hay tham s0 mién, dugc lua chon tuong tu nhu
chuén DSS [11] cua Hoa Ky, hay GOST R34-90.10 [12]
cua Lién bang Nga. B¢ tao cdp khoéa bi mat/ cong khai,
mdi tugng ky can chon trudc mot gia tri o €Z,, roi tinh
khoéa bi mat x theo:

p-1
x=a ! mod p
Khoa cong khai y dugc tao ra tir x va p theo:

y=x"mod p )

Khi @6 thu tuc sinh tham 6 va khoa duoc mo ta nhu sau:
Thuit toan 1:
input: Lp, Lq.
output: p, g, X, y.

[1]. generate p, q: len(p) = Lp, len(q) = Lq, q|(p-1)

[2]. select a: 1<a <p
p-l

[3]. x«—« q mod p

[4]. if (x =1 OR x = q) then goto [2]

[5]. y < x"mod p

[6]. return {p, q, X, y}
3.2. Thu tuc ky

Gia st voi b;in tin M cho trudc, (r,s) 1a chir ky twong

Ung cua mot doi twong ky U — nguoi s¢ hiru cdp khoa
(x,y) va diéu kién dé (r,s) dugc cong nhan hop 1€ 1a:

(s)" =(r)* x(y)” mod p
Véi, 1<r,s<p val<e,e,e;<q.

Ciing gia thiét rdng, thanh phan s cua chit ky duoc
sinh ra tir mot gia tri e4 theo cong thic:

s = (x)* mod p 3)
Véil<e . <q- Tuong tu, thanh phén r duogc sinh ra tir
mot gia tri es theo cong thurc:
r=(x)” mod p 4)
O day, es ciing c6 gié tri trong khoang (1,q).
Tu (1), (2), (3) va (4) ta co:

(7 = (6 (2] mad p o
Tu (5) suy ra:

e, xe, =(e,xe;+xxe,)mod g (6)
Mat khac, tir (3), (4) ta co:

rxsmod p = (x)* x(x)* mod p =(x)*"“ mod p (7)

bat:

(e4 + es)mod q=k (®
Suy ra:

es :(k—e4)m0dq 9)

T (6) va (9) ta co:
e xe, modq:((k—e4
Suy ra:
-1
€= (el + 62)
Tu (10), gia tri s dugc tinh theo (3):

)xe, +xxe,)mod g
x(kxe2 +x><e3)modq (10)

s=(x)* mod p
Tu (4) va (9), gia tri r dugc tinh theo:

r= ()C)H4

mod p (11)
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Mat khéc, néu dit:

z=(x) mod p (12)
Tur (7), (8) va (12), ¢6 thé tinh r theo:

r=zxs"'mod p (13)
Véi lva chon:

€ :H(Z”M)’ €, =H(Z”)’)’

e;=H(z|ly|[M) (14)

Khi @6 thu tuc ky dugc mo ta nhu sau:
Thuat toan 2:
input: p, q, X, y, M.
output: (r, s).
[1]. selectk: 1<k < g

[2]. 7« x* mod p
[3]. e, «— H(z|| M), e; < H(z|| y).
e« H(zl||y|M)
[4]. ¢, < (e +ez)fl x(kxe,+xxe;)modg
[51. 5 < (x)* mod p
[6]. r=2zxs ' mod p (6)
[7]. return (r, s)
Chii thich:
- M: Ban tin can ky, véi: M < {0,1}”.
- (r,5): Chit ky 1én M.
3.3. Thi tuc kiém tra chir ky

‘Thu tuc kiém tra cia luge dd dugc xdy dung dya gia
thiét la:

(s)e‘ = (s)'?2 X (y)‘)3 mod p
O day:
e, =H(z||M). e, =H(z|y).
e, =H(z| y||M) véi: z=(x) mod p.
Nghia 13, néu gia sir:
U =(s)" mod p
va V =(r)” x(y)* mod p
thi: U =V la diéu kién dé chit ky (r,s) hop 1&.

Vin dé 1a khi can thim tra ban tin M va chir ky (r.s),
do k la tham s0 bi mat nén gia tri z khong thé tinh theo:
z=(x)" mod p . Song, tir (7), (8) va (12) c6 thé tinh z tir
rvastheo: z=rxsmod p . Tai thoi diém kiém tra, tinh

hop 1¢ cua (r,s) chua dugc xdc thyc nén ky hiéu 7 s&
dugc st dung thay cho z:

Z=rxsmodp (15)
va do do céac ky hiéu ¢, e, , e, cling dugc st dung thay
cho ¢, e,, e, trong thuit todn kiém tra:

e, =HZ||M).e,=HZ|y).e;=HZ |yl M) (16)

Khi d6, gia tri U dugc tinh theo:

U =(s)" mod p (17)
va gid tri V dugc tinh theo:
V= (r)sz X (y)z* mod p (18)

Thu tuc kiém tra cta lugc do khi d6 sé duoc mo ta
nhu sau:

Thuit toan 3:

input: p, q, y, M, (1,s).
output: TRUE / FALSE.

[1]. Z <—rxsmod p
[2]. ¢ (—H(Z”M)’ Ez<_H(Z” y)>
e; < H(Z| ylIM)

[3]. A« (s)E1 mod p
[4]. B« (r)” x(y)” mod p

[5]. if (A = B) then return (TRUE)}
else return (FALSE)

3.4. Tinh diing din ciia lwgc do mdi dé xudt

Tinh dung dan cua luge d6 méi dé xuat duoc chimg
minh dya trén cdc bo dé sau day:

Bo dé 1:

Chopvaqla2 s6 nguyén t6 voi q 1a udc sé caa (p-1),

o la mot s0 nguyén duong trong khoang (1,p). Néu
p-1

x=a7modp thi x?mod p=1.
Ching minh:
Ta cé:

p-1

q
(x)" mod p = [a" mod p] mod p = (&)’ mod p

Theo dinh Iy Fermat [9] thi: (@) mod p =1

Suy ra, diéu can chimg minh: (x)q mod p=1.
B6 dé 2:

Cho p va q 1a 2 s6 nguyén to véi q 1a woc sb cia
(p -1), a la mdt so nguyén duong trong khoang (1, p) va

p-1
xzaTmodp Néw: mmodg=nmodg thi:
x"=x"mod p.
Chirng minh:
Néw: mmodg=nmodg thi: m=n+kxgqg hoic:

n=m+kxq, véi k 12 mot s6 nguyén. Khong lam mét
tinh tong qudt, gia si: m=n+kxq.
Do do:

xm mOdp — xn+kxq mOdp — xn x xkxq

mod p
= (x" mod p) x (x’“" mod p)modp

= (x” modp)x (xq modp)k mod p
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Theo B6 dé 1 ta c6: (x)* mod p =1
Nén:
k
x"mod p = (x” mod p) X (x" mod p) mod p
= (x” mod p) X (l)k mod p = x" mod p
B6 d¢ di dwoc chig minh.

Tir day, c6 thé chimg minh tinh ding dén cua luge do
mai dé xuat nhu sau:

That vay, tur (13) ta c6:

z=rxsmod p 19)
T (15) va (19)suyra: 7 = z (20)
Thay (20) vao (16) ta dugc:
e, =HZ|M)=H(z|M),
e, =HZ|y)=H(z|y):
e, =HQZ|yllM)=H(z|y||M) 2y
Tu (14) va (21) suy ra:
€, =e,6e,=e,, ;=¢,
Do @6, tir (17) va (18) ta c6:
U =(s)" mod p = (s)" mod p (22)
va: V = (r)? x(y)" mod p = (r)* x(y)* mod p (23)
Thay (1), (11) vao (23) ta dugc
V=(r)"x(y)" mod p
= (xk% mod p)e2 X (xx mod p)e3 mod p
(24)

— (x)(kfeq)xez « (x)qu mod p

kxey +xxe;—e,xey
=(x)

mod p
Mait khéc, tr (6) va (9) suy ra:
e, xe,mod g =(kxe, +xxe,—e, xe,)mod g (25)
Tur (3), (23), (25) va theo Bb dé 2 ta dugc:
V= (67 mod p = ()" mod p

. ] (26)
= (x"‘ mod p) "mod p =(s)" mod p

Tir (22) va (26) suy ra diéu can chimg minh: U ='V.

3.5. Mt s6 dinh gid vé tinh an toan ciia lwgc dé chir ky
moi de xuat

Tinh an toan cia mot lugc d6 chir ky s6 ¢6 thé danh
gia dya trén mot s co sé nhu sau:
3.5.1. Kha ndng chéng tan cong khéa bi mdt

Tén cong khéa bi mét c6 thuc hién vao thuit toidn
sinh khéa (Thuit toan 1) va cac budce [2], [4] va [5] cla
thuét todn ky (Thudt todn 2). O cac budc [2] va [5], mac
di cdc tham sb s va z 1a cong khai, song cic tham sd k va
e4 lai 1a bi mat. Vi vay vi¢c tim x tur cac budc [2] va [5]
cua thudt todn ky la khé, twong tu nhu tim x tir thuat todn
sinh khéa. Con & budc [4] cua thuat toan ky, ban than ey
va k ciing déu 1a cdc tham s6 bi mat nén viéc tim x tir

budc [4] 1a khong thé thyc hién dugc. Nhu vy, dé tim
khéa bi mat thi ké tan cong budc phai giai dugc bai toan
kho trén day bang phuong phap “vét can” (brute force
attack) vdi do phuc tap tinh todn 12 O(2"), v6in = |p|.
3.5.2. Kha ndng chéng tan cong gid mao chie ky

“Tir this tyc kiém tra (Thuat todn 3) cua luge d6 méi dé
xuat cho thay, diéu kién can phai thoa man dé (r,s) duoc
cong nhan hop 1€ véi mdt ban tin M la:

6 =0 x5 mot p
hay:
(r)H“mmdplW) = (S)H(mmdp”” X (Y)H(mmdp”y“m mod p (27)

Tu (27) cho théy, viéc chon trude 1 trong 2 gia tri r
hodc s roi tinh gid tri thtr 2 (s hodc r) chinh 1,51 dang thu 2
cua bai toan da néu trong Muc 2, nhu da bict day 1a mot
dang bai todn ma hién tai trong todn hoc con chua cé cach
giai nao khac ngoai phuong phap “vét can”. Hon nira, voi
viéc su dung ham bam & day thi gidi (27) dé tim (r,s)
tham chi con khoé hon dang 2 cua bai toan nay.

Nhu vay, dé tao chir ky gia mao tuong ung voi 1 ban
tin cho trudc, ké tan cong khong c6 cach nao khac ngoai
vié'c chon ngau nhién 1 cap (r,8) thoa man (27), ma thuc
chat day ciing 1a tan cong theo kicu “vét can”.

3.5.3. Tinh hiéu qua cua lugc a6 méi dé xudt

Tinh hiéu qua coa luge dd dé xuit duoc danh gia
thdong qua viéc so sanh chi phi‘ thuc hién qﬁa luge do nay
v6i chi phi thyc hién luge do chitr ky so DSA [10] va
GOST R34-10.94 [11].

Chi phi thyc hién hay chi phi tinh todn la s céc phép toan
can thyc hién cua lugc do, ¢ day qui udc str dung céc ky hiéu:

Texp: SO phép todn lity thira modulo can thyc hién.

Th: S6 phép bam cén thyc hién.

Tuut: S6 phép nhan modulo can thyc hién.

Tinv: S6 phép nghich ddo modulo can thyc hién.

s -

Chi y:

Thu tuc sinh tham s6 va khéa chi can thyc hién mot
lan duy nhat v6i moi luge do. Vi thé, chi phi tinh toan cho
thuat todn sinh tham so va khéa c6 thé bo qua khi so sanh
chi phi thyc hién cua cac lugc do.

Chi phi thuc hién cho thu tuc ky va thu tuc kiém tra
chir ky cta luge do DSA va GOST R34-10.94 véi lugce do
méi de xuat dugc chi ra trong Bang 1 va Bang 2 nhu sau:

Bdng 1. Chi phi thuc hién ciua cdc thudt todn ky

Texp Tl Tinv Th
DSA 1 2 1 1
GOST R34-10.94 1 2 0 1
MTA 21-07 2 3 2 3

Bdng 2. Chi phi thuc hién cua cdc thudt todn kiém tra

Texp Tmu Tinv Th

DSA 2 3 1
GOST R34-10.94 3 3 0 0
MTA 21-07 3 2 0
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4. Két luan

Trong bai bdo ndy, nhém tic gia dé xuit mot mot giai
phép néng cao do an toan cho lugc dd chit ky sé dua trén
mot dang bai todn kh6é méi cung véi phuong phap xay
dung luge db chit ky hoan toan méi. Tuy c6 nhuoc diém
1a hi¢u qua thyc hién khong cao, song theo danh gia chu
quan cua nhém tic gia thi hién tai cdc dang tn cong da
biét ddi v6i luge dd chir ky s6 néi chung 1a khong thyc
hién dugc voi luge do xay dyng theo gidi phdp méi nay.
Ngoai ra, tir giai phdp moi dé xuét c6 thé trién khai mot
ho luge @6 chir ky s0 c6 do an toan cao cho cic lya chon
khéc nhau trong g dung thyc té.

TAI LIEU THAM KHAO

[11 Q. X. WU, Y. X. Yang and Z. M. HU, "New signature schemes
based on discrete logarithms and factoring", Journal of Beijing
University of Posts and Telecommunications, vol. 24, pp. 61-65,
January 2001.

[2] Z. Y. Shen and X. Y. Yu, "Digital signature scheme based on
discrete logarithms and factoring”", Information Technology,
vol. 28, pp. 21-22, June 2004.

[3] Shimin Wei, “Digital Signature Scheme Based on Two Hard
Problems”, IJCSNS International Journal of Computer Science and
Network Security, Vol. 7, No.12, December 2007.

[4] Eddie Shahrie Ismail, Tahat N.M.F., Rokiah. R. Ahmad, “A New
Digital Signature Scheme Based on Factoring and Discrete
Logarithms”, Journal of Mathematics and Statistics, 04/2008;

[5]

(6]

(7]

(8]

(91

[10]

(11]

[12]

12(3). DOI: 10.3844/jmssp.2008.222.225 Source:DOAI.

Qin Yanlin, Wu Xiaoping,“ New Digital Signature Scheme Based on
both ECDLP and IFP”, Computer Science and Information
Technology, 2009. ICCSIT 2009. 2nd IEEE International Conference
on, 8-11 Aug. 2009, E-ISBN: 978-1-4244-4520-2, pp 348 - 351.
Swati Vermal, Birendra Kumar Sharma, “A New Digital Signature
Scheme Based on Two Hard Problems”, International Journal of
Pure and Applied Sciences and Technology, ISSN 2229 — 6107,
Int. J. Pure Appl. Sci. Technol., 5(2) (2011), pp. 55-59.

Sushila Vishnoi, Vishal Shrivastava, ”A new Digital Signature
Algorithm based on Factorization and Discrete Logarithm

problem”, International Journal of Computer Trends and
Technology, volume 3, Issue 4, 2012.
AN. Berezin, N.A. Moldovyan, V.A.  Shcherbacov,

"Cryptoschemes Based on Difficulty of Simultaneous Solving Two
Different Difficult Problems", Computer Science Journal of
Moldova, vol. 21, no. 2(62), 2013.

Menezes A. J. Vanstone S.A, Handbook of Applied Cryptography,
CRC Press, 1996.

National Institute of Standards and Technology, NIST FIPS PUB
186-3. Digital Signature Standard, U.S. Department of Commerce,
1994.

GOST R 34.10-94, Russian Federation Standard Information
Technology. Cryptographic data Security Produce and check
procedures of Electronic Digital Signature based on Asymmetric
Cryptographic Algorithm, Government Committee of the Russia
for Standards, 1994.

Moldovyan, “Digital Signature Scheme Based on a new hard

problem”, Computer Science Journal of Moldova, vol. 16, no. 2,
pp-163-182, 2008.



	1. Đặt vấn đề
	2. Bài toán logarit kết hợp khai căn trên Zp – một dạng bài toán khó mới
	3. Giải pháp nâng cao độ an toàn trong xây dựng lược đồ chữ ký số
	3.1. Thủ tục sinh tham số và khóa
	3.2. Thủ tục ký
	3.3. Thủ tục kiểm tra chữ ký
	3.4. Tính đúng đắn của lược đồ mới đề xuất
	3.5. Một số đánh giá về tính an toàn của lược đồ chữ ký mới đề xuất
	3.5.1. Khả năng chống tấn công khóa bí mật
	3.5.2. Khả năng chống tấn công giả mạo chữ ký
	3.5.3. Tính hiệu quả của lược đồ mới đề xuất


	4. Kết luận

