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Tém tit - Sy phat trién nhanh chéng cua Internet of Things (IoT)
d4 khién cong nghé nay tré thanh mot trong nhimg mé hinh hira
hen nhét trong nhiing nim gan day. D& dam bao thuc hién hé
thdng theo thoi gian thye 14 mét trong cac vn dé can quan tam
trong céc Umg dyng loT. Trong nghién clru ndy nay, hai trong s0
cac giao thirc phé bién nhét duge st dung trong hé thong 0T thuc
té 1a MQTT va HTTP duoc trinh bay, danh gia bing cac thir
nghiém dé danh gia hiéu suét cua hai giao thic trong ing dung
IoT thoi gian thye, cu thé 1a hé théng giam sat chét luong khong
khi. Dya trén céc danh gia chi tiét nay, nguoi dung c6 thé quyét
dinh céch sir dung thich hop cua ho trong cac hé théng 10T khéac
nhau tiy theo yéu ciu dé phit hop véi hé thng.

Tir khoa - Internet of Things (IoT); HTTP; MQTT; giao thuc.

1. Giéi thiéu

IoT ngay cang dugc phat trién manh mé&. N6 1a mot chi
dé duoc quan tim trén toan thé gidi. Trong hé thdng IoT,
mot sd lugng 16n dir liéu nho tir cac thiét bi, chéng han nhu
cac cam bién khac nhau, dugc chuyén qua hé thong mang.
Mic du, giao thtrc Internet (IP) da dugc 4p dung cho hau
hét cac loai hinh giao tiép, nhung no s& gap mot sb vin dé
khi p dung cho hé théng IoT.

Hién tai, truy cap Internet yéu cau truyén tai qua giao
thitc qua TCP/IP hoac UDP/IP. M{t trong nhiing giao thirc
& 16p umg dung 1a giao thirc truyén siéu van ban (HTTP),
d3 duoc chuan hoa trong IETF. Vi du: [1] (phién ban dau
tién); [2] (phién ban moi nhét), va da duoc ap dung cho
giao tiép chung qua Internet. Tuy nhién, khi HTTP duoc ap
dung cho giao tiép trong ToT, voi mot s6 luong 16n cac kh01
dir liéu nho duoc truyén tai, ddn dén suy giam hiéu suét 1a
mot van dé nghiém trong. Hon ntra, dia chi IP phy thudc
vao vi tri vat 1y, diéu nay gay ra van d& phtic tap cia viéc
kiém soat mang.

Dé giai quyét nhimg van dé nay, cac kién triic ching han
nhu mang dir liéu duoc dat tén (NDN), mang trung tam ndi
dung (CCN) va mang trung tam thong tin (ICN) da duoc
thao luan [3] - [9]. Ngoai ra, mot ) nghién cuu tip trung vao
viéc ap dung cac kién tric nay [10] - [12] vao IoT. Trong do,
MQ Telemetry Transport (MQTT) la mét trong nhitng giao
thirc, nhu dwoc mo ta trong [13]. Cac ty ban tiéu chuin nhu
oneM2M va ETSI da danh sy quan tim dang ké dén MQTT
va ciing da tién hanh céc cudc thao luan c6 lién quan. MQTT
giam luu luong trong giao thirc va cung cp giao tiép hiéu
qué cao cho hé théng ToT. N6 cling goi "dinh tuyén duya trén

Abstract - The rapid growth of the Internet of Things (IoT) has
made this technology one of the most promising models in
recent years. Ensuring the performance of real-time system is
one of the issues that need attention in IoT applications. In this
study, we present and evaluate two of the most popular
protocols used in real-world IoT systems, MQTT and HTTP,
with tests to evaluate the performance of these two protocols in
the real-time IoT applications, specifically air quality
monitoring systems. Based on these detailed evaluations, users
can decide their appropriate usage in different IoT systems
according to their requirements to fit the system.

Key words - Internet of Things (IoT); HTTP; MQTT; protocol.

tén" va giam thiéu dinh tuyén dua trén dia chi IP cho cac
ludng luu luong trong hé théng IoT.

Theo két qua khao sat cic nha phat trién IoT trong 4n
ban nam 2018 cua Eclipse Foundation [17] da phat hién ra
rang giao thirc dugc sir dung nhiéu nhat lam giai phap IoT
la MQTT véi 62,61%, sau do 1a giao thitc HTTP voi
54,10%. HTTP duoc phat trién vao nam 1997 trong khi
MQTT duoc gidi thi€u vao nam 1999 bdi IBM.

Véi nhu cau st dung cao nhu vy, van dé danh gia
thyc té hiéu nang cua giao thire HTTP va MQTT trong hé
thdng ToT thoi gian thyc 1a van d& dang dugc quan tam.
Mot s6 nha nghién ctru da chon mo-dun GSM lam phuong
tién giao tiép khong day cho ung dung di dong thoi gian
thyc. Vi dy, ing dung phat hi¢n tai nan va an toan dudong
bo [14], [15] va hé thong theo doi xe chong trom thong
minh [16], hé thong quan ly dir liéu thoi gian thue cho
mg dung thanh phd thong minh [18]. Ngoai ra, mot s0
nghién ctru ciing dua ra duoc diém manh va diém yéu qua
cac thir nghiém nhu: [19] da nghién ctru, so sinh diém
manh va diém yéu cac giao thue MQTT, CoAP, HTTP va
XMPP cho mdt hé thong nhung; Nghién cuu [20] thuc
hién cac phan tich danh gia cac giao thtc MQTT, CoAP,
OPC UA trong hé théng mang IoT. Tuy nhién, nhiing
nghién ctru d6 khong tap trung vao nghién ciru vé cac giao
thirc truyén tai cling nhu viéc lya chon giao thuc. Vi vay,
véAn d lya chon giao thtrc sao cho phu hgp véi tung ung
dung cu thé cua mot hé théng IoT thoi gian thuc hién méi
chi dua ra cac so sanh vé 1y thuyét, chua c6 nhiéu déanh
gia mot cach thyc té, nhat 13 trong truong hop thiét bi tinh
hay di chuyén ciing can dugc khao sat.
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Trong bai bdo nay, nhom téc gia tap trung vao trién khai
mdt hé théng IoT thoi gian thuc véi chi phi thap. Sir dung
md-dun giao tiép GSM/GPRS trong tmg dung hé thong
giam sat chit luong khong khi (do nong do khi CO»), duge
gan trén vat thé di dong va st dung cac giao thirc nhan tin
HTTP va MQTT d¢ tién hanh dénh gia hiéu ning bang viéc
so sanh toc do giri, hiéu suat va thoi gian tré (jitter) clia ca
giao thuc HTTP va MQTT. Nghién ctru nay ciing sé cho
thdy 1o thudt toan cta ca hai giao thuc truyén thong trén
khia canh ctia mot hé thong nhing. Muc dich chinh cia
nghién ctru nay la danh gia va so sanh dugc hi¢u nang hoat
déng cua 2 giao thirc HTTP va MQTT trong hé théng IoT
thoi gian thyc véi thiét bi tinh va di chuyén.

2. MQTT va HTTP trong h¢ théng IoT
2.1. MQTT

MQTT cung cép ba ché do truyén dya trén do tin cay
can thiét: QoS0 (Truyén khong dam bao), QoS1 (Truyén
dam bao) va QoS2 (Dich vu dam bao trén cac tng dung).
QoS1 twong tw nhu HTTP tir quan diém do tin cay. Trong
khi HTTP 1a mét giao thuc dbi xing, MQTT c6 mot kién
truc bat d6i ximg cho viéc truyén dir liéu nhe. Trong hiu
hét cac giao tiép cho IoT, cac thiét bi phan tan khong thong
minh giao tlep v6i mot may chu co kha nang thong minh,
giao tiép bat dbi xtmg duoc cung cép.
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Hinh 2. Trinh ti giao tiép trén MQTT [21]

MQTT bao gdm hai bo thong bao trén mot két ndi,
“PUBLISH” va “SUBSCRIBE”. Cac khdi dit lidu dugc giri
bang tin nhin “PUBLISH” va nhan bang tin nhin
“SUBSCRIBE”. Cac khdi dir lidu nay dugc xac dinh theo
"TOPIC". Khéi dit liéu nhan dugc xac dinh theo "TOPIC".
da dang ky bang tin nhan “SUBSCRIBE” trudc. So d6 clia
mdt hé thong [oT sir dung giao thire MQTT va trinh ty giao

tiép trén giao thire MQTT duge mo ta lan luot & Hinh 1 va
Hinh 2.
2.2. HTTP

Gia dinh rang HTTP duogc ap dung cho giao tiép IoT.
HTTP phai chuyén mot s luong 1on cac goi nho. Luu
luong trong giao thirc cia HTTP giy ra cac van dé nghiém
trong, chang han nhu tiéu thu tai nguyén mang va do tré
16n. Céu trac cia mot hé théng IoT str dung HTTP duoc
mo ta nhu trong Hinh 3 va Biéu d tudn ty trong giao thirc
HTTP duoc thé hién trong Hinh 4.
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Hinh 3. Céu triic cia mot hé théng IoT sir dung HTTP
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Hinh 4. Trinh ty giao tiép trén HTTP [21]

Vi HTTP duogc van hanh qua TCP/IP, 1a giao thirc dang
tin cdy & 16p van chuyén. Tuy nhién, cic két ndi dugc thiét
1ap bdi TCP duoc giai phong sau moi truy cap, vi dit liéu
da truy cap duogc chuyén dua trén dia chi IP, dudng dan
URL va mbi quan hé ctia chung duoc thay ddi dong. Trong
ngén han, sau khi nhiéu 1an thiét 1ap khoi tao mot két ndi,
su trao d6i thong tin méi duge hoan thanh. Do do, giao tiép
cho IoT gdy ra luu lugng nghiém trong va tiéu thuy tai
nguyén mang trong qua trinh giao tiép nay.

3. Phwong phap thir nghiém

Dé danh gia duoc hiéu suit cua hai giao thire MQTT va
HTTP trong tmg dung IoT thoi gian thuc Mot hé thong
giam sat chat lugng khong khi di dong dugc dé xuat dugc
minh hoa trong Hinh 5.

Mach trung tdm str dung chip ATMegal280, la mot vi
diéu khién ma nguon m¢ co thé tai lén cac chuong trinh
danh riéng théng qua phin mém Arduino IDE ciing nhu
bao gdm céc thu vién mo-dun cam bién lién quan.

Cac thiét bi khic trong h¢ thong bao gdm mét sb cam
bién, cu thé 1a cdm bién carbon dioxide (MISIR-5000), cam



ISSN 1859-1531 - TAP CHi KHOA HOC VA CONG NGHE - DAl HOC DA NANG, VOL. 20, NO. 3, 2022 53

bién hat bui (PMS5003) va cam bién d6 4m va nhiét do
(SHT-31). M6-dun giao tiép da chon 1a SIM808 dé cung
c?ip toa d0 GPS va cac tinh nang GSM/GPRS. Thé nhé
cling duoc nhung vao hé thdng nhu mét chirc nang luu dit
lidu dé tong hop phan tich.

Bo vi diéu khién ciing dwoc 1ap trinh ghi lai 151 hé
thdng. Khi 16i dwgc tim thay, tép nhat ky 13 s& duoc tao va
luwu trit bén trong thé nhd cuc bd dé phuc vu qua trinh g&
16i sau nay.
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Hinh 5. Hé thong gidm sat chdt leong khéng khi thoi gian thuec

Sau qua trinh thu thap dir li¢u tir cam bién, dit liéu s&
dugc dong goi theo cac giao thire nhin tin. Sau do, truyén
dir liéu thong qua tinh naing GSM/GPRS dugc cung cép boi
md-dun SIM808. Viéc Iya chon giao thirc nhin tin phuy
thudc vao kich ban thir nghiém. Moi thiét bi da chi dinh
mot sé nhan dang (ID) duy nhét dé dam bao luu trix dir liéu
trong cac cft danh riéng cho né.

C6 mot s6 dit lidu bit budc phai cé trong gbi dir lidu
truyén t&i server nhu ID (dé nhan dang thiét bi guri dén), dix
liéu GPS (gdm kinh d6 va vi d6). Néu thiéu dir liéu bit budc
nay, co sé dir liéu trén server s€ khong luu trir va s€ loai bo

dir li¢u nay.
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Hinh 6. Luu do thudt toan hé thong thir nghiém

Hinh 6 trinh bay biéu d6 thuat toan cho hé thong thir
nghiém cho viéc Iy dit liéu GPS va cac cam bién do chat
luong khong khi, va gui téi server qua 2 giao thuc HTTP
va MQTT dé phén tich. Dau tién, hé théng khoi tao két ndi
v6i cac thiét bi cam bién va khoi dong mo-dun SIM 808 dé
thiét 1ap mang GSP va kich hoat két néi GPRS san sang
truyén nhan dir lidu. Sau khi kiém tra cac thiét 1ap da thanh
cong, vi xtr Iy s& giri tin hiéu kich hoat GPS va bat dau lay
dit lidu tir cam bién, cac cam bién dugc sir dung la carbon
dioxide (MISIR-5000), cam bién hat bui (PMS5003) va
cam bién d6 4m va nhiét d6 (SHT-31), nén dit liéu cam bién
& day 1a ndng d6 CO,, ndng d6 bui min PM2.5, nhiét do va
d6 4m trong moéi trudng do. Céc dir liéu nay s& duoc gui
cung luc thong qua ca 2 giao thie 1a HTTP va MQTT té6i
may chii co s¢ dit liéu va tir d6 ¢6 thé phén tich cc goi tin
tr co s& dir liéu nay.

Trong nghién ciru ndy, ca hai giao thirc truyén tin déu
dugc xdy dung trén két ndi TCP/IP. Téng kich thudc
header yéu céu cho HTTP la 137 byte, va vdi giao thic
MQTT yéu cdu kich thu6c header 12 2 byte. Han ché dang
ké trong mot hé thong nhung 12 bo nhé cua bo vi didu khlen
ctia n6. Vi vay, kich thudc tai trong cho mdi 1an truyén c6
gidi han boi céc thu vién Arduino.

Téng kich thudc cta dit liéu cam bién duoc thu thap 1a
khoang 200 byte cho dén 250 byte. Ngoai ra, giao thirc
HTTP c6 thé chira dit liéu 16n hon 8 1an so véi giao thirc
MQTT vé kich thudc tai trong, trong tmg 1a 2048 byte va
256 byte. Murc d0 phurc tap cia giao thirc HTTP cao so véi
MQTT. Diéu nay la do trong giao thirc HTTP phai duoc
dam bao phan hoi xac nhan tré lai vi didu khién tir Cloud
Database trude khi gui tiép theo. Can cé giao thic HTTP
dé tao két ndi méi cho mdi lan cap nhat dir ligu, vi viy yéu
cdu t6n nhiéu thoi gian hon so véi giao thie MQTT, khi
ma két nbi dwoc thiét 1ap s& cho phép dit lidu lién tuc gui
dén Cloud Database.

Tuy nhién, két néi giao thic MQTT & ché do Iuu giir va
mg dung trong tinh huéng di dong. Khi thiét bi di dong sép
di vao mot Vung mang di dong moi, két n6i GSM s& ¢b ging
tao mot két ndi mdi. Vi vay, két ndi duoc thiét 1ap trude do
cho giao thtrc truyen tin ¢ thé bi hay bd. Nhu vay, viéc lap
trinh cho ca hai giao thirc can tao ra chirc nang kiém tra két
ndi. Bét cr khi nao mét tin hiéu, mo-dun giao tiép s€ duoc
thiét 1ap lai va diéu khién dé két ndi bat dau lai.

4. Két qua va ban lujn

Phan nay thao luan vé viéc danh gia hiéu suat cta ca
giao thirc nhan tin HTTP va MQTT dua trén mo-dun truyén
tin qua mang GSM trong hé thong IoT thoi gian thuc duoc
trién khai. Kich ban thir nghiém vé viéc giri dit liéu dbi véi
2 giao thtc HTTP va MQTT trong tinh trang tinh va di
chuyén cua thiét bi thu thap dir liéu trong thoi gian thuc da
dugc ghi lai va phan tich két qua duya trén khoang thoi gian
gui (interval Time) ctia cac géi tin.

Két qua trong truong hop thiét bi thu thap dir liéu di
chuyén dugc thé hién qua cac biéu dd dugc vé& cho giao
thire HTTP va MQTT lan luot dwoc hién thi trong Hinh 7
va Hinh 8. Tir ca hai biéu d duong dugc trinh bay, co thé
thy toc do truyén ctia mo-dun GSM khéng bi anh hudng
bé6i tbe d6 di chuyén cua thiét bi thu thap dit liéu. Va cé thé
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quan st thiy, mot s6 mirc tang dot bién dang ké trong ca
hai biéu do. Sy gia ting dot bién xay ra khi h¢ thong dang
¢b ging giri lai thong tin, sau d6 gdy ra khoang cach giita
cic khoang thoi gian truyén tin 16n hon. MQTT ¢6 hiéu
suét tot hon trong thoi gian giri g6i tin — interval Time so
v6i HTTP trong diéu kién toc do di chuyén c6 bién dong.
Ngoai ra, ciing c¢6 thé thdy rang, viéc sir dung thuat toan
nham cb gang giri lai dit liéu c6 mot nhuge diém 16n 1a kha
ning cao bo qua viéc cap nhat dit liéu sau d6, dan t6i gay
ra d0 tré trong tmg dung thoi gian thuc.
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Hinh 7. Thoi gian giti goi tin khi thiét bi thu thap dir liéu
di chuyén voi toc d¢ khdac nhau voi giao thicc HTTP
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Hinh 8. Thoi gian giii goi tin khi thiét bi thu thap dit liéu
di chuyén voi toc d¢ khac nhau voi giao thire MOTT

Bang 1 thé hién hiéu ning cua 2 giao thirc trong trudng
hop thiét bi dat tinh va di chuyén. Thiét bi vé6i trudng hop di
chuyén s& dugc dat trén xe may va di chuyén trén doan
duong ngan véi toc do bién dong tir 0-70 km/h trong khu
vuc ¢6 song GSM véi toc d6 trung binh do duoc 1a 43 km/h
v6i MQTT va 40 km/h v6i HTTP thé hién trong muc tc do
trung binh ¢ Bang 1. Thong tin lién quan dén toc do nhan
duoc tin nhin trén co so dit liéu thu duogc, s0 lugng géi tin
duoc co s6 dit liéu nhan dugce va ty 18 mét goi trong cac didu
kién khac nhau. Giao thirc HTTP trong trudng hop thiét bi
tinh ¢6 ty 1é nhan goi thanh cong 1én dén 100% so véi giao
thite MQTT véi 97,9%. Trong kich ban thiét bi di chuyén,
c& hai giao thirc ciing gap phai vin d& mét goi, tuy nhién giao
thicc HTTP van c6 ty 1& gti g6i thanh cong cao hon (dat
97,0%) so véi giao thirc MQTT (dat 91,5%). Tuy giao thire
HTTP c¢6 hi¢u suat tuyét voi vé toc do tin nhan dén nhung
vé toe do gbi tin, giao thire MQTT c6 thé hoat dong hidu qua
hon. Thong lugng trung binh cia giao thirc MQTT nhanh
hon 9,6 1an so véi giao thirc cia HTTP, d6 1a giao thiic
MQTT c6 thé mét trung binh 3 gidy dé “PUBLISH” mot g6i
tin m6i, trong khi giao thire HTTP phai st dung trung binh
28 gidy dé cap nhat mot géi tin moi.

Tiéu chi dénh gia hiéu nang trong hé¢ thong IoT thoi
gian thyc gom thoi gian giri goi tin (hay do tré) va ty 1¢ goi
tin gtri thanh cong. Thoi gian gui goi tin cang nhd (hay do
tré nho) va ty 1¢ goi tin giri thanh cng cang cao thi hé thong
cang gan voi thoi gian thuc va ¢ do tin cay cao.

Bdng 1. So sanh hiéu nang cia 2 giao thirc trong triuong hop
thiét bi dat tinh va di chuyén

Pugc lay méu trong thoi gian mét gio:
Thiét bi tinh Thiét bi tinh
MQTT | MQTT | MQTT | MQTT
Thoi | Trung binh 3s 28s 3s 29s
gian gii | Lon nhat 30s 29s 57s 130s
goitin | Npgnndt | s 27s Is 27s
S6 géi tin giri 1071 128 1316 124
Ty I€ giri géi thanh cong| 97.9% | 100% | 91,5% | 97,0%
Téc d trung binh 0 0 43 km/h | 40 km/h

Ngoai danh gia dya vao do tré, jitter ciing la s6 liéu quan
trong d¢ theo doi va do luong hi¢u suat mang, jitter dugc
dinh nghia la sy khac biét ve d¢ tre giira hai goéi lién tiép.

Cac goi tin chap chon (jitter packets) thuong xay ra boi
bi anh hudng nhleu nhét boi mat goi hoic tic nghén mang
trong khi truyén dir liéu. Goi gui khong dén duge t6i
database cloud theo trinh tur dugc dinh nghia la mat g(’;i.
Thoi gian chép chon xay ra trong cac giao thire cang thap
thi hiéu suat cang tot. Phuong trinh (1) thé hién tinh toan
todn hoc cua jitter. Trong hé thong thir nghiém nay, dir liéu
dugc gui tryc tiép dén server, ma khong thong qua server
trung gian nao, nén hang so thoi gian T dugc chon bang 0.

Jn=tn—tn1-T @)
Trong d6: J, 1a thoi gian jitter tai goi tin thir n.-
t’n1a thoi gian gui goi tin (time of arrival) thur n.
t’n-11a thoi gian giri goi tin (time of arrival) trudce
do, thir n-1.
T 1a hing s6 thoi gian, tily vao thir nghiém.
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Hinh 9. Biéu ds jitter cho giao thirc HTTP va MOTT véi 20 géi tin

Hinh 9 chi ra rang, trong giao thirc HTTP thuong xuyén
Xy ra cac goi tin chap chon (jitter packets). Diéu nay co
thé giai thich bai qua trinh thyc hién cia giao thirc HTTP.
M&i qua trinh giri dit liéu cta giao thic HTTP s& dam bao
co s& dir liéu phan hoi xac nhan dé chi ra rang, co so dit
liéu da hoan toan nhén dugc thong tin. Khi co s¢ dir liu
khong phan héi theo khung thoi gian, giao thuc HTTP s&
cO gang gui lai dir liéu truée d6. Do dod, cac gdi tin chap
chon xdy ra thuong xuyén. Nguoc lai, hién tuong gobi tin
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chdp chon khong thuong xuyén gap phai trong giao thirc
MQTT. Tuy nhién, trong trudng hop két nbi lai V6i €O 8O
dir liéu (database cloud), cic géi tin chap chon van c6 thé
xdy ra trong MQTT.

5. Két luan

Bai bao da trién khai dugc mo hinh thyc té IoT thoi gian
thuc dé danh gia va so sanh hiéu ning hoat dong ciia 2 giao
thire HTTP va MQTT d0i v6i thiét bi tinh va di dong. Hé
thong IoT thyc hién trong thoi gian thyuc va trién khai trong
thye té s& co nhiéu van dé xay ra. Viée lya chon giao thirc
truyén tin phi hop s& lam ting sb lugng géi tin duge giri
thanh céng, mang lai két qua tt hon cho tng dung. Giao
thirc MQTT c6 header nho, chi vgi 2 Byte va gidi han ¢
kich thudc tai trong 256 Byte trong hé thong nhung
Arduino. Trong khi d6, giao thtc HTTP gi tin c6 d6 dai
2048 Byte. Ngay ca giao thirc HTTP ciing c6 kich thudc tai
trong 16n hon 8 1an so véi giao thirc MQTT. Tuy nhién, qua
viéc kiém chimg thuc té da cho thay, téc do giri cia MQTT
nhanh hon khoang mudi 1an so véi HTTP.

Vi vy, c6 thé két ludn rang, giao thire MQTT c6 hiéu
suat vugt trdi voi goi tin chap chon (jitter packets) thap khi
duoc ap dung trong mé-dun truyen thong GSM/GPRS. DPbi
vdi giao thire HTTP, n6 cung cap giao thire truyén tin bao
mat nhung téc do giri khong dwoc dap Gmg trong tmg dung
nay. Giao thirc MQTT duoc tao ra dé ing dung phu hop
v6i hé théng ToT thoi gian thuc hon 1a HTTP. Dya trén két
qua nghién ciru, ngudi ding co thé quyét dinh cach sir dung
thich hop giao thirc ctia ho trong cac hé thong IoT khac
nhau tily theo yéu cau dé phu hop véi hé thong.

Lo1i cAm on: Bai bao nay duogc tai trg bai Truong Pai hoc
Bich khoa — Pai hoc Pa Ning véi dé tai c6 ma so: T2021-
02-09.
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