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Abstract---Different forms of remote education and massive online

open courses are gaining reputation. The skill to

proctor

the online examination is a main essential factor for the scalability for
promoting the students for next stage education. Existing manual
monitoring is the most approaching method in education either by
visually monitoring or by physically accompanying test takers to the

examination centre and monitoring them. Learner’s

identity

verification and proctoring of online examinations is one of the main

challenges in online learning systems. The migration

and

implementation of the online exam have been accelerated during the
pandemic COVID-19. So the existing systems need a safe mechanism
to authenticate and proctor online students. In this paper, we propose
a system for providing the solution for authentication and proctor by
using the different biometric technologies. The performance of the
proposed system is evaluated by using real time videos with different
scenario. The experimental results provide an improved accuracy than

existing research works.

Keywords---Continuous face recognition, Gaze tracking, Mouth open

or close.
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Introduction

Due to COVID-19, Most of the Out-dated educational organizations proposing
face to face teaching, and these institutes had to push into the fully online
educational model forced by the pandemic. Today’s educational institutions reach
their expand significantly due the potential provided by Massive Open Online
Courses (MOOCs). Recent survey says that more than 7.1 million students
undergo online education with a different medium.
(https:/ /link.springer.com/article/10.1007/s40031-021-00581-x). The digital
approaches motivate the students to learn like Animations (54.7%), Whiteboard
and pen (36.5%), PowerPoint Examinations are the utmost perilous component of
any educational institution. They should reproduce the real learning in order to
hold their worth to the student society. According to the survey
(https:/ /www.educationworld.in/73-of-students-cheat-during-online-exams-

survey/), 73% of students are cheating in online exams. The recent survey
showed that 36% undergraduate and 24% postgraduate students are those who
paraphrase from the internet without footnoting, 38% undergraduate and 25%
postgraduate students are those who paraphrase from the book without
footnoting, and 7% undergraduate students are those who copy word to word
without citation. When the exams are conducted in conventional and presentation
(37.69%), Digital pen and slate (33.63%). In offline examination centres, the
candidates are monitored by manually. In contrast, there is no human proctor for
students taking online exams. In this paper, the author compresses various
detection methods that are not shown in the latter proposed methods. The
various detection techniques are Continuous Face Recognition, Gaze Tracking,
Mouth Open or Close. The video information is collected from Camera. By using
Microphone the audio information has collected. The data’s from screen sharing
also collected. These are three foremost data that are collected during online
education. Of these, video information is still not used to its full potential. In the
current day online examination monitoring systems, the face process alone
employed. The features from videos are collected from webcam and it is used for
monitoring. But this process provides minimum accuracy. Hence, additional
features like estimation of head pose, monitoring close and open condition of
mouth, monitoring the movement of eyeball, detecting the presence of other
person, presence of mobile phones, and identifying face spoofing are required for
improving the efficiency. Existing system monitor only face movements and sound
information. In this paper, we give additional features like, Gaze Tracking, and
monitoring the Mouth open and close. The research on online proctoring systems
related work is discussed in Section II. The suggested system's approach and
design are described in Section III. The system performance is evaluated in
Section IV. Section V wraps up the report and looks ahead to future projects.

Related Works

Many aspects of our life have been disrupted by the COVID-19 epidemic. To
reduce human infection rates, governments all over the world have regulated
physical interaction for education, work, and recreation. As a result of this
predicament, education and many other physical activities and enterprises have
been compelled to relocate from real to virtual environments. Around the world,



893

school, university, and other forms of education and training have shifted to
online learning. Many obstacles, however, are preventing widespread adoption by
governments and the general public. Due to the lack of physical presence,
monitoring attendance and students throughout courses, particularly during
tests, is a big difficulty for online systems. It is necessary to create methods and
technology that will give reliable instruments for detecting unfair, immoral, and
unlawful behaviour in courses and test. The current literature in this area is
minimal, with the majority of software coming from commercial firms that offer
restricted and "non-open" software solutions. To provide innovation, diversity, and
depth to the online learning software systems sector, several open-source tools
and activities are required. This article offers a revolutionary online proctoring
system that use deep learning to continuously proctor physical locations without
the requirement for a physical proctor's presence. Recent years, the requirement
of online education is increasing expressively. Researchers have proposed various
online proctoring methods to make learning easy and convenient way. The
methods have been categorized into three methods. They are No proctoring, online
human monitoring, partial-automated machine proctoring.

In No proctoring system the cheating is minimized in various ways. Online exam
proctoring system with visual and aural sensors is used for academic integrity
and upkeep. Online human proctoring is one of the common approaches to
monitor test-takers. But one of the downsides is that it is very costly to hire
employees to monitor the test takers. The drawback is that a single camera
cannot see the all the subject sees. This will results, faulty decision in any
cheating strategies. Recently researchers proposed many methods to overcome
the needs for online exam proctoring. Fully automated online exam proctoring
system with visual and audio sensors for the purpose of academic integrity and
maintenance which was proposed by Yousef Atoum [1]. This paper aims to
develop a multimedia analysis system to detect a wide variety of cheating
behaviours during an online exam session. Asep Hadian S. G. and Yoanes
Bandung proposed a method to develop the robustness for pose and lighting
variations by applying an incremental training process. In this system the
training data sets are obtained. From the data sets learning online lecture session
are monitored [2].

Makes use of transfer learning proposed by Ashwinkumar J S, to realize deep
learning and it combines three models namely YOLO (for fraudulent object and
multi-person detection), MPGazell (for abnormal gaze detection) and VGG16 (for
Face recognition) [3]. A Systematic Review on Artificial Intelligence -Based
Proctoring System, the author compares the methodologies used for online
proctoring and concludes with the issues that the system is going to face in the
future [4].

Methodology and Design
The Proposed Framework

The proposed framework has combined the following features — continuous face
detection and recognition, mouth open or close, gaze tracking for the entire
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duration of the exam|[5] - [7]. In the preparation phase (before taking the exam),
the test taker has to submit 15 — 20 images with their registered number. In the
exam phase (during exam duration), the proposed system converts the live video
into frames and analyses the frames for suspicious behaviour [8]. After the exam,
the examiner receives a score based on the test taker’s behaviour, the video of the
entire exam, and a report with details of each frame that is analysed. Based on
the above details the examiner can decide the credibility of the test taker.
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Figure.2 Flow Diagram for the proposed work
Face Detection

To ensure that the test taker remains present during the exam, face detection is
essential. The suggested system uses the haar [9] cascade algorithm to recognize
faces. A Haar-like feature adds the pixel intensities in consecutive rectangular
sections of a detection window at a specified position and calculates the difference
between the sums. This differentiation is then wutilized to divide picture
subsections into categories [9]. Haar cascade algorithm is a machine-learning-
based technique. It implicates training a cascade function with the help of huge
numbers of positive and negative photos [10].
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Fig 3 Haar Cascade
Face Recognition

Face recognition 1is the most prevalent biometric option for internet
authentication. Intel established OpenCV in 1999, and it is a well-known
computer vision library. The three facial recognition algorithms implemented by
OpenCV are Eigenface, Fisherface, and LBPH (Local Binary Patterns
Histograms).[11].

For face recognition, the proposed system employs an LBPH classifier. During the
training phase, a python script traverses and trains 15-20 photos of the test
taker. A YAML file is used to hold the learned model. The LBPH classifier from the
OpenCV package is utilized in the recognition step[12].

LBPH Classifier

Applying the LBP operation: The first stage in the LBPH's computational process
is to build an intermediate picture that better represents the original image by
highlighting the facial features [13]. To do so, the method employs a sliding
window idea based on the radius and neighbours parameters.

Divide the image created in the previous step into numerous grids to extract the
histograms. Then, for each section, extract the histogram. Then, to make a new,
larger histogram, we must concatenate each histogram. The features of the
original image are represented by the final histogram [14].

This feature ensures that the person taking the exam is the person registered for
the exam.

Mouth open or close

The suggested system analyses the movement of the mouth and determines
whether it is open or closed to detect if the test taker is talking or not. The
suggested method would do this by utilising a pre-trained network from the dlib
library that can detect 68 critical locations on the face[15]. Dlib is employed
because, unlike a CNN model, it can make predictions in real time. 68 landmarks
- The dlib library's pre-trained facial landmark detector is utilised to estimate the
position of 68 (x, y)-coordinates that correspond to facial structures. 300-W,
XM2VTS, FRGC Ver2, LFPW, HELEN, AFW, and IBUG datasets were used to train
this detector [16].
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Figure. 3 68 Landmarks

Mouth Aspect Ratio (MAR) is calculated to determine whether the mouth is open
or close.
Mouth Aspect Ratio (MAR):

A = Euclidean distance (51, 59)

B = Euclidean distance (53, 57)

C = Euclidean distance (49, 55)

MARM (1)
2.0*%C)
MAR THRESHOLD = 0.70
When MAR > MAR THRESHOLD:
Mouth is open
When MAR > MAR THRESHOLD:
Mouth is closed

This feature ensures that the test taker is not taking to anyone during the exam.
Gaze Tracking

Gaze tracking feature estimates the coordinates of the pupil and it tracks the
movement of eyeball. This is done to ensure that the test taker is seeing only the
computer screen during the exam. This feature makes use of Dlib's facial key
points once more [17].

The module for this feature gives two values: one is a number between 0.0 and
1.0 that indicates the horizontal direction of the gaze, and the other is a number
between 0.0 and 1.0 that shows the vertical direction of the gaze. The extreme
right has a value of 0.0, the middle has a value of 0.5, and the extreme left has a
value of 1.0. The other is a value between 0.0 and 1.0 that represents the gaze's
vertical orientation. 0.0 is at the extreme top, 0.5 is in the middle, and 1.0 is at
the extreme bottom. With these values, the proposed system detects whether the
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test taker is looking left, centre, right or down. This feature ensures that the test
taker is not referring to any other study material during the examination [18].

Score Calculation

As an output, the examiner gets the video for the entire exam duration, a report
consisting of the details of each frame analysed, and a score that is calculated
from the features mentioned. For score calculation, the proposed system uses
percent and average measures. After the exam, we get the following - total
number of frames, number of frames the face is recognized, number of frames the
mouth is open, number of frames the mouth is closed, number of frames the test
taker is looking centre, left, right and down. From these numbers, we calculated
recognized frames percentage, mouth closed frames percentage, and looking
centre frames percentage. To obtain the final score we calculated the average of
recognized frames percentage, mouth closed frames percentage, and looking
centre frames percentage [19].

Result and Discussion
We tested our proposed system with 20 one-minute video clips, of which 10
videos contain malpractice instance, other 10 videos doesn’t contain any

malpractice instances. After testing we got the following result,

Table 1
Confusion matrix for our proposed system

P
A NO YES

NO 10 0 10
YES 2 8 10
12

True positive (TP) — The cases which are predicted as yes, and also the real case is
also yes.

True negative (TN) — The cases which are predicted as no, and also the real case is
also no.

False positive (FP) — The cases which are predicted as yes, but the real case is no.
False negative (FN) — The cases which are predicted as no, but the real case is yes.
TP=8, TN =10, FP =0, FN = 2

Accuracy = (TP+TN)/Total. Accuracy tells how often the classifier is correct.
Accuracy for the proposed system = (10+8)/20 = 0.9

With the proposed system, the examiner gets the recorded video of the exam. The
frames from that video are shown below:
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Conclusion and Future Work

The proposed system has accuracy of 90%. To improve accuracy, some more
features can be added. Features like multiple person detection and mobile phone
detection can be added. The proposed system doesn’t have a user interface. For
more comfortability user interface can be added in future.
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