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Internet as a new communication medium, is the result the information and com-
munication technology convergence, which came in the form of an electronic sys-
tem. In the intellectual property rights perspective especiaily in copyright context,
an intellectual creation is protected as one’s property (a bundle of rights) that in-
cludes moral rights and economic rights. IPR protection paradigm actually domi-
nated by private communication paradigm, so any communication of the intel-
lectual work is the author s rights. Meanwhile, paradigm in the Internet is a mass
communication, so the delivery and retrieval of any information communicated on
the Internet is considered as the rights of every human being. These differences
seemed lead to the ineffectiveness of any attempt to restrict copying or access to
the use of a digital work.
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I. Introductien

Nowadays, communication system has evolved from centralize tele-
communications circuit switching based model io a distributed global com-
munication medium that on packei-switching- based using Internet proto-
col (TCP/1P). This kind of commug:cation system offers speed but on the
other side has communicating security weakness because it is built upon
the principle of connection®. On the conventional telecommunications, it
has obvious transmitter and receiver through dedicated connection.
On the Internet, communication focuses on the certainiy of information
delivery which sent randomly in packets and then reassembled at the

1 Senior Lecturer and Researcher of Telematics Law, Facuity of Law University of Indonesia.
2 Schweitzer, Douglas., Internet Security Made Easy., New York: AMACOM, 2002.
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destination point through all available channels. Technically information
distzibution through the internet is intended to spread information easily
but unpreventable. It seems that Internet characteristics built as mass
comrnunication not as private communications.

Internet as a new communication medium, is the resuli the information
and communication technology convergence, which came in the form of
an electronic system. This convergence resulied from the merging of the
two communication paradigms, the confidential communications paradigm
between the parties, and the public or open mass communicaiions paradigm.
In one particular context, communication on the Intemet can not be said
to be an announcement, bui in the other hand, it can be considered as an
act of the aonouncement. But certainly, all the information in the digital
environment are communicated through duplication or copying. There is
temporary information duplication that only iniended to read-only, and
there is a permanent duplication as intended to store information itself.

Meanwhile, various information communicaied via the Internet is
increasingly diverse due to the development of digital technologies.
Started with an analog system in the form of voice and iext, and now
communicated information includes all possible forms, such as images,
data, documenis, videos, and so forth. It also resulied that Iniernet known
as multimedia facilities. Subseqguently, the Law of the Internet will include
the convergence of the legal paradigm of iclecommunications, media and
information (telecommunications), with three-layer focused regulation
approach, namely: (i) regulation of resources, (ii) regulation of infrastucture
and access, and (iii) regulation on the application and conient.

Many benefits can be provided by the Internet, but there are those
who abuse it for seli-benefit and maght against the law. For example, the
distribution of illegal content, which might include the distribution of
digital intellecinal creations (digital works)® without permission or without
right or without legitimate interest.

In the intellectual property rights perspective especially in copyright
context, an intellectual creation is protected as one’s property (a bundle of
rights) that includes moral righis and economic righis. To protect the moral
rights and economic rights, formally, any duplication or copy by other par-

3 In general, digital works are any intellectual creations or creations that can be
represenied in digital form or in other words can be represented by a binary code (0 or 1),
including: photos, songs, musie, elecironic books, databases, compuier programs, efc. .
Meanwhile, based on the nature of the data is divided into (i) fixed data (eg songs, music,

databases and other similar things), and (ii) the dynamic data which is a series of instruec-
tions for the operation of a particular fuaction {cg computer program).
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ties should be done with the permission of the creator, if not then it is a vio-
lation (infringemenis)®. Therefore, the creator has the right to control every
form of duplication and / or announcement to the public. But on the other
hand, Internet is a global communications medium that works on the basis
of the ceriainty of technical operation in which each information delivered
and accepted between the parties. Communication providers involved did
not check or control the communicated conient, so ihe responsibility for
ihe communicaied conient is on the users.

IPR protection paradigm actuaily dominated by private communication
paradigm, so any communication of the inicllectual work is the author's
righis. Meanwhile, paradigm in the Internet is a2 mass communication, so
the delivery and retrieval of any information communicated on the Internet
is considered as the righis of every humaan being. These differences seemed
lead to the ineffectiveness of any atiempt to resirict copying of access to
the use of a digital work.

II. Appiication of Copyright en ihe Internet

As described before, copyright protection on Iniernet focussing io any
attempt to restrict access and usage of the creation. Things that considered
as a violation is all activities that involve copying or make the work availa-
ble io public without permission (eg, linking, framing, sharing/P2P, eic.).

To prevent these kind of violations, specific technologies (eg encryp-
tion) is used so everybody can not easily make a copy (copy control meas-
ures), access {access conirol measures), or change any information attached
to a creation (rights management information). Information Technology
provides several ways to do locking, such as using CSS, DeCSS, dongles,
etc. As a consequence, it is necessary to have legal protection mechanisms
by providing a legal obligation for everyone io appreciaie the security sys-
tem, where the breach of it will make the injured party be entitled to sue
redress.

Iromically from time to time, the efforis to defend the rights of crea-
tions was always getting resistance from the other parties who are keen
so an intellectal creations can freely accessible io public regardless the
restrictions of its exclusivity (jail-break). Some of it considered this as a

4 Jn the United States there are several categories of violations, namely: (i) Direct

Ix_;ﬁingerf:{ent; (ii) Contributory Infringement; (i) Vicarions Infringteni; dan (iv) Indu-
cing Infringement.
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matier of fair use, because it is done on ihe basis of a legitimate motivation
(eg. reverse engineering to creaie an interface in the framework of inter-
operability with other compuier systems programs, encryption reseairch for
repair, improvement or further development), but some cther do with the
motivation to take advantage.

Besides the technical proiection efforts, creators can also perform ad-
ministrative efforts for the sake of proving when necessary, by regisiering
his creaiion on copyright registration office. Actually, this mechanism does
not prove the originality of a copyrighted work, but used only for initial
evidence that the person concerned is the actual creators, if necessary.

TIL Critical Amalysis

it is very interesting if we look deeper to the philosophical and socio-
logical conditions of how the Internet is becoming popular. At the begin-
ning, the Internet project was initiated by the Defense Advance Research
Project Agency switched network (ARPANET), which then combined
with an academic network of the National Science Foundation Net (NSF-
NET), and then developed to ihe public not only for social communication
purposes but also for the commercial purpose. At that time there has been
a clash of paradigins and interests of the parties who have an interest in the
Internet®. Chris Reed said that it is a shifi of the reduction in private prop-
erty absolutism that prevenis oiher people to access and then become the .
global property where many people have access to information resources,
in other words ‘property’ became ‘propiiety’®.

As a medium dominated by the paradigm of freedom of expression,
freedom of communication, and freedom to access information, Internet
became a means o access knowledge for its users. The desire to share and
enhance each other are the motivation that should be appreciated by all
those who involve into this network universe. Honesty and openness of ex-
pression without having a cover-up became the paradigm which typically
were found’. Not only within the scope of information disclosure inorder to

5 Andrew D. Mumray, The Regulation of Cyberspace: Control in the Online Envi-
ronment., New York: A Glasshouse book., 2007., p. .60-73.

6 Chris Reed., Internet Law: Text and Materials (2nd edition). Cambridge: Uni-
versity Press, 2004. p. 88.

7 Lawrence Lessig, Code and Other Laws of Cyberspace. New York: Basic Books,
1999.
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implement good governance in all aspects but also the clarity of informa-
tion on a product before a transaction of goods and/or services traded.

The same thing applied to the clarity of information of digital products
(eg. computer program) within the Internet that offered io all iniernet users
as consumers across the country. Most users will ask for honesty and open-
ness of reliability even the openness of expression in the programming
itself that represented an instruction as a form of expression that conveyed
the idea that became apparent as they are, so irust on the reliability of the
system offered including the risks. So it would not be a transaction barrier
because performed with honest and fair by all parties®. Apparently it is
one of the reasons why the ‘open source’ movement would be the answer
for society to be able to access the substance of an intellectual work as a
whole, making it quite popular among academic activisis in this field.

Ironically, for the pretext of greater interest, it seerns that the perspec-
tive of seniencing in copyright only represent the interests of industrialists
in which a society is threatened as the exicrnal potential abuser. In other
words, the crime formulation is ofien placed only on the external scope of
the developers which are the competitors or the users. There only a liitle
discussion of the criminal perspective that put the obligations of the intel-
lectual/creator to the public or io the righi holder, if it turns out that the
product they made affects a great loss to the public or the users as consum-
ers. However, if truly there is a balance of interests, so clarity of rights
protection must be follow by clarity of obligations execution.

in the coniext of the Iniernet, an elecironic information in the form of
binary code (0 or 1) in fact not only can be seen visually as shown informa-
tion but it can also be potentially compromised by an invisible code in it. It
does not only occur due to exiernal paities but also occurs from the internal
side. Similarly, a set of instructions that works as.a computer prograin, may
be had a desiructive instruction that will work later on. One should aware
that the real poieniial criminals not only dominated by the user perspec-
tive but also from the developer or the vendor itself may have possibility
to misuse their right o lock the competition through innovation (IP abuse)
with Another competitor, which in turn will adversely affect the public as
CONSUINETS.

8 Prins, J.E.J., & Ribbers, PM.A., ¢t. al., Trust in Elecironic Commerce: The role
of Trust from Legal, an Organizational and Technical Point of View. Netherlands: Kiu-
wer, 2002. p. 1-41.
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V. IPRs Abuse and Criminalization (IP abuse vs. Criminalization)

In accordance with article 7° and article 8'° TRIPS, IPR sysiem not
only gave birth to the proiection of private rights but also the protection
of the public interest to encourage technological development, iransfer of
technology, and prevent the abuse of IPR that may hinder fair competition
or impede action the transfer of technology.

Under Asticle 40 paragraph (1)'! and (2) TRIPS, there is possibility
that the existence of the licensing can be misused to impede fair competi-
tion and it will make inhibition tor development of the technology itself
and its spreading to the public. Unfortunaiely the formula was not further
regulated or at least accompanied by a formulation of how obligation or
liability of the owner of the intellectual should be executed and what the
threat if it is not executed.

While on the other hand, article 6122 of the TRIP's mandates that mnem-
ber states shall make provision for punishmeni (imprisonment and / or

9 Article 7 Objectives: The protection and enjorcement of IPR’s should countribuie
to the promotion of technological innovation and to the transfer and dissemination of
technology, to the muiual advantage of producers and users of technological knowledge
and in a manner conducive io social and economic welfate, and to a balance of rights and
obligations.

i0 Auticle 8: (1) Members may, in formulating or amending their laws and
regulations, adopt measures necessary o proiect public healih and auirition, and to pro-
mote the public inierest in sectors of vital importance i0 their socio-economic and techno-
logical development, provided that such measures afe consistent with the provision of this
agreement. (2) appropriate Ieasuies, pro ided that they are consistent with the provisions
of this agreement, may be needed to prevent the abuse of IPR’s by right holders or the
resort to practices which unreasonably festrain trade or adversely affect the international
transfer of technology.

i1 Axticle 40: section (1) Members agree that some licensing practices or
conditions pertaining o intellectnal property rights which restrain competition may have
iverse effecis on trade and may impede the transfer and dissemination of technology.
Section (2): Nothing in this Agreement shall prevent Members from specifying in their le-
gislation licensing practices or conditions that may in particnlar cases constitute an abuse
of intellectnal property tights having am adverse effect on competition in the relevant
market. As provided above, a Member may adopt, consistently with the other provisions
of this Agreement, appropriate measures to prevent or conirol such practices, which may
include for example exclusive grantback conditions, conditions preventing challenges to
validity and coercive package licensing, in the light of the relevant laws and regulations
of that Membex.

12 Asticle 61: Members shall provide for criminal procedures and penal-
ties to be applied at least in cases of wilful trademark counterfeiting or copyright piracy
on a commercial scale. Remedies available shall inciude imprisonment and/or monetary
fines sufficient to provide 2 deterrent, consistently with the level of penalties applied for
crimes of 2 comesponding gravity. In appropriate cases, remedies available shall also in-
clude the seizure, forfeiture and destruction of the infringing geods and of any materials
and implements the predominant use of which has been in the commission of the offence.
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fines) against commercial copyright piracy done intentionally (committed
willfully and on a commercial scale). It is understandable that the provi-
sion is addressed io the parties that take advantage as a seller, similar o
the production of goods with counterfeit brand (trademark counierfeiting).
Based on the research, the mandate to criminalize this kind of action not
found explicitly in the TRIP's, but it only regulated who conduct discon-
tinuation and seizure or remove the item so that it can no longer be used.

This assumption is the consequence Article 60" TRIPS which siates
that member staies may exclude the trading inhibition at the countsy border
(cross country) if it is not intended for commercial puipose in personal lug-
gage in small amounts (travelers' personal luggage) or delivered as smali
consignment.

Under these provisions, developing countries should take notes why
developed countries at that titne did not balance the inieresis between the
rights and obligations as mandated in the TRIPS article 7. I{ there is an ob-
ligation to criminalize the external parties to inteliectual work, there should
be an obligation to criminalize those who abuse the IPR. IPR abuse will
had a strategic impact on public order or public interest, so it should have
to be regulate the confinement and / or penalties against ii. But unforiu-
nately there is no such provision, but only provides a means of settlement
and cousuliation between the parties only™.

Members may provide for criminal procedures and penalties to be applied in other cases

of infringement of intellectual property righis, in_particular where they are commitied

wilfully and on a comimeicial scale.
13 Article 60 De Minimis imports: Members may exclude from the ap-

plication of the above provisions small quantities of goods of a non-commercial aature
coniained in travellers® personal luggage or seni in small consignments

i4 Articie 40 section (3): Each Memnber shall enter, upon reguest, into
consultations with any other Member which has cause to believe that an intellectual pro-
perty right owner that is a national or domiciliary of the Member to which the request for
consultations has been addressed is underiaking practices in violation of the requesting
Member’s laws and regulations on the subject matier of this Section, and which wishes o
secure compliance with such legislation, without prejudice to any action under the law and
to the full freedom of an uliimate decision of either Member. The Member addressed shall
accord full and sympathetic consideration to, and shall afford adequate opportunity for,
consultations with the reguesting Member, and shall cooperaie through supply of publicly
available non-confidential information of relevance to the matier in quesiion and of other
information available to the Member, subject to domestic law and to the conclusion of
mmtually satisfactory agreements concerning the safeguarding of its confidentiality by the
requesting Member. Section (4) A Member whose aationals or domiciliaries are subject
to proceedings in another Member concerning alleged violation of that other Member’s
laws and reguiations on the subject matter of this Section shall, upon request, be granted
an opportunity for consuliations by the other Member under the same conditions as those
foreseen in paragraph 3.

224 Volume 9 Number 2 January 2012



Online Piracy and Copyright Protection Through Internet

The nexi progression is the existence of the WIPO Copyright Treaty
(WCT) and the WIPO Phonograms Treaty and Performer ("WPPT") in
1996. Both instruments states the need to maintain a balance between the
rights of the creators (authors) and related rights (rights of performers and
producers of phonograms) with a larger public inicrest, especially for edu-
cational purposes, research, and access the information as presented in the
Berne Convention.

WCT confirined that Computer Programs in any form and Compila-
tions of Data (database) is an object that is protected as the work of science
in the article 2 in the Berne Convention. WCT treaty clearly explain the
existence of Distribution Rights (Right of Distribution) which includes®
(i) the exclusive right to grant permission to the original work or the copy
availabile to the public, either through sales or throngh other ownership
rights transfer, (ii)Right of Rental, if it is an essential object, and (iii) Right
of Communication to the Public that includes electronic transmission.
Furthermore, it also state the obligation that every person have to protect
technological protection means (Obligation Concerning Technological
Measures'®) used by the creators or copyright holders io resirict access to
his creation, and the obligation to respeci the iniegrity of information of
the creation (Obligation Concerning Rights Management Information'”) so
any person can not change the information relaied to ownership that inher-
ent in creation.

i5 Article 6 WCT: Authors of literary and artistic works shall enjoy the
exclusive right of authorizing the making available to the public of the original and copies
of their works ihrough sale or other transfer of ownership

16 Axticle 11 WCT, Obligations concerning Technological Measures:
Contracting Parties shall provide adeguate legal protection and effective legal remedies
against the circumvention of effective technological measures that are used by authors
in connection with the exercise of their rights under this Treaty or the Berne Convention
and that restrict acts, in respect of their works, which are not authorized by the auvthors
concemned or permitted by law. :

i7 Asticle 12, Obligations concerning Righis Management Information:
(1) Contracting Parties shall provide adequaie and effective legal remedies against any.
person knowingly performing any of ihe following acts knowing, or with respect to civil
remedies having reasonable grounds to know, that it will induce, enable, facilitate or
coneeal an infringement of any right covered by this Treaty or the Berne Convention: (i)
to remove or alter any elecizonic rights management information withont authority;(ii)
to distribute, impont for distribution, broadcast or communicaie io the public, without
antherity, works or copies of works knowing that electronic rights management infor-
mation has been removed or altered withont anthority. (2) As used in this Axticle, “righis
management information™ means information which identifies the work, the aunthor of the
work, the owner of any right in the work, or information aboui the terms and conditions of
use of the work, and any numbers or codes that represent such information, when any of
these iiems of information is attached to a copy of a work or appears in connection with
the communication of 2 work to the public.
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The quesiion is whether those obligations have demonstrated the bal-
ance between intellectual property rights and obligations, because the per-
spective is not an obligation of the creator but the presence of an external
party's obligation to the Creator against the Creation. Then, how about the
certainty of access to information and educational interests and research to
study these creation, do they could do reverse engineering. Surely it would
be a clash beiween the obligation to maintain technology conirol with the
right to reverse engineering that allowed by about Trade Secrets Act.

Associaied with crime aspecis, copyright infringement back on the
discussion at the Convention on Cybererime in 2001 and including the
strategic discussion on asset proteciion that are included in the discussion
of Cybersecurity.

Title 4 — Ofiences related to infringements of copyright and related
rights
Article 10 — Offences related to infringements of copyright and re-
lated rights
1. Each Party shall adopt such legislative and other measures as may be
necessary o establish as criminal offences under its domestic law the
infringement of copyright, as defined under the law of that Party, pur-
suant to the obligations it has undertaken under the Paris Act of 24
July 1971 revising the Bern Convention for the Protection of Liter-
ary and Artistic Works, the Agreement on Trade-Related Aspects of
Intellecinal Property Rights and the WIPO Copyright Treaty, with the

exception of any moral rights conferred by such conventions, where
such acts are committed wilfuily, on a commercial scale and by means

of a compuier sysiem.

2. Each Party shall adopt such legislative ar2l other measures as may be
necessary 1o establish as criminal offences under its domestic law the
infringement of related rights, as defined under the law of that Party,
pursuant to the obligations it has undertaken under the International
Convention for the Protection of Performers, Producers of Phono-
grams and Broadcasting Organisations (Rome Convention), the Agree-
ment on Trade-Related Aspects of Intellectual Property Rights and the
WIPO Performances and Phonograms Treaty, with the exception of
any moral rights conferred by such conventions, where such acis are

comini wilfully, on a commercial scale and by means of a compu-

ier sysiem.
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3. A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided
that other effective remedies are available and that such reservation
does not derogate from the Party’s international obligations set forth in
the international instruments referred fo in paragraphs 1 and 2 of this
article

It is interesting that in the paradigm of the European Convention, a
member siaie may not make the criminal formulation if there are other
provisions that could effectively restore the rights of the aggrieved party.
This development also should be the concern of other countries, that the
demand of the criminal formulation does not always have to be applied
implicitly as a means of recovery of loss or as a means of preventing in-
fringement.

As a comparison, US has a policy concerning the limitation of fair use
principle, based on Asticle 17 USC Section 107 (2000), that consider four
factors:

a. the Purpose and character of the use, including whether such use is of

a cominercial nature or for non profit educational use;

b. the Nature of the copyrighied work;

¢. the amount and substantiality of the portion used in relation to the
copyrighted work as a whole; and

d. the effect of the use upon the poiential market for the woik or value of
the copyrighted work. ‘

Afier that, there is criminal formulation found in the Section 1201 US
Digital Millenium Act (DMCA) comcerning circumvention of copyright
protection sy:wem, that work differently far beyond WCT. DMCA prohibit
anyone who intentionally break the protected cieation that distributed clo-
sely for commeicial purpose. This is causing critics from experts because
this has overstep the commitment mandaied by WCT.

e No person shall circumvent a technological measure that effectively
controls access to a work protected under this title. The prohibition
‘contained in the preceding sentence shall take effect at the end of the
2-year period beginning on the date of the enactment of this chapier.

® No person shall manufacture, import, offer to the public, provide, or
otherwise traffic in any technology, product, service, device, compo-
nent, or part ihereof, that - (A) is primarily designed or produced for
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the purpose of circumventing a iechnological measure that effectively
conirols access {0 a work protected under this title; (B) has only lim-
ited commercially significant purpose or use other than to circumvent
a technological measure that effectively controls access to a work pro-
tected under this title; or (C) is marketed by that person or another act-
ing in conceit with that person with that person’s knowledge for use in
circomventing a technological measure that effectively controls access
to a woik protecied under this title.

Similar to the US, Indonesia also bad criminal formulation of cop-
yright infnngement that is expecied to prevent violation. Unfortunately,
the criminal formulation is inappropriaie because it is not as mandated by
the TRIPs in the application of “commitied wilfully and on a commercial
scale” where it is not intended to end userss.

For example, if someone has puichased a license for one copy and then
reproduce it on a his own device, then this can not be said as an infringe-
ment that based on the number of licenses, copy, and ithe usage quantity
because it is based on his legitimate inieresi that enabling him to access
the creation at his various device (internal puporse only). It should be pro-
tected by the First Sale Docirine. But it becomes different when it expands
its use by exchange it to another party or disiribuie it and resuliing loss to
the copyright holders.

Moreover, Article 14-28 Indonesia Copyright Act has also been too
namrowly limit the scope of ‘fair use’ that only allowed for research ac-
tivities, educational and other non-commercial activities. Compared to the
US, it should have opened the possibility io test the four factors mentioned
above in each case. By doctrine, using without permission can_not be re-

garded as an infringement as long as not violating the principle of moral
right and the right of reasonable economic inierests. Too limited deterini-

nation of fair use will cause injustice behind the day.

Before the Internet widely used for commercial purposes, the perspec-
iive on the Internet is dominated by the freedom of expression and public
access to science development. In this context, any digital work is consid-
ered as a common interest, so the examination and substance revealing of
an iniellectnal work (backing) is not considered as a crimae because it is
done to improve the work itself and is a way of learning to improve soci-
ety. This also applies to any act of copying or multiplication, because in the
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Indonesian Law

Explanatory

Article 72 of Copyright Law

1) Any person who deliberately and without
rights cominits acts as referred to in Asticle 2
paragraph (1) or Article 49 paragraph (1) and
paragraph (2) shall be punished with imptis-
onment of ai least 1 (one) month and / or a
fine at Jeast Rp 1,000,000.00 (one million
rupiah), or 2 maximum imprisonment of 7
(seven) years and / or a2 maximum fine of Rp
5,000,000,000.00 (five billion rupiah).

Paragraph (3)

(2) Any person who deliberately broadcast,
display, distribuie, or seil to the public a
work or goods resulting from an infringe-
ment of copyright or related rights as re-
ferred to in paragraph (1) shall be punished
with imprisonment of at most 5 (five) years
and { or a fine Rp 500,000,000.00 (five hun-
dred million rupiahs).

(3) Wheever intentionally and without right
to reproduce (duplicate) for commeicial use
of a computer prograim shall be punished
with imprisonment of 5 (five) years and / or
a maximum fine of Rp 500,000,000.00 (five
hundred million rupiahs).

Whai is meant by extending
ihe use of the duplicate, or
copy the computer program in
souice code (source code) or
application program.

(4) Whoever inientionally violates Axticle
17 shall be punished with imprisonment of
5 (five} years and / or a maximum fine of Rp
1,000,000,000.00 (one billion rupiahs).

(5) Whoever intentionally violates Article
19, Asticle 20, or Asticie 49 paragraph (3)
shall be punished with imprisonment of 2
(two) years and / or a maximum fine of Rp
150,000,000.00 (one hundred and fifty mii-
lion rupiah) .

The meaning of the source
code is an aichive (file) pro-
gram that contains statemenis
(siatementis) programing,
code instructions f conupands,
functions, procedures and ob-
jects created by a programmer

(the programmer).
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(6) Aay person who deliberately and without
rights violates Asticle 24 (moral sight), or
Axticle 55 shall be punished with imprison-
ment of 2 (two) years and / or 2 maximum
fine of Rp 150,000,000.00 (one hundred and
fifty million rupiah).

(7) Any person who deliberately and withont
righis violates Axticle 25 (rights management
information) shall be punished with impris-
onment of 2 (two) years and / or a maximum
fine of Rp 150,000,000.00 (ope bhundred and
fifty million rupiah).

For example: A computer
program with the right to buy
licenses for use on a single
computer unit, or B eniered
into a licensing agreement for
use of a compuier program
application on 10 (ten) comput-
ers. If A or B duplicate or copy
a computer program applica-
tion on top for more than a pre-
detenmined or agreed upon, the
action was a violation, except
for the archives.

(8) Any person who deliberately and without
rights violates Asticle 27 (iechnelogical mea-
sures) shail be punished with imprisonment
of 2 (two) years and / or a maximum fine of
Rp 150,000,000.00 (one hundied and fifty
million ruptah).

Asticle 32 UTJ ITE (Data Interference)

Elucidation of Article 32: Suf-
ficiently clear

(1) Any Person who knowingly and with-
out authority or unlawfully in any manner
whatsoever aliers, adds, reduces, iransmits,
tampers with, deletes, moves, hides Elec-
tronic Information andfor Electronic Records
of other Persons or of the public.

(2} Any Person who knowingly and with-
out avthority or unlawfully in any manner
whatsoever, moves or iransfers Electronic
Information and/or Electzonic Records to
Elecironic Systems of unauthorized Persons.
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(3) Acis as intended by section (1) shall be
acts that result in any confidential Electronic
Information and/or Electronic Record being
compromised such that the daia becomes
accessible to the public in its entirety in an
iDOProper Manner.

Article 33 UU-TTE (System Inierference)

Elucidation of Article 33: Suf-
ficiently clear

Any Person who knowingly and without
authority or unlawfully commits any act
resulting in faults on Electronic Systems and/
or resulting in Elecironic Sysiems working

improperly.

cessible with the inient to facilitate acis as
intended by Axticle 27 through Axticie 33;

Asticle 34 UU-TTE (Misuse of Devices) Elucidation of Article 34 Sec-
tion (1)

1) Any Person who knowingly and Sufficiently clear

without authority or unlawfully produces,

sells, causes to be used, imports, distributes,

provides, or owns:

a. Computer hardware or software that is

designed or specifically developed to facili-

tate acts as intended by Asticle 27 through

Aiticle 33;

b. Computer passwords, Access Codes, | Elucidation of Article 34 Sec-

or the like to make Elecironic Systems ac- tion (2): .

@ Acts as intended by section (1)
are*not criminal acts if aimed at camrying
out research activities, testing of Electronic
Systems, protection of Electronic Systems
themselves in a legal and lawful manner.

“Research activities” shail be
yesearch that is

conducied by anthorized re-
search instiiutions.
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digital environment ‘reading’ (viewing) meauns that the material is loaded
to compuier memeory (loading), which is also created a copy.

Similarly, sending a copy to another paity to be studied (sharing) is
considered as a distribution to improve the quality of science itself, not as
a distribution in commercial selling. Critics on the system reliability is a
very comunon thing and it is very necessary to improve the opeition guality
of the netwoik.

1t is a different issue when the Internet has become the place for busi-
ness commercialization. Industrialization interesis demand that each pes-
son should not exploit any vulnerability on another paity, because there is
no perfect work that frce from mistakes, meanwhile it cost them invesi-
ment in improving the woirk. The computer program never be free from
the potential errors in programming (bugs), therefore program developer
licensed it by saying as they are (“as is’).

If emrors are known and the impact affect seriously on losses, it will
ceriainly open the possibility to ask for responsibility based on defective
producis. For the sake of the industry growth, developed countries seem to
keep it unreavealed than being known by the public. Puiting trade secrets
under a reasonable interest to the vaiue of comparative or competitive ad-
vaniage of a creation is a good reason to get legal protection. The question
here, where the eqguilibrium that mandaied by Article 7 TRIPS is, although
commonlly the work is not traded so the rights remain on the creator. Then
what happens if our products damaging items/systems of others who al-
ready using it and install it on bis digital space?

Generally, the standard license agreement ofiered to the pubhc nas
waived the responsibility by claiming the absence of a standard warranty
of trade worthy (merchantability) and there is no guaraniee of appropriate-
ness to the benefit needed by the user (fitness for particular puiposes). It
only can give a guarantee of iechnical support according to ability and du-
ration of their R&D investment in product development, although royalties
bave been paid in advance without formulating a specific period of time.
That only if the user violaies the manufaciurer’s standard contract, so crea-
tor should not be responsible anymore.

On later progress, it seems that the protection of IPRs has negating
opportunities for the science and technology io develop, by cover up
something that should open, so there arose resisiance movement against
greediness in faking advantage of an intellectual creation. It represented by
shifting privaie rights idea which seems so absolute (all rights reserved) io

232 Volume 9 Number 2 January 2012



Online Piracy ond Copyright Protection Through Internet

respecting the public interest (public domain), such as by use of the ‘copyl-
eft’, sharing, or free use. This two-sides of interest has confusing the public
because it seems there are two different legal regimes on IPRs. Indeed both
the ‘copyright’ and ‘copyleft’ are constiucted on legal system, especially
ihe enforceability of copyright law to balancing the rights of creators with
the right of the public.

This confusion remains unanswered uatil the rise of the central axis
movement which moderately bring the copyright to its basic nature prop-
eily. This movernent cairied by Lawrence Lessig with his ‘Creative Com-
mons License’ movement (CCL). The movement is built based on ‘Some
Rights Reserved’ term in which the creators are not retained all rights but
only part of it. CCL provides an aliernative between society and creator,
so they could get away from indusirialists domination as the holder of the
Copyright, particularly in exploiting the economic value of the creations.
Through the CCL, the Creator can choose io distribuie bis woik to ihe
public directly as they wish wiih several alternative licensing models pro-
vided. In fact, the creators also need io share contents and get response of
comment of his creation from the public, but they can still restrict any com-
mercial use of it, indeed the relevant inierests should not be eliminaied.

The “not take the direct economic benefits’ argument are commonly
expressed by every person who believes that what they do is based on ‘fair
use’. Especially if they get it from public domain and used only for its own
purpose (internal purpose only). But on the other hand, the reason could
be misused if it turns out that the distribution done intentionally and con-

© (co) pd) |
all rights reserved some-rights reserved public domain
all rights are retained
by the creator or copy-
right holder

some right retained and | all righis granied to the
others granted to the | public
public
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sctously to cut off the economic value of the parties who have legitimate
interes.

The classic example of such violations on the Internet which involve
illegal song exchanged ecither directly or by file-sharing systems between
users, are very difficuit to prevent. In fact, not all file-sharing system with
Peer-to-Peer system (P2P) is against the law, so the criminalization of such
sysiems is must be done carefully.

Previously, such violations can be easily proven because P2P is still
centralized, but when it decentralize, the abuse is relatively difficuit to pro-
ve. Same thing applied to the abuse on Content Protection destruction’.
Along with the use of encryption technology development, the develop-
ment on decryption software tools is rising. Meanwhile, the infringement
against a change in the creation information management on the Internet
seems rarely happens. It indicates that the distribution on the Internet, gen-
erally not intended to possess, move, acknowledges the copyright of the
creators, but just take the economic advaniage of the creations.

As described before, it seems that any efforts to limit access and pre-
vent the spread of illegal content would be very difficult, especially if it
does not involve the intermediary parties on the Internet itself (interme-
diary services). It will be more effective if prevention and mitigation in-
volving the itermediary parties, which it could put obligations to provide
a reporting or public complaints mechanism legally (notice and take-down
policy) if there is a distribution of illegal content on their services.

By this mechanism, they can inhibit or at least minimize the access
to it or even make suspension or removal if such cieations found on their
services. To perform the mechanism, they need Jegal protection against the
potential countercharges of the illegal content publisher. Therefore, it is
necessary to provide legal provisio.s concerning limitation of the interme-
diaries liability which could be incorporaied either in the Copyright Act,
the Telecommunications Act or the Electronic Commerce Act.

V1. Indonesia Case Studies

Recently, Indonesia law enforcement officers implementing the crimi-
nal formulation on the Copyright Act that criminalize those who use the

18 International Telecommunication Union, Understanding Cybercrime:
A guide for developing countries, ITU Publication, 2009.
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s

BU Directive

8§ 512. Limiiations on labiliiy relating to
material online

Article 12 — “Mere conduii”

(a) Transitory Digiial Network Cominunica-
tions

1. Wherte an information society
service is provided that consisis of
the transmission in a communication
network of information provided by a
recipient of the service, or the provi-
sion of access to a2 communication
aetwork, Member States shall ensure
that the service provider is not liable
for the information transmitted, on
condition that the provider:

A service provider shall not be liable for
moneiary relief, or, except as provided in
subsection (j), for injunctive or other egui-
table relief, for infringement of copyright
by reason of the provider’s iransmitting,
rouiing, or providing connections for, maie-
rial through a system or network contvolled
or operated by or for the service provider, or
by reason of ibe intermediate and transient
storage of thai material in the course of such
transmiiting, routing, or providing connec-
tioms, if —

(2) does not initiate the transmission;

(1) the transmission of the material was initi-
ated by or ai the direction of a person other
than theservice provider;

{b) does not select the receiver of the
transmission; and

(2) the transmission, routing, provision of
connections, or siorage is carried out through
an antomatic techaical process without selec-
tion of the maierial by the service provider;

{c) does not select or modify the infor-
mation contained in the transmission.

(3) the service provider does not select the re-
cipients of the material except as an automat-
ic response to the reguest of another person;

2. The acts of transmission and of
provision of access referred to in
paragraph 1 include the antomatie,
intermediate and transient storage of
the information transmitéed in so far
as this takes place for the sole purpose
of camying ovt the iransmission in the
communication network, and provided
that the information is aot siored for
any period longer than is reasonably
necessary for the transmission.
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(4) no copy of the material made by the ser-
vice provider in the cousse of such intermedi-
ate or iransient storage is maintained on ihe
system or network in a maener ordinarily
accessible to anyone other than anticipaied
recipients, and no such copy is mainiained on
the system or network in a manner ordinarily
accessible to such anticipated recipients for

a longer period than isreasonably necessary
for the iransmission, routing, or provision of
connections; and

3. This Asticle shall ot affect the
possibility for a covrt or administrative
authority, in accordance with Member
States’ legal systems, of requiring

the service provider io terminate or
prevent an infringement.

(5) the material is transmitted through the
system or network withount modification of its
conient.

Article 13 — “Caching”

{b) System Caching

1. Where an information society
service is provided that consists of
the transmission in a communication
aetwork of information provided by a
recipient of the service, Member Siates
shall ensure that the service provider
is not liable for the automaic, inter-
mediate and temporary storage of that
information, performed for the sole
purpose of making more efficient the
information’sonward transmission {0
other recipients of the service upon

their request, on condition that:
(1) Limitation on liability.— A service (a) ihe provider does not modify the
provider shall not be liable for monetary information;

relief, or, except asprovided in subsection
(i), for injunctive or other equitable relief,
for infringement of copyright by reason of
the intermediaie and temporary storage of
matetial on a system or network controlled
or operaied by or for the service provider in a
ease in which -

(A) the material is made available online by a
person other than the service provider;

(b) the provider complies with condi-
tions on access to the information;

(B) the material is transmitted from the per-
son described in subparagraph (A) through

the system or network to a person other than
the person deseribed in subparagraph (A) at

the direciion of that other person; and

(c) ihe provider complies with rules
regarding the updating of the infor-
mation, specified in 2 maaner widely
recognised and used by industry;
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(C) ihe storage is carried out throngh an au-
tomatic iechnical process for the puzpose of
making the material available o nsers of the
sysiem or aetwork who, afier the material is
iransmitied as described in subparagraph (B),
reguest aceess to the matenial from the person
described in subparagraph (4), if the condi-
tions set forth in paragraph (2) are met.

(d) the provider does not inierfere with
the jawful use of technology, widely
tecognised and used by industry, 10
obtain data on the vse of the informa-
tion; and

{c) the provider acts expeditionsly to
remove or to disable access o ihe in-
formation it has stored upon obtaining
actual knowledge of the fact that the
information at the initial source of the
transinission has been removed fiom
the metwork, or access 1o it has been
disabled, or that a coust or an admin-
istrative authority has ordered such
removal or disablement.

§ 230. Proteciion for privaie blocking and
screening of offensive materiat

2. This Agticle shall not affect the
possibility for a conrt or adminisirative
authority, in accordance with Member
Siates’ legal sysiems, of requiring

ihe service provider to terminate or
preveni an infringement.

{c) Protection for “Geod Samaritan”™ blocking
and screening of offensive matenial

(1) Treatment of publisher or speaker No
provider or nser of an inieractive computer
service shall be treated as the publisher or
speaker of any information provided by an-
other information content provider.

Agiicle 14 - Hosting

(2) Civil liability

1. Where an information society
serviee is provided that consisis of the
storage of information provided by a
recipient of the service, Member Staies
shall ensure that the service provider
is not liable for ihe information stered
af the request of a recipient of the
service, on eondition thai:
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No provider or user of an inieractive comput-
er serviee shall be held liable on accouni of -

(a) the provider does not have ac-
tual knowledge of illegal activity or
information and, as regards claims
for damages, is not aware of facts or
circumstances from which the illegal
activity or information is apparent; or

{A) any action voluntarily t2ken in good faith
to restriet access 0 or avaiiability of mate-
rial that the provider or user considers to be
obscene, lewd, lascivious, filihy, excessively
violent,harassing, or otherwise ebjectionable,
whether or not such material is constitution-
ally protected; or

{b) the provider, upon obtaining such
knowledge or awareness, acts expedi-
tiously io remove or to disable access
to the information.

(B) any actien taken o enable or make
available o information content providers or
others the technical means to resirict access
to material described in pavagraph (1).

2. Paragraph 1 shall not apply when
the recipient of the service is acting
under the authority or the contro] of
the provider.

3. This Article shall not affect the
possibility for a court or adminisirative
authority, in accordance with Member
Siates’ legal systems, of requiring

the service provider io terminate or
prevent an infringement, nor does it af-
fect the possibility for Member States
of establishing procedures governing
the remeval or disabling of access to
information.

Article 15 — No general obligation to
monitor

1. Member States shall not impose a
general obligation on providers, when
providing the services covered by
Articles 12, 13 and 14, to moniior the
information which they transmii or
stare, nor a general obligation actively
to seek facts or circumstances indicat-
ing illegal activity.
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2. Member States may establish
obligations for information society
service providers prompily to inform
ihe competient public authorities of
alleged illegal aciivities undertaken or
information provided by recipients of
their service or obligations {0 commu-
micate to the compeient anthorities,at
their request, information enabling
the identification of recipienis of their
serviee with whom they have storage

agreements.

program without a license or using a computer program exceeds the limits

of the license obtained. While on the other hand, it seems that people has

trapped to a monopolistic conditions or being controled by device hegem-
ony and leaving them with no choices. Therefore, if this condition was
intentionally happens, it shouid be questioned’®.

According to that, there is inaproppriaie implementation in Indonesia
system. Thus, allow me to state some cases position i have observed.

1. In Surabaya, an internet cafe sued under the infringement of Copy-
right on Rental Right on the operating system they used, even though
they already have licensed operating sysiem on their computers. In this
context, it should be seen clearly what kind of services they provide,
whether they rented the OS and the browser or the internet acces serv-
ices, because actually they provide iniernet access services and not a
OS and office applications rental.

2. 1InKarawang, there is a company downloaded an antivirus program and
use it internally. Previously they had licensed antivirus program but
not working effectively, so they look for anoiher antivirus programs
on the Internet. Unfortunately, they gained the antivirus program from
a site that have no right to distribute it. When they had an inspection
on them, the unlisenced aniivirus program found on their sysiem, and

19 Normally an act considered as criminal act should be based on iwo
things, namely (i) wrongdoing (actus reus) with bad intentions based on the inient, and (ii)
(mens-rea). It seems that the criminal formulation on the Copyright Act actually become
counterproductive 10 the purpose of copyright legal system itself. People who unkno-
wingly coniaminated by the popularity of a product and did not find substitute products
in an alternative markets tend to be forced to use and had to be convicted because using
illegal products.
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then they sued under Article 72 paragraph (3) Indonesia Copyright
Act.

3. In Surabaya, a Digital printing company (SME’s) sued under infringe-
ment of copyright because they using some unlicensed sofiwares that.
This case is similar o the internet cafe case above, they considered
using the software renied to public. They aciually use the sofiware
limitedly to reading files. The company owners sued under article 72
paragraph (3) Indonesia Copyright Act.

Compared with the US, if the fair-use test is applied to the three cases
mentioned above, we will found some interesting facts.

Measuring Point Intemet Cafe Antivirus Digital Printing
1. The puipose |» Compnterrental |+ Intemal usage | » Files reading
and character of the | for internet access and printing

use; services

2. The nature » Operating Systein | » Asntivirus pro- | » Operating

of the copyrighted (compnuter program) | gram system and CAD
work; Program

3 The amouni [+ Liscnced Operat- |+ Used on « Multiple use on
and subsiantiality of | ing System for each {internal network | internal computer
the portion vsed; compuier they use/  { computer

4, Theefiectof |+ Did not affect » Did not affect | » Did not affect
the use upon the po- | potential market poiential market { poicniial market
tential market for the

werk or value of the

copyrighied work.

Specifically on computer programs, law enforcement should be ap-
plied fairly by recognizing ihe characteristics of computer programs?, the
exercise, and nature of the indusiry first, before applying the criminal pro-
cedure to the violators.

But firstly, there is a misinterpret error on Article 72 paragiaph (3)
explanation between the formulation and the examples presented there. It

20 In accordance with Ariicle 1 Paragraph (8) Law 19/2002 on Copyright,
a computer programs are a set of instructions expressed in the form of language, codes,
schemes, or any other form, which when combined with media that ean be read by com-
puters will epable computers work io perform specialized functions or to achieve specific
resulis, including preparation in’ designing these instructions. Compare it with the defini-
tien in the WCT ihat states cover all modes and forms.
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equalize Source Code with Object Code, at the same time possession of
the Source Code and Object Code will have different consequences. Pos-
session of the Object Code does not result in the modification, meanwhile
possession of the Source Code actually resulied in any possessor seemed o
be the owner because they can modify either the title or the literal program-
ming. So the example given was not congruent with the proper explana-
tion.

A further question rise whether the ‘increase the use for commercial
puipose’ is intended to commercial propagation or to the consequences of
commescial use of a compuier program. !

To answer it, we have to understand that agreement of the compu-
ter program is not just as assumed by the Copyright Act makers as only
a license, furthermore it include the transfer of copyright (assignment).
Based on the indusiry nature, clearly that the business model exploring
economic interests of the Compuier Program came in very diverse forms.
There are license agreement selling as if it wass a conventional product
(eg, non-exclusive and proprictary lisence), and lisence selling as a sale
of services only (example: public license). There are two basic types of
agrecments, namely: (i) the transfer of copyright agreement (assignment
of copyright) ihat iransferred the copyright to the users. This applies com-
monly if computer programs were made based on the request or order,
(bespoke software). (ii) license agreement (granting permission to certain
rights described in the agreement itself).

The license agreement itself came into several iypes, namely: (i) ex-
clusive and non-exclusive license, (i) license agreement with the closed
souree code and licensing agreements with open source code, (jii) private
interests license (eg, End User License Agreement) and public license
where the author release some parts of his rights *o the public, not only
the right to use but also modify and distribute as objects thai are placed in
Public Domain (iv) a paid license and free license, (v) license for end users
only and license for modification and further developed (sub-license).

Considering that the enforceability of the license equivalent to con-
tract, then lisence agreement should referred io the validity of coniract
(Article 1320 Indonesia Civil Code), particularly on the subjeciive and ob-

21 It had to keep in mind that in the characteristics of digital environments,
all use or reading of a computer program is carried out with a load or copies of a storage
media to the media primary access memory (RAM) on a computer, which is also known
as “loading” or loading,. It is therefore within the scope of Information Techmology, each
copying an electronically can not be said to necessarily be a violation of copyright. This
must be seen in context and characteristics of ihe license agreement iiself first.
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jective terms in contract. Therefore, before a license enforced, the agree-
meni validity have to be ensured . If not, then the license could not be put
under proiection and forced to third parties. If the licensing agreement was
contrary to law, then it will become pull and void. (Example: contrary to
the standard coniract determined by the Consumer Protection Law, Law-
Human Righis and the Law on Prohibition of Monopelistic Practices and
Unfair Business Competition). Therefore, the license violation on using a
copyright would be unrelevant if put under criminal law, because the viola-
tion based on Law of Contiacis and not as violation on criminal act.

Based on previous explanation , clearly there is a formulation missun-
derstanding of Axticle 72 paragraph (3), because it assuming on just one
type of license only, without making sure the characteristics of the license
and the type of industry.

The source code is a string of high-level instiuction in a program-
ming language, its exisience is like a blueprint of a house construction or
a clothes patiern. So if the source code is exposed, everyone will be able
io create, modify, or even repair the programs. In other words, possession
over the source code causing possessor could act as if they is the owner
of the program because they can perform the reengineering of creation. It
can be considered as criminal violation (stealing) under the Criminal Code.
Meanwhile, the object code is a string of instructions in machine language
(low level language) that can only be undersiood by the machine but can
not be undersiood by humans. In other words, control over an object code
causing only limited use without the freedom in using like property righis.
So unauthorized usage can not be considerd as criminal violation.

It seems that the Act was intended to every person who is doing the
multiplication of pirated goods and resell it as if the genuine products. So
he distribuied cou-.serfeit producis to the public (counterfeiting goods). For
instance, selling a pirated program on a piece of CD to the public.

Aiticle 72 would be inaccurate if applied to the possession of Object
Code because it is not intended ic be the owner and take the commercial
rights of the Creator. The economic value by usage is different from com-
mercial rights aitached to the indusirial value of the computer program
itself as a product or service.

If this analysis applied to the three cases above, using a computer
program that only for reading and printing files/documents that belong o
anyone else, without multiplication/selling the copies io other parties or
lease 2 computer program to others, can not be said as violations to the

Q
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commercial rights of the Creator or Copyright Holder (vendor) against ithe
computer progiam. Apparenily, using a copyright as mentioned in the
cases did not affect the market share of sales of computer programs iiself
to the public.

By considering 2ll the criteria of Fair Use and examining the cases, it
is clear that the clement of ‘without right’ and ‘commercial interests’ must
be proportionally seen according to each case. In following the mandate to
balance the interests between the rights and obligations, criminal prosecu-
tion can only be executed if there is already a competitive market condition
where people are fiee to cheose and there is no abuse of IPRs.

V11.Conclusion

1. Owline piracy should proportionally applied according to the TRIPS
and the CoC that only against actions that are intended to take eco-
nomic interest without right, not as user who only using it by no cheice
caused by a monopolistic condiiions. Therefore, for the criminaliza-
tion of copyright infringement need to be reviewed and equivalent to
the enforcement of competition law in the software indusiry so that
people have much choices in the digital market.

2. Content protection, either directly or indirectly will always get resisi-
ance hecause basically people will always find a way to access closed
content. It can be said as fair if only the provisions of Fair Use in Indo-
nesia opened normatively rather than linearly limited.

3. Prevention and conirol of distribution of illegal content would be ef-
fective if it involves the role and responsibilities of intermediary serv-
ices.

Notes:

Along with the paradigm of a three-tier arrangement in the conver-
gence of telematics (resources, infrasiructure, and applications and con-
tent) when confronted with this type of layer computer programs (microc-
ode, operating-sysiem, GUI, application), then we see that the competition
principle of essential facilities doctrine would apply to the existence of a
computer program operating system by the life of content and applications
industry. In this context, then any attempt to open an access control to fight
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copyright abuse is certainly not feasible for criminalized. Therefore the
provisions of criminal prosecution on the matter must be eliminated or at
Jeast no longer be applied because it has inhibited greater inierest of greater
interest in networked elecironic communication relations (Inter-Network-
ing) i.e. for inicroperability and interconnect with each other.

Bibliography

Baghy, Jolm W. Cyberlaw Handbook for B-commerce. CGhio: Thomson-Sowther-Western-West.
Bruzelles: Braylant, 2005. .
Coberoft, Rachel {ed)., Building an Anstralasian Commons (vol.1)., penesbitan tanpa tabum., hitpf
creativecommons.org-an/casestndiesvoll.
Chissick, Micheel dan Allistaiz Kelman. Blectronic Commerce Law and Pmctice (3* edition). London:
Sweet & Maxwell, 2002.
Landy, Gene K., The IT/Digital Legal Companion: A Comprehensive Bosiness Guide to Sofiware, IT,
Internet, Media and IP Law., Bodington: Syngress Pablishing, 2008.
Lessig, Lawsence. Code and Other Laws of Cyberspace. New Yerk: Basic Books, 1999.
. e The Futore of Ideas: the Fate of the Cornmons in a Connected World, New York:
Random House, 2601. )
— ., Remix: Making Art apd Commerce Thrive in the Hybrid Economy, Londom:
Bloowmsbury Pablishing, 2008
—_—  Free Colowe: How Big Media Uses Technology and the Law to Lock Down Cultnee
and Control Creativity., New York: Penguin Press, 2004.
Murray D, Andrew., The Regplation of Cyberspace: Control in the Online Environment,, New York: A
Glasshonse Book, 2007,
Poins, JLE I, & Ribbers, PM.A., et. al., Trost in Electronic Commerce: The role of Trust from Legal, an
Organizational and Technical Point of View. Netherlands: Kivwer, 2602,
Reed, Chiis. Iotetaet Law: Text and Materials (2nd edition). Cambridge: University Press, 2004.
Rowland, Diaue., Blizabeth Macdonald., Infonmation Technology Law (3rd ed.)., Londen: Cavendish
Publishing, 2005. .
Smith,Graham 1 H., Internet Law and Regulation (3rd ed)., Lordon: Sweet and Maxwell, 2002.
Schweitzer, Donglas., Intemnet Seawity Made Basy., New Yorke AMACOM, 2002,

244 Volume 9 Number 2 January 2042



