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CYYACHI IHCTPYMEHTHU TECTYBAHHA BE3IIEKU OWASP

AHoTAais. [3 po3BuTKOM 1HGOPMAIIITHUX TEXHOJIOTIH JIFOACTBO BCE OLIBIIE 3arTUOIIOETHCS Y CBIT I'aJKETIB, XMa-
PHHX TEXHOJIOT1H, BIPTYyaJIbHOI peaJIbHOCTI 1 IITYYHOTO iHTEeNeKTY. Uepe3 web-101aTKi OTPUMYEMO 1 ITOIIHPIoeMO iH]o-
pMmatito, B ToMmy uucii 1 kondigeHuiiny. I1in yac nanaeMii Bemka yacTHHA JIIOEH Nepeiliuia B OHIaiH pexXuM podoTH
1 HaB4YaHHs. B pe3ynbrari, OUIBIIICT AaHUX, SKi 30€piratoThCsl Ha MEPCOHAIBHUX KOMIT'I0TEpax, cepBepax KOMIIaHii,
XMapHHUX CXOBHINAX, HOTPeOYIOTh 3axXKCTy Bij KibepaTak. [Ipobiema kibepOesnexu Ha 1iel 4ac HEHMOBIPHO aKTyalbHa
yepes 31aMyBaHHsI KpUNTOOIpIK, CAalTiB MiHICTEPCTB, OITKOTH-raMaHIIiB Y1 aKkayHTIB corMepex. [l 3abe3neyeHHs Ha-
IIHOTO 3aXHCTY Pi3HOI iH(opMaIil TOTPiOHO MPOBOJUTH SKiCHE TECTYBaHHS PO3POOJICHHUX J0/ATKIB HA BUSBICHHS Ki-
Oep3arpos. B craTTi 3a3Ha4eHO, 10 MPH TECTYBaHHI JOJATKIB BUKOHYETHCS TIEPEBipKa HA BPAa3IIUBOCTI, SIKi MOTIIH O BU-
HUKHYTH B pe3yJIbTaTi HEMPAaBIJIBHOTO HANAIITYBAaHHS CHCTEMH a00 Yepe3 HeAOKH MPOrpaMHHX MPOLYKTiB. Baxxnmusum
€ IIMTaHHS BUKOPUCTAHHs 1HHOBALiil U1 MOKPAICHHs SIKOCTI, 30KpeMa CyJacHi peaiil CTajl BUKIMKOM I PO3BUTKY
MPOAYKTIB 3a0e3medcHHs KibepOe3nekn. PO3BUTOK TeXHOJOTIH BUMarae Bif CydyacHHX KOMIIaHii OHOBIEHHS cBOiX [T
CHCTEM 1 IPOBEICHHSI PETYISIPHUX MEPEeBipok Oe3mneku. JocikeHHs B pOOOTI MPUCBAYCHE aHATI3Y CydaCHHUX IHCTpyMe-
HTiB TectyBaHHI OWASP, ski cripusitoTh 3a0e31e4eHHI0 Oe3MeKn JaHuX, 3 METOI0 1X MoJabIIoro BUKopuctanHs. Open
Web Application Security Project € Binkputum npoexToM 3ade3nedeHHs Oe3neku. [Ipu 1oCTiKeHHIX BUSBICHO CIIUCOK
HalOIbII HeOe3neyHuX BEeKTOpiB atak Ha Web-nonatku, 3okpema OWASP ZAP 3piiicHIoe ckaHyBaHHs O€3IeKH CHC-
TeMH Ha 6a30BOMY PiBHI IUIAXOM aHANTI3y HAJICTAHUX Ta OTPUMAaHUX JTaHKUX, & TCCTYBaHHs O€3MeKr MOOUTFHIX TOJJATKIB
Ta MOoOUTEHUX mpucTpoiB 10S Ta Android 3ailicHioeTbest 32 MSTG. I[IpakTHYHUM pe3ysbTaTOM POOOTH € MPOBEICHHS
TECTYBaHHSI CIIEIiaJIbHO pO3POOICHOTO Web-T0JaTKy 1 BISIBIICHHS BPa3IMBOCTEH PI3HOTO PiBHI KPUTHYHOCTI.

Knrouosi croea: tectyBaHHs, Bpa3auBicTh, Oe3mneka, I T-rexunomorii, OWASP.
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MODERN TOOLS FOR SECURITY TESTING FROM OWASP

With the development of information technology, humanity is increasingly delving into the world of gadgets, cloud
technology, virtual reality, and artificial intelligence. Through web applications, we receive and distribute information,
including confidential. During the pandemic, most people switched to online work and study. As a result, most of the data
stored on personal computers, company servers, and cloud storage needs protection from cyberattacks. The problem of
cybersecurity at the moment is incredibly relevant due to the hacking of cryptocurrencies, websites of ministries, bitcoin
wallets or social network accounts. It is necessary to conduct high-quality testing of developed applications to detect
cyber threats, to ensure reliable protection of different information. The article states that when testing applications, it
checks for vulnerabilities that could arise as a result of incorrect system setup or due to shortcomings in software products.
The use of innovation is necessary to improve quality. Modern realities have become a challenge for the development of
cybersecurity products. Improvement of technology requires modern companies to update their IT systems and conduct
regular security audits. The research is devoted to the analysis of modern OWASP testing tools that contribute to data
security, with a view to their further use. The Open Web Application Security Project is an open security project. The
research revealed a list of the most dangerous vectors of attacks on Web-applications, in particular, OWASP ZAP
performs analyzes the sent and received data system security scanning at the primary level, MSTG performs security
testing of mobile applications iOS and Android mobile devices. The practical result of the work is to test a specially
developed web-application and identify vulnerabilities of different levels of criticality.

Keywords: testing, vulnerability, safety, IT technologies, OWASP.

Beryn HEBII'€MHOIO YaCTHHOIO HAIIOTO KUTTSI, HE € BHHST-
CyuacHuii cBiT Hece B co0i THCsYi 3arpo3 imo- koM. KiGep3nounHHICTh 3apa3 po3BHHEHA SIK HIKOJIU
TEHI[IHHNX Hebe3nek. BcecBiTHA Mepexka, 1o craia

18 Bicank JIAYBIXK, Ne22, 2020


https://journal.ldubgd.edu.ua/index.php/index

- aJDKe MaihKe KO)KHa KOMITaHis Ma€ CBiil caiit B [u-
TEpHETI, a 37TIOBMUCHHUK Y MEPEKi MOXKE JICTKO 3aJIH-
matucs abcomoTHO aHOHIMHMM. HanzBuyaiino akTy-
JILHOIO TEMOIO Ha CHOTOJHI € TeMa 3axucTy web-1o-
JATKIB BiJ TOTEHITIHHUX aTakK 330BHi, OCKIIEKH pPa3oM
3 HOBHMH METOJaMH PO3POOKH, BUHUKAIOTH 1 HOBI
MeTonu atak [1].

Takoxx HEOOXiAHO BIM3HAYMTH Pi3HI CydacHi
CBITOBI MPOEKTH 13 3aXUCTy Big arak Ha web-
nofatkd. 30KpemMa, A AoNoMoru ¢ipmam ¢Gopmy-
JIIOBATH Ta BIIPOBAIKYBaTH CHCTEMH O€3MeKH A pi-
3HHUX TOJATKIB 1 peakIlii Ha 0i3HEC-PU3UKN BUKOPHC-
TOBYETHCS MOJICITH 3PUIOCTI i3 3a0€3MCUCHHS BIICBHE-
HOCTI y mporpaMHOMy 3a0e3nedeHHi (SAMM). Ichy-
FOTh TaKOXK PI3HOMaHITHI HACTAHOBH CTOCOBHO KOy,
TECTyBaHHS Ta PO3POOKH uTs 3a0e3meueHHst Oe3neKn
web-J10/1aTKiB, 10 MICTSITh HH3bKOPIBHEBE TECTY-
BaHHS Ha NIPOHUKHEHHS 13 3a0€31eUCHHSIM HEOOXiI-
HOTO piBHSA KOH}ineHuiHocTI [2]. dyXke BaxIMBOIO
€ HACTaHOBA i3 pearyBaHHs Ha TOM-ACCATH IHIUICH-
TiB O€3MeKH, SIKy MOXYTh BHKOPHCTOBYBATH iHXKe-
Hepw 3 0e3rekn, ayJUTOPH, IOPUCTH, TIPABOOXOPOHIII
Ta PO3POOHUKH TONATKIB. TakoxkK iCHYE MPOEKT 3aXU-
cty Big Proxy arak (ZAP), sikuif MOXKYTh BUKOPHCTO-
BYBaTH MPH TECTYBaHHI HA MPOHUKHEHHS. BaxnBo
3a3HAYUTH, IO IS 3aXHUCTY PO3POOISIOTHCS TECTOBI
HebOe3neuHi web-10AaTKy I HaBYaHHs Oe3NeuHuM
MeTOAaM IporpaMyBaHHsI, Hanpukiaa Webgoat.

MeTtoau aociiazKeHb

OWASP (Open Web Application Security
Project) — BigkpuTHii MPOEKT 3a0e3MEUCHHS Oe3eKU
web-nonatkiB. CrninbHOoTa OWASP BKITIOUae B cebe
Kopropaiiii, OCBiTHI opraHi3aiii i mpuBaTHi ocobu 3
ycboro cBiTy. CHiJbHOTA MpaIioe Hajl CTBOPEHHIM
cTarel, HaBYAILHUX MOCIOHUKIB, JOKyMEHTAIlii, iH-
CTPYMEHTIB 1 TEXHOJOTIH, K mepeOyBaloTh y Billb-
Homy noctymi. ®oun OWASP ne 6naroniiina opra-
Hi3allisl, sKa HaJga€ MIATPUMKY 1 3MIMCHIOE YIpaB-
JMiHHA TpoekTamMu Ta iHGpacTpykTyporo OWASP.
[ponyxt OWASP BHKOpHCTaHI TIPU TECTYBaHHI:

- OWASP Top 10;

- OWASP Top 10 Privacy Risks Project;

- OWASP Zed Application Proxy (ZAP);

- OWASP Web Security Testing Guide
(WSTG);

- OWASP Application Security Verification
Standard (ASVS);

- OWASP Juice Shop.

OWASP crBopuB cnucok 3 10-tu HaiGibII
HeOe3neuyHnX BEKTOpiB arak Ha Web-mogatku B
SIKOMY 30Cepe/DKeH1 HalHeOe3euHil BPa3IuBOCTI,
SAKI MOXYTb KOLITYBaTH AESAKHM JIIOASM BEJIHUKHX
rpomeif, abo mixpuBY OiIOBOI pemyTamii, ax [0
Brparu 0i3Hecy. OWASP TOP-10 He € odimiiHuM
CTaHAApTOM, Iie Juile iHpOpMalidHUN JTOKYMEHT,
SKHHA LIIMPOKO BUKOPUCTOBYETHCS OaraTbMa OpraHi-

3alisMH, IporpaMaMy BUILIATH BUHAropoJl 3a BUSB-
JIEHI BPa3JIMBOCTI 1 €KCIIepTaMH B 00J1acTi Kibepoes-
neku Uit kinacugikamii piBHS HeOE3MEeKH Bpa3IuBOC-
teit. Bepxniii psgok TOP-10 3aiiMaroTh Bpa3IuBOCTi,
10 103BOJISIFOTH BIIPOBAKEHHS KOAY.

3a ocTaHHI POKH PEHTHHT OHOBITIOBABCS JCKi-
nbKa pasziB — B 2013 1 2017 pokax. [Ipote B HOBIi1 Be-
pcii BimOymnucs mepecTaHOBKH, a TAKOXK JOJAIINCS TPH
HoBi Tunm BpasmuBoctei: XXE (External Entity
Expansion, Bpa3nuBicTb caiiTy abo 1oaTka A0 BIIPO-
BajukeHHs koxy XML), Insecure Deserialization i
Insufficient Logging & Monitoring [3].

Pe3yabTaTH gocaigxenn

OWASP Top 10 Privacy Risks Project micTuTsb
10 pusmkiB KoH(OIAEHIIHHOCTI y Wweb-mporpamax.
Bin oxorumoe TEXHOJOTIYHI Ta opraHi3ariitHi acre-
KTH, SIKi 30Ccepe/KeHi Ha pealbHUX PHU3HMKax, a He
JMIIEe HAa IPUANYHMUX NUTaHHSX. IIpoekT Hagae mo-
paau moA0 BIPOBAKEHHS KOH(DIMESHIIIHOCTI muts-
XOM Ju3aiiHy y web-I0IaTKi 3 METOI0 JOIIOMOTTH
PO3pOOHHKAM Ta TOCTaYaIbHUKAM Kpalle 3p03yMiTH
Ta MOKPAIUTH KOH(DiMeHiiHICTh. CITUCOK BUKOPHC-
toBye pekoMenpaiii OECP, a Takoxx moxe OyTu BU-
KOPHUCTaHUH JIJIS OLIHKYA PU3HMKIB KOH(IACHIIIMHOCTI,
IIOB’sI3aHMX 13 KOHKPETHUMHU Web-TIporpaMaMu.

BpaznuBicTs € KIFOUOBOIO MPOOIEMOI0 OyIh
siKoi cucTeMHu. HeMOXIIMBICTh HAJIG)KHUM YHHOM PO-
3pOoOMTH Ta BIPOBAJUTH IOJATOK, BHSBUTH MpO-
OmeMy ab0 HeraifHO 3aCTOCYBAaTH BUTIPABICHHS TIPH-
3BOJUTH JI0 TOPYIICHHS KoHQigeHIiiHOCTI. Web
Application Vulnerabilities — 3axumiae abo omepye
KOH(DIEHIIHHIMHI TaHUMHU KOPUCTYBAiB.

Operator-sided Data Leakage 3acTOCOBYIOTH
4yepe3 HEMOXKIIMBICTD 3alOOIrTH BUTOKY Oyb-sSKOT
iH(opMartii, 1o MicTUTh 200 OB’ sI3aHA 3 TAHHUMH KO-
pHUCTyBaya, 1110 MPU3BOIUTH JI0 BTPATH KOH(DIIEHITi-
HOCTI IJaHHUX Yepe3 HABMUCHE TIOpYIIeHHS, a0o yepes
HEHaBMUCHY NIOMUIIKY, HAallPUKJIaJl, CIPUYUHEHY He-
JIOCTATHIM KOHTPOJIEM JOCTYITy, HEeHaIiHUM 30epi-
TaHHSAM, TyOJIIOBaHHSAM JaHWX a00 HeIOCTaTHHOIO
00i3HaHICTIO.

Insufficient Data Breach Response — ortinka pusu-
KiB 4epe3 Te, 0 TOCTPaXx/Ialli 0ocoOr He MaroTh iH(Op-
Mallii po MOKITMBE TIOPYIIIEHHS 200 BUTIK JaHUX, CIIPH-
YUHEHE YMHCHUMH a00 HEHaBMUCHHMH TIOMISIMU Yepe3
CHTYaLIil0, KOJIK He OOMEXYIOTb JIOCTYII JI0 TAHHX.

OcCKiNbKH He 3aBXKIH € JOCTaTHBO iH(opMarrii
JUTSL OIIMCY OOpOOKHM IaHuX Ta Micls 1xX 30epiraHHs,
to Insufficient Deletion of personal data mae 3mory
YHEMOMIIMBUTH BUJIAJICHHS NIEPCOHAIBHUX JIaHi Imi-
CJIsl IPUITMHEHHS 3a3HaueHoi il abo Iicis 3aKiH-
YeHHS JIi1 3aIuTy.

Non-transparent ~ Policies, Terms and
Conditions yHEMOXIUBIIIOE 3pOOUTH TIEPCOHAILHY
1H(OpPMAILIIO JIETKOJOCTYITHOIO. ICHYIOTh PU3UKH T10-
pYLIEHHS KOH(QineHIiHOCTI mpu 300pi OMHUCOBHX,

Bulletin of Lviv State University of Life Safety, No22, 2020

19


https://journal.ldubgd.edu.ua/index.php/index

neMorpadiuHUX 4YM OyAb SKHX IHIIMX JaHUX,
MIOB’SI3aHUX 3 KOPUCTYBAYaMH.

Collection of data not required for the primary
purpose 3aCTOCOBYETHCS JI0 OIIHKH IaHUX, HA K1 KO-
pHCTYBad HE J1aB 3TOMH.

Sharing of data with third party Tectye puznku
HaJlaHHS JaHUX KOpUCTyBauya TpeTi cTopoHi 0Oe3
OTPUMaHHA 3ToAW KopucTyBada. OOMIH JaHUMHU
MOXK€ BITOyTHCS 4epe3 HEHAIe)XKHE BHUKOPHUCTAHHS
CTOPOHHIX pecypciB web-caliTy, TakuX sIK BiJDKETH,
aHaJiThKa a00 wWeb-TIOMIIIKH.

Outdated personal data 3acTOCOBYIOTH KOJIH
BUKOPHUCTOBYIOTH 3acTapilii, HempaBWiIbHI a0o Hempa-
BIVMBHX JaHi KopucTyBauiB, Missing or Insufficient
Session Expiration — KoM HEMOXINBO e€()EeKTHBHO
3a0e3MeYnTy NPUIMTUHEHHS CEaHcy 1 e MOXKe TpH3Be-
CTH J10 300py JIOJIATKOBUX JaHUX 0e3 3roau abo 00i-
3HAHOCTi KOPHCTYBaya.

SIKIII0 HEMOXKITMBO 3a0€3MEYHTH IIepeiady Ja-
HUX 32 3aU(pPOBaHUMH Ta 3aXUIICHUMH KaHAIaMHU,
BKJIFOUAIOYM MOJIIMBICTh BHTOKY JaHUX, TO OIliHKA
npoBoauThes Insecure Data Transfer.

OWASP ZAP € 0e3KOIITOBHUM 1 IPOCTUM Y
BUKOPUCTAaHHI CKaHEpOM, JIO3BOJISE 3JIIHCHUTH CKa-
HyBaHHS O€3MEeKU CHCTEMH Ha 0a30BOMY PiBHI IUTS-
XOM aHaNi3y HaAiCTaHWX Ta OTPUMAaHHX aaHuX. Jla-
HUH CKaHep A00pe MiIXOAUTH JUIsl IOYaTKy BUBUCHHS
OCHOB TECTYBaHHs O€3MEKH, aJie BiH TAKOX € 1 XOpo-
M TOTIOBHEHHSIM IIPH TECTYBaHHI O€3MeKH BUCOKO-
kinacHUMH (axiBisiMu[4]. OCHOBHMMU MOXKIIUBOC-
TSIMH TECTYBaHHS IIbOTO CKaHEpa €:

- TecTyBaHHs Ha XSS ataky;

TECTYBaHHS Ha MOXKIUBICTh SQL-1H'eKIIiH;
TECTYBaHHS JIojlaTka MeToJioM Fuzzing;
KOHTPOJIb MEPEKEBHX MPOTOKOJIIB;
CKJIQJIaHHS 3BITIB 32 pe3yJbTaTaMH TeCTy-
BaHHSI.

CkaHep Ha/la€ MOXKITUBICTh BUKOPUCTAHHS aK-
THUBHOTO i TACHBHOTO METOJIB CKaHYBaHHS. AKTHUB-
HUIl MeToJ moJjarac B imitanii Al 3JTOBMHCHHKA 1
Oe3mocepeHiil cripodi MPOHUKHEHHS 1 3J1aMy CHC-
Temu. [TacuBHUIT MeTO 1a€ 3MOTY IPOBOAMTH TECTY-
BaHHS Ha OCHOBI aHAJII3y BiIIPABIIEHUX 1 TPUHHATHX
MakeTiB TMiJ 4Yac pPYYHOTO TecTyBaHHS Security
Testing imxeHepa.

IIpoekr OWASP  Application  Security
Verification Standard (ASVS) 3a0e3neuye ocHOBY
JUISL TECTYBaHHS TEXHIYHUX 3aCO0IB KOHTPOJIIO 0e3-
neku web-I01aTKiB, a TaKoX Halae po3poOHUKaM
CIIMCOK BUMOT J10 Oe3rneku po3poOku [S]. OCHOBHOMO
METOI0 IIOTO IMPOEKTY € HOpMAali3allisl Jiana3oHy
OXOIUIEHHS 1 PiBHS >KOPCTKOCTI, IOCTYITHUX Ha PH-
HKY, KOJIU CIIpaBa JOXOIWTH JI0 BUKOHAHHS NEpeBi-
pku Oe3rnekn web-I0/1aTKiB 3a JIOTIOMOTOK KoMep-
IHHO-TIPAIIOI0YOr0 BiIKpUTOTO cTanmapty. CraH-
JapT Ha/la€ OCHOBY JJISl TECTYBaHHS TEXHIYHUX 3aCO-
01B KOHTPOJIIO OE3IIEKH JI0IATKIB, @ TAKOXK OY/Ib AKHX

TEXHIYHUX 3ac00IB KOHTPOJIIO OE3MEKH B CEpelo-
BWIIl, HAa SIKE OMHPAIOTHCS IJIS 3aXUCTy BiJ] TaKUX
Bpa3JIMBOCTEH, AK MixkcaiToBui cKpunTHHT (Cross-
Site Scripting, XSS) i SQL-in'exuii. Lle# cranmapt
MOke OyTH BUKOPHCTAaHUH IJIs1 BCTAHOBIICHHS PiBHS
noBipu a0 6e3nexu web-nomarkis. Bumorn Gynu po-
3po0JieHi 3 BpaXyBaHHSIM TaKuX IiJIeH:

- BUKOPHUCTaHHS B SIKOCTI METPUKH - HAJaHHSI
pO3pOOHUKAM TOJATKIB 1 BIaCHUKAM JOJaT-
KIB MITKH, 3a JOIOMOI'OI0 SIKOT MOKHA OIli-
HUTHU CTYIiHb JAOBIpHU;

- BUKOPHCTAaHHS B SAKOCTI IHCTpyKIii — Ha-
JaHHS 1HCTPYKLii UIsi po3poOHHKIB 3ac00iB
KOHTPOJIIO Oe3MeKH 1010 BKUBIICHHS Oe3ie-
KOBOI CKJIaJ0BO1 B JIOJJATKH;

- BUKOPHCTaHHS IIiJ] Yac 3aKymiBii — 3a0e3rre-
YCHHSI OCHOBH JUIsl BKa3iBKH B KOHTPAaKTax
BHMOT IIIOJO MTEPEBIPKU OC3MEKH JOIATKIB.

Hogi TexHOmMOTIi 3aBX/I1 CTBOPIOIOTH HOBI pH-
3UKU I Oe3meKd 1 MOOUIBHI JOJATKHU HE € BUHSIT-
koM. [Ipobnemu Ge3nekn MOOITBHUX JOJATKIB JIEIIO
BIJIPI3HSAIOTHCS BiJl TPAAULIHHOTO HACTLIBHOTO TIPO-
rpaMHOro 3abesrnedeHHs. CydacHi MOOUIBHI orepa-
LiKHI cucTeMH, MaOyTh, OLTBIN OE3MeYHI, HiX HACTi-
JBHI OTIepaliiiHi cucTeMH, ajie MPOOIeMH TaKOX BH-
HUKAIOTh, SKIIO PETETHHO HE PO3TIITHYTO MHUTAaHHS
Oe3neku Mg yac po3poOKu. 30epiraHHs IaHHX,
3B’S130K MK TporpamMamu, Haje)KHE BUKOPUCTAHHS
kpunrorpadiganx API Ta Ge3nedyne mMepekeBe CITiji-
KyBaHHs — JIMIIE JAesSKi aCTIeKTH, SKi MOTPiOHO Bpaxy-
BaTu. barato TecTyBaJIbHUKIB Oe3reku MOOIIBHHX
JOJTATKIB MAlOTh JIOCBiJ] TECTYBaHHS Ha TPOHHUK-
HEHHS B MepexXi Ta web-/101aTKH, 110 € BEIUKOIO ITiH-
HICTIO. Maiike KOXKeH MOOUIbHUHN JT0OIaTOK PO3MOB-
JISI€ 13 CEPBEPHOIO CEPBICHOIO CITY>KOO00 1 I1i CITy )01
CXWJIBHI JI0 TUX CaMHX THUIIB aTak, sKi HaM BioMi y
web-niporpamax Ha HaCTUILHUX MaliuHax. MoOUIbHI
MPOTpaMH BiIPI3HSAIOTHCS THM, 1[0 TaM MEHIIIa MOBe-
PXHS aTak i, OTKe, OUIbIINI 3aXHCT Bif| iH €KIIN Ta
noxioHux arak. HatomicTe MM ITOBHMHHI BU3HAYUTHU
MPIOPUTET 3aXUCTY JAHHUX Ha MPUCTPOI Ta B MEPEKi
JUTA T1IBUILEHHA MOOIIBHOI OE3MEKH.

MSTG — 1ie moBHUI TOCIOHUK ISl TECTYBaHHS
0e3neku MOOIIBHHUX JOJATKIB Ta 1HXKEHEPHOI'O 3BO-
POTHOTO MIPOEKTYBAHHS JIJISl TECTYBAJILHUKIB MOOLITh-
Hux npuctpoiB i0OS Ta Android, y sikomy MoxkHa
3HalTH iH(OpMaIlifo PO BHYTPIMIHI TPUCTPOi MOOi-
JBHOT MatGopMH; TecTyBaHHS O€3MEKH B JKUTTE-
BOMY ITUKJIi pO3pOOKH MOOUIBHUX JTOATKIB; OCHOBHI
CTaTU4HI Ta JUHAMIYHI TeCTyBaHHS O€3IEKH; 3BOPO-
THE MIPOEKTYBaHHS Ta Qanbcudikailis MOOITBHHUX J0-
JIATKiB; OLlIHKA 3aXHCTy JOJAaTKy; JAETalbHI TECTOBI
MIPUKJIA]IH, IO BiNOBina0Th BUMoram MASVS [6].

MASVS  (Mobile AppSec  Verification
Standard) Bu3Hayae Mojenb Oe3rMeku MOOUIBHUX J0-
JIATKIB Ta MIePepaxoBye 3arajibHi BUMOTH O€3MeKH IS
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MOGibHIX T0AaTKiB [7]. Floro MOskyTh BHKOPHUCTOBY-
BaTH apXiTEeKTOpH, PO3POOHUKH, TECTyBaJbHHUKH, (a-
X1BI 3 O€3MEKH Ta CIIOKHUBAYl 11 BUSHAYEHHS SIKOC-
Teit 6ezneynoro MobinpHOTO noaatka. MSTG Binmo-
BiJla€ OJTHOMY 1 TOMY K 6a30BoMy HabOpy BHMOT 6€3-
TTekH, MporroHoBaHUX MASVSS, 1 3aj1€KHO BiJl KOHTEK-
CTY BOHHM MOKYTh BUKOPHUCTOBYBATHUCS SIK OKPEMO, TaK
1 KOMOIHOBaHO IJIsT TOCSTHEHHS PI3HUX IIUICH.

Bumorn MASVS Mo)kHa BUKOPHCTATH Ha €Ta-
nax TJIaHyBaHHS Ta IPOEKTYBaHHs apXiTEeKTypH Mpo-
rpaMH, TOJI SIK KOHTPOJBHUH CIUCOK Ta MOCIOHHK 3
TECTYBAaHHS MOXYTb CIIy)KHTH OCHOBHOIO 0a3010 JUIs
PYYHOTO0 TecTyBaHHS Oe3neKH abo sIK abIoH 1Sl aB-
TOMAaTHU30BaHUX TECTiB OE3MEeKH.

WSTG (Web Security Testing Guide) € xom-
TUIEKCHOIO 1HCTPYKINI€I0 3 TeCTyBaHHA Oe3meKu web-
J0aTKiB 1 web-cepBiciB, sSika BUKOPUCTOBY€ETHCS TICH-
TeCTepaMH 1 OpraHizaIlisiMH 10 BChbOMY CBITY [8]. Ak-
TyaJIbHOIO € Bepcis - [Version 4.1] - 2020-04-2, norme-
pennst Bepcis - [Version 4.0] - 2014-09-17 — mix oHO-
BJICHHSIMH MUHYJIO OJIM3BKO 6 POKIB, 10 OXOIUTIOE Be-
JIUKUH TDIACT CY9aCHUX TEXHOJOTiH, OfHaK QyHIame-
HTaJIbHI 3MiHU YeKaTUMYTh TibkHU B 5 Bepcii WSTG.

Ockinbkn OWASP Top 10 aae 3HaHHS 110110
HaHpPO3MOBCIOKEHIMKUX  BpasnuBoctell, OWASP
ZAP 0e3KOMITOBHUI Ta TMOTYXHHUHA IHCTPYMEHT IS
TectyBaHHs Ta Web Security Testing Guide nokpo-
KOBa IHCTPYKIIis 3 TECTYBaHHs, IKa TIOKPHBAE BC1 MO-
JIHBI1 0011acTi web-cepgicy, To 1e go3Boasie OWASP
Web Security Testing Guide 1mumu 3acobamu yciti-
IIHO TECTYBaTl Web-I0JaTKH.

Xo4a 11e By3bKOHaIpaBIIeHE ITPOrpaMHe 3a0e3-
MIEYCHHS JUIs TECTYBaHHsS O€3MeKd Ta MPOMNIIOBIIN
MPaKTUYHUI Kypc 3 3aCTOCYBaHHSIM OTPUMaHUX Ha-
BHYOK MOXKHA CaMOCTIHHO TeCTyBaTH Web-I01aTKH,
110 HA/[3BUYAITHO aKTyaJIbHO CHOTOJTHI.

3a J0mOMOTroOI IHCTPYMEHTIB HaBEJCHHX
BuIle, OyJI0 MPOBENIEHO TECTYBAaHHS 1HIIOTO MPOAY-
kty OWASP — OWASP Juice Shop [9]. Lle cneuia-
JBHO po3pobieHnit web-1o1aToK, SIKKii Ma€e Harepe
nepeaoaueHi Bpa3iuBOCTI, IO JOIIOMArae 3aKpilnuTu
Ha MPaKTHUIl TEOPETUYHI 3HAHHS BPa3JIMBOCTEH 1 Te.
SIKUM YHHOM X BHSIBJIATH.

[Tix gac TectyBanus Oyno BusiBieHo 15 Bpas-
JUBOCTEH PI3HOTO PIiBHSA KPUTUYHOCTI, 30Kpema 3
KPUTHYHHUX BPA3JIMBOCTI, 3 BUCOKOI KPUTUYHOCTI, 5
CepeIHbOI KPUTUYHOCTI, 2 HU3bKOT KPUTHYHOCTI Ta 2
1HpOpMAaIIHHUX MoTIepe/PKeHHS. B KiHIll TecTyBaHHS
OyB CKJIaJIeHUH 3BIT 1010 BUSBICHUX BPAa3JIUBOCTEMH,
nie OyJ10 MOKa3aHo BCi KPOKHM 3 BIATBOPEHHS Ta HalaH1
pEeKOMEH/IaIiT CTOCOBHO TOT'O, SIK BUIPABUTH BPa3JIu-
BicTh (puc. 1).

Security Issues

PE3Y/IbTATW:

O Critical
W Medium

M Informational

Pucynok 1 — Pe3ynbratu TeCTyBaHHS

OO0roBopeHHs pe3yJIbTATIB J0CJTiT:KEeHb

3 TpoBeACHMX JOCHIDKCHb BHIUIMBAE, ITIO
OWASP npoayKTy A0LIIEHO BUKOPHCTOBYBATH IS Te-
cryBaHHs1 Oe3meku. [IpoBiBim TectyBanHs Ha XSS
aTaKy, TECTYBaHH: Ha MOXJIHMBICTh SQL-1H'€KIIii, KOHT-
POJIE MEPEXKEBUX MPOTOKOJIB, CKIIAAETHCS 3BIT BPa3id-
BocTteil. BinnoginHo, oBostomiemm OW ASP npogykramu
MOYKHA CAMOCTIHO OTPHIMATH TEOPETHYHI Ta PAKTHYHI
HABUYKHY TECTYBaHHS OE3MEKH Web-I0aTKiB.

BucHoBkH

B crarti mpoaHanizoBaHO OCHOBHI 3arpo3u
Oe3nexu B [HTEpHET i HaBeIEHO peKOMEH/IaIlii CTOCO-
BHO BHUKOPHCTaHHS BIJIKPHUTOTO TPOEKTY 3abe3re-
yeHHsl 0e3neku web-nonatkie OWASP. TectyBanHs
onHOTrO 13 mpoaykTiB 3axucty OWASP Juice Shop
Jla€ 3MOTY BHSBHUTH TPOHWKHEHHS B 1H(OpMaIiiiHi
CUCTEMH, IO MiJBUIINTh KOHQIICHIIHHICTL iH(OP-
Marlii pi3HIX OpraHi3amii.
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