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ABSTRACT

Security of secret data is major concern in today’s
digitized world. It is an important task to preserve the
secret data from the probable threats, during the
transmission. Various techniques [1,2,3,4,5,6] have been
proposed in literature for secure transmission of data but
not much work has been done on the secret transmission
of images which is one of the difficult task to accomplish.
One of the secret sharing schemes [11,7] which are used
in literature to share the image transmission side can be
applied either by using Blakeley's secret sharing scheme
[2]) or Shamir's scheme [1] for sharing a secret. In this
paper Shamir’s secret sharing scheme is analyzed and
implemented on a fingerprint biometric trait. The
motivation for secret sharing [1,2] comes from the
concept of secure key management. The schemes allow a
user to divide portions of a secret among a participants
group. Any t or more participants from a participants
group of n members can cooperate to regain the original
secret while (t-1) or fewer participants cannot reveal
anything about the original secret.

KEYWORDS: Secret Sharing, Image Transmission,
Network Security, Information Security, Cryptography

[. INTRODUCTION
Security of secret data is major concern in today’s
digitized world. The secret image sharing approach has
been introduced by Adi Shamir [1].In some situations,
there is usually one secret key that provides access to
many important files. If such a key is lost (e.g., the person
who knows the key becomes unavailable, or the entire
computer which stores the key is destroyed), then all the
important files becomes
inaccessible. The basic idea in secret sharing is to divide
the secret key into pieces and distribute the pieces to
different persons so that certain subsets of the persons
can get together to recover the key.
Some important concepts are defined below related to
secret sharing.

1. ALGORITHMS FOR SECRET SHARING : A REVIEW
In cryptography, secret sharing refers to a method for
distributing a secret amongst a group of participants,
each of which is allocated a share of the secret.
The secret can only be reconstructed when the shares are
combined together; individual shares are of no use on
their own.
1.1 Shamir Secret sharing Scheme:-
The secret sharing scheme was first proposed by Shamir
[3] and Blakley [2] in late 1980s. It is also called (k, n)

threshold scheme which should meet thefollowing three
requirements, where a secret isrepresented by a positive
integer S. At the sender end, sharing process undergo the
following steps from chosen number of shares k to
retrieve the secret with total number of shares n. Shamir
secret sharing is based on polynomial interpolation over a
finite field. Shamir developed the idea of a (t n)
threshold-based secret sharing technique (t < n). The
technique allows a polynomial function of order (t -1)
constructed as,

f(x) =d0 + d1x1 + d2x2 + ... + dt-1xt-1 (mod p), where
the value d0 is the secret and p is a prime number.

The secret shares are the pairs of values (xi, yi), where
yi=f(xi),1<isnand 0<xl<x2..<xn<p-1.

The polynomial function f(x) is destroyed after each
shareholder possesses a pair of values (xi, yi) so that no
single shareholder knows the secret value d0. In fact, no
groups of t — 1 or fewer secret shares can discover the
secret d0.

On the other hand, when t or more secret shares are
available, then we may set at least t linear equations yi = f
(xi) for the unknown di’s. The unique solution to these
equations shows that the secret value dO can be easily
obtained by using Lagrange interpolation.

2. IMPLEMENTATION OF SSS OVER FINGERPRINT

BIOMETRIC TRAIT
This section introduces implementation of SSS algorithm.
The major objective is to use SSS algorithm over
fingerprint template database.
SSS is one of the robust secret sharing schemes. With this
we can achieve secure transmission of images and nobody
can come to know the complete useful information about
the image. Here we required minimum of 3 shares out of
5 shares for reconstruction of the secret image. It is found
that the SSS applied over fingerprint trait works
successfully on grayscale as well as color images.
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The Experiment was carried using Shamir’s secret sharing
method over fingerprint database and the steps are as
follows:-

Step I:-Procured fingerprint images

Step II:- SSS algorithm implemented by means of a
software.

The software follows the algorithm and generates shares
and successfully matches the fingerprint.

The screenshots of the experiment are given below
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c) Generating shares of a fingerprint template
database.

Secrete Sharing Schemes

Finger Print Match 0.0

d) Matching the stored and generated fingerprints

3. CONCLUSION

In this paper we have presented the implementation of
secret sharing scheme over fingerprint template. The
experiment shows the successful generation and
reconstruction of shares of fingerprint database. This is
the first step of our proposed method of securing
biometric database. In our future work we are going to
give the additional security to the template database and
generating new algorithm.
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