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7KLV� SDSHU� H[SORUHV� VHFXULW\� FKDOOHQJHV� IDFHG� E\� FORXG� FRPSXWLQJ�� ,W� GLVFXVVHV� WKH� SUHYDLOLQJ� SURWHFWLRQ�
WDFWLFV�WR�VHFXUH�WKH�FORXG�LQIUDVWUXFWXUH��SURJUDPV�DQG�GUDZEDFNV��&ORXG�FRPSXWLQJ�VWDUWHG�LQ�WKH�PLG���¶V�
DQG� RQH� RI� LWV� HDUOLHU� XVHUV� DUH�$PD]RQ� DQG�$OL� %DED�� ,W� LV� JURZLQJ� UHDOO\� IDVW� LQ� WKH� ILHOG� RI� FRPSXWHU�
VFLHQFH�� 3HRSOH� QRZDGD\V� DUH� XVLQJ� FORXG� FRPSXWLQJ� DW� D� YHU\� YDVW� OHYHO�� &ORXG� FRPSXWLQJ� LV� EDVLFDOO\�
EDVHG�RQ�WKH�,QWHUQHW�DQG�KDV�WKH�PRVW�SRZHUIXO�DUFKLWHFWXUH�RI�FRPSXWDWLRQ��$IWHU�D�SDUWLFXODU�KDV�GHSOR\HG�
KLV�KHU�FORXG�EDVHG�SODWIRUP��WKH�ELJJHVW�IHDU�LV�LWV�VHFXULW\��$�FORXG�DV�PHQWLRQHG�HDUOLHU�LV�DOO�ZHE�EDVHG�
ZKLFK�PHDQV� WKDW� UHWULHYLQJ�GDWD� IURP�D�SDUWLFXODU� FORXG� LVQ¶W� VRPHWKLQJ� LPSRVVLEOH��$V� WKH�XVH�RI�FORXG�
FRPSXWLQJ� LV� JURZLQJ�� VR� DUH� WKH� VHFXULW\� FKDOOHQJHV�� 0RUH� SHRSOH� DUH� JHWWLQJ� DZDUH� RI� WKH� WHFKQRORJ\�
ZKLFK�LV�PDNLQJ�LW�HDVLHU�IRU�WKHP�WR�EUHDN�LQWR�GLIIHUHQW�FORXGV�DQG�UHWULHYH�WKHLU�GHVLUHG�LQIRUPDWLRQ��0DQ\�
RUJDQL]DWLRQV�KDYH�VWDUWHG�RIIHULQJ�FORXG�EDVHG�VROXWLRQV�WR�WKHLU�FXVWRPHUV�ZKLFK�KDV�PDGH�VHFXULW\�D�PDMRU�
DLP� LQ� WKHLU� SURMHFWV�� 2Q� WKH� RWKHU� KDQG�� PDQ\� VHFXULW\� H[SHUWV� DUH� ZRUNLQJ� RQ� ILQGLQJ� EHWWHU� VHFXULW\�
VROXWLRQV��(YHQ�WKRXJK�VHFXULW\�LV�JHWWLQJ�EHWWHU�GD\�E\�GD\�EXW�VWLOO�KDFNHUV�DUH�ILQGLQJ�ZD\V�WR�H[SORLW�D�
SDUWLFXODU�FORXG��7KH�&ORXG�VHFXULW\�FRQFHUQ�EHFRPHV�PRUH�FRPSOH[�EHORZ�WKH�FORXG�PRGHO�DV�PDQ\�RWKHU�
ILHOGV�FRQWLQXRXVO\�HQWHU�WKH�&ORXG�FRPSXWLQJ�LQGXVWU\��
�
,1752'8&7,21�

7KH�EDVLF�GHILQLWLRQ�RI�&ORXG�FRPSXWLQJ�LV�³$�VROXWLRQ�IRU�SURYLGLQJ�D�OHVV�FRPSOLFDWHG�DQG�UHOLDEOH�DFFHVV�
WR�UHVRXUFHV�RI�,7´��&ORXG�FRPSXWLQJ�LV�DQ�HPHUJLQJ�WHFKQRORJ\�>�@�VLPLODU� OLNH�$UWLILFLDO�,QWHOOLJHQW�ERWK�
KDYH� VHFXULW\� FKDOOHQJHV� >��@��7KH� DPRXQW� RI� GDWD� WKDW� LV� JHQHUDWHG� QRZ� D� GD\V� LV� KXJH� VR� LW¶V� EHWWHU� WR�
DFFHVV� WKH� WHFKQLFDO� VHUYLFHV� OLNH� VWRUDJH� RU� FRPSXWLQJ� SRZHU� UDWKHU� WKDQ� PDLQWDLQLQJ� WKH� GDWD� VHUYHUV��
9DULRXV�RUJDQL]DWLRQV�RI�GLIIHUHQW� W\SH��VL]H�DQG� LQGXVWU\�XVH� WKH�FORXG� LQ�PDQ\�GLIIHUHQW�GDWD�SURFHVVLQJ�
FDVHV�OLNH�GDWD�EDFNXS��GLVDVWHU�UHFRYHU\��YLUWXDO�GHVNWRSV��VRIWZDUH�GHYHORSPHQW�DQG�WHVWLQJ�DQG�ZHE�EDVHG�
FXVWRPHU�VHUYLFH��7KH�LQGXVWULHV�XVH�FORXG�FRPSXWLQJ�IRU�YDULRXV�SXUSRVHV��7KH�FORXG�LV�XVHG�E\�KHDOWK�FDUH�
FRPSDQLHV�WR�GHYHORS�SHUVRQDOL]HG�+HDOWK�WUHDWPHQWV��:KHUHDV�)LQDQFLDO�VHUYLFHV�FRPSDQLHV�XVH�FORXG�IRU�
IUDXG�GHWHFWLRQ�DQG�UHDO�WLPH�EORFNLQJ��%DVLFDOO\��&ORXG�FRPSXWLQJ�LV�QRW�DQ�DSSOLFDWLRQ�RULHQWHG�SHUKDSV�LW�
LV�VHUYLFH�RULHQWHG��
7KH� VHFXULW\� DQG� SULYDF\� RI� GDWD� LV� RQH� RI� WKH� PDMRU� FRQFHUQV� LQ� FORXG� FRPSXWLQJ�� 7KH� FORXG� VHUYLFH�
SURYLGHUV� PXVW� LQVXUH� WKH� SURWHFWLRQ� RI� FRQWHQWV� IURP� YDULRXV� PDOZDUH� DQG� IRU� WKDW� WKHUH� DUH� GLIIHUHQW�
SROLFLHV�DQG�PHFKDQLVPV�RI�&ORXG�VHUYLFH�SURYLGHUV��'DWD�VKDUHG�EHWZHHQ�GLIIHUHQW�RUJDQL]DWLRQV�LV�RQH�RI�
WKH�PDMRU�DGYDQWDJHV�RU�FORXG�FRPSXWLQJ�EXW�WKLV�DGYDQWDJH�DOVR�LPSRVHV�D�ULVN�DV�GDWD�FDQ�EH�PLVXVHG�E\�
RWKHU�XVHUV��3HUKDSV�LW�PXVW�EH� WKH�ILUVW�SULRULW\� WR�SURWHFW�GDWD�GHSRVLWRULHV��7KLV�SDSHU� LV�EDVLFDOO\�DERXW���
GDWD� VHFXULW\� WHFKQLTXHV� DQG� FKDOOHQJHV� DQG� KRZ� \RX� FDQ� SURWHFW� WKH� FORXG�� � 7KLV� SDSHU� DOVR� GLVFXVVHV�
GLIIHUHQW�ULVNV�DQG�WKUHDWV�DVVRFLDWHG�ZLWK�&ORXG���
7KH�UHPDLQLQJ�SDUW�RI�WKH�SDSHU�LV�RUJDQL]HG�DV��6HFWLRQ���DQG�6HFWLRQ���LV�DERXW�WKH�GLIIHUHQW�GHSOR\PHQW�
DQG�VHUYLFH�PRGHOV� LQ�FORXG�FRPSXWLQJ��6HFWLRQ���LV�DERXW� WKH�VHFXULW\�ULVNV�WR�GDWD�LQ�FORXG��6HFWLRQ���LV�
DERXW� WKH� GLIIHUHQW� VHFXULW\� FKDOOHQJHV� WR� FORXG� FRPSXWLQJ�� � 7KH� ODVW� VHFWLRQ� WKDW� LV� VHFWLRQ� �� LV� WKH�
FRQFOXVLRQ��
�

'HSOR\PHQW�0RGHOV�

7KLV�SDUW� RI� WKH�SDSHU� UHIHUV� WR�DSSOLFDWLRQV��VHUYLFHV�RU� UHVRXUFHV� WKDW�DUH�PDGH�DFFHVVLEOH� WR�XVHUV�ZKHQ�
QHHGHG�WKURXJK�WKH�,QWHUQHW�IURP�WKH�VHUYHU�RI�FORXG�FRPSXWLQJ�SURYLGHU�>��@��
�
3XEOLF�&ORXG�0RGHO�

7KH�V\VWHPV�DQG�VHUYLFHV�WKDW�DUH�UHDGLO\�PDGH�DYDLODEOH�WR�JHQHUDO�SXEOLF��([DPSOHV�DUH�*RRJOH��$PD]RQ�
DQG�0LFURVRIW��
�
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3ULYDWH�&ORXG�0RGHO�

7KH�V\VWHPV�DQG�VHUYLFHV�WKDW�DUH�RQO\�DYDLODEOH�LQVLGH�DQ�RUJDQL]DWLRQ��3ULYDWH�&ORXG�DOORZV�LQIUDVWUXFWXUH�
WR�EH�DFFHVVHG�RQO\�E\�WKH�PHPEHUV�RI�RUJDQL]DWLRQ��([DPSOHV�DUH�9PZDUH�DQG�(ODVWUD�SULYDWH�FORXG��
�
+\EULG�&ORXG�0RGHO�

�,W�LV�EDVLFDOO\�D�EOHQG�RI�ERWK�3ULYDWH�DQG�3XEOLF�&ORXG��7KH�3ULYDWH�&ORXG�LV�UHVSRQVLEOH�IRU�SHUIRUPLQJ�DOO�
LPSRUWDQW� DFWLYLWLHV� DQG� WKH� 3XEOLF� &ORXG� LV� UHVSRQVLEOH� IRU� SHUIRUPLQJ� DOO� WKH� DFWLYLWLHV� WKDW� DUH� OHVV�
LPSRUWDQW��([DPSOHV�DUH�,%0��(0&�DQG�5DFN�VSDFH��
�
&RPPXQLW\�&ORXG�0RGHO�

,W�SHUPLWV�V\VWHPV�DQG�VHUYLFHV�WR�EH�PDGH�DYDLODEOH�E\�JURXS�RI�RUJDQL]DWLRQV��(�J��2SHQ�&LUUXV��
�
6HUYLFH�0RGHOV�

7KLV� SDUW� RI� WKH� SDSHU� LV� DERXW� GLYHUVH� GHOLYHU\�PRGHOV� RI� FORXG� FRPSXWLQJ�� %DVLFDOO\��&ORXG� FRPSXWLQJ�
DOORZV� DFFHVV� WR� WKH� QHWZRUN� WR� VKDUH� FRPSXWLQJ� UHVRXUFHV� ZKHQ� QHHGHG�� &ORXG� FRPSXWLQJ� LV� EDVHG� RQ�
6HUYLFH�PRGHOV�WKDW�DUH�EDVLFDOO\�WKH�UHIHUHQFH�PRGHOV�>�@��
�
6RIWZDUH�DV�$�6HUYLFH��6$$6����

,W�RIIHUV�XVHU�ZLWK�SD\PHQW�RQ�GHPDQG�RQ�HDFK�XVH�RI�DSSOLFDWLRQV��7KLV�VHUYLFH�LV�SODWIRUP�LQGHSHQGHQW�DQG�
\RX�GRQ¶W�KDYH�WR�LQVWDOO�VRIWZDUH�RQ�\RXU�GHYLFH�ZKLFK�PHDQV�LW¶V�QRW�OLNH�OLFHQVHG�ERXJKW�SURJUDPV��7KH�
FORXG� KDV� VLQJOH� LQVWDQFH� VWRUDJH� LQ� LWV� VRIWZDUH� ZKLFK� LV� DFFHVVLEOH� WR� QXPHURXV� HQG� XVHUV�� $� YHQGRU�
PDQDJHV�DOO� WKH�UHVRXUFHV�RI�FRPSXWLQJ�DFFRXQWDEOH�IRU�GHOLYHULQJ�6DD6��7KHUH�DUH�D� ORW�RI�HQG�FXVWRPHUV�
ZKR� DUH� UHFXUUHQW� XVHUV� RI� 6DD6�� (�J�� 6DD6¶V� SURGXFWV� DQG� VHUYLFHV� LV� WKH�*RRJOH� HFRV\VWHP� OLNH�*PDLO��
*RRJOH�GRFV�DQG�*RRJOH�GULYH��
6HFXULW\�0HDVXUH�RI�6DD6��6DD6�SURYLGHUV�JXDUDQWHHV�WKH�VHFXULW\�RI�SURJUDP�DQG�FRPSRQHQWV��7KH�PDMRU�
UROH�RI�6DD6�LV�WR�SURYLGH�XVHU�DXWKHQWLFDWLRQ�DQG�SDVVZRUG�YHULILFDWLRQ��
�
3ODWIRUP�DV�D�6HUYLFH��3$$6����

7KH�3DD6�VHUYLFH�LV�IRU�GHYHORSPHQW�DQG�FRPSULVHV�RI�D�SURJUDPPLQJ�ODQJXDJH�H[HFXWLRQ�HQYLURQPHQW��DQ�
26��D�ZHE�VHUYHU�DV�ZHOO�DV�GDWDEDVH��<RX�FDQ�HYHQ�PDQDJH�GDWD�DQG�WKH�UHVRXUFHV�RI�WKH�DSSOLFDWLRQ�LQ�WKLV�
PRGHO�ZKHUH�WKH�YHQGRU�PDQDJHV�DOO�WKH�UHVRXUFHV���)ROORZLQJ�3DD6�SURGXFWV�DQG�VHUYLFHV�DUH�SURYLGHG�E\�
&ORXG�SURYLGHUV��$PD]RQ�ZHE�VHUYLFHV�HODVWLF�:LQGRZV�$]XUH��*RRJOH�$SS�HQJLQH��%HDQVWDON��+HURNX�DQG�
IRUFH�FRP���
6HFXULW\�0HDVXUH�RI�3DD6��,W�LV�IRU�WKH�GHIHQGLQJ�RI�66/�DWWDFN�DQG�WR�SUHYHQW�FRPPRQ�+7736�DWWDFNV���
�
,QIUDVWUXFWXUH�DV�D�6HUYLFH��,$$6����

$UFKLWHFWXUH�DQG�LQIUDVWUXFWXUH�IRU�FRPSXWLQJ�LV�RIIHUHG�E\�WKLV�VHUYLFH�L�H��IRU�WKH�DFFHVVLELOLW\�RI�PXOWLSOH�
XVHUV�� LQ� WKH� YLUWXDO� HQYLURQPHQW�� LW� RIIHUV� FRPSXWLQJ� UHVRXUFHV�� 7KH� UHVRXUFHV� DUH� 'DWD� 6WRUDJH��
9LUWXDOL]DWLRQ��1HWZRUNLQJ�DQG�6HUYHUV��9HQGRUV�PDQDJH�PRVW�RI� WKHVH�UHVRXUFHV�� �<RX�ZLOO�EH�JLYHQ� WKH�
UHVSRQVLELOLW\�RI�WDNLQJ�FDUH�RI�RWKHU�UHVRXUFHV�VXFK�DV�DSSOLFDWLRQ��GDWD��UXQWLPH�DQG�PLGGOHZDUH�LI�\RX�XVH�
WKHVH�UHVRXUFHV��,DD6�LV�XVHG�E\�6\V$GPLQ���(�J���$PD]RQ�(&���*R*UULG��DQG�5DFNVSDFH�FRP��
�
'DWD�DV�D�6HUYLFH��'$$6���

,W� LV�D�FXVWRPHU�VRIWZDUH�DV�D�VHUYLFH�� LW�EXLOG�RQ� WKH�FRQFHSW� WKDW� WKH�XVHU�FDQ�EH�SURYLGHG�ZLWK� WKH�GDWD��
'DD6� LV� EDVLFDOO\� WDNLQJ� GDWD� DQG� WXUQLQJ� LQ� WR� D� SURGXFW� LWV� WXUQLQJ� LW� LQWR� VRPHWKLQJ� WKDW� WKH� HYHU\GD\�
OD\PDQ� FDQ� JR� LQWR� DFFHVV� OHDUQ� IURP�� ([DPSOH� RI� 'DD6� LQFOXGHV� 8UEDQ� 0DSSLQJ�� ;LJLQLWH� DQG� '	%�
+RRYHUV��
�
6HFXULW\�5LVNV�

(YHU\� HPHUJLQJ� WHFKQRORJ\� IDFHV� YDULRXV� FKDOOHQJHV�� VDPH� LV�ZLWK�FORXG�&RPSXWLQJ� DV� LW� LV� DQ�HPHUJLQJ�
WHFKQRORJ\� VR� WKHUH� DUH� YDULRXV� ULVNV� DQG� FKDOOHQJHV� IDFHG� E\�&ORXG�&RPSXWLQJ��$V� FORXG� FRPSXWLQJ� LV�
KDQGOLQJ�HYHU\WKLQJ�UHODWHG�WR�GLIIHUHQW�RUJDQL]DWLRQV��(YHU\WKLQJ�LV�GHSHQGHQW�RQ�FORXG��OLNH�WKH�VWRULQJ�DQG�
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DFFHVVLQJ�RI�GDWD�VR�WKHUH�DUH�GLIIHUHQW�ULVNV�DVVRFLDWHG�ZLWK�WKH�VWRULQJ�DQG�DFFHVVLQJ�RI�GDWD�>�@��7KLV�SDUW�
RI�WKH�SDSHU�LV�DERXW�ZKDW�GLIIHUHQW�ULVNV�LQ�FORXG�DUH�FRPSXWLQJ��
�
9LUWXDOL]DWLRQ�

7KHUH� LV� D�SRWHQWLDO� FRQFHUQ� WR�FRPSURPLVH� WKH�YLUWXDOL]DWLRQ� VRIWZDUH�� LW� LV� D�K\SRWKHWLFDO� FRQFHUQ�EXW� LW�
GRHV�H[LVW��7KH�EDVLF�ZRUN�RI� WKH�YLUWXDOL]DWLRQ� LV� WR�DOWHU�DQ\� UHODWLRQ�EHWZHHQ�26�DQG�KDUGZDUH��6R� WKH�
&ORXG� 6HUYLFH� 3URYLGHUV� VKRXOG� SURSHUO\� PDQDJH� DQG� VHFXUH� WKH� DGGLWLRQDO� OD\HU�� 7KH� DQRWKHU� ULVN� ZLWK�
YLUWXDOL]DWLRQ�LV�FRPSURPLVLQJ�D�K\SHUYLVRU�LWVHOI��:KLFK�UHVXOWV�LQ�FRPSURPLVLQJ�WKH�ZKROH�V\VWHP��6R�\RX�
QHHG�WR�XSJUDGH�\RXU�SODQ�WR�XVH�WKH�YLUWXDOL]DWLRQ��
�
6WRUDJH�

6WRULQJ� LQIRUPDWLRQ� LQ� D� SXEOLF� FORXG� LV� D� SURWHFWLRQ� LVVXH� LQ� FORXG� FRPSXWLQJ�� <RXU� GDWD� LV� H[SRVHG� WR�
KDFNHUV�EHFDXVH�RI�FHQWUDOL]HG�VWRUDJH�IDFLOLWLHV��6R�IRU�WKHVH�W\SHV�RI�ULVN�LW�LV�EHVW�WR�KDYH�D�SULYDWH�FORXG�
ZKHQ�WKH�GDWD�LV�VHQVLWLYH��
�
0XOWLWHQDQF\�

6KDUHG�DFFHVV�WR�DQRWKHU�XVHU�LV�WKH�PDMRU�ULVN�LQ�FORXG�FRPSXWLQJ��$V�WKH�FKDQFH�LV�DOZD\V�WKHUH�IRU�RWKHU�
XVHUV�WR�DFFHVV�\RXU�SULYDWH�GDWD��7KH�PLVWDNH�RI�RWKHU�XVHU�FDQ�DOVR�OHDG�WR�KDFNHU�DFFHVVLQJ�\RXU�GDWD�
�
6HFXULW\�&KDOOHQJHV�

&ORXG� FRPSXWLQJ� LV� RSHQ� WR� GLIIHUHQW� VHFXULW\� FKDOOHQJHV� >�@� WKDW� RSHQV� D� ZLGH� DUHD� WR� UHVHDUFK� IRU� WKH�
UHVHDUFKHUV�� (YHU\� WHFKQRORJ\� KDV� WZR� IDFHV� RQH� IDFH� OHDGV� WR� SURVSHULW\� DQG� WKH� RWKHU� IDFH� ULVHV� WR�
FKDOOHQJHV�� 6DPH� LV� ZLWK� &ORXG� FRPSXWLQJ�� WKHUH� DUH� GLIIHUHQW� VHFXULW\� FKDOOHQJHV� IDFHG� E\� &ORXG�
&RPSXWLQJ� >�@�� 6R� WKLV� SDUW� RI� WKH� SDSHU� LV� WR� GLVFXVV� DERXW� WKH� GLIIHUHQW� FKDOOHQJHV� IDFHG� E\� FORXG�
FRPSXWLQJ��
�
7KLUG�3DUW\�+DQGOLQJ�'DWD�

$V�ZH�NQRZ�WKDW�GDWD�LQ�WKH�FORXG�LV�KDQGOHG�DQG�PDQDJHG�E\�WKLUG�SDUW\��VR�WKH�ELJJHVW�SUREOHP�LV�ZKLFK�
VHFXULW\�PHDVXUHV�DUH�XVHG�E\�WKH�SDUW\�DQG�ZKDW�LV�WKH�JXDUDQWHH�WKDW�WKH�GDWD�LV�VHFXUHG�EHFDXVH�QR�WKLUG�
SDUW\�FDQ�JLYH�\RX������SHUVRQ�VHFXULW\�RI�WKH�GDWD��6R�WKHUH�LV�QR�SURSHU�JXDUDQWHH�RI�GDWD�VHFXULW\��
�
&\EHU�$WWDFN�

7KH� PRVW� LPSRUWDQW� VHFXULW\� FRQFHUQ� LQ� &ORXG� FRPSXWLQJ� LV� &\EHU� $WWDFN�� 7KHUH� DUH� GLIIHUHQW� DWWDFNV�
FRQGXFWHG�RQ�WKH�GDWD�HYHU\WKLQJ�IURP�PDOZDUH�DQG�UDQVRPZDUH�W\SHV�RI�DWWDFNV�WR�EDVLF�PLVFRQILJXUDWLRQV�
RU� SRRUO\� FRQVWUXFWHG� LQIUDVWUXFWXUHV� >�@�� 7KHUH� LV� D� ORW� RI� GLIIHUHQW� FKDOOHQJHV� DQG� ZKHQ� LW� FRPHV� WR�
PDOZDUH��ZH� DUH� VHHLQJ� WKDW�PDOZDUH� LV� QRZDGD\V� YHU\� SRO\PRUSKLF� LW� DWWDFNV�PXOWLSOH� GLIIHUHQW� YHFWRUV�
VLPXOWDQHRXVO\��,W¶V�GHVLJQHG�WR�VSUHDG�LWVHOI�VR�UDSLGO\��JHWWLQJ�D�KDQGOH�RQ�LW�PHDQV�WKDW�WKHUH�LV�D�QHHG�WR�
ORRN�RQ�WKH�VHFXULW\�RI�WKH�FORXG�OLWWOH�ELW�GLIIHUHQWO\��
�
,QVLGHU�$WWDFN�

6XSSRVH�LI�WKH�FORXG�FRPSDQ\�WR�ZKLFK�\RX�KDYH�VWRUHG�WKH�GDWD�WKH�XVHUV�RI�WKH�FRPSDQ\�FDQ�HDVLO\�DFFHVV�
WKH�GDWD�WKDW�PHDQV�WKHUH�ZLOO�EH�QR�SULYDF\�RI�WKH�GDWD��
�
*RYHUQPHQW�,QWUXVLRQ�

,Q�D�*RYHUQPHQW��WKHUH�DUH�GLIIHUHQW�VXUYHLOODQFH�DQG�VXSHUYLVLRQ�W\SHV�RI�SURJUDPV�WR�PRQLWRU�WKH�GDWD��6R�
\RX�FDQ�QHYHU�VD\�WKDW�\RXU�GDWD�FDQ�RQO\�EH�DFFHVVHG�E\�\RX��<RXU�GDWD�LV�DFFHVVHG�E\�GLIIHUHQW�DJHQFLHV�VR�
DJDLQ�WKHUH�LV�QR�SULYDF\�RI�WKH�GDWD��
�
/DFN�RI�6XSSRUW�

7KHUH�LV�QR�SURSHU�VXSSRUW�IURP�FRPSDQLHV�WR�LWV�XVHUV��DV�WKHUH�LV�D�JUHDW�FRPSHWLWLRQ�LQ�PDUNHW�VR�EHFDXVH�
RI�WKH�FRPSHWLWLRQ��FRPSDQLHV�ORZHU�WKHUH�SULFLQJ�RI�GDWD�VWRUDJH�ZKLFK�OHDGV�WR�WKH�ODFN�RI�VXSSRUW�WR�WKH�
FXVWRPHUV��
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/DFN�RI�6WDQGDUGL]DWLRQ�

'LIIHUHQW� &ORXG� VXSSOLHUV� DUH� QRW� DOZD\V� IROORZLQJ� WKH� VDPH� VWDQGDUGV�� 7KDW� PHDQV� WKHUH� LV� QR� SURSHU�
VWDQGDUGV� XVHG� LQ� GLIIHUHQW� PHFKDQLVPV� OLNH� HQFU\SWLRQ� RU� DXWKHQWLFDWLRQ� PHFKDQLVP� RU� DFFHVV� FRQWURO�
PHFKDQLVP��
�
'DWD�,QWHJULW\�

7KHUH�LV�DOZD\V�D�FKDQFH�RI�GDWD�EHLQJ�FKDQJHG�E\�D�XVHU�WKDW�LV�QRW�DXWKRUL]HG��%DVLFDOO\�,W�LV�WKH�GXW\�RI�
&ORXG� 6HUYLFH�3URYLGHU� WR�PDNH� VXUH� WKDW� GDWD�PXVW� QRW� EH�PRGLILHG� E\� DQ� XQDXWKRUL]HG� XVHU� >��@�� � 7KH�
VHFRQG�FRQFHSW�RI�LQWHJULW\�LV�ZKHQ�WKH�GDWD�LV�WUDQVIHUUHG�IURP�RQH�FORXG�WR�DQRWKHU�FORXG��6R�DW�WKDW�VWDJH�
WKH�&ORXG�6HUYLFH�3URYLGHU�PXVW�LQVXUH�WKDW�GDWD�ZLOO�QRW�EH�PRGLILHG�E\�DQ�XQDXWKRUL]HG�XVHU��
�
/DFN�RI�7UDQVSDUHQF\�

,I� D�SDUWLFXODU�RUJDQL]DWLRQ� EX\V� IURP�D�FORXG� VHUYLFH�SURYLGHU� DV�HLWKHU�D�SXEOLF��SULYDWH�RU�K\EULG� FORXG�
RIIHULQJ��WKH\�DUHQ¶W�LVVXHG�ZLWK�WKH�H[DFW�GHWDLOV�RQ�KRZ�WKHLU�GDWD�ZLOO�EH�VHFXUHG��7KLV�LV�D�ODFN�RI�VHUYLFH�
WUDQVSDUHQF\�ZKLFK�PDNHV�LW�GLIILFXOW�IRU�RUJDQL]DWLRQV�WR�ILJXUH�RXW�ZKHWKHU�WKH�VWRUHG�DQG�SURFHVVHG�GDWD�LV�
FRPSOHWHO\�VHFXUHG�>��@��3HRSOH�DUHQ¶W�HYHQ�FRPSOHWHO\�VXUH�ZKHWKHU�WKHLU�GDWD�LV�DFWXDOO\�VHFXUHG�RU�QRW��
�
,QVHFXUH�$3,V�

:KHQ�D�FORXG�LV�EHLQJ�UHQWHG�WR�D�SDUWLFXODU�FOLHQW��WKH�FOLHQW�GRHVQ¶W�DFWXDOO\�NQRZ�ZKDW�UDQJH�RI�$3,V�WKHLU�
FORXG�VHUYLFH�SURYLGHU�LV�XVLQJ��(YHQ�LI�VHFXULW\�LV�IXOO\�JXDUDQWHHG��WKH�$3,V�WKDW�DUH�HPEHGGHG�RU�XVHG�LQ�
WKH� FORXG� VHUYLFH� SURYLGHU¶V� V\VWHP�PLJKW� QRW� EH� VHFXUH�� 7KLV� SUREOHP� LI� ELJJHU� � ZKHQ� WKH� DSSOLFDWLRQV�
OD\HUV�DUH�EXLOW�XS�RQ�WRS�RI�WKHVH�$3,V�E\�FOLHQW�FRPSDQ\��7KLV�VHFXULW\�WKUHDW�LV�WKHQ�DXWRPDWLFDOO\�SDVVHG�
WR�WKH�FOLHQW¶V�DSSOLFDWLRQ��
�
27+(5�7+5($76�

7KHUH�DUH�YDULRXV�LVVXHV�WKDW�FDQ�EH�FDXVHG�E\�([WHUQD�WKUHDWV�OLNH��
�
0LGGOH�0DQ�$WWDFNV�

7KH�FRPPXQLFDWLRQ�EHWZHHQ�WZR�SDUWLHV�LV�QRW�VHFXUHG���:KHUH�WKLUG�SDUW\�PDQDJHV�WR�LQWHUIHUH�EHWZHHQ�D�
VRXUFH�DQG�GHVWLQDWLRQ��7KLV�PLGGOH�PDQ�FDQ�HDVLO\�DOWHU�WKH�GDWD�RQFH�KH�DFKLHYHV�WR�LQWHUIHUH�EHWZHHQ�WKHP�
>��@��7KH�KDFNHU�FDQ�HDVLO\�OLVWHQ�WKH�FRPPXQLFDWLRQ�EHWZHHQ�WKH�FOLHQW�DQG�WKH�FORXG��
�
'HQLDO�RI�6HUYLFH�$WWDFN���

7KH�KDFNHU�WULHV�WR�EULQJ�WKH�VHUYHU�GRZQ�E\�GLVWXUELQJ�D�FORXG�E\�IORRGLQJ�LW�ZLWK�ORDGV�RI�WUDIILF��
�
1HWZRUN�6QLIILQJ���

,W�LV�EDVLFDOO\�PRQLWRULQJ�RI�DOO�WKH�QHWZRUN�EHWZHHQ�GLIIHUHQW�FORXGV�RU�EHWZHHQ�WKH�FORXG�DQG�WKH�XVHU��%\�
WKDW�WKH�KDFNHU�ZLOO�OHDUQ�D�ORW�RI�WKLQJV�OLNH�ZKLFK�DXWKHQWLFDWLRQ�PHFKDQLVP�LV�XVHG��
�
3RUW�6FDQQLQJ���

,Q�WKLV�WKH�KDFNHU�WULHV�WR�XQGHUVWDQG�WKH�SRUWV�ZKLFK�DUH�EHLQJ�XVHG�E\�WKH�FORXG�VHUYHU��7KH�SRUWV�DUH�YHU\�
FUXFLDO�DV�E\�WKH�LQIRUPDWLRQ�RI�SRUWV�WKH�KDFNHU�FDQ�HDVLO\�DFFHVV�WR�WKH�LQIRUPDWLRQ�VWRUHG��
�
64/�,QMHFWLRQ�$WWDFN���

,W� LV� WKH� GLUHFW� DWWDFN� RQ� WKH� GDWDEDVH� E\� WKDW� WKH� KDFNHU� JHWV� WKH� VSHFLDO� LQIRUPDWLRQ� OLNH� XVHUQDPH� DQG�
SDVVZRUGV��7KH�DWWDFN�LV�ODXQFKHG�E\�D�64/�4XHU\��
�
&URVV�6LWH�6FULSWLQJ�$WWDFN���

,W�LV�WKH�HPEHGGLQJ�RI�KDUPIXO�OLQNV�RU�6FULSW��+DFNHU�OHDYHV�D�OLQN�RQ�WKH�ZHEVLWH�VR�LI�WKH�XVHU�ZLOO�RSHQ�
WKH�OLQN��KH�PD\�XQLQWHQWLRQDOO\�VKDUH�WKH�FRQWURO�RU�DFFHVV�WR�WKH�KDFNHU���
�
�
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$FFRXQW�7UDIILF�+LMDFNLQJ�
7KLV�NLQG�RI�DWWDFK�FDQ�SURYLGH�DQ�H[SORLWHU�ZLWK�SDVVZRUGV�DQG�RWKHU�SULPDU\�LQIRUPDWLRQ�ZKLFK�FDQ�HDVLO\�
DOORZ�WKHP�WR�DFFHVV�DOO�WKH�GDWD��
�
&21&/86,21�

7KH�XVHUV�RI�&ORXG�FRPSXWLQJ�DUH�LQFUHDVLQJ�GDLO\�VR�WKH�VHFXULW\�FRQFHUQV�DQG�ULVNV�RI�GDWD�LQ�WKH�FORXG�LV�
DOVR� LQFUHDVLQJ��7KHUH� LV� D� QHHG� WR� ORRN� DW� WKH� FORXG� VHFXULW\� D� ELW� GLIIHUHQWO\��ZH� KDYH� WR� ORRN� LW� IURP�D�
KROLVWLF� SRLQW�RI� YLHZ� LQ� WHUPV� RI�ZKDW�HQGSRLQWV� DUH� LQWHUDFWLQJ�ZLWK� LW� DQG�ZKDW� LV� WKH� XVHU� FRPPXQLW\�
GRLQJ�ZLWK�LW�DQG�KRZ�LV�RXU�LQIUDVWUXFWXUH�FRQVWUXFWHG�OLNH�ZKDW�NLQG�RI�VHFXULW\�JULSV�GR�ZH�KDYH�DQG�LQ�
ZKDW�GLIIHUHQW�ZD\V� WKH�LQIUDVWUXFWXUH�FDQ�EH� VHJPHQWHG��:KDW� LV�DOORZHG� WR�FRPPXQLFDWH�ZLWK�ZKDW�DQG�
ZK\�DQG�KRZ�WKHVH�DSSOLFDWLRQV�DUH�DUH�UHDOO\�VXSSRVHG�WR�EHKDYH�VR�ZH�FDQ�SXW�WKH�ULJKW�SROLFLHV��%XW�PRUH�
LPSRUWDQW�LV�WR�H[WHQG�WKH�ULJKW�VHFXULW\�FDSDELOLWLHV�WR�ZKHUH�WKH�FXVWRPHU�GDWD��XVHU��DQG�HQGSRLQWV�DUH�DOO�
JRLQJ�� :H� UHDOO\� QHHG� WR� DGGUHVV� WKH� JHQHUDWLRQ� ILYH� RU� JHQHUDWLRQ� VL[� DWWDFNV� ZKLFK� LV� D� YHU\� KLJKO\�
DXWRPDWHG�DSSURDFK��6R�WKHUH�LV�D�QHHG�RI�D�FOHDU�DQG�PRUH�FHQWUDOL]HG�VWDQGSRLQW��WR�EH�DEOH�WR�GR�WKH�ULJKW�
WKLQJV� WR� VHFXUH� RXU� QHWZRUNV�� 7KH� VHFXULW\� WHFKQRORJ\� LV� MXVW� RQH� FRPSRQHQW�� VHFXULW\� LV� DERXW� SHRSOH��
SURFHVVHV�DQG�WHFKQRORJ\�DOO� WKUHH�ZKLFK�KDYH�WR�EH�LQ�XQLVRQ��DOO� WKUHH�KDYH�WR�EH�LQ�KDUPRQ\�EHFDXVH�LI�
DQ\� RQH� RI� WKHVH� DUHDV� LV� DIIHFWHG� �� WKHQ� WKH� VHFXULW\� SRVWXUH� EUHDNV� GRZQ�� 6R�:LWKRXW� DQ\� GRXEW�� FORXG�
FRPSXWLQJ� LV� D� YDOXDEOH� WHFKQRORJ\� IRU� DOPRVW� HYHU\� EXVLQHVV� WKDW� LV� XVLQJ� LW�� 7KLV� SDSHU� SURYLGHG� DQ�
RYHUYLHZ�RI�WKH�PDMRU�VHFXULW\�DQG�SULYDF\�FKDOOHQJHV�IDFHG�E\�WKH�FORXG�DQG�WKH�SDSHU�DOVR�GLVFXVVHG�WKH�
ULVNV�DQG�WKUHDWV�DVVRFLDWHG�ZLWK�WKH�GDWD�VWRUHG�RQ�WKH�FORXG��
�
5()(5(1&(6�

��� 6KHQ�� =��� 7RQJ�� 4�� �������� 7KH� VHFXULW\� RI� FORXG� FRPSXWLQJ� V\VWHP� HQDEOHG� E\� WUXVWHG� FRPSXWLQJ�
WHFKQRORJ\��,Q���QG�,QWHUQDWLRQDO�&RQIHUHQFH�RQ�6LJQDO�3URFHVVLQJ�6\VWHPV��,&636��������YRO�����SS���±
����

��� 7DGDSDQHQL�� 1�� 5�� �������� &ORXG� &RPSXWLQJ� �� $Q� (PHUJLQJ� 7HFKQRORJ\�� ,QWHUQDWLRQDO� -RXUQDO� RI�
,QQRYDWLYH�6FLHQFH�DQG�5HVHDUFK�7HFKQRORJ\�����

��� -DPLO��'���=DNL��+���������&ORXG�&RPSXWLQJ�6HFXULW\��,QWHUQDWLRQDO�-RXUQDO�RI�(QJLQHHULQJ�6FLHQFH�DQG�
7HFKQRORJ\�����������±������

��� 7DGDSDQHQL��1��5����������'LIIHUHQW�7\SHV�RI�&ORXG�6HUYLFH�0RGHOV��$YDLODEOH�DW�6651����������
��� %LNUDP��%���������6DIH�RQ�WKH�&ORXG��$�3HUVSHFWLYH�LQWR�WKH�6HFXULW\�&RQFHUQV�RI�&ORXG�&RPSXWLQJ����
��±�����

��� 'LNDLDNRV��0�'���.DWVDURV��'���0HKUD��3���������&ORXG�&RPSXWLQJ��'LVWULEXWHG�,QWHUQHW�&RPSXWLQJ�IRU�
,7�DQG�6FLHQWLILF�5HVHDUFK�������±����

��� 7DGDSDQHQL��1��5����������&ORXG�&RPSXWLQJ��2SSRUWXQLWLHV�DQG�&KDOOHQJHV��6651�(OHFWURQLF�-RXUQDO��
��������VVUQ����������

��� 6ULQLYDV��5HGG\���4\VHU��-����������&ORXG�&RPSXWLQJ�%DVLFV��%XLOG��,QIUDVWUXFWXUH��&ORXG�6HFXULW\���YRO��
���SS���±�����

��� ,RQ��,���6DFKGHYD��.XPDUDJXUX��3���	�ýDSNXQ��6����������+RPH�LV�VDIHU�WKDQ�WKH�FORXG��SULYDF\�FRQFHUQV�
IRU�FRQVXPHU�FORXG�VWRUDJH��,Q�3URFHHGLQJV�RI�WKH�6HYHQWK�6\PSRVLXP�RQ�8VDEOH�3ULYDF\�DQG�6HFXULW\�
�S�������

����3XWKDO�� 6DKRR�� � � 0LVKUD�� 6ZDLQ�� 3�������� FORXG� FRPSXWLQJ� IHDWXUHV�,VVXHV� DQG� &KDOOHQJHV�$� ELJ��
SLFWXUH´���,QWHUQDWLRQDO��&RQIHUHQFH��RQ�&RPSXWDWLRQDO�,QWHOOLJHQFH�	�1HWZRUNV��SS�����������

����7DGDSDQHQL��1��5����������$UWLILFLDO�,QWHOOLJHQFH�6HFXULW\�DQG�,WV�&RXQWHUPHDVXUHV��,QWHUQDWLRQDO�-RXUQDO�
RI�$GYDQFHG�5HVHDUFK�LQ�&RPSXWHU�6FLHQFH�	�7HFKQRORJ\��9RO�����

����7DGDSDQHQL�� 1�� 5�� �������� $� 6XUYH\� 2I� 9DULRXV� /RDG� %DODQFLQJ� $OJRULWKPV� ,Q� &ORXG� &RPSXWLQJ��
,QWHUQDWLRQDO�-RXUQDO�IRU�6FLHQFH�DQG�$GYDQFH�5HVHDUFK�LQ�7HFKQRORJ\������

����6HOYLDQGUR��6XU\DQL��$���+DVLEXDQ��6���������2SHQ��OHDUQLQJ��RSWLPL]DWLRQ��EDVHG��RQ��FORXG��WHFKQRORJ\��
FDVH��VWXG\��LPSOHPHQWDWLRQ�LQ��SHUVRQDOL]DWLRQ�(�OHDUQLQJ��)HEUXDU\���a����SS�����������

����:LQNOHU��9��������6HFXULQJ�WKH�&ORXG��&ORXG�&RPSXW��6HFXU��7HFK��WDFWLFV��(OVHYLHU��
����6DEDKL�� )��������� 9LUWXDOL]DWLRQ�OHYHO� VHFXULW\� LQ� FORXG� FRPSXWLQJ�� ����� ,(((� �UG� ,QW�� &RQI��
&RPPXQLFDWLRQ��6RIWZDUH��1HWZRUNV��SS�����±����


