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SOFTWARE IMPLEMENTATION OF THE
TECHNOGENIC RISK ASSESSMENT
METHOD OF AN INDUSTRIAL OBJECT
USING THE MONTE-CARLO METHOD
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o 00360514 6U NPOBOOUMIU OUIHIOBANHS MEXHOZEHHUX PUSUKIE HA YCIX CMadisx QYHKUTOHYBAHHA NPOMUCIOB020
06’exkma. Ocobaugo maxa zocmpa npobiema cmocyemvcs NOMEHUiH0-Hebe3Neunux uUpPoOHUYME.

IIposedeno ananis icnyrouux memodise ma nioxo0die 00 OUiHIOBANHHSL MEXHOZEHHUX PUSUKIE NPOMUCTIOBUX 00 cKMie
Ha pisnux cmadisx ix gpynxyionyeanns. Becmanosneno, wo o0num is nauxpauux memodis ¢ memod Monme-Kapio,
aKuti 003605€ KIIbKICHO oyiniosamu nesusnauenicmo piwens. O0rpynmosano euxopucmanis memooy Monwme-
Kapno npu nposedenni kinvkicrnozo anarisy nebesnex 3 Memoio 6UsHAYeHHs UMOGIPHOCMI asapitl Ma HeuaACHUX
BUNAOKIG, BEIUMUNIU PUSUKY, BEIUMUNHI MONCIUBUX HACIOKIE.

B x00i docaioncenns suxopucmano eiemenmu meopii Haditinocmi 0is KiibKicnozo oyiniosanis pusuxis. Kino-
Kicnutl ananis nebesnex y 6ionosionocmi 00 meopii nadiunocmi 0ae 3Mozy GUHAUUMU UMOGIPHICMb ABAPIl ma
HEWACHUX BUNAOKIG, BEIUMUNY PUSUKY, GCAUUUNY MONCIUBUX HACAIOKIE. Memodu pospaxynxy tmosiprnocmetl ma
CMAMUCTMUYHUL AHALI3 € CKIA00BUMU YACMUHAMU KIILKICHO20 aAHAII3Yy Hebe3nex ma mexmozennoz0 Pusuy.

Pospobreno anzopumm 6u3HaUeHs MeXHOZEHHO20 PUSUKY NPOMUCL08020 00 '€KMA 13 BUKOPUCTNAHMHAM MeOpii
naditinocmi. Po3po6ieno npozpammuii KOMNIeKc na 0CHOBL meopii Hadiunocmi i3 NOEOHAHHAM MOOCNI0B8ANHS POOOMU
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aMinu HAdItiHOCMI CUCTEMU NPU BUKOPUCTAHNT THILUX CKAAd06UX eemenmis. Pobomy npozpamu npedcmaegieno
Ha npuKkiadi cucmemu, ckaadosumu eiemenmamu axoi € nidiepieaui [IBT1-7 (Yxpaina) 6 mexnonoziunii cucme-
mi TEI] (mennosa enexkmpocmanuyist). /lociioxnyeana cucmema 3HAX00UMbCs HA PAHUYT HENPUTIHAMHO20 MA
YMOBHO-NPULIHAMIO20 PiBHIE HebesneK, uo oac nidcmasu 0 HeobXiOnocmi excummst 3axo0i6 no 301L1bueNHIO
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1. Introduction

Today, there are a large number of risk assessment
techniques. A variety of technological schemes, limited
initial data, the difficulty of determining the consequences
of accidents and their possible development scenarios af-
fect the risk assessment procedure and lead to situations
where the methods are used for other purposes. This sub-
sequently leads to a negative impact on the adequacy of
the risk assessment in the operation of potentially hazard-
ous industries. Therefore, improving the mathematical and
methodological apparatus for quantitative and qualitative
risk analysis and creating a universal risk analysis algorithm
is a promising and relevant issue in the world.

2. The ohject of research
and its technological audit

The object of research is the technogenic risk of an in-
dustrial facility.

Copyright © 2020, Bojko T., Abramova A., Skladannyy D., Vavulin P.
This is an open access article under the CC BY license
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One of the characteristic shortcomings inherent in the
object of research is the uncertainty of the source informa-
tion and the lack of a universal methodology that would
allow an assessment of technological risks at all stages
of the operation of an industrial facility. A particularly
acute problem concerns potentially hazardous industries.

3. The aim and ohjectives of research

The aim of research is development of a software imple-
mentation of the methodology for assessing the technological
risks of industrial facilities to facilitate decision-making
on the operating conditions of the industrial facility and
its condition. It is proposed to evaluate technogenic risk
based on the theory of reliability with a combination of
Monte Carlo simulation of system operation.

To achieve this aim, it is necessary to complete the
following objectives:

1. To develop an algorithm for determining the technologi-
cal risk of an industrial facility using the theory of reliability.

.
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2. To test the developed methodology for assessing tech-
nological risks using examples from the software package.

4. Research of existing solutions
of the prohlem

Issues of assessment and analysis of technological risks
today is one of the directions to increase the declara-
tion of industrial safety in Ukraine and in the world as
a whole. After analyzing the standards and the existing
methodology for risk assessment [1, 2], it is possible to
conclude that they do not give an explicit idea of the
procedure and methods for assessing technological risk.

The theory of risk analysis is created by many scien-
tists who proposed a methodology for assessing hazard
and risk, which is still widely used in world practice.

The direction of technogenic and environmental risk
assessment is reflected in [3], but the proposed procedures
and methods do not allow an assessment of technogenic
risks in case of accidents.

Works [4, 5] are devoted to the development of an inte-
grated method of risk assessment. In these works, a matrix
model of risk assessment is proposed, but no attention is
paid to calculating the level of risks during normal opera-
tion of the facility.

The authors of the studies [6, 7] believe that the is-
sues associated with the interpretation of the concept
of «risk» have some uncertainty that does not allow the
development of a universal procedure for its assessment.
The authors propose to consider risk as a probabilistic
value and propose to compile event graphs when assess-
ing the risk of accidents. But the question remains of
numerically determining the magnitude of such a risk.

In [8], it is noted that the accident is a random variable,
there is always a probability of its occurrence, therefore,
one can't limit oneself to reducing the risk to an acceptable
level. According to the concept of an acceptable level of
risk, which replaced the concept of absolute safety, it is
proposed to provide measures to localize the accident and
eliminate its consequences. For this purpose, decision sup-
port systems in emergency situations are created in advance,
allowing the decision maker through the implementation of
optimal and most effective measures, with pre-calculated
scenarios, to minimize the consequences of the accident.

In [9], it is proposed to conduct a risk assessment using
the «scenario tree» method using the Monte Carlo method
as the main method, which allows one to obtain more ac-
curate results. The Monte Carlo method can be attributed to
numerical methods that use the modeling of input (output)
random variables, and their further mathematical transforma-
tion in accordance with the process under study, and the
construction of output statistical estimates for the desired
values. The experience of scientists shows that for such
situations, it is possible to use the Monte Carlo method,
which allows to use any methods of analysis of the source
data with interval-probabilistic presentation.

The authors of [10] emphasize that thanks to the Monte
Carlo method and based on the expected range of solu-
tions, it is possible to more clearly formulate requirements
for the accuracy with which the initial data should be
presented.

Thus, the analysis results allow to conclude that the
Monte Carlo method is the most acceptable for solving
the tasks. This method allows to quantify the uncertainty

of decisions, which obtain in conditions when information
about some data is fuzzy.

5. Methods of research

The methodological basis for quantitative risk assessment
is the theory of reliability. In accordance with this theory,
a failure is considered as a random event, the causes of
failures are set by the distribution function. A quantitative
hazard analysis in accordance with the elements of the
theory of reliability allows to determine the probability
of accidents and accidents, the magnitude of the risk,
the magnitude of the possible consequences. Probability
methods and statistical analysis are integral parts of the
quantitative analysis of hazards and technological risk.

Consider the reliability indicator of a technical ob-
ject in terms of its reliability. Such an indicator is the
probability of failure-free operation P(¢) — the probability
that in a given interval ¢=T there is no failure of this
object. The value of this probability, like any other, lies
in the interval 0<P(¢)<1 [1]. The probability of failure-
free operation P(¢) and the probability of failure F(z) form
a complete group of events:

P(t)+ F(t)=1. (1)

The permissible probability value P(¢) is selected de-
pending on the degree of danger of failure.

The reason for the occurrence of sudden failures is not
associated with a change in the state of the object and the
time of its previous operation, but depends only on the
level of external factors. Sudden failures are estimated by
the failure rate A — the probability of failure per unit time,
provided that by that time there were no failures [11]:

)l

oA A )
where At — the change in time; ¢ — the time, s.
The main regularity of the theory of reliability:
—j%dz L
P(t)=e® =exp —J.?\,(t)~dt . 3)
0

When calculating the reliability of a complex system,
structural schemes are used (Fig. 1).

Pl P2 P3 Pn

Fig. 1. The structural diagram of the reliable operation
of the technical system

The probability of failure-free operation is equal to
the product of the probability of failure-free operation
of the elements of this system:

P()=P-P,-P,-..-P, =] | P. (4)
i=1
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With a constant (loaded) backup, when the backup
elements are constantly connected to the main ones and
are in the same mode of operation with them, a system
failure is a complex event that will occur when all ele-
ments fail.

The probability of the simultaneous appearance of all
failures to have the form:

F@&)=FFy Fyoo F =] E. )
i=1

Therefore, the failure-free operation of the system:
py=1-[TE=1-TT1-P). (6)
i=1 i=1

A quantitative risk assessment by this method is an
assessment of the numerical values of the probability and
consequences of undesirable processes, phenomena, events,
therefore, the reliability of such estimates should be treated
with caution [11].

Usually, when assessing risk, it is characterized by two
quantities — the probability of the event P and the conse-
quences U, which are factors in the expression of mathe-
matical expectation:

R=PX. (7)

In relation to the sources of risk, its assessment in-
volves the separation of the normal operating mode of Ry
and R4p emergency situations:

R=Ry+R,p =Py Xy +PpX 3. (8)

Technogenic risk is assessed according to a formula that
includes both the probability of an undesirable event and
the magnitude of the consequences in the form of damage U:

R=PU. 9)

If each event that occurs with probability P; corre-
sponds to damage Uj, then the risk value will represent
the expected value of damage U:

R:U*:ZPZU,-. (10)

i=1

A logical analysis of the internal structure of the system
and determining the probability of undesirable events E
as a function of individual events is one of the tasks of
hazard analysis.

To automate the hazard assessment of industrial risks
of industrial facilities during normal operation, the fol-
lowing mathematical models of the failure of a system of
several elements were used.

By P{E;} let’s denote the probability of an undesir-
able event E;.

For a full group of events:

Y P{E}=1

For exactly probable events (P{ZE;}=p, i=1,2,...,n) that
form a complete group of events, the probability is p=1/n.

Opposite events E; and (—E;) form a complete group of
events, therefore:

(11)

P{E}=1-P{-E}. (12)

In practice, the objective probability formula is used:

P{E}:%, (13)
where n and ng — the total number of cases and the num-
ber of cases in which an undesired event E.

The probability of an E; event under condition Ej is
denoted by P{E;|E,}.

If events E; and Es are non-adjacent, then let’s obtain:

P{EE,} = P{E}P{E,}. (14)

For n independent events E, Ej,.., E, let’s obtain:

P{HE,}:}Z{P{E}. (15)

i=ln

For system components and the system as a whole:

Di :P{E,-}, q; :P{_Ei :1—171‘},

p=P{E}, q=P{-E}=1-p. (16)

The logical function of the system has the form:

E=F(E,E,,..E,). a7

Applying the rules of probability theory, let’s find the
probability of an undesirable event in the form of a threat
function:

p:Fp(phpbmvpn)- (18)

An undesirable event in a technical system in which
elements are connected in series can result in the failure of
any component. If Ej is the failure of the j-th component,
then the failure of such a system is expressed by the fol-
lowing equation [11]:

E=E+E,+..+E,= Y E,

Jj=im

(19)

where m — the number of components (elements) of the system.
If the failures of the elements are independent, then the
probability of failure in such a system is expressed as follows:

P{ZEJ}:i—P{Z Ej}:1—f[(1—P{Ej})‘

J=tm

(20)

For exactly probable failures, the probability of failure
in such a system:

PEY=1-(1—p)". (21)

This shows that in the case of complex systems there is
a rather high probability of failure. Let’s consider systems
whose elements are connected in parallel.

The failure of such a system leads only to the failure
of all its elements:

E=E -E-..E,=[] E;.

j=t,m

(22)

If the failures of the elements can be considered inter-
dependent, then the probability of failure in such a system
will be as follows:

5
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P{E}= ]ﬁp{Ej}. (23)

In practice, the use of such systems is a backup opera-
tion, which is used when it is necessary to achieve a high
degree of reliability.

Risk level assessment is carried out according to the
classification given in [12].

It is proposed to use the Monte Carlo method to conduct
a quantitative hazard analysis in order to determine the
probability of accidents and accidents, the magnitude of the
risk, and the magnitude of the possible consequences. The
Monte Carlo method is used to simulate processes that are
affected by random factors, and also makes it possible to
analyze and evaluate various «scenarios» of implementation
of decisions and take into account various risk factors in one
approach. It is based on obtaining pseudo-random numbers;
when solving problems, they are used as random [11]. An
important advantage of this method is its simplicity, the
essence of which is as follows: to build a model, it is neces-
sary to write down one cycle of the model implementation,
and then repeat it a certain number of times, depending
on the accuracy of the calculated characteristic.

When using the Monte Carlo method, the probability
of failure of an element of a system or system is deter-
mined by the following relationship:

(24)

where N* — the number of failures of an element of a system
or system during the simulation; N — the total number
of iterations (repetitions) of the algorithm in which the
system was modeled.

This method allows to reduce most of the calculations
in a simple relationship (24), which greatly simplifies the
determination of the probability of equipment failure.

6. Research resulis

6.1. Algorithm for determining technogenic risk and
its software implementation. As a result of research and
development of various theoretical and practical materials,
an algorithm is developed to determine the technogenic
risk of chemical industry objects and objects of other types
of production (Fig. 2).

@ain  Nomowe

Pacuet | Bknanka 2 | CratmcTika | Pagotac Bﬂ|

In order to facilitate decision-making on the operating
conditions of an industrial facility and its condition by
assessing technogenic risk, the RISK 1.2 software pack-
age [13] has been developed based on the theory of reli-
ability with a combination of Monte Carlo simulation of
system operation. The developed software package includes
database elements that allow to analyze the level of tech-
nological risk when using various methods of connecting
elements of the system, as well as when using various
constituent elements. And also to evaluate changes in the
reliability of the system when using other components.

Determination of
hazard indices of an
object under normal

condition

Analysis of
operating
conditions

Definition of hazard
indices of an object
under normal condition

|

Computer simulation
of the system (Monte
Carlo)

|

Summary of the
results

No Yes

Conclusions
about the object

Fig. 2. The generalized algorithm for determining the technological risk
of an industrial facility during operation

It is advisable to present the work of the program
as an example of a system whose components are the
heaters PVT1-7 (Ukraine) in the technological system
of a thermal power plant (thermal power plant) [14].

After let’s carry out the calculation (Fig. 3).

The results are presented in Fig. 4.

b

yaen N2l yzen N22 yaen N23 yaen Nog
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KonuyecrBo cueHapues 1

Konuuectso utepaumid  1E7

CTaTucTUKa No
cueHapuio N

MogenuposaHue
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Fig. 3. Input window
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Fig. 4. Calculation of the probability of system failure

Let’s clarify the probabilities of failure of the system
and its elements using the methods of mathematical mo-
deling, namely, the Monte Carlo method (Fig. 5).

a2 Ouenka puckos 1.2 o fa =
®aiin  Momows
Pacuet | anamcazl CraTucTuka ‘ PaGoTac EJ]‘
Konuyecteo Konnuectso Konuvecrtso
uTepaumi 0TKa30B npocToes
» 3. yaen NO1 100 0
Sthah. ysen N02  |10000000 109 100
3. yzen N93  |10000000 |98 209
3. yzen No4  |10000000 | 100 307
3. ysen No5  |10000000 |15 407
3. yzen N26 | 10000000 |21 422
3. yzen NO7 | 10000000 |27 443

Fig. 5. The results of modeling the operation of the elements of a complex
technological system

The probability of system failure is calculated equal to
Pluitre=4.6-1075. The probability of failure of all elements
of the system of Pt fuiture=8-10738.

As can be seen from Fig. 3—-5, to calculate the risks of
technological equipment failure using the developed soft-
ware package is quite simple. It should be noted that the

possibility of using methods of the theory of reliability and
computer modeling methods is a great advantage, because
in addition to performing calculations using one method
or another, it is always possible to verify the results.

6.2. Testing the developed methodology for assessing the
technological risk of a system of water heaters of a thermal
power plant. When assessing the possible risks of complex
production, a mathematical method is used, which includes
constructing a graph that characterizes the relationship
between situations and risk factors. Based on this method,
a scenario for the development of undesirable situations in
a system consisting of seven water heaters was included
in the technological system of a thermal power plant [14].
In particular, a scenario is considered in which the pos-
sibility of failure of one of seven parallel-connected water
heaters is considered. From the point of view of the theory
of reliability, they are considered as a system of series-
connected elements, since a failure of one water heater
leads to the inability to heat water in the required quan-
tity, which results in a failure of the system as a whole.

The graph describing the heater system shown in Fig. 6
has such a structure, since it most accurately describes
the nature of the interaction of its elements.

= OpenFTA (Tree: DIPLOM.fta, Database: theatre.ped)
File Edit Miew Analysis Report Help

D@8 abirld 2R

Tree: DIPLOM.fta
Database: theatre pad

[E= BoE =)

daflmuis Deselnstios

P-OBBDD OO0 OO

GEN_FAIL1
1e-005

Biamoea MH1

GEN_FAILS
006

Bigmoga MHE

Bigmoea MHE

Biamaea MH?

GEN_FAILZ
18005

GEN_FAIL3
18005

GEN_FAIL4
1e-005

Biamaea MHZ Biamoea MH3 Biamoea MH4

Fig. 6. Failure tree for a system of seven water heaters of a thermal power plant built in an OpenFTA environment
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B Index risk

assessment

M Monte Carlo

When constructing the graph in the OpenFTA ~ 0.00005
system, it is decided to divide the system ele- ~ 0.000045
ments into two branches: 3 functional elements 0.00004
in the first and 4 in the second. This section  0.000035
takes into account the differences between the 0.00003
heaters (the system uses 4 low pressure and  0.000025
3 high heaters). 0.00002

When implementing the developed algo-  0.000015
rithm, the following assumptions are made: 0.00001 -

1) nominal probability of failure of the ele-  0.000005 -
ments of the system are obtained on the basis 0 -

of index estimates calculated earlier;

2) graph of the links between the situation,
which can lead to equipment failure and risk
factors, is presented in the form of a scenario.

Simulation methods are used to clarify the
probability of failure of elements of a complex
system and to calculate the technological risk of
the system as a whole. More details in [14—16].

The system under consideration consists of 4 types of
water heaters, which differ in their technical characteris-
tics: hydraulic resistance, heating surface (from 350 m? to
700 m?), maximum steam temperature (from 341 °C to
449 °C), weight (from 10.4 t to 63 5 t). The initial data
necessary for the calculations are presented in Table 1.

Tahle 1
Baseline data for the quantification of technological risk
Heater Type Rated probability of failure
Low pressure heater No. 1 | PN-350-16-7-III 1.10-°
Low pressure heater No. 2 | PN-350-16-7-1II 1.10°°
Low pressure heater No. 3 | PN-350-16-7-III 110
Low pressure heater No. 4 | PN-350-16-7-1II 1.10°5
High pressure heater No. 1 | PV-700-265-13 2-10°8
High pressure heater No. 2 | PV-700-265-31 21078
High pressure heater No. 3 | PV-700-265-45 2108

The results are compared using index estimates [17]
and the method proposed by the authors using the Monte
Carlo method for a system of seven efficient units (water
heaters) in the technological system of a thermal power
plant. The first scenario uses, as initial data, the equip-
ment failure probabilities calculated earlier by the index
method [17]. The second scenario uses the probability values
obtained for each heater by the Monte Carlo method and
are, respectively, for heaters 1-1075, 1.09-1075, 0.98-1075,
11075, 1.5-10°5, 2.1-10°6, 2.7-10°S.

At the first stage, the probability of failures of one,
two, three, etc., and all heaters is calculated at the same
time. The probability of failure of the entire system is also
calculated (the failure of at least one of the working ele-
ments leads to it). The probability of failure of the system
as a whole includes the probability that several heaters
in any combination of them will fail simultaneously (the
first and second, fifth and sixth, or all at the same time).
Using the simulation method, a series of tests was car-
ried out with 103 iterations to obtain the probability of
equipment failure in normal operation. Let’s present the
obtained calculation results by different methods and
compare them in the form of bar charts in Fig. 7. The
error is 2 %.

risk
assessment

LPH No. 1
LPH No. 2
LPH No. 3
LPH No. 4
HPH No. 5
HPH No. 6
HPH No. 7
System

Fig. 7. Results of the implementation of an algorithm based on the combined use
of index estimates and the Monte Carlo method for a system of seven water heaters

in a thermal power plant

The system is located on the border of an unaccept-
able and conditionally acceptable level of danger, which
gives grounds for the need to take measures to increase
the reliability of the system:

— or by increasing the number of backup system ele-

ments;

— or by improving their quality (installing more reli-

able heaters).

7. SWOT analysis of research resulis

Strengths. Compared with existing methods for assessing
the industrial safety of industrial enterprises, an algorithm
has been developed that allows the prediction of indus-
trial risk in normal operation using the index approach
and simulation method. This allows to take into account
the actual performance of the enterprise and, accordingly,
to obtain the value of technological risk for the actual
conditions of operation, and therefore it is reasonable to
manage the production process.

Weaknesses. Weaknesses include requirements for re-
strictions on the complexity of the structural diagrams
of objects and, accordingly, the ability to apply division
into functional blocks for large enterprises.

Opportunities. The level of technological risk directly
depends on human activities. The introduction of new
technologies entails an increase not only in the quality of
life, but also in the level of possible technological hazards.
Since there is a huge number of operating technological
industries in the world, the assessment of technogenic
risks over time becomes a very important aspect of the
work of these enterprises, precisely because such an assess-
ment can give correct results in predicting technological
emergencies.

Threats. To use the developed software package, it is
enough to have skills in working with computer programs,
and to prepare the initial data and analyze the results
obtained, it is necessary to know the basics of the theory
of technological risks and reliability.

1. An algorithm for determining the industrial risk of
an industrial facility based on the theory of reliability has
been developed. This algorithm simplifies the decision-
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making procedure for the investigated object. A feature
of the proposed algorithm is the prediction of anthropo-
genic risk under normal operation of the facility using the
simulation method. Using this method allows to take into
account the actual performance indicators and calculate
the value of technological risk for the actual operating
conditions, and therefore it is reasonable to control the
production process.

2. The developed software package is tested using the
example of a water heater system of a thermal power plant.
The failure probability of the system and its elements is
calculated using mathematical modeling methods, namely
the Monte Carlo method. The probability of system failure
is calculated equal to Pyuin=4.6-10">. The probability of
failure of all elements of the system Py fuiture=8-10"%5. In
order to verify the correctness of the results obtained, the
results obtained using index estimates and the proposed
Monte Carlo algorithm for a system of seven efficient
nodes in the technological system of a thermal power plant
are compared. The error is 2 %.
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