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IIpeocmasnerno meopemuio-izposuii nioxio, sxuil npemen-
dye Ha ynieepcanvHuii mMemoo eupiuenHs Girvwocmi 3aoay
6 obnacmi xibepbesnexu. B axocmi apeymenmie na niomeep-
0dicenns nepeeazu meopii izop GuoineHi maxi AK Mamemamuy-
Ha 00TpyHmosanicms i 00Ka308a ONMUMATILHOCHT NPUUHAMUX
pimens, Ha 6i10MiHY 610 WUPOKO BUKOPUCIOBYBAHUX e6PUCTIUK,
MONHCAUBICMb PO3POOKU HADIIHO20 3AXUCTY, ZPYHMYIOUUCH HA
AHATIMUMHUX Pe3YyTbmamax, 3a6e3neMents C60e1aAcHoi peax-
uii Ha Kidepamaxu 8 YMoeax 0OMeNCeHUX pecypcie, a maxoic
PO3n0oineHuii xapaxmep npuitHAMms piuets.

Begedero Oegpiniuii ocHo6HUx nonsmMsb, WO GUKOPUCMOBY-
tomobcs 6 3a0auax 3abe3nevenns Ge3nexu Ha OCHO8I meope-
muKo-ieposux mooeneii.

Hepepaxosano ocobausocmi 3acmocysanns memooie meo-
pii ieop 6 obaacmi kibepoesnexu i chopmynvosari obmedtcen-
Ha docaiodxcens 6 uill obacmi, a came: 00OMeHceHHA HA 12p06i
cmpamezii, 00nouacHicmv x00i6 2pasyie 6 MOOeAAX NOBEOTHKU
azenmie cucmemu Ge3nexu, HEGUIHAMEHICMb Y 1ACI 30TUCHEHHSL
X00i6 2pasusaMU, HeGUIHAMEHICMb 6 KIHUeBill Ui npomusHuKa,
HenpozH0306aHICMb NOOAILMUX X00i8 2PABUis, 6i0cymHicmb
Y 2pasuyie ouinKu pecypcié NPoOMuUGHUKA, a MaxKod’c 1020 Kin-
UeeuUX uinell, HeMONCUBICHL CEOEHACHOL OUIHKU NOMOUHO20
cmany epu.

Hepepaxosanum npoéremam Gesnexu nocmasneni y 6io-
nosioHicms meopemuro-izposi Mooeni, a MaxKoxNc 6UHA4UEHL
OCHOBHI piuleHHsl, OMPUMAHI 8 Pe3yibmani 3aCmocy8anHs 6io-
nogionux mooeneil.

Chopmosano muoxcumny memodie meopii i2op, 05 KOIHCHO-
20 3 AKUX GU3HAUEHO GIOHOUWLEHHSL MIJIC MOOCILTIO 2PUL, 06.IACHIO
il 3acmocyeanns, pesyaomamom Mo0er08aHHA Ma NOCIY2aAMU
Oe3nexu, axi niompumye oanuil memoo.

Busnaueno o6mexnceHns KAACUMHO20 YABNEHHS MOOeel
meopii i2op, HeoGXiIOHICMb NOVONAHHA AKUX GUNIUBAE 3 GUMO?
3abesneuenns ocnosnux nocaye desnexu. /Jo maxux oomesicetv
6i0HeceHi: 30amHiCmy 3aXUCHUKA GUSGLSMU AMAKU, GU3HA-
yeHicmv UMOGIpHOCMEN 3MiHU cmaHié 00 Nouamxy epu, Cin-
XpoHHicmb 0ii 2paesuie, HeMOJNCAUGICHIL MACUMAD08AHOCMI
MoOei uepe3 po3mip ma CKAAOHICH CUCTEMU.

Po3pobneno modeni ochosrux 3aday 63aemo0ii anmazomic-
muvnux azenwmie cucmem éesnexu. Modeni dozeonunu ompu-
Mamu piuenns 060X HAUOLILW nowupeHux 3aday 6 oonacmi
KibepOe3nexu, a came, 63aEmo0ii CucCmemnoz0 adminicmpamo-
pa i 3106MUcCHUKA npu opeanizauii 3axucmy iH@opmauiinux
pecypcie. 3adari eupimieni 0151 080X Pi3HUX YMOB — MAMPUUSL
2pu micmumo eapmicni ouinKu pecypcie i mampuys 6i0oopa-
Jicae imosiprocmi peanizauii 3azpo3u. Busnaueno uucmi i 3mi-
wani cmpameezii 015 PiHUX NOUAMKOBUX YMOE, WO 00360JI51E
BUKIIIOMUMU 3 PO32NIA0Y CMPamezii, Wo He 6X00Mb 6 PiuleHHsL.

Ccpopmosano cunepeemurnuii nioxio euxopucmanms meo-
PEmuKo-izp06020 M00eN08AHHA 3 YPAXYEAHHAM OCOOIUBOC-
meii noéedinku azenmie cucmem 6e3nexiu, 3aCHOBAHUIL HA AHA-
i3l piznomanimmocmi i ocobaueocmeti meopemuro-iepoeux
Modeneil, racmusux im oomedxncens i obacmi 3acmocysains

Kmouoei crosa: meopis ieop, xidepoesnexa, iepu Cmaxeno-
oOepea, izpu Hewa, pistosaza epu, cmpamezis

u] =,
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1. Introduction

Networks have become a traditional tool in people’s lives,
users are very dependent on networks to provide comfort-
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able communication and convenient access to information.
Modern information and communication technologies are
developing rapidly, not only in terms of complexity, but also
in terms of their diversity. The growing complexity, ubiquity



and connectivity of modern information systems pose new
challenges in the field of security, and cyberspace has become
a platform for people with different levels of skills and all
kinds of intentions (both positive and negative). Thanks to
round-the-clock communication, which has become an inte-
gral part of people’s daily lives, the protection of information,
personal data and assets has become even more important
than ever. Traditional security has come a long way towards
protecting clearly defined goals, such as confidentiality, in-
tegrity, accessibility and authenticity (CIA+).

Along with the expansion of the scope of services pro-
vided by network services, the problems associated with the
safe use of network services are growing. Network security
is becoming a complex topic, as many new network attacks,
which are becoming hybrid, are becoming more sophisticated
and lead to huge losses of network resources. A crime area
such as cybercrime has formed, which requires the closest
attention due to the prevalence of the computer as a tool in
various areas of human activity. Like other forms of crime, the
causes of cybercrime are difficult to determine, however, as
a rule, this is due to some factors, which include high finan-
cial gain, personal emotions and even revenge, as well as ethi-
cal, ideological, moral and environmental problems.

Most cybersecurity studies focus on either presenting
a specific vulnerability or proposing a specific defense algo-
rithm against a well-defined attack pattern. Although such
cybersecurity research is important, attention should be paid
to the dynamic interaction between attackers and defenders,
where both sides are intelligent and can dynamically change
their attack or defense strategies to defeat their opponents.
This phenomenon of «cyber warfare» exists in most cases of
cybersecurity in the real world [1].

It is necessary to emphasize the following. On the one
hand, the weakness of traditional solutions for network secu-
rity lies in their lack of a system of quantitative solutions [2].

On the other hand, security assessment [3] is an impor-
tant aspect of network security; this is an assessment of con-
fidentiality, integrity, availability, vulnerability and security
risks. Network Security Measurement is a large category
that includes the measurement of every aspect of network
security. Risk assessment [4] is one such measure. Network
security measurements include interactions between at-
tackers and defenders, and their interactions can influence
the measurement result. One of the metrics in assessing the
risk for a network system is the probability of its attack.
It is necessary to predict the actions of both defenders
and attackers.

To solve the problems of network security, solutions
based on game theory are quite often proposed, since the in-
teraction process between attackers and defenders is conside-
red as a game. In this case, game theory can be used in every
possible scenario to predict the actions of attackers, and then
to determine the decisions of defenders.

Game theory-based approaches outperform traditional
cybersecurity and network privacy solutions in many ways,
including the following:

1) mathematical validity and provability. Most of the
traditional security solutions that are implemented either in
prevention devices (for example, firewalls) or in the means of
rapid response to threats (for example, antivirus programs)
rely only on heuristics. Nevertheless, game theory can in-
vestigate security solutions with mathematically grounded
methods, the correctness and effectiveness of which can be
justified mathematically;

2) reliable protection. Based on the analytical results of
applying game theory methods, reliable mechanisms can be
developed to protect cyber systems from selfish behavior (in-
sider or external attacks) by malicious users/nodes;

3) timely response. Although the adoption of a traditional
security decision is rather slow due to the lack of incentives
for participants, game-theoretic approaches defend the inte-
rests of defenders using basic incentive mechanisms in the con-
text of allocating limited resources to balance perceived risks;

4) distributed solutions. Most traditional defense mecha-
nisms make decisions centrally, rather than individually (or
distributed). In network security games, a centralized ap-
proach is almost impossible because of the lack of a coordina-
tor in an autonomous system. Using appropriate game theory
models, security solutions will be implemented in a distribu-
ted manner.

These reasons favor the use of the game theory paradigm
for modeling and analyzing the behavior of security systems
antagonistic agents.

2. Literature review and problem statement

Game-theoretic analysis focuses on identifying the likely
behavior of players with respect to the choice of strategy, thus
determining the intended outcome of the game. It was noted
in [5] that models based on game theory demonstrate advan-
tages in productivity and cost compared to other risk manage-
ment models associated with cybercrime. However, this does
not take into account that in game theory, players are rarely
completely rational and do not have complete information
about each other’s wins and strategies. The reason for this is
either the fundamental impossibility of obtaining complete
information, or the significant cost of obtaining it. In addition,
limited rationality is an inherent characteristic of an agent
(in contrast to the ideal player in theory). And besides, game
theory has always imposed restrictions, which are the only
way to correctly formulate the problem, and it is based on the
assumption that the parties are rational, there are few of them
and each player knows the goals of his opponent [6, 7].

One way to overcome the discrepancy in the rationality
of the abstract player and the real agent of cyber conflict is
defense games. Defense games study the interaction between
attackers and defenders, which serve as the basis for making
formal decisions and developing algorithms, as well as for pre-
dicting the behavior of attackers. The applicability of game
theory in this case is due to the fact that it is a mathematical
toolbox independent of the field of application, which can
be used in any situation of interactive decision-making [8],
for example, in computer and communication networks for
modeling various problems. This approach includes work on
modeling service disciplines [9], for TCP performance [10],
and for modeling power control in a wireless communication
system [11]. [12] described the application of game theory to
develop protection against «denial of service» (DoS) attacks.
In the field of MANET [13], cooperative and non-coope-
rative game-theoretic constructions were used to develop
based on the reputation of the collaboration architecture.

The approach to the application of game theory related
to the modeling of intrusion detection processes in com-
puter systems should be noted. The authors of [14] used
a game-theoretic structure to model intrusion detection
using sampling in communication networks, and also deve-
loped sampling schemes that are optimal [15].



In general, the game-theoretic approach works with at
least two players. The success of a player in choosing depends
on the choice of others. In game theory, players clash with
each other in turn to maximize their winnings in an attempt
to achieve their ultimate goal [16]. In the area of cyberse-
curity, game theory has been used to determine the nature
of cyber conflict. The attacker’s decision-making strategies
are closely related to the defender’s strategies and vice versa.
Cybersecurity is then modeled by at least two intelligent
agents interacting in an attempt to maximize their intended
goals. It should be noted that this work limits the number of
players to 2, suggesting the alternation of each other’s moves.
In real situations of cyber confrontation, this can significant-
ly narrow the scope of game-theoretic methods.

Going beyond the limitations inherent in this work can
be considered in the works [17, 18]. It was noted in the works
that the various methods available in game theory can be used
for tactical analysis of cyber threat options created by both
one attacker and an organized group. A key concept in game
theory is the ability to explore the vast number of possible
threat scenarios in a cyber system. Game theory can also
provide methods for proposing several possible actions along
with a predicted outcome for controlling future threats. Com-
puters can analyze all combinations and permutations to find
exceptions in general rules, unlike people who tend to over-
look some possibilities. This approach allows to identify what-
if scenarios that the human analyst may have overlooked.

In [19, 20], the interaction between the attacker and the
network administrator is presented as a game, the modeling
of which allows one to determine many strategies that lead
to Nash equilibrium.

In [19], a methodology was presented for modeling the
interaction between an attacking DDoS and a network ad-
ministrator. This approach has shown that the ability to mo-
del and identify the intentions, objectives, and strategies of an
attacker (AIOS) is important because it can lead to effective
risk assessment and prediction of harm. In this paper, a sti-
mulus-based game model for outputting ATOS was discussed.
Several bandwidth parameters were used as a metric to mea-
sure the effects of attack and countermeasures, which, in turn,
measures the attacker’s and defender’s stimulus. It was also
noted in the work that the best game model to be selected
depends on the degree of accuracy of the intrusion detection
systems (IDS) used and the degree of correlation between the
stages of the attack. The topology considered in the simula-
tion experiment consists of 64 source hosts connected to one
victim machine through 4 levels of routers. Each router is able
to use a reflection mechanism as part of a security strategy.

In the model presented in [20], an attacker and a network
administrator participate in a two-person stochastic zero-sum
game. In this work, it was assumed that the network consists
of a set of interdependent nodes whose security assets and
vulnerabilities are interrelated. The concept of linear influence
networks was used in the work and the interdependence bet-
ween nodes was modeled using two weighted oriented graphs,
one of which denoted the relationship of security assets, and
the other denoted a correlation of vulnerability between
nodes. The numerical example presented in the paper describes
a small network of three nodes and explains the method of cal-
culating the optimal strategies of players. However, there are
no mechanisms for implementing the strategies found.

In [21], an extension of traditional approaches to the use
of game theory is proposed. It addresses the issue of network
security as a sequence of non-zero sum games played by an

attacker and defender. This game model, called «fictitious
game (FG)», assumes that players cannot accurately observe
each other’s previous actions. In this paper, we studied the
influence of error probabilities associated with a sensory
system on Nash equilibrium strategies for players, taking into
account two scenarios:

a) each player knows about these error probabilities;

b) none of the players know these error probabilities.

Both classic and stochastic FP games are investigated
using simulation.

A promising approach related to the introduction of dy-
namics and taking into account the time characteristics of the
game is presented in [22]. The paper presents a game-theoretic
model of developing a response to an attack on an Internet
worm. The basic idea is that defenders can choose how to
organize resistance and minimize the speed of the worm. An at-
tacker can choose the optimal distribution of the scan group to
maximize the speed of infection. Thus, the game will be played
between the attacker and the defender. The attacker must
choose the maximum speed of the worm, while the defender
wants to minimize it. If we formulate the problem in this way,
then it will be a game with a zero sum and a minimax problem.
The optimal solution to this problem is when the defender must
deploy the application evenly across the entire IP address space
or in every corporate network, so the best strategy that the at-
tacker uses is equivalent to the random scanning strategy. This
work demonstrates the application of game theory for design-
ing the locations of vulnerable and valuable hosts on the net-
work, which should be considered a promising area of research.

In [15], a game-theoretic approach to the detection of
intrusions into mobile special networks was proposed. The
authors viewed intrusion detection as a game between the
attacker site and the IDS hosted on the target site. The task
of the attacker is to send a malicious message with the intent
to attack the target node. A simulated game is a basic game
that belongs to the field of multi-stage dynamic non-coope-
rative game. The share of publications on the dynamic theory
of games in the total volume of publications is extremely
insignificant, however, this direction should be recognized as
promising, as evidenced by emerging scientific papers [23].

Another example of the application of game theory, which
takes into account the dynamic characteristics of the game,
is [24]. It presents a model for assessing the likelihood of
successful attacks on a network of interdependent files and
services. This paper presents a logical model that takes into
account the time required to attack, crash, or repair network
systems. To demonstrate the use of the game theory model,
the paper gives time and topology constraints to determine
if an attack or defense will succeed. The presented example
describes the configuration of a high-performance web server
with interdependent elements and considers the strategic
actions of both the attacker and the defender.

The economic aspects of game theory in relation to securi-
ty are well presented in scientific publications, given the fact
that game theory was initially oriented toward economics.
In [25], the problem of information security in a mobile elec-
tronic commerce network is analyzed. It is argued that the
application of game theory in the field of information security
is based on the hypothesis of perfect player rationality, while
in reality the bulk of information security is determined by
limited rationality, which is an assumption of the evolutionary
game theory. The penalty parameter is introduced into the
task as a parameter, which is assigned if the organization in
the mobile electronic commerce network does not invest in



information security. The results of modeling the dynamics of
this game made it possible to obtain the return on investment
results. This can be seen as an application of evolutionary
game theory to an investment strategy in network security for
maximum return. It should be noted that evolutionary games
are not sufficiently used in modeling cybersecurity problems.

In [26], game theory is presented in the unusual context
of analyzing a proposal for an advocate organization to in-
vest in information security. The work is focused more on
information security management than on information secu-
rity technologies. The paper formulates the problem of two
organizations investing in security, with parameters such as
investment, security and disaster risk. Based on the payout
matrix, a penalty parameter has been introduced related to
the refusal to invest, which ensures the rationality of invest-
ment. In conclusion, an argument is put forward in favor of
encouraging organizations to invest in information security.

A taxonomy of the application of game theory in cyberse-
curity, consisting of four dimensions, which provide a holistic
classification covering network and computer attacks, help
to improve computer and network security, and language
consistency with the description of the attack, was pro-
posed in [27]. The first dimension is the attack vector, which
is used to classify an attack into an attack class. The second
dimension allows to classify attacks by specific targets (for
example, OS: Linux: RedHat6.0). The third dimension con-
sists of vulnerability classification and attack usage (for
example, CVE/CERT). The fourth and final dimension
highlight potential payloads or related effects (such as file
deletion). Each dimension provides different levels of infor-
mation to successfully classify and provide attack details.

A review of publications on the application of game theory
in cybersecurity demonstrated the following. Almost all publi-
cations are devoted to the development of specific models for
solving specific problems, emphasizing the advantages of game
theory for solving problems of this class. The scope of the game
theory methodology is extensive, given the fact that the classi-
cal game theory is independent of the subject area of research
and applications. Not all studies analyze the applicability of
the game-theoretic modeling methodology. Under these con-
ditions, two fundamental issues are practically not addressed.
The first is related to the formulation of the limitations of the
game theory methodology for solving cybersecurity problems,
which has its own characteristics and can set requirements for
the proposed approaches and methods. The second question
logically follows from the first. In the case of improper use or
fundamentally impossibility to use the methodology of game
theory, which methodology should be applied taking into ac-
count the features of the tasks being solved. In other words, an
approach should be proposed to evaluate and select the most
appropriate methodology for modeling the behavior of secu-
rity systems antagonistic agents. The questions formulated
determined the relevance of this study.

3. The aim and objectives of the study

The aim of the study is to develop and analyze the appli-
cability of game-theoretic approaches for modeling the be-
havior of cybersecurity systems agents. To achieve the goal,
it is necessary to solve the following tasks:

— to identify the main areas of game-theoretic approaches
application for modeling the cybersecurity systems agents
behavior;

—to give a formalized representation of game-theoretic
models in security systems;

— to develop models of the main tasks of the interaction
of security systems antagonistic agents.

4. Main directions of the game-theoretic approaches
application for modeling the behavior of security
system agents

We introduce the basic definitions of the basic concepts
used in security tasks based on game theory (Table 1).

Based on the introduced definitions, we consider the
mathematical foundations of conflict modeling and coope-
ration based on game theory. Suppose that the players are
rational in their behavior, which implies their motivation
in order to optimize the receipt of benefits based on the uti-
lity function.

The game follows certain rules according to which players
can choose and implement a strategy from a set of different
behavioral options in order to optimize the possible outcome
of the game.

Formally, the game is described with z players with stra-
tegic spaces S; and their payoff functions U; respectively for
each player i (1<i<n):

G={nS$,,8,...5,U,U,,...U,}. (1)

The main features of game-theoretic approaches to mo-
deling the behavior of cybersecurity systems agents are [17]:

— restriction of strategies when releasing games,

— simultaneous moves of players in the behavior patterns
of security agents,

— players’ time uncertainty,

— the uncertainty in the final goal of the enemy,

— unpredictability of further player moves,

—lack of players” assessment of enemy resources, as well
as its ultimate goals,

— impossibility of timely assessment of the current state
of the game.

The game is presented in a strategic/expanded form that
describes the actions of the players. The strategic form of the
game is formalized as follows:

Game=(P.(s,) ,.(u),,) )

There are many players P in the game. The player i can
choose the strategy from S, and U; — this is the player’s
i gain/utility. The combination of the player’s selected stra-
tegies is the strategy profile, and the mixed strategy is gene-
rated from a set of pure strategies. Win function U; represents
the relationship between the input space of all possible pro-
files and the output space of real numbers R.

Game-theoretic analysis focuses on identifying the likely
behavior of players with respect to the choice of strategy,
thus determining the intended outcome of the game. This
point of view on the methods of game theory determines the
spectrum of directions for their application in the field of
cybersecurity.

Various types of games are used to study the actions of
the defender and the attacker and to simulate the interac-
tion between them. Table 2 presents game-theoretic models,
security/privacy issues, and key solutions derived from the
respective models.



Table 1
Basic definitions of the game theory concepts

No. Term Definition
A simplified formalized model of a real conflict situation of confronting the antagonistic parties of cyber conflict (de-
{ Game fense and attack parties) with opposing interests that each side tries to satisfy using one or another strategy of actions,
and in which it is impossible to come to an agreement satisfying both parties regarding the system administrator
information resource
The main character in the game who makes choices and takes action. A player may be represented by a person, ma-
2 Player chine, or group of people in a game. In security systems, the players are the parties to the attack (attacker) and de-
fense (system administrator)
3 Action An action is a move in a given game
Positive or negative reward for the player for this action in the game. For the system administrator, this may be the
4 Payment cost of the purchase and installation of protective equipment and programs against each of the threats that must be
minimized. For an attacker, this could be a reward for damaging the adversary
5 Strate The action plan (behavior scenario) in the game, which the player can implement during the game. So, for the defense
8y side, the strategy may be «Wait and See», and for the side of the attack, «the weakest link»
Game A game in which each player knows the moves of all other players that are already made. A game in which the player
6 with full does not know the opponent’s moves is called a game with incomplete information. Cyber conflict as a game is funda-
information | mentally a game with incomplete information
A game in which information about strategies and payouts for other players is incomplete, and the player assigns
7 Bayesian | a «type» to other players at the beginning of the game. Such games are called Bayesian games because of the use of
game Bayesian analysis in predicting the result, which may be characteristic of modeling the reflective behavior of one side
or another in cyber conflict
Static/Strate- A one-step game in which each player chooses his own action plan and decisions of all players are made simultaneously.
8 . This means that when choosing an action plan, one side of the conflict (defense or attack side) does not obtain any
gic Game . . . B
information about the action plan of the opposite side
. A game with more than one stage, at each of which players can review their actions. This can be seen as a consistent
Dynamic .. . . . . _
9 Ame structure of the decision-making problems faced by players in a static game. Game sequences can be either finite or
& infinite. Dynamic games are a good reflection of the behavior of players in the implementation of the attack tree
A game that includes probabilistic transitions through several states of the system. The game starts from the initial
10 Stochastic | state; players select actions and receive a reward, which depends on the current state of the game, and then the game
game goes into a new state with probability based on the actions of the players and the current state. It can be used in the
parties’ assessment of the opposition of the probabilities of a multi-step attack and methods of counteracting it

Table 2
Set of game-theoretic approaches
Game model Security problems Solution
Static Prisoners Selfish behavior of agents on the network [28, 29], privacy on mobile social net- e
; Nash Equilibrium
Dilemma Game works [30]
Zero-sum static game | Jamming and listening [31], denial of service attacks [32], trojans [33] Nash Equilibrium

Stackelberg game

Cyberphysical security [36], data integrity and availability [37] Stackelberg equilibrium

Coalition game

Selfishness in packet forwarding [36], listening [37] Coalition Formation Algorithm

Zero-sum stochastic
game

Equilibrium (saddle point), Nash

Cyberphysical Security [38], Secure Routing [39], Steganography [40] cquilibrium

Bayesian game

Privacy trajectory [40], denial of service attack [41], survivability [42] Bayes Nash equilibrium

Dynamic game

Secure Routing [43], Cyberphysical Security [38] Saddle point (equilibrium)

Recurring game

Selfishness in packet forwarding [43] Belief Based Strategy

Markov game

Intrusion Detection System (IDS) configuration [44], Smart-grid infrastructure

protection [45], trust issue in an online social network [39] Markov equilibrium

Evolution game

Evolutionarily Sustainable Stra-

Selfishness in special networks [46], trust in autonomous multi-user networks [47] tegy (ESS)

In game theory, players are rarely completely rational
and do not have complete information about each other’s
wins and strategies. Therefore, modeling the decision-making
process using several equations and parameters is doubt-

ful. There is also the difficulty of quantifying value added
through cybersecurity. Lack of quantification affects the de-
cision-making process regarding security investments. Con-
sequently, the attitude towards security varies depending



on the economic situation. This shows that the quantita-
tive assessment of security-related concepts, such as trust,
confidentiality and risk, in game-theoretic models is not
an inherent property and requires additional development.
Game theory also imposes restrictions, which are the only
way to correctly formulate the problem, and it is based on the
assumption that the parties are rational and few in number,
and that each player knows the goals of his opponent [6, 7].

The problems of game theory in terms of cybersecurity
risk management are further exacerbated by the following
aspects. The difficulty of defining an equilibrium strategy
and the difficulty of quantifying security parameters (such
as risk, confidentiality, and trust), choosing the appropriate
game model for a given security problem, and reaching con-
sensus on how to interpret a mixed strategy.

The interaction between attackers and defenders is the
basis for making formal decisions and developing algorithms,
as well as for predicting the behavior of attackers. The
applicability of game theory in this case is due to the fact
that it is a mathematical toolbox independent of the field of
application, which can be used in any situation of interactive
decision-making [34, 38, 45, 48—52, 54, 58].

Based on the analysis [34, 38, 45, 48—52, 54, 58], the main
models of game theory are presented that provide the possi-
bility of their application to provide basic security services.

To model the interaction in the network, several game-
theoretic approaches are used, such as approaches with per-

fect and imperfect monitoring. In a game with imperfect mo-
nitoring, player actions may not be directly observed due to
noise. On the other hand, a game is considered as a game with
perfect monitoring if all players know a series of past actions
and the actions of other players can be observed without
interference. A static game is classified as a game with im-
perfect information, because each participant chooses only
his own strategy.

Based on the analysis [28, 29, 30, 36, 43, 46], Table 4 shows
the main factors of the game for exchanging message packets
in the network.

Thus, to provide basic security services based on the
analysis of Table 3, 4 in game-theoretic models of cybersecu-
rity systems, it is necessary to remove the limitations of the
classical representation of game theory models:

— defender is always able to detect attacks;

— state transition probabilities are fixed before the start
of the game, and these probabilities can be calculated from
domain knowledge and past statistics;

— player actions are synchronous, which is not always
realistic;

— most models are not scalable due to the size and com-
plexity of the system in question.

This approach significantly affects the use of game-theo-
retic models and the formation of the basic principles of
modeling cybersecurity systems to obtain a synergistic effect
from the defender.

Table 3

Game theory methods for providing security services

Game model Application area

Simulation result Security services

Integration of a robust physical space con-
troller and an attack-resistant cyberspace
controller within a defender

Zero-sum sto-
chastic game

The iteration algorithm of the value to
obtain equilibrium (saddle point)

Integrity, Confidentiality, Avail-
ability, Security

Physical and cyberspace integrated using

Static games payoff function

Nash equilibrium and Stackelberg
equilibrium

Integrity, Confidentiality

Dynamic

games Discrete time LTT jamming problem

Equilibrium (saddle point of the
payment matrix)

Integrity, Confidentiality, Authen-
ticity

Players select actions that can trigger Smart
Grid system state transitions

Markov games
with zero sum

Nash equilibrium (also a Pareto opti-
mal solution)

Confidentiality, Integrity, Accessi-
bility, Authenticity, Involvement

Determination of the optimal response of the

The iteration algorithm of the value to

Markov game defender in a cyber-physical environment obtain the equilibrium (saddle) point Confidentiality, Integrity
Table 4
Game theory models for message packages exchange
Game model Key factors Simulation Results Basic Services

Game «Priso- | Introducing social morality to improve user privacy. | Nash equilibrium is accepted in a game with | Confidentiality,
ner’s Dilemma» | Moral state is modeled as a Markov chain incomplete and complete information Integrity
Joint game Building coalitions to improve packet forwarding Nash Formula for Pareto Optimal Solution | Confidentiality
Stochastic Transferring a packet is a Bernoulli process. The game | Distributed algorithm to achieve perfect Confidentiality,
game is a repeating asymmetric game with random states | balance in the games Integrity
Recurring A system .Of fgrmal bel.lefs based on the Bayes rule Iterative belief update algorithm for finding | Integrity, Avail-

for checking information of other nodes under . e s
game . . consistent equilibrium ability

imperfect observation
Evolution Making decisions based on limited information from The strategy Of nodgs is updated by compar- Conf 1dentla'htyt I.n—

; . . ing their winnings with a randomly selected | tegrity, Availability,
game other sites. Using the game to foster collaboration > .
neighbor Authenticity




5. Formalized representation of game-theoretic
models in security systems

Studies of the use of game-theoretic modeling in the tasks
of ensuring cybersecurity have made it possible to identify
the most common game-theoretic models used in the field of
security. These include Stackelberg, Nash games and signal
games. The selected game models do not exhaust the entire
variety of applied game-theoretic models, but are only exam-
ples of the most common applications.

Table 5 presents the main components of these games.
These components determine the structure of the taxonomy
of games and their models.

Players, types, actions and utilities for three games

Stackelberg’s games are solved backwards. Let assume that
P(S) denotes a set of cardinalities S. Then let BR, : A, — P(A4,)
determine the best response function of the follower to the
actions of the leader BR, (a,) gives optimal ap, to give the re-
sponse to a;. The best response function may also include a set
of equally good actions. This is the reason for gaining power.
The best response function is determined by:

BR,(a,)=argmaxU,(a,,a;).

apeArp

(3)

Based on the expectation of the best response F, L selects
the optimal action that satisfies:

Table5 4 eargm%‘xUL(aL,BRF (aL)). (4)

Stackelberg game.

Stackelberg games represent perhaps the most fundamen-
tal game-theoretic interactions, which are characterized by
the following components:

1) players: P={L, F}, where L — leader, and F - follower;

2) actions: actions for the player L are set a, € A;. Fig. 1
shows a 2x2 game in which A:{u,d} and u denotes an
upward movement, and d indicates a downward movement.
Player F has actions, where ¢ denotes the top, and b denotes
the bottom;

3) utiliy: after both players made moves, L gets utility
U,(a;,a;), and F gets utility U, (a,,a;).

In Stackelberg’s games, the follower makes a move after
observing the leader’s actions. Often cybersecurity models
take advocate as L, and the attacker — F, assuming that the
attacker will observe and respond to defensive strategies.

Stackelberg games consist of a leader Land follower F.
L selects an action ag, and F selects the best answer BRH(ay).
L takes this best answer into account when choosing ar.
Stackelberg’s cybersecurity models often see the defender as
the leader, and the attacker as the follower, on the assump-
tion that the attacker will observe and respond to the strate-
gies chosen by the defender.

UL(M,U, UF(L{,U

Ui(u,b), Ur(u,b)

Ui(d,y), Ur(d,1)

Ui(d,b), Ur(d,b)

Fig. 1. Stackelberg game example

Players P Types® | Actions A Utility U Duration T Then, in balance, the actions of the
_ players (aL,a;), where a, € BR, (a,)
bStackelb(}elrg’ls g(:ilme Eyplcally Lia, €A, U, (a,.a,) dOne Stltlep Nash game.
etween the leader L omoge- FeacA (a ) Leader-Follower While in Stackelberg games, players
and follower F neous FSOF 1 4F Structure . ; .
make moves at different times, in Nash
Nashgame | Typically | y.q 4, U, (ay,a,) | Thestructure | games, players make moves at the same
between symmetrical | homoge- Wea cA WU, ( ) of simultaneous time. More specifically, Nash games are
players Vand W neous G & Aw w\Gy, Gy moves . .
pre-pledged games in which each player
Signal game between | Shasse- | ¢ _ Sof eaceh type One-step uses his own strategy before he knows the
sender S and the | veral types s €4 10€0:Ug(ag,ap) | sender-receiver move of the other player.
recipient R 0ecO R:apedy | p. U, (0,a5,a) structure As a rule, games for two players with
: a preliminary commitment are displayed

in matrix form.

However, Fig. 2 shows a tree diagram of a game for two
players to show the difference between this game and the
Stackelberg game. Players V and W act simultaneously or, at
least, not knowing the actions of another player. The dotted
line connecting two nodes for W means that W doesn’t know
which node the game has reached, because he doesn’t know
which move was chosen by V.

Un(w,y), Up(u,1)

) U(u,b), Un(u,b)
Un(d,1), Un(d,1)

Un(d,b), Un(d,b)

Fig. 2. Example of Nash game (interaction with
a preliminary obligation)

In this case, a dashed line indicates that W doesn’t know
which node describes the game because he doesn’t know
which move was chosen by V.

The Nash equilibrium concept requires each player to
choose a strategy that is optimal, given the strategy of the
other player. Let us assume that BR, : A, — P(A4, ) is defined
so that BR, (ay, ) gives the set of actions for V, which respond
optimally W to the action ay. Assume that BRy is defined
similarly. Then a pure Nash equilibrium strategy is given by
a pair (a:,,a;,), such that:

a, € BR,(ay,), (5)

ay € BR,(ay). (6)



Nash equilibrium often requires players to choose actions
according to the probability distribution. These strategies
are called mixed. Mixed strategies implement the basic idea
of randomizing the distribution of protection assets so as not
to leave vulnerabilities open to an attacker.

Signal games.

Signal games, like Stackelberg games, are dynamic inter-
actions of two players (Fig. 3). Signal games usually desig-
nate players as a sender S and the recipient R. Sender, called
type 0 sender, has access to some information unknown to
the recipient. The recipient learns about the type only based
on the actions of the sender. For this reason, the action of the
sender (in this case ay) is called a message. The message does
not have to match the type of sender.

Us"(d,b)
Ur(Ov.d,b)

Uy Us'wb)  Usuy
UR(QM,d,t) UR(QM,M,b) UR(HM,MJ) UR(GB,d,b) UR(GB,d,t) UR(GB,u,b) UR(QB,M,t)

Us’db)  Us'(d,y)

Fig. 3. An example of a signal game

Signal game in which the sender S, having access to per-
sonal information, sends a message to the recipient R. The
message is not subject to verification, therefore R does not
know the reliable information underlying. However, in the
separation and partial separation of equilibria, S-compatible
incentive transmits a message that at least partially discloses
his personal information.

6. Development of game-theoretic models
of the main tasks of the interaction of security systems
antagonistic agents

Game-theoretic models of the main tasks of the interac-
tion of security systems antagonistic agents can be imple-
mented as a sequence of 4 stages:

1) statement of the game-theoretic problem, which con-
sists in representing the task of organizing the protection of
a computer system in terms and concepts of game theory.
Players, their number and strategies, payment functions are
determined. For cybersecurity systems, players are system
administrators and cybercriminals. Administrator strategies
involve the use of software and hardware protection tools
at their disposal, and attackers’ strategies are methods of
attacking hardware and software resources;

2) selection and construction of a game-theoretic model
of conflict (game). In other words, the question is being
solved, what kind of game is it: sequential or parallel, non-co-
alitional or coalitional, etc.;

3) game solving (finding optimal strategies);

4) analysis of the solution and its implementation in the
organization of computer system protection.

Thus, the solution to the game is the implementation of
the game based on theoretical methods and software pro-

ducts, which makes it possible to analyze the solution of the
game and use it while providing basic security services, as
well as constructing a complex of information protection
systems based on the interpretation of mathematical ex-
pressions of the games theory model into a security system
practical mechanism.

The formulation and solution of the cybersecurity prob-
lem, in which the direct interaction of antagonistic agents
takes place, seem to be a reasonable implementation of the
following procedure. We consider a problem in which the
cost matrix reflects the real costs or gains in value terms of
the parties to the conflict. The task is to find the optimal stra-
tegy in the game between the attacker and the administrator
of the computer system [56]. The optimal strategy will be in
two cases when either a priori informa-
tion on the frequency of occurrence of
specific types of threats is available or
unavailable.

Consider a zero-sum admin game
with defense strategies x1, x5 and x3 and
an attacker implementing an attack
vector y1, y3 and y3. The matrix of the
game is the matrix of costs that arise
due to the need to purchase and install
protective equipment and programs
against each of the three threat vec-
tors (Table 6). At the same time, this is
the damage that an attacker causes in
case of a successful attack, and, there-
fore, this is an attacker’s gain.

The payment matrix of the game is formed on the basis of
the data given in [57].

Udub) U

Table 6
Game matrix (thousand $)
Y Y2 Y3
Xy 3 4 2
X9 1 5 3
X3 2 1 2

The expected benefit of the resource owner is made up of
its capital minus the costs of the protection system and the
damage from a successful attack by the attacker.

For example, if an administrator uses the xy strategy, the
confrontation to the three threats y1, ¥, y3 is expressed in the
cost of installing protective equipment and programs and is
reduced to the fact that it is necessary to invest an amount of
9,000 $ (9,000=3,000+4,000+2,000).

Attacker using strategy 1 may cause damage of $ 3,000. At
the same time, the expected residual amount of funds for the
owner (administrator) using the strategy x; (provided that the
owner has an amount of $ 40,000) is $ 0,000-9,000-3,000=
=$ 28,000. Without a protection system, the loss could have
been greater since all resources would have been in the power
of the attacker.

The process of searching and analyzing solutions to the
formulated problem can be described as follows.

In Table 6 there are no saddle points, so the game does
not have an equilibrium pair or optimal pure strategies. How-
ever, according to von Neumann’s theorem, the game matrix
has at least one equilibrium pair of mixed strategies.



Let the administrator use a mixed strategy s=(p1, pa2, p3),
where p;>0, i=1, 2, 3,

pitpatps=1, @)

and the attacker uses a mixed strategy 6=(q1, q2, q3), where
qlzov l:17 27 3y

q1tqatqs=1. (®)
For an optimal mixed administrator strategy and for any

clean attacker strategy y;=e; payment sAy; =v(j=1,2,3),
where v — value of the game. Therefore,

3p1tpat2ps=0,

4p1+dpatps=v, C))

2p1+3pat2ps=v0.

Using (7), from here we get p1=2/9, p»=1/9, p3=2/3
and v=19/9.

Similarly, for an optimal mixed attacker strategy o
and for any pure administrator strategy x;,=f; payment
x Ao =0 (i=1,2,3). Therefore:

3q11+4q212q3=0,

q1+5q2+3q3=0, (10)

2q1+qor+2q3=v.

They give ¢1+3¢2=0, therefore, ¢;=0, j=1, 2, 3. This
contradicts (8). Consequently, one of the pure administrator

strategies is missing, i. e., one of p;=0, i=1, 2, 3.
1) p1=0. The game matrix in this case has the form (Table 7):

where

s*=(p, 1-p) and 6*=(q, 1-q)

and

p=(d—c)/R, g=(d—b)/R, R=a—b—c+d.

(1)

From (11) we obtain: s=(0, 1/5,4/5) and 6=(4/5,1/5,0).

Then we have:

minmax=min{1/5+8/5, 5/5+4/5, 3/5+8,/5}=9/5,

maxmin=max{12/5+4/5, 4/5+5/5, 8/5+1/5}=16/5.

As min max#max min, then there is no equilibrium point.
This suggests that the assumption p;=0 is not true.
2) po=0. The game matrix in this case has the form

(Table 10):
Table 10
Game matrix (thousand $)
Y1 Y2 Y3
X1 3 4 2
X3 2 1 2

The third column dominates the first. Therefore, the pre-

vious matrix is reduced to a matrix (Table 11):

Table 11
Game matrix (thousand $)
Y2 Y3
X1 4 2

From (11) we obtain: s=(1/3, 0, 2/3) and 6=(0, 0, 1).

Then we have:

Table 7
Game matrix (thousand $)
Y1 Y2 Y3
X9 1 5
X3 2 1

min max=min{3/3+4/3, 4/3+2/3, 2/3+4/3}=2,

max min=max {2, 3,

The first column dominates the third. Therefore, the pre-
vious matrix is reduced to a matrix (Table 8):

Table 8
Game matrix (thousand $)
Y1 Yo
X9 1 5
X3 2 1

It is known from game theory that if s-mixed strategy for
string (admin) and 6 — mixed strategy for the column (at-
tacker), then there is an equilibrium pair (s*, 6*) for game
matrix (Table 9):

2y=3.

As min max#max min, then the equilibrium point is ab-
sent and therefore, in reality py=0.
3) p3=0. The game matrix in this case has the form

(Table 12):
Table 12
Game matrix (thousand $)
Y1 Y2 Y3
X1 3 2
X9 3

The first column dominates the second. Therefore, the
previous matrix is reduced to a matrix (Table 13):

Table 13
Table 9 Game matrix
Game matrix
Y1 Y3
X1 3 2
d X9 1 3




According to (11) we get: s=(2/3,1/3,0) and 6=(1/3,0,2/3).
Therefore:

min max=min{6/3+1/3, 8/3+5/3, 4/3+3/3}=7/3,
max min=max{3/3+4/3, 1/3+6/3, 2/3+4/3}=7/3.

As min max=max min, then (s, 6) — equilibrium point.

Therefore, the optimal administrator strategy against the
three attacker strategies is to use the strategy x; during 2/3 of
the resource’s work time and strategy x, for 1/3 of the time.

The search for a solution to the formulated problem of game
theory, performed using the Gambit software package [58],
fully confirmed the solution found. In addition, a solution was
obtained for a mixed attacker strategy. It consists of using a stra-
tegy yy for 1/3 of the time and y5 during 2/3 of the game time.

The game matrix or payment matrix implies that its ele-
ments are winnings or losses of opponents. However, a whole
class of problems has formed, where the elements of the pay-
ment matrix are the probabilities of the threat or the proba-
bility of repelling the attack. Consider the statement of the
problem and the analysis of the resulting solution in this case.

Assume that entries in the game matrix represent the
probabilities of the administrator using the computer system
of three strategies (lines x1, x5, x3) against five threats (co-
lumns ya, 5, yc, Y, YE)-

We will consider as an example a game with the following
payment matrix (Table 14). The initial data are the results of as-
sessing the probability of the implementation of various threats
based on weighting factors presented in the classifier [59].

Table 14
Payment matrix
Ya YB Yc Yo YE
Xy 0.3 0.6 0.4 0.5
X9 1 0
X3 1 0.5

The initial data are: the absence of a priori frequency in-
formation on the types of threats and the availability of such
information. We define the existence of pure strategies. The
equilibrium pair (row, column) of pure strategies is the saddle
point in Table 14, which is the minimum in the row and the
maximum in the column. In Table 14 there is no gray point.
Thus, the analysis of Table 14 showed that in this game both
an equilibrium pair and a pair of optimal pure strategies are
absent. However, any game has at least one equilibrium pair
of mixed strategies [60].

Since each number of column y is not more than a num-
ber in the same row of columns yp or yp, then column y¢ do-
minates the columns yp and yp. Therefore, both columns yp
and yp can be eliminated from the game matrix without
changing the equilibrium pair for the game matrix specified
in Table 14. Similarly, column y dominates the column y,
and column y4 can also be eliminated from the game matrix.

As a result, we have the following game matrix (Table 16):

Table 16
Game matrix

0.4

On the other hand, each number in row 1 in the matrix
above is not less than the number in the same column of
row 2, that is, row 1 dominates row 2. Therefore, row 2 can
be removed from the aforementioned game matrix without
changing the equilibrium pair (Table 17):

Table 17
Game matrix

0.4 0

The final matrix of the game is given in Table 18.

) Table18
Game matrix
Yc YE
X1 0.4 0
X3 0

Given the ratio (11) and taking a=0.4, b=c=0 and d=1,
we get R=1.4, p=1/1.4=5/7, g=1/1.4=5/1.

Thus, s*=6*=(5/7, 2/7).

Therefore, in the game from Table 14 the best strategy
for defending the five threats is to use a strategy xy during
5/7 resource operating time and strategy x3 for 2/7 time.

Now a priori information about the frequency of reali-
zation of threats is known. Suppose five threats appear with
frequencies (0.1; 0.3; 0.3; 0.1; 0.2).

Efficiency for a clean strategy x4 is equal to:

0.3-0.1+0.6-0.3+0.4-0.3+0.5-0.1+0-0.2=0.38.

Similarly, efficiency for a clean strategy x» is equal to 0.1,
and for a clean strategy x3—1-0.1+0.5-0.3+1-0.2=0.45.

Therefore, the optimal net strategy for the administrator
is the strategy .

7. Discussion of the results of game-theoretic modeling
of the security system agents behavior processes

The analysis of the use of game-theoretic modeling of the
behavior of agents of security systems, the principles of build-
ing models and their limitations makes it possible to increase
the security level of cyber systems based on the existing re-
strictions and analysis results (Tables 3, 4). Fig. 4 shows a sy-
nergistic approach to the use of game-theoretic modeling taking
into account the particular behavior of security system agents.

Analysis of Fig. 4 defines goals, objectives, and areas of
application of game-theoretic modeling of the security system
agents behavior. These goals are determined by the tasks and
areas of application of the considered methods (the last column
of Fig. 4). The application of game theory methods allows the
selection of appropriate attack and defense strategies based on
typical threats of the KDD99 technique [61]. In general, the
solution of these tasks provides the required level of security.

Game-theoretic models allow you to create many rele-
vant tasks to provide basic security services: confidentiality,
integrity, accessibility, authenticity. Thus, the same model
can provide the solution to several security tasks, and vice
versa, the same problem can be solved using different models.
Because of this, in practice, it is necessary to determine the
necessary subset of game models that support the solution of
the entire set of security tasks, or a selected subset of them.
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Fig. 4. Synergetic approach of game-theoretic modeling

The choice of appropriate models will be determined by the
restrictions characteristic to certain game models. The main
limitations of the classical models of game theory follow from
basic assumptions, namely, the assumption of definiteness of
the ultimate goal of the game, the synonymy of the concepts of
«solving the game» and «balance», the awareness of the players
about the opponent’s resources, the ability of the players to
construct a payment matrix, as well as the assumption of
a clearly fixed sequence of players’ steps that are not dependent
on time. The sets of game models presented in Fig. 4 are cha-
racterized by the reflection of certain restrictions in the model,
which dictates their choice for solving security problems.

These restrictions follow from the features of game mo-
dels that describe the behavior of players, namely, the ability
of a player to detect attacks, a predetermined sequence of
moves for each of the players, the probability of behavior
change for games with mixed strategies, the lack of scalability
of the model in size and the complexity of the task for certain
game-theoretic models.

This approach significantly affects the use of game-theo-
retic models and the formation of the basic principles of
modeling cybersecurity systems to obtain a synergistic effect
from the defender.

Analysis of Fig. 4 allows to conclude that the advantages of
using game theory in the field of cybersecurity can not always

into account the characteristics of real
players, their behavior, goals and meth-
ods of achieving them.

The revealed limitations inherent in the game-theoretic
methodology for modeling the behavior of agents of security
systems emphasize the fact that this methodology is not uni-
versal, although it has a wide scope. The consequence of this
is the need to compare the specified methodology with other
methodologies used for the indicated purposes.

The choice of a particular methodology should be ba-
sed on a comparison of the most common modeling metho-
dologies.

Thus, it is proposed to conduct a comparison according to
the following criteria:

1) the time and effort required to apply the methodology
of modeling and designing the current model with the parti-
cipation of future users;

2) user requirements. The amount of technical know-
ledge and the level of training necessary for the user to un-
derstand and use the model;

3) studying time. Time and effort for a typical user to
study the designed model and the rules for its use;

4) model flexibility. The simplicity with which a develo-
per can change the model to include a new variable or change
the variables used;

5) number of existing analog models with functions that
can be adapted to be used as part of the behavior model of
security agents;



6) transparency. The simplicity with which the user can
discover in the model everything that can affect the simula-
tion results.

The results of the comparison of various methodolo-
gies are presented in Table 19. It should be noted that the
first three criteria should be low, and the last three criteria

should be high.

comparison criteria. These criteria reflect the basic require-
ments on the part of developers of security agent behavior
models. It should be borne in mind that for other subject
areas and other tasks, the set of comparison criteria can be

changed, which will lead to different selection results.
The second factor influencing the results of the com-
parison is the subjective nature of the assessments of the
conformity of a particular metho-

) ) o ] ~ Table19  gology to the established crite-

Compliance of modeling methodologies with comparison criteria ria. In addition, these estimates

Time to create | Userre- | Study | Flexi- | Availability of | Trans- are purely qualltatlve In nature,

a model quirements | time | bility | model library | parency and the boundaries between the

low, medium, and high values of

Game theory L L-H L-H M H L-H compliance with the criterion are
not fixed.

Agent Modeling M-H L-M L-M | M-H L-M M-H The subjective choice of crite-

Dynamic systems M q q M N M ria and their values determine not

only the features of the proposed

System dynamics L L L a L H approach, but also its limitations.

As ways to address these short-

Data Driven Models M M L M M H comings of the approach to jus-

Note: L — low, M — medium, H — high.

Based on a set of comparison criteria for agent behavior
modeling methodologies, system dynamics may turn out to
be an alternative to game-theoretic modeling of agent beha-
vior. The advantages of system-dynamic modeling also speak
in favor of this choice. The methodology of system-dynamic
modeling allows [62—65]:

— to detect the emergent properties of the investigated
system behavior. System-dynamic models provide a way to
study the formed behavior of agents based on the relatively
simple rules of behavior of an individual agent. This approach
allows to obtain and further study the synergistic properties
of antagonistic agents in the process of cyber conflict;

—to determine the most important parameters in the
system dynamics: it is necessary to determine the set of input
data in order to understand their influence on the output
data. The system-dynamic model allows you to evaluate the
impact of each input parameter on the result of the system’s
functioning and rank them depending on the degree of in-
fluence, and subsequent analysis of the model’s sensitivity
will support the decision to include one or another factor
in the model;

—to prepare quantitative assessments of qualitative
ideas: systemic dynamic models allow the user to convert
a qualitative understanding of agent interactions into quan-
titative assessments of the effectiveness of the implemen-
tation of a particular scenario of behavior in the process of
cyber conflict;

— to predict the long-term consequences of decisions for
a certain circuit of business processes;

— to support the use of the model and provide system
administrators with a set of tools for organizing training
for personnel in decision-making in difficult conditions of
cyber conflict. In particular, system dynamics is a method for
improving learning in complex security systems, especially
large infrastructure projects. The study of complex dynamic
systems requires not only technical means to create mathe-
matical models, since these tools are applied both to human
behavior and to physical and technical systems.

The results obtained from the analysis of the comparison
table are explained primarily by the selection of appropriate

tifying and choosing a modeling
methodology, the following can be
proposed.

First of all, the use of expert assessment methods that
provides quantitative assessments of the rationale for the
choice, namely, the determination of the required number of
experts and the degree of consistency of their assessments,
which allows to talk about the stability of the group assess-
ment of the chosen methodology. As the second way, allowing
passing to a quantitative assessment of the justification of
a choice, one can use the theory of fuzzy sets that transform
the qualitative values of the criteria into quantitative esti-
mates for their subsequent processing. It should be noted
that the use of fuzzy sets in the field of cybersecurity is main-
ly associated with the assessment of risks of threats.

8. Conclusions

1. The features of the application of game theory methods
in the field of cybersecurity are determined. These include,
first of all, the limitation or complete lack of a database of the
results of the application of game-theoretic approaches in the
field of cybersecurity, the simultaneous functioning of players
in the process of ensuring security. In addition, the absence
of restrictions on the time taken to complete moves; lack of
information about the ultimate goal of the enemy; the overall
dynamism of the game, expressed in the change of actions
of each of the players; the impossibility of tracking changes
in enemy resources, etc. These features determine the main
areas of application of game-theoretic modeling in security
systems. The main directions of the application of methods
and models of game theory, the security of cyber-physical
systems, the security of communications, the modeling of the
security system agents behavior are highlighted.

2. Some of the most common game-theoretic models used
to ensure cybersecurity and confidentiality of information
are presented, namely Stackelberg games, Nash games and
signal games. The selected game models do not exhaust the
entire variety of applied game-theoretic models, but are only
examples of the most common applications. For each of the
games, its formal expression is given, containing the actions
of the players, the utility function, the time characteristics



of the game. Each of the mentioned games is presented in
a detailed graphic form in the form of a game tree, which allows
to clearly present the main idea of the game and its dynamics.

3. Models of the main tasks of the interaction of an-
tagonistic agents of security systems have been developed.
The developed models are used to solve two characteristic
security tasks. The first task is to find the optimal strategy
in the game between the attacker and the administrator of
the computer system. The cost matrix of the players was
formed taking into account real costs or gains in value terms
of the parties to the conflict. For the generated cost matrix,
the absence of an equilibrium pair or optimal pure strategies
is determined. In accordance with von Neumann’s theorem,
an equilibrium pair of mixed strategies was found, consisting
of the following. The optimal administrator strategy against
the three strategies of the attacker is to use one of the strate-

gies used by him for 2/3 of the resource’s time and the other
strategy for 1/3 of the time. The third strategy of the system
administrator was not optimal for any actions of the attacker.
The mixed strategy for the attacker turned out to be similar,
demonstrating that he had one suboptimal strategy. The
search for a solution to the formulated problem, performed
using the Gambit software package, fully confirmed the solu-
tion found analytically.

The second task suggested that the elements of the pay-
ment matrix are the probabilities of a threat or reflection of
an attack. The search for the optimal strategy was carried out
in the conditions of accessibility or inaccessibility of a priori
information about the frequency of occurrence of specific
types of threats. In the first case, the optimal pair of mixed
strategies was determined, while in the second case, the pure
strategy turned out to be optimal.
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