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3anpononosano memoou eepudixauii ma idemn-
muixauii onepamopa 3a ocobausocmamu Popmyeanns
Giomempunnux 03HaK MOBIEHHEB020 CUZHANY Y CuUCme-
Max ynpasninus 0e3ninOMHUMU AGIAUIUHUMU KOMNILEK-
camu.

Pospobneno memoo epexmuenoi wupunu cnexmpy
MOBNEHHEBO20 CuzHANY, AKUU 00360J5€ 30iliCHIO8AMU
i0enmudpixayiro ma eepuixauiro onepamopa bezninom-
H020 NIMANbHOR0 anapama Ha 0CHO81L anaisy ingopma-
MUGHUX CKIIA006UX BI0GUMKIE 20710CY 8 YMOBAX BUCOK020
Pi6HA 3a6a0 Pi3H020 NOX00IHCEHHA.

Po3zpobaeno memoo naiivinvwoi inpopmauitinoi eazu
0CHOBHO020 MOHY, 6 OCHOBI AK020 JIEHCUMb 6UKOPUCAHHA
Hatloiow IHPOPMAMUSHUX CKAAD0BUX CREKMPATLHOZO
npedcmasienis 6i00UMKi6 MOBIIEHHEBO20 CUZHANY.

Hepwuii memood dozeonse idenmugpixyeamu onepa-
mopa 6e3ninommozo Jimanviozo anapamy no indopma-
MUGHUM CKNIA00BUM CREKMPATLHOZ0 YACTEHHA 6100Um-
Ka MOBH020 CUZHATLY 6 YMOBAX BUCOK020 PIBHS NEPEUIK00.
Bucoxi noxkaznuxu, sxi 00C2ar0MvCst WAAXOM GUKOPU-
Cmanns 0an0z0 Memooy, OMpUMAani 3a paxyHox YHiKato-
Hocmi 06panozo npocmopy osnax, axi 3b6epicaromv ceoi
xapaxmepucmuku nasimo npu 00Cumo 6UCOKOMY PiéHI
nepewxoo.

Jpyeuii memoo 3abe3neuye idenmudpixauiro ouxmopa
6e3ninomio20 NiManLHOZ0 ANAPamy no ne6Ho20 NPOCMo-
DY yHiKansHux o3nax zosnocy. B axocmi 6azoeux o3nax
o0pano wacmomu ocHoeHoz0 mony i obepmonie. Taxuii
nioxio 0o eupimenns zaedanns idenmudixauii 3ades3ne-
uYe BUCOKY UMOGIPHICMbL GU3HAUEHHS Onepamopa npu
icnyrouomy documo 6ucoxomy pieni nepewroo i 00360-
JIS€ CKopomumu uac o6podxu indpopmauii 6 nopieHanmi 3
Memodom epexmusnoi wupunu cnexmpa.

Cmeopenns memodie ma modeneli idenmuixauii
ayodiocuznanie y cucmemax ynpaeainns 6Gesnisomuu-
MU asiauiinumu Komniexcamu 3abesneuye nioeuuyen-
HS Pi6HA 3a6A00CMIUKOCME MA 3AXUCMY CUCMEMU KepYy-
6anms 00 empyuans He cankuionoeanum onepamopm. Ix
BUKOPUCMANHA 0036OIAE CMBOPUMU CUCMEMY PO3Me-
JHcYeanns docmyny 00 NPOUECy YnPasuiHH JimaroHUM
anapamom i mum camum 3ade3newumu bGenepepeénicmo
dynxuionyeanns inpopmauiiinoi cucmemu ynpaeninns
0e3ninomHuUMU ABIAUIIHUMU KOMNIEKCAMU

Kmouosi cnosa: idenmudpixauis ocoéu, wacmoma
OCHOBHO020 MOHY, NAPAMEMPU MOGJIEHHEBO20 CUZHATLY,
Oe3ninomuuii MimarvHUil anapam, cuzHaiu meiemempii,
CaHKUioH0B8aHUIl Onepamop
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1. Introduction

The rapid development of public relations and their ba-
sic component — information and communication systems
requires the creation of new technologies for processing,
storage, transmission and display of information.

It is impossible to imagine a modern society without
providing various classes of high-quality IT services in gen-
eral and special purpose information systems (IS). This be-
comes a strategically important issue in the face of external
aggression by other states in the processes of ensuring and
efficient functioning of all parts of the public sector and the
individual itself [1, 2].
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A sharp increase in the number of users and software
and hardware of IS, an increase in the requirements for the
quality of processing processes and data coverage made it
necessary to introduce information technology (IT) in the
authentication and identification of critical information.

The use of biometric characteristics of users of informa-
tion resources and systems gave a further impetus to scien-
tific research in order to create new technologies based on a
unique feature space.

The efficiency of processing and coverage of critical in-
formation in difficult emergency situations, as well as work
on the prevention and detection of threats of various types
in real time, have brought information technology to use



unmanned aerial vehicles to a new level. The use of small
unmanned aircraft has gone beyond military use only and
has become widespread in various areas of society, such as
energy, archeology, environmental protection, emergency
work, and others. It is the efficiency of the use of unmanned
aerial vehicles (UAVs) that becomes the basis for the devel-
opment and improvement of information technology for the
management of aviation unmanned systems in complex radio
conditions.

So, the development of modern I'T, management methods
and models of unmanned aerial systems based on the use of
unique biometric characteristics of voiced operator signals
to identify critical information in access control processes is
an urgent scientific and practical task.

2. Literature review and problem statement

Technical characteristics of the equipment, equipment
and aerodynamic parameters of unmanned systems, deter-
mine one of the main directions of modern research and
development of UAVs. In [3, 4], an analysis was made of
the technical characteristics of aviation systems from the
point of view of using automated systems and an ergonomic
design. Obviously, the quality of the research data for each
area of UAV use depends on the basic technical equipment
of the unmanned system. But, due to the variety of UAV
classifications, it is not quite complete and concerns narrow
segmented UAV classes.

Based on the data presented in many works, it can be
stated that the variety of models and methods of landing
aircraft systems is also quite narrow. The range of practical
methods can be reduced to such procedures as manual con-
trol of the device, commands for using the parachute type
of landing. The most common solutions are semi-automatic
control methods [5, 6]. However, all these methods have a
number of disadvantages and can be implemented only in
almost ideal operating conditions. These methods will cause
emergency use and operation of unmanned systems under
imperfect conditions. The reason for this is the lack of a
system of authorized and protected operator commands to
perform basic UAV procedures in conditions of an increased
level of interference and in other critical modes.

Thus, one of the progressive directions of research should
be the improvement and development of new methods for
automatic or semi-automatic control of aviation unmanned
systems in non-standard conditions. In [7-9], research is
presented on the control of unmanned systems by laser
pointing at a complex to determine the landing path and pro-
viding a clear glide path for UAVs; methods for transmitting
critical information (audio, video) with guaranteed quality
are presented. In these works, fundamental shortcomings
of the proposed methods are given (insecurity of control
signals when changing climatic conditions of operation, as
well as during artificial interference in control systems by
unauthorized operators), but directions for solving these
limitations and eliminating shortcomings are not indicated.

In [11, 12], studies are presented on the development
of remote sensing systems for the earth’s surface based on
UAVs. This area provides ample opportunities for obtain-
ing large volumes of data and management decisions in
crisis situations. The main feature of the methods used for
this is the processing speed, the quality of the received vid-
eo data and the processing efficiency of critical information

to perform specified functions in a certain range of routes.
But in these works there are no studies on control systems
based on methods to counteract a high level of interference
(artificial or natural origin), the issue of operator identifi-
cation is not considered in the authorized management of
aviation systems.

The studies presented in [13, 14] show that the basis for
obtaining and processing critical information for control
systems is to determine the most high-performance technol-
ogies, methods and practices for shooting video data for UAV
systems. Cases of receiving video data without loss or with
controlled loss of information under artificial intervention
by unauthorized methods have not been fully investigated.

The safety of UAV flights in crisis situations and critical
technical conditions is studied in [14, 15]. In particular, teams
of authors offer automated systems for high-speed recalcu-
lation and selection of safe trajectories for performing UAV
operational tasks in ambiguity and collision warning modes.
But the safe operation of airborne systems in partially indef-
inite, unstructured environments against the background of
a high level of interference of various types in these works
is not exhaustively presented and not investigated. The
studies performed in these studies of the recalculation of the
trajectories of the routes and collision avoidance can be used
in ideal technical conditions, the signal-to-noise ratio. But
the issue of artificial intervention by unauthorized operators
in the system of automatic recalculation of the unmanned
complex trajectories is not considered.

Currently, the use of unmanned aircraft in agriculture
has gained widespread use and scientific and applied devel-
opment. The authors of [16, 17] substantiated and demon-
strated the possibility of using UAVs in the agricultural sec-
tor using complex technical decision-making systems based
on multi-informative data. However, the proposed methods
and models for the use of UAVs are considered only for ideal
technical conditions for fulfilling the assigned tasks. These
studies are devoted to the quality of video processing in
difficult collision avoidance conditions, but are not studied
in conjunction with UAV control issues in critical conditions
of a different interference class. A complete analysis of such
methods and technologies is not given.

In [18, 19], the introduction of additional audio control
functions for UAV trajectories was investigated; UAV iden-
tification by audio signals of power equipment; methods of
identification of aircraft systems in emergency zones, but no
research is presented on identification of the operator itself;
methods of identification of information-control signals of the
speaker against the background of a high level of interference
have not been thoroughly studied. The issue of introducing
UAV control commands based on audio signals (voiced)
is not considered at all.

Recent studies of hardware and software systems using
UAVs for military purposes are presented in [20-22]. But
attention is concentrated only on the most common methods
of processing and applying digital UAV images for ACS.

A wide range of risks associated with the potential for
unauthorized actions in the framework of UAV tasks were
investigated in [23,24]. The authors proposed methods
to counter the implementation of threats in case of unau-
thorized interference with control signals based on cryp-
tographic methods, coding, or based on changes in the con-
trol frequency range. In [24, 25], the necessity of protecting
information data streams based on modern methods of cryp-
tography, coding, UAV identification by different classes of



parameters, and protection of critical data by steganography
methods is substantiated. UAV control at the command level
using audio signals from an authorized operator, as well as
the development of critical data protection procedures for
control systems using encryption methods, encoding infor-
mation flows or steganography methods, are also considered
in the authors’ works [26, 27]. However, the authors note
that with the constant use of standardized protection algo-
rithms in UAV automatic control systems, they lose stability
and do not have fast dynamics in tactical conditions during
the artificial intervention of an unauthorized intruder.

The authors of the studies [27, 28] propose a system for
identifying the frequency range of operation of power plants
of onboard equipment. But there are many unresolved issues
in identifying and tracking the motion paths of unmanned
vehicles using modern acoustic cameras. There is no study of
the role of the UAV operator in decision making in critical
situations of complex control.

Based on the analysis of scientific sources, it can be stat-
ed that the issue of controlling unmanned aerial systems in
conditions of artificial unauthorized interference (not from
authorized operators) in UAV control systems has not yet
been resolved. Technical limitations for solving this problem
should be the conditions for controlling the system against
the background of an increased level of interference at low
singing signal-to-noise ratios. This problem should also be
solved in the conditions of tactical control of UAVs in a lim-
ited time frame.

Thus, the urgent task of further scientific research is
the creation of new methods for identifying audio signals in
UAV control systems based on the biometric characteristics
of the voiced signal of an authorized operator.

3. The aim and objectives of the study

The aim of the study is to develop methods for iden-
tifying information-control signals of the operator of an
unmanned aerial complex. A distinctive feature of the devel-
oped methods should be the use of biometric characteristics
and the most informative components of the spectrum of
the vocalized signal of an authorized (authorized) operator
against a background of a high level of interference based on
statistical methods for taking the target, which will make it
possible to increase the noise immunity and protect the UAV
control system from unauthorized interference.

Achieving this aim involves solving the following ob-
jectives:

— to develop a method for the effective width of the spec-
trum of a speech signal in order to identify and verify the
operator of an unmanned aerial vehicle;

— to develop a method of the largest information weight of
the fundamental tone, which is based on the use of the most
informative components of the spectral representation of the
fingerprints of the speech signal of an authorized operator.

4. Description of the basis for creating methods for text-
based and text-independent identification of
the UAYV operator

One of the priority tasks of pattern recognition is the
task of describing a dictionary of features and classes

and finding their boundaries. The analysis of methods
for processing audio signals in the problems of identify-
ing images, classifying objects using decisive functions
made it possible to create the theoretical basis for de-
scribing a dictionary of features of objects of various
classes [15, 17].

Let there be an ordered set of object parameters
in the dictionary — xi,..,xy, each of the objects in the
N-dimensional attribute space can be represented as a
vector x={x1,..., xn}. To classify objects, it is necessary to
construct the limit functions F;(xy,..., xy), i=1,..., m, which
has the following properties: if the object is character-
ized by signs x,...,x% of the class Q;, then the quantity
F (xf,...,xf\,) should be the largest. It should be the largest
for other values of features of objects of this class. If the
feature vector of the object belongs to the class Q, defined
as x,, then the inequality F F,(x,)>F,(x)), g, p=1,.., m,
g#p must hold. Let’s denote F, as the limiting function of
the parameters of the attributes of space obtained exper-
imentally, and F, — the limiting function of the reference
model of signs.

Thus, in the attribute space of the recognition system,
the partition limit is expressed by the equation

F (), (x)=0. 0

In the information technology for the management of
unmanned aerial systems, the identification of the operator’s
face can be considered in terms of text identification. In this
case, the system uses a fixed set of portraits of teams and
certain characteristics of the voice. A more difficult task
is to consider text-independent identification when voice
characteristics are analyzed regardless of the semantic load
of the commands.

In the identification process, let’s determine the degree
of proximity or similarity of objects in the N-dimensional
vector space of features, for which let’s introduce the Euclid-
ean metric:

N
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i=1

where
Dyq=1,2,,m; k=1,2,. ky I=1,2,..., kg

x¢) — the value of the i-th feature of the £-th object of
the p-th class, that is, the w,; object; x{,” — the value of the
i-th attribute of the /-th object of the g-th class, that is, the
wg object.

Next, it will be necessary to consider the degree of prox-
imity of all objects of a given class and the degree of prox-
imity of all objects of a given pair of classes. As a measure
of the proximity of objects of this class W, p=1, 2,..., m, let’s
use the quantity

k
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which will be the RMS spread of the class or the RMS spread
of objects inside the class W), as the degree of proximity of
objects of a given pair of classes W, and W, p, g=1, 2,..., m —
the value
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which is the RMS spread of objects of classes W, and W,
The set of features of objects using in the working dic-

tionary can be described by an N-dimensional vector A=

=(M, Ay..., M), the components of which take values 1 or 0

depending on the existing or absent ability to determine the
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The RMS spread of the class and class objects can be
written accordingly:
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Thus, the creation of methods for textual and textual
identification of the UAV operator sets the task of creating
a dictionary of portraits of the basic commands of UAV
control objects.

5. Development of a method of effective spectrum width
of voiced operator signal

An effective spectrum width method has been developed
on the basis of multi-alternative decision-making rules by
processing the input signal spectrum Ssp;; of a fixed range
and all reference spectral Ssp;; models from an existing
database of objects of various classes according to a specific
attribute space. This method is designed to identify a voiced
command set of the operator of an unmanned aerial vehicle
with biometric characteristics under conditions of a high
level of interference [6, 8, 13].

The main theoretical basis for the process of processing
and making decisions on the identification of an information
object should be the transition from the temporal plane to
the spectral, as the most informative in terms of quantity and
variety of analysis tool for the input signal sequence. This
approach allows to increase the quantitative indicators of the
quality of identification by the reduced volume of the sample
space of class attributes in comparison with other methods.

Thus, a database of spectral portraits of speech signals
of various operators and a specific dictionary of signs and
classes of information objects with the aim of further iden-
tification have been formed. The solution to the problem of
approximation and discontinuity errors in the Fourier anal-
ysis process is to use the Hamming window function, which
in turn allows one to reduce the noise component.

Depending on the ratio of the amplitudes of the frequency
components of the spectrum, the sound has different repro-
ductions and is perceived by the identification system as
tone or noise. The spectral representation of the signal was
considered, and the dependences were established in the form

of distinct peaks of amplitudes of the harmonic components of
the spectrum and are systematically repeated with a certain
frequency interval. It is proved that each such component re-
produces one tone of the signal and should be perceived as an
individual information characteristic of the message.

For a random value, the spectral representation of the
operator’s voice sample was taken in the form of a frequency
portrait

N-1 —j2mi®

— N
Sspy; = 2 X, €
i=0

with a Gaussian distribution, where x;; — the value of the i-th
sign of the [-th object that came to the input of the system for
identification. The next step was a probabilistic-statistical anal-
ysis of the spectral portrait of the input and reference signals
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i=0

where x;,; — the value of the i-th signs of the k-th object.

To make a decision in a multi-alternative situation, the
Bayesian mathematical apparatus was used. This approach
allows to make decisions based on the minimum sufficient
amount of information on a specific decision threshold V.

In the developed method of effective spectral width, the
signal characterizes N features that may belong to the k-th
database object, therefore, the probability that the event
Sspri=(x1, 19, ..., xy) will occur is

P(SSPk,iJ_ P(SSPk,i)fk,i(Ssz,i)

T K
5P, ZP(SSpk,i)fk,i(Sspl,i)
i=1

Ssp,
JatV,, SP[S‘D’”], (8)
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N
20}
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is the distribution density of the spectral representation of
the input signal; Ssp;; — the spectrum of the signal received
at the input of the system; Sspy.; — the spectrum of the signal
from the database.
The posterior probability of classifying an object with a
given class is defined as:
1 N *(SSPI,; ;;Spk,x )2

P(sSpk,i]_ oz 1]
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~(Ssp1i=Sspui)
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The results of voice identification of the operator of an
unmanned aerial vehicle are evaluated in accordance with
the values of classical decision thresholds calculated for a
certain number of hypotheses [9, 10].

Using the Bayesian mathematical apparatus, the value of
the distribution density for all elements of the database and
the posterior probabilities of the input signal Sspy; belonging
to the class of database objects are calculated (Fig. 1).

The sequence of procedures for implementing the effec-
tive spectrum width method is presented by its structural-
analytical model in Fig. 1.
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Fig. 1. Structural and analytical model for the implementation of the effective spectrum width method

Thus, the developed method makes it possible to identify
the operator of an unmanned aerial vehicle by voice in con-
ditions when the signal-to-noise ratio SNR (SNR/Signal-
to-noise ratio)=—>5.22 dB.

6. Development of the method of the largest
informational weight of the fundamental tone

The method of the largest informational weight of the
fundamental tone based on the multi-alternative deci-
sion-making rules for certain, the most informative biomet-
ric features. This allows identification of the operator of an
unmanned aerial vehicle at lower time costs, compared with
the effective spectrum width method.

In the process of solving the problems of operator iden-
tification, the question of using the biometric characteristics
of the vocal tract as signs of identification of the ditcor was
resolved.

It has been established that the physical meaning of voice
formation is such that, with increasing time, the amplitude of
excitation and the duration of each subsequent period of the
fundamental tone nTj change. The deviation in the change

in the period of the fundamental tone in healthy people is in
the range of 0.1-1 %. In people with certain diseases of the
larynx, this range can vary significantly [29].

The developed method is based on a spectral analysis of
signals (Fig. 2) and determination of the frequency of the fun-
damental tone as individual signs of voice identification. To do
this, let’s carry out the formation of a dictionary of portraits of
basic UAV control teams. For example: “Takeoff”, “Landing”,
“Autopilot”, “Route one”, “Route two”. The place of the base of
sample standards is shown in Fig. 3, which reflects the essence
of the implementation of the method of the largest informa-
tional weight of the fundamental frequency (FF).

In the stationary section of the voiced low-noise signal,
the form of the speech wave is almost exactly repeated at
each successive period of the fundamental tone. The dis-
tance between the global maxima of the speech signal can
be approximately considered equal to the period of the fun-
damental tone.

Thus, to determine the frequency of the fundamental
tone, let’s find the maximum value of the amplitude of the
input filtered signal A,x and the points corresponding to
the local minimum value a;, and their module values differ
from Ajax by less than 10 dB.
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Having received the sequence ay, ay, ..., a,>5, and two
adjacent distances in this sequence differ by less than 15 %
(periodicity condition), are determined

(10)

- 1 1
a-;%ai—;(x1+~-~+x”), for n>5.

The calculation in different parts of the speech signal
may differ, therefore, the minimum a,, is selected, for the
maximum frequency of the fundamental tone — F,. Thus,
let’s find all local minima with negative amplitude values in
the chosen limits.

After performing calculations of the frequency of the
fundamental tone and its period, it will filter out the spec-
trum of the presented signal, highlighting the main compo-
nents and calculate the posterior probabilities of the input
signal belonging to a certain class of objects.

Given that the feature space is the individual com-
ponents of the spectral representation of the speech sig-
nal (fo+(nToxAf), the amplitude-frequency characteristics
of the input

N_1 - j2mi( fy+(nTyxa f))

_ N
SSpl,i = le,ie
i=0

and reference

N-1 —j2mi( fy+H(nTyxa /)
SSpk,i = lee,z’e N
i=0

signals are obtained for calculating the posterior probabil-
ities of classifying objects using the method of the highest
information weight of the fundamental tone (Fig. 3).

7. Discussion of the results of the introduction of
methods for identifying the audio characteristics of
the voiced UAV operator signal

As an experiment, to evaluate the effectiveness of the de-
veloped methods, a sample of the female voice of the operator
was selected, which is subject to identification and authenti-
cation. The input signals received by the system are denoted
by S;,1(¢) and S;,2(¢) depending on the following well-known
parameters ¢, A, ¢, w. Samples of voice standards of the au-
thorized operator affect S, (£)=S,/(t), and S (t)#Sy./(t) and
are stored ideally in the signal base, which makes it possible
to carry out identification and authentication for the effec-
tive spectral width method and the maximum information
weight method main tone.

Regardless of the method used, let the signals S;,1(2)
and S;2(¢) alternately arrive at the system input, which are
subject to analysis and determination of their belonging
to the set of values DB={A, B}, where A={Sm(t);, Sm({t)y,
Sm(t)s, ..., Sm(t),} — the set of samples of male voices, and
B={Sw(t)1, Sw(t)s, Sw(?)3, ..., Sw(t),} — the set of samples
of female voices, respectively. The experiment used twelve
audio recordings, among which eight were female and four
were male. That is, 12 alternative hypotheses H1-12 were
used in multi-alternative statistical rules.

The specific structure of all audio recording systems im-
plies the presence of interference created by the system itself
and environmental sounds during recording. In this case,

it is possible to evaluate the system performance using the
signal-to-noise ratio (SNR) [13, 14, 25].

Let there be a record in the database made by the voice
of the same person S,./(¢), then let’s consider it as a reference.
Thus, let’s have set of female voices

B={S,/(0), Sw (D)1, S0 ()., SO(E) ).

Indicators of speaker identification using developed
methods using 20 key textual and non-textual commands
are presented in Table 1. Let’s consider text-dependent
teams to be such voiced signals that correspond to a specific
list of standardized UAV control commands. According
to the team’s non-textual address, commands are received
against the background of the operator’s free speech in a
certain period of time (7=3-10 sec.)

Table 1
Speaker identification indicators using developed methods
Effective spectrum width TheA H}EthOd .Of tllle gr'e;;t—
method est informational weight
No SNR, of the fundamental tone
dB - - - - .
Text identi-| Textless |Text identi-|Textless iden-
fication |identification| fication tification
1] -2.88 1 1 1 0.99
2 | =522 1 0.97 1 0.95
3 | —6.59 0.99 0.91 0.99 0.91
4 | =793 0.99 0.82 0.98 0.65
5| -89 0.98 0.69 0.97 0.64
6 |-10.18 0.95 0.55 0.96 0.52
7 | -11.46 0.85 0.46 0.9 0.5
8 |-12.65 0.85 0.39 0.87 0.32
9 [-14.63 0.65 0.25 0.67 0.23
10 | -16.27 0.52 0.14 0.6 0.22
11 | -17.53 0.45 0.16 0.4 0.16

Based on the developed software and hardware com-
plex for mathematical modeling of processes (specialized
software, C++ programming languages, PTC Mathcad |
Mathcad) based on the implementation of the developed
identification methods, the following results were obtained:

1) The probability of the correct identification of the
female voice Si,(¢) and Si»() in the plural DB is 100 %
in the case when SNR=-5.22 dB for the effective spectral
width method and SNR=-5.26 for the largest information
weight method fundamental tone, and only after that begins
to decline.

2) The frequency of the fundamental tone and overtone
are used as the main informative components in the process
of identifying a person by voice, which makes it possible to
neglect another part of the spectrum. Using the method of
the largest informational weight of the fundamental tone
makes it possible to identify the voice for the signal-to-noise
ratio of —5.21 dB, which reduces the effectiveness of text-in-
dependent identification by only 2.1 % and does not affect
the likelihood of text-based identification.

3) Samples of male and female voices are in different
frequency ranges, so it was advisable to divide them into
two subsets A and B. The result of the experiment showed
that accurate voice identification is possible when the SNR
is —5.29 dB for the text case and —2.95 dB for text-free for



the effective spectral width method. A certain dynamics
is also observed for the method of the largest information
weight of the fundamental tone, respectively, the SNRs are
5.7 dB and 5.24 dB. So, based on the foregoing, it is possible
to conclude that dividing the database into two sets with
different groups of samples will increase the efficiency of the
system by 16 % for text-independent identification and 2.4 %
for text-based identification.

It is determined that there are currently no methods for
organizing a UAV control system based on the operator’s au-
dio commands. A feature and a distinctive analytical feature
of the developed methods and models is that the solution
of the tasks set was based on consistent statistical rules for
decision making using the most informative components of
the spectrum. Unlike existing methods, the basic platform
was the creation of a dictionary of attributes in the spectral
plane of control messages of the authorized UAV operator, as
well as the formation of threshold values taking into account
multi-alternative rules.

The results are a consequence of the development of new
methods and means of protecting critical information and
UAV control signals, which is transmitted from the airborne
segment to the ground (video, audio, other types of data)
complex in real time.

The disadvantage of the developed models may be the
generation of an unauthorized operator of different classes
and the origin of artificial interference. An example of such
techniques is chaotic impulse noise, as well as intentional
artificial speech generation of a signal from an authorized
UAV speaker in order to intercept control signals.

Thus, the direction of further research is being formed,
namely, increasing the stability of the developed methods and
models to various classes of artificial interference, taking into
account the tactical time of UAV use in critical route areas.

8. Conclusions

1. A method has been developed for the effective width
of the spectrum of a speech signal, which allows identifica-
tion and verification of the operator of an unmanned aerial
vehicle based on an analysis of the informative components
of voice prints under conditions of a high level of interference
of various origins.

2. A method has been developed for the largest informa-
tional weight of the fundamental tone, which is based on
the use of the most informative components of the spectral
representation of speech fingerprints.
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