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Abstract

The results of a study using the methodological apparatus of the theory of fuzzy logic and automation tools for analyzing
input data for risk assessment of projects for the implementation of automated information components of organizational and tech-
nical systems are presented. Based on the model of logistics projects for motor transport units, the method for assessing the risks
of projects implementing automated information components of non-commercial organizational and technical systems has been
improved. To do this, let’s analyze the peculiarities of implementing ERP projects as commercial ones and investigate the specifics
of the activities of state institutions, when successful tasks, and not economic indicators, lay the foundation for the assessment. It is
considered that it is possible to formulate a system of risk assessment indicators for reducing the effectiveness of projects for imple-
menting automated information systems in non-commercial organizational and technical systems. A meaningful interpretation of
the fuzzy approach is carried out regarding the formalization of the risk assessment process for projects of automated information
systems of public institutions. A tree of fuzzy inference is constructed based on the results of a study of the description of indicators
and expert assessments on the risk assessment of the implementation of the project of such an automated information system.

The improved method differs from the known ones by the use of hierarchical fuzzy inference, which makes it possible to quan-
tify, reduce the time to evaluate project risks and improve the quality of decisions. An increase in the number of input variables leads
to an increase in complexity (an increase in the number of rules) for constructing a fuzzy inference system. The construction of a hier-
archical system of fuzzy inference and knowledge bases can reduce complexity (the number of rules). The development of a software
module based on the algorithm of the method as part of corporate automated information systems of non-commercial organizational
and technical systems will reduce the time for risk assessment of projects for the implementation of automated information systems.
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1. Introduction

The development of the state and society involves solving the issue of improving the quality
of tasks by organizational (socio) technical systems (hereinafter referred to as OTS) that are part
of them. Including these are the following systems: unit management, logistics, personnel learning
(training), etc. A significant role in solving this question is given to informatization — the imple-
mentation of automated information systems (hereinafter — AIS). An analysis of activities over
the past decade indicates that project-oriented OTSs are becoming more effective with respect
to vertically integrated OTSs with their functional organization of activities [1-3]. Therefore, the
current period of OTS development is characterized by a transition to a project-oriented manage-
ment principle. At the same time, the activities of most OTSs have certain specifics, when the
main criterion for the implementation of AIS is successfully completed tasks, and not economic
indicators. For example, implementation projects of AIS material and technical support of state
institutions are non-commercial in nature. The activities of most of them have significant elements
of uncertainty and danger. The functioning of military and law enforcement agencies is generally
impossible without risk. Therefore, one of the most important elements of project management
of the implementation of AIS of such OTSs is risk management [4, 5]. Existing approaches to
risk management in projects, including their assessments, are defined in the following standards:
AS/NZS 4360:2004, COSO-ERM, ISO 26500:2012, FERMA, PMBoK, P2M, PRINCE, PSPRM,
RMI and the like. They describe risk management approaches in projects related to financial, eco-
nomic, technical systems, etc., as a rule, in deterministic and stochastic conditions. However, the
management and risk assessment of AIS projects in the activities of such non-commercial (specific)
OTS included in state institutions is carried out in conditions of uncertainty. As a result, most of
these projects are a failure. Therefore, the improvement of the method of risk assessment of AIS
projects of non-commercial OTS and the like is an urgent scientific and applied task.

The general problems of the project management study are the subject of [6]. It addressed
the general issues of project management, which, as a rule, did not take into account the specifics of
nonprofit OTS and similar systems. The issue of developing risk management methods in projects
is presented in the following works: [7] — an organizational model for project risk management is
developed while assessing project risks in the face of uncertainty; no attention is paid; [8] — a meth-
od for managing the cost of projects of scientific institutions taking into account risks has been
developed, while a qualitative risk assessment is not carried out; [9] — classification of deviations
in projects with respect to risks, problems, changes; [10] — methods for structuring, evaluating, and
controlling project risks have been developed for the efficient implementation of projects by the en-
terprise at minimal cost. At the same time, in the considered works, a quantitative risk assessment
of the AIS implementation projects in particular and in general other projects under conditions of
uncertainty was not given attention. In [11], the Accelerated SAP Methodology (ASAP) is consid-
ered, which was developed by SAP in order to improve the implementation of information systems
risk management. In [12], general issues of risk management are considered. The paper [13] pres-
ents a model for assessing the risks of logistics projects for motor units of the Armed Forces of
Ukraine using three linguistic variables, taking into account the conditions of uncertainty, but it is
clearly not enough to evaluate complex projects.

It should be noted that the most common approach to the implementation of commercial AIS
can be considered the implementation of an ERP system, therefore, to improve the risk assessment
method for projects implementing AIS of nonprofit OTS, let’s consider in more detail the features
of ERP implementation [14].

“ERP is an AIS implementation technology, it contains a set of coordination, organizational,
investment, economic, analytical and research, information technology and production activities,
the purpose of which is to inform the organization, increase the effect and optimize the manage-
ment of its resources” [15].

To assess the risks of projects implementing a logistics AIS (implementation of ERP sys-
tems) of OTS to reduce the effectiveness (not achieving the desired efficiency) of a project or a proj-
ect failure when implementing a project is quite problematic due to its complexity. This is due to
the fact that, for example, the risks of logistic automated information system (hereinafter referred
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to as LAIS) logistics projects are characterized by a system of indicators that are usually weak and
informal. These indicators reflect the ratio of the effect and costs of the project from the point of
view of its participants.

Most scientists most often use the types of risk analysis and assessment that can be applied
to the implementation of the AIS material and technical support of the OTS with the corresponding
indicators [14—17]:

1) standard according to the method in investment analysis (Cost Benefit Analysis — CBA);

2) Activity Based Costing (ABC) — a method that performs a functional analysis of
expenses;

3) set of methods in the analysis that use integrated service planning and planning of the
information sphere;

4) methods, carrying out a system analysis of the project;

5) methods of expert assessment (methods of “experience, intuition of brainstorming”), etc.

When assessing the risk of projects regarding the achievement of benefits at certain costs
in existing studies, in most cases, it is proposed to use indicators of an economic and informa-
tional nature.

The economic component is estimated using methods that take into account costs based on
elements of economic analysis. “One of the methods of economic risk analysis for the implemen-
tation of ERP-system projects is the so-called ABC (Activity Based Costing) — a functional-cost
analysis, in the framework of which differentiated calculation and distribution of the costs of oper-
ating the system are carried out by type of activity, product and organization functions. The appli-
cation of this approach involves the use of a system of financial indicators [17].

The given indicators and methods constitute the traditional existing and used set of risk
assessment methods for reducing the effectiveness of implementation projects of commercial OTS.

Given the specifics of the activities of nonprofit OTS, these approaches (indicators and
methods) can’t be considered as comprehensive in assessing the risks of implementation projects
of AIS of state institutions. Effectively they can be used only in combination, when the elements of
one of the approaches allow to overcome the shortcomings in others.

The aim of the article is to substantiate an approach to improve the risk management effi-
ciency of non-commercial OTS implementation AIS projects based on the improvement of the risk
assessment method for such projects.

To achieve this goal it is necessary to solve the following tasks:

— explore methods for assessing the risks of AIS implementation projects;

— improve the method of assessing the risks of AIS implementation projects;

— practically introduce and experimentally test the improved method.

2. The method of risk assessment of projects for the implementation of automated informa-
tion components of non-commercial organizational and technical systems

Below is a method for assessing the risks of AIS implementation projects using the example
of a public institution AIS implementation project based on the model presented in [13]. One of the
promising projects for providing OTS, which will allow a significant positive effect, is the AIS im-
plementation. This postulate allows to formulate a system of indicators for assessing the risks of re-
ducing the effectiveness of the implementation of AIS of non-commercial OTS (state institutions):

1) total costs of the projects and the costs of completing tasks using the project results (in-
crease/decrease of these costs);

2) duration of the project and the duration of the tasks using the project results (increase/
decrease time);

3) quality of the performance (official) tasks;

4) effectiveness (effect) of the project and the like.

The initial data for assessing the risk of a decrease in the effectiveness of AIS implemen-
tation projects (for example, material and technical support for state institutions) is poorly formal-
ized, so adequate tools should be used. For this, an approach is proposed that is presented in [18—20]
and developed and tested in [21] and others.
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An approach is proposed to improve the method of risk assessment of implementation proj-
ects of AIS of non-commercial OTS, providing for this (Fig. 1). In the process of a qualitative
assessment of project risks, it is necessary, if possible, to determine as many different indicators
as possible.

Risk identification, Definition of risk The selection of

calculation of initial data | | assessment indicators of | | indicators that have
for project risk implementation projects the highest rating
assessment of AIS of non-commercial
OTS

Building a tree of input Project risk assessment Obtaining a project risk

linguistic risk variables | | using hierarchical fuzzy | | assessment result (b),

for the AIS project (a;) inference risk management

Fig. 1. Scheme of an improved method of risk assessment of projects for the implementation of
automated information systems of non-commercial organizational and technical systems

In addition, the essence of the proposed improvement of the method is to obtain and com-
pare indicators that determine various aspects of the activities and effectiveness of the OTS au-
tomated information system. In this case, an expert assessment of their predicted values after the
implementation of the project is applied.

Formal interpretation of the risk assessment of AIS projects is necessary for a meaningful
interpretation of the fuzzy approach. First of all, it involves the activities of the researcher in the
selection of input and output linguistic variables of the fuzzy logical inference system that is being
developed. Each input variable should influence the final result. For example, the level of the indi-
cator for increasing the volume of performance of official tasks — a,.

Obviously, the higher the score, the more attractive the project is, and the risks are small.
The output variable b is formalized as the risk level for the implementation of the AIS project of
non-commercial OTS. To do this, let’s construct a tree of fuzzy inference based on the results of a
study of a description of indicators and expert assessments on the risk assessment of the implemen-
tation of the AIS project, for example

1) a, — success indicators:

a,, — indicator of the success of the project as a whole (the project is completed on time,
within the budget and with a positive effect);

2) a, — performance indicators of individual (service) tasks:

a,, — indicator of the volume of completed tasks;

a,, — indicator of the share of qualitatively completed tasks;

a,, — indicator of the share of completed tasks on time;

3) a, — performance indicators:

a,, —time for the implementation of the project;

a,, — time for organizational activities for the implementation of the project (installation and
trial operation of the AIS, time for making complaints, time for staff training, etc.);

a,, — time to complete tasks using the project results;

4) a, — expense indicators:

a,, — indicator of the cost of implementing the project;

a,, — indicator of personnel costs;

a,, —indicator of the cost of completing tasks and paperwork.

For this case, 10 input variables are selected. For other cases, the number and content of
input variables may be different.

Let b denote the result of the risk assessment of the implementation of the AIS project. The
initial variable is the level of risk of reduced efficiency (failure to achieve the desired effectiveness)
of AIS projects — b: management efficiency, staff training level, provision efficiency, and the like.

In the improved method of fuzzy inference regarding the assessment of the risk of reduced
efficiency (failure to achieve the desired effectiveness) of the AIS implementation project, all vari-
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ables are linguistic in nature with a universal set M, = {ml, mz,...mn}. According to [13], these
variables can be measured in the range of numbers from 0 to 10 or in the range from 0 to 1 by
participants project based on their knowledge and experience. As a term-set of input and output
variables, for simplification it is proposed to use the set L ={*low”, “medium”, “high”} (level) of
the variable. The construction of the membership functions of the terms, which is suggested for
linguistic variables can be carried out using various methods, including the method of statistical
processing of expert information, which is proposed in [19].

Next, it is necessary to build a fuzzy knowledge base (hereinafter — KB). The implementation
of the task of assessing the risk of LAIS implementation projects (reducing efficiency, not achieving
the desired LAIS project effectiveness) requires a significant number of rules (R=10°=1000), which
complicates the use of fuzzy inference (perception, editing and use). This situation is solved by
constructing a hierarchical knowledge base [18] — a breakdown of a complex logical inference into
several simple logical conclusions. This is facilitated by the hierarchical structure of the process of
non-commercial OTS (state institutions). A hierarchical representation of the input variables and
the construction of a “tree” of output are necessary, which defines a system of lower-dimensional
knowledge statements embedded in each other. Such a tree is proposed for fuzzy inference after 10
input variables (Fig. 2).

:X:X:al(inl)
. L3 RBI B5
J0@(n2) L1 RB2 B3 nl
: in2 varl b(out4
Jan(ind)—1 ;3 avarh)— | (o)
J0G@3(ind)— ind Min Max
i Min Max
0@\ 7 Rre3 B2
30@32(in6) 11’15
- in6 as(var2)
J0@s(in7— in7
Min Max|\[ L2 RB5 B4
var2
L1 RB4 B1| / var3 as(var4)
in8 Min Max
in9 ay(var3)
inl0
Min Max

Fig. 2. The system of fuzzy hierarchical derivation of risk assessment of the implementation of
projects of automated information systems in the notation of the program fuzzyTech 6.0

Applying the hierarchical structure of fuzzy inference, one can take into account a signifi-
cant number of input variables that affect the overall risk assessment of AIS implementation proj-
ects. These projects are not a permanent system, so the number and content of input variables can
vary. At the same time, the knowledge of experts (project participants) is changing.

According to [13], for each level of fuzzy inference, the activation method is min. This is due
to the fact that all the rules as a logical connection for a subcondition apply only a fuzzy conjunction
(operation “AND”). As a result, the aggregation method provides for the use of the min-conjunction op-
eration. The accumulation of rule endings uses max-disjunction. As a defuzzification method, various
approaches can be applied, for example, the center of gravity method, which has proven itself well.

Another advantage of the hierarchical fuzzy inference is the absence of defuzzification
operations and fuzzification for the intermediate variables a,, a,, a, and a, (Fig. 2). This is due to
the fact that the intermediate result of fuzzy inference in a certain form is direct to the machine of
fuzzy inference of the next level of the system. As a result, to describe intermediate variables in hi-
erarchical fuzzy knowledge bases, it is sufficient to specify only term sets; membership functions
are not required.
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3. Implementation and experimental evaluation of the method

The implementation of the method of risk assessment of the implementation projects of
non-commercial AIS based on hierarchical fuzzy inference was carried out using the fuzzyTech 6.0
package. For a set of input variables, the value of the output variable 5 was not once calculated.
The obtained results coincide with the intuitively obtained ones. For some of the data sets, the risk
is quite high, therefore, additional measures are required to manage risks or cancel this version of
the project in general.

The adequacy of the improved method for assessing the risks of non-commercial AIS im-
plementation projects is verified using experiments conducted by the authors on various non-com-
mercial OTSs. So in [21] and [22] it is carried out it with respect to the OTS for the management of
law enforcement units; in [23], this is carried out in relation to systems for teaching students and
students in a foreign language.

Let’s consider in more detail the experiment conducted by V. Melenchuk [13] on the basis of
the Department of Repair and Maintenance of Automotive and Special Equipment of the Military
Academy (Odesa). For the experiment, let’s select data on the use of AIS logistics, which occurred
during the performance of official tasks at different times. During the experiment, the following
project risk indicators are evaluated: the time that is spent on project risk assessment; the quality of
the decision — the risk assessment coincides with the known (correct decision), the assessment does
not match (incorrect decision).

The results of the time experiment for risk assessment are presented in Fig. 3, a by the qual-
ity of decisions made — in Fig. 3, b.

The results of the experiment indicate that the program module “Project Risk Assessment”,
which implements an improved method for assessing the risks of AIS projects of material and tech-
nical support of motor units of state institutions, provides the opportunity:

—reduce the time for project risk assessment by 1.23 times and increase the reliability of
decisions by 1.68 times in comparison with the implementation of the project risk assessment in a
“manual” way;

—reduce the time to evaluate the project risk by 1.14 times and increase the reliability of
project management decisions by 1.32 times compared with the use of another method.

The development of a software module based on the algorithm of the method as part of au-
tomated information systems of government institutions will reduce the time to assess the risks of
AIS implementation projects.
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Fig. 3. The results of the experimental verification:
1 — “manual” method; 2 — automation (statistical approach); 3 — automation (developed approach);
a — verification of time for risk assessment, b — verification of the quality of decisions

4. Discussion of research results

The studies presented in the article are primarily theoretical-analytical in nature, based on
the results of experiments described in the available literature. The improved method for assessing
the risks of AIS implementation projects is the basis for improving the risk management method of
AIS implementation projects.

The basis of improvement is the use of hierarchical fuzzy inference. Let’s believe that this
study is an extension of its application in a new subject area — project risk assessment. The ad-
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equacy of this approach is confirmed by other studies in other subject areas when it comes to
weak formalization or not the possibility of formalization in general. In most cases, the situation is
complicated by uncertainty. As a result, the application of the apparatus of probability theory and
mathematical statistics here gives the worst results.

However, it should be noted that the use of fuzzy logic apparatus requires the creation of
additional components as part of the OTS:

a) unit that carries out a number of actions to perform the fuzzy logic algorithm (working
with statistics, working with knowledge, building a fuzzy inference system, etc.);

b) presence of highly qualified personnel in the field of mathematics, analytics and work
with knowledge and the like;

¢) construction in OTS of a system for formalizing, accumulating, processing and applying
statistical data, knowledge, and the like.

5. Conclusions

So, the article presents an improved method for assessing the risks of the implementation
of AIS for non-commercial OTS by the example of a study of the projects for introducing AIS of
material and technical support for motor units of state institutions. It is found that:

a) the apparatus of probability theory and mathematical statistics does not allow to assess
the risks of projects for the implementation of automated information systems of non-commercial
OTS, the activities of which are carried out in conditions of uncertainty;

b) improved method differs from the known ones by using a hierarchical fuzzy inference
system. An increase in the number of input variables leads to an increase in complexity (an increase
in the number of rules) for constructing a fuzzy inference system. The construction of a hierarchi-
cal system of fuzzy inference and knowledge bases can reduce complexity (the number of rules);

¢) the method makes it possible to quantify, reduce the time to assess the risks of projects
and improve the quality of decisions on projects for the implementation of AIS of non-commercial
OTS. The practical implementation of an improved method requires the development of new or
adaptation of existing methods of working with explicit and implicit knowledge. It is also necessary
to formalize the experience gained by experts, in which all project participants (developers, users,
etc.) can be involved, is the prospect of further research in this direction;

d) studies are given that can be developed to assess the risk of other projects and the entire
class of automated information systems of the OTS in the face of uncertainty.
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