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Currently, virtual world governance is the prodatiend user license agreements (EULAS),
contracts which attempt to provide a complete legal enforcement system to the virtual world.
This method of governance is flawed, however, aslilts in participant frustration. Alternative
approaches that have been advanced so far inclodgErgnental regulation, which has begun in
some countries. However, humerous pressures agwkgent resist such an application in the
United States.

The following argues against keeping just the ligeagreements as the body of law, and also
against a shift to governmental regulation. Indteacompromise—establishing a standards-setting
body of developers, referred to here as a virtualldvcouncil—is an efficient solution. This is a
daunting task; however, numerous examples exighfdevelopers of virtual worlds to follow and
they are explained below. The proposed resultigoatier system that retains EULAS, and supports
a common law approach rooted in standardizatiomesolving what EULAs cannot.

Introduction

Virtual worlds are “the next generation of the miet: three-dimensional social environments thatlmoe top-of-
the-line videogame graphics with latest-generatamtial-networking technology.” They are interactive,
persistent simulations of first-person physicaliesnments® Millions of people participate in these virtuabrids
for diverse reasons: for example, escapism, pegfitg, or for a sense of belonging to a communbevelopers
create virtual worlds and make them immersive agtuathbly addictivé. The developers charge fees for property
within virtual worlds, or for access to the virtuabrld, and use these revenues to recover theieldpmnent and
operating expenditures. They also attempt to egguhese virtual worlds, with varying successreieexamine
those attempts (with indebtedness to prior worksl) then suggest a new method which is a comprobatgeen
the current methods of regulation.

Prior works on the regulation of virtual worlds ladentified major defects with the two current haets
of regulating virtual worlds. The primary methadthe developer's End User License Agreement (EULA)
contract between the developer and the particiffeitcommunicates the developer's expectationshiwirtual
world to the participant, and the participant’'s eggnent communicates their intent to be bound bywetho
expectations. This EULA usually gives the developer the powemtjudicate and punish participant behavior
that is outside of those expectations, and powesetoexpectations. A real-world analogy is the edtayer
controlling the legislative and judicial branchek government, and running the government as a rfofitp
enterprise. These EULAs set the laws of the lamdHe virtual world, trying to incorporate a baménimum of
real-world legal principles to keep their partigipgcomplacent.

Real-world citizenship is often a matter of whemywere born. By contrast, “[p]eople joining veitu
worlds have the power of choice. . . . they caroskahe society in which they want to live, migngttheir online
activities from place to place with much greateseethan real-world immigrants can move their phyisives.”

! An electronic version of this and other articles available at http://www.brendanjamesgilbert.cord ham available at
bjg@brendanjamesgilbert.com. | would like to th&kfessor Mark Bartholomew, my mentor, guide, agst britic.

2 Joshua A.T. FairfieldAnti-Social Contracts53McGILL L.J. 427, 429 (2008).

8 Mark BartholomewAdvertising in the Garden of EdegB5BUFF. L. Rev. 737, 741-42 (2007).

4 McKenzie Funk] was a Chinese Internet Addi¢{aRPER sMAGAzINE (March 2007) (article regarding Chinese internet
addiction rehab clinics and the prevalence in CHiAkso in Shanghai, it was reported that a youngnméo'd played online
games for six years would be stuck forever intingitposition. His back was fused at a 90-degregea doctors said there
was nothing they could do.” Another participaniianjin playedWorld of Warcraftfor 36 hours before committing suicide,
complete with leaving a note about being “off toatnhe game’s characters.”)

5 EULA is used throughout this Note to refer to cants similar to EULAs. Other names include TeahService or Terms
of Use; here, they have been changed to EULA wpessible. For an overview of EULAs, see Joshua Bdirfield, Virtual
Property, 85 B.U.L. Rev. 1048, 1082—-84 (2005ayvailable at
http://papers.ssrn.com/sol3/Delivery.cfm/SSRN_IDI%52Z0de410303.pdf?abstractid=807966.

® Viktor Mayer-Schénberger and John Crowlsigpster’'s Second Life?: The Regulatory Challengaértiial Worlds 100
Nw. U. L. Rev. 1775, 1802 (2006).
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As a result, “[v]irtual world providers who operatgthin this market-dynamic measure their succestims of
the size of their user base, and they consequpntisue two goals: attracting people to join théitual world,
and retaining them over timé.” Because virtual-world citizens can pick their gmment and regulation,
developers must make them appealing.

The other method of regulating virtual worlds has yet been used in the United States, but is mgi
the wings: real-world governmental regulation. t\@-world developers and participants regard mithod with
horror, recalling the file-sharing service NapstemRegulation fractured Napster's centralized pegpéer
community intodecentralized peer-to-peer communities that are moallso feasibly regulat®.

Real-world regulators want to avoid this outcom@uestions abound about the method of regulation.
Should regulators regulate the virtual-world previl within the regulator’s jurisdiction, or to cdorate inter-
jurisdictionally? Should regulators limit participants’ ability switch worlds, or limit participants to virtual-
world developers within their real-world jurisdicti?® No clear answer exists for these, and persuading
jurisdictions to agree and cooperate is difficult.

A compromise suggested is for developers of viruaidlds to form a virtual-world council. This catih
can promote standardization of EULAs between dpaf Standardization will provide consistentuattworld
governance and consistent provisions for court®a& to. This council can also collectively drafibdel real-
world regulation and create standards-setting tsoiievirtual worlds to guide real-world regulatorBarticipants
being participants, they will test the rules ofithgrtual world: they will find loopholes in therpvisions of their
developer's EULA. Real-world regulation “floatingibove the EULA is needed to catch this. It pristec
participants from behaviors not prohibited by théL& but deserving of punishment.

This compromise is efficient because developersbest equipped to find the shortcomings of their
EULAs. User feedback, litigation, and research lsvidrafting EULAs accomplish this. Additionallyaeh
developer must draft a EULA and having the virtwakld council help draft provisions is efficienDevelopers
also wield the power and political muscle to lofbyreal-world regulations to control behavior iintval worlds,
particularly if they form a group and present dfiedifront. Standards will also lower the high gedential value
of the first “lucky” jurisdiction to have virtual-arld-based litigation go to trial.

Organizing this council is a difficult task. Howesythe credit card companies American Express;dvisr
Financial Services, JCB International, MasterCardriivide, and Visa, Inc. launched a similar effirt2006.
Called the PCI Security Standards Council, the €i¥srmmission has been to develop a consistent dl&dcurity
Standard” which has been implemented into each eogip data security compliance program. Retail
merchants now know of a set of standards that applyhem if they are to be “PCl-compliant’—just as
participants and courts considering a virtual wdHdt is “virtual-world-council-compliant” will kne what to
expect from it.

This consists of four Parts. Part | introduceguar worlds and their sources of regulation. Rart
examines the reasons why EULAs alone have failaglilbfail as the only source of regulation. PHHexamines
the reasons why external regulation alone will fafjardless of implementation, and how to proldmg life of
any proposed regulation. Part IV will show the dfégs of consistency that a virtual-world coundiudd provide
to a two-tier system of regulation, and why ithe most efficient solution.

1. Virtual Worlds and the Sources of Virtual-World Regulation

Modern virtual worlds’ heritage runs to textualtual worlds, which are given a variety of namesiémote their
purpose? An example isLambdaMOQ which began a discussion on virtual world’s “piefaalternative to
existing legal systems, where new forms of soa@gutation can be explored®” On LambdaMOQ “public and

"1d.
8|d. at 1824 (“If real-world regulators push too hasde potential outcome could be that we may witteapster's Second
Life,” the transformation of virtual worlds ontdhighly decentralized P2P infrastructure that istbd®n individual users'
computers.”); Phillip Stoup, Not&he Development and Failure of Social NormSétond Life, 58®uke L.J.311, 340-41
(2008) (“Similar to the fracturing that occurredeafthe government heavily regulated internetdiering programs like the
popular program ‘Napster,’ real-world regulatiorultblead to the dissolution of Second Life.”).
ioMayer-Schdnberger et abypranote 5 at 1821.

Id.
1 pClI Security Standards Council, About the PCI Sec@tiandards Council,
https://www.pcisecuritystandards.org/about/indetxdh
12 For a discussion of the acronyms used and theinings seeF. Gregory Lastowka & Dan Huntéfhe Laws of the Virtual
Worlds 92CAL. L. Rev. 1, 19 n.84 (2004). Referenced here, “ ‘MOQ’ stwafud ‘MUD Object-Oriented,’ denoting the
gogramming methodology—object orientation—whichswaed to build the MUD.’ld.

Id. at 11.
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comm[unal] property was [virtual property’s] progptcal form of ownership™ The virtual world’s
“[e]xperienced players also build their own roomsd aspaces within the MOO, or, using an object-aedn
programming language, create objects that they aiheér players can manipulate or expaftl.” These
“[plarticipants in the MOO are literally buildindi¢ir own universe room by room. At the same tithey are
building their own social structure, as well asitiosvn legal system®®

Eventually, real-world-property issues infecteaimbdaMOO air-space rights over properties (for virtual
aircraft), private versus public property, whetlpeoperty could be bequeathed, and server-sideglaitas per
participant:’ These required “making property an explicit pafrthe system and creating an official governance
mechanism to recognize and allocate it.” Prop@tsrests are tied to Western society such thatrtisg property
rights is instinctual. Therefore, virtual worldave come to require regulation to support partitigaview that
their virtual-world property is able to be protetijast like their real-world property.

Virtual property here is closer to real propertycbattels than intellectual property. A participawvirtual
property has their ownership right recorded somealie a database that the virtual world relies‘nThe
participant then expects the use and control optbeerty to be one of their rights.

On LambdaMOQand in many textual virtual worlds the communite close-knit. Developers knew the
participants and were “benevolent dictators,” stylthemselves as “wizards’” Three years after its creation,
arch-wizard Pavel Curtis decided that his sociglegexnent had grown up: “the wizards are pulling otithe
discipline/manners/arbitration business; we're iandhe burden and freedom of that role to the etgcat
large.”® These wizards made themselves the community’s eochitects—their functions “might be analogized
to a cross between an administrative agency anjlehcourt.” Significant issues go to a publictesz@and
volunteers staff a binding arbitration system. $istem is not without its flaws.

Unlike the virtual worlds that have since madeitisustry famousl.ambdaMOGs legal system has been
shaped by the community, rather than the legaksyshade to shape the community. Property issues mat
contemplated and a EULA drafted prior to partidipatthey arose when participants clamored for th&urtis’s
intent in getting out of the discipline businessswa allow the community to self-goveth.This effort ultimately
failed; within two years Curtis “restored the rofiethe wizard by fiat.**

CompareLambdaMOGs system of regulation by the community to moreerg virtual worlds’ systems of
developer-designed regulation of the communitym&awirtual worlds support participant creation obms and
objects within the virtual world, such 8gcond Lifé* Other worlds’ developers carefully create andibed their
content and allow participants little to no autoryoim content creation. They focus on allowing fE#paints to
virtually “acquire” developer-created propefty.

All of these recent virtual worlds have “milliond dollars of venture capital at stake,” moneys thied
ventured to build cash flows for the developer taximize investors’ contributiorfS. From the developers’
perspective, governance by the community is naictired such that investor return is maximized, &nd
therefore inferior. Their solution is top-down gomance.

141d. at 35 ¢iting ELIZABETH HESS Y18’ S GUIDE TO MOOING: GETTING THEMOST FROMV IRTUAL COMMUNITIES ON THE
INTERNET ch. 7 (2003)).
15 Jennifer L. MnookinVirtual(ly) Law: The Emergency of Law in LambdaMQ).CoMPUTER MEDIATED ComM. (1996),
%vailable athttp://jcmc.indiana.edu/vol2/issuel/lambda.htrat{lvisited April 5, 2009).

Id.
17 Lastowka et al.supranote 11 at 35.
18 Theodore J. Westbrook, No@wned: Finding a Place for Virtual World PropertygRis 2006MIcH. ST. L. Rev. 779, 782
(2006).
19 Mnookin, supranote 14.
201d.
%L see id(The current system of Lambdalaw is viewed asupirand “[fjwo very different approaches have eredripr
confronting the limitations of the current systemme approach favors increased formalization of Ldahlaw, while the other
wants LambdalLaw eliminated.” Formalizer's attendppetitions for legal reform have been stymied bgmBators;
Eliminator’s attempted petitions to mock “Lambddiicdans” with a humorous bent stymied by Formatiz. Like any
democratic systenb,ambdaMOGChas all kinds of citizens with different intents their experience in participating.).
22 Mayer-Schénberger et asypranote 5 at 1795.
%1d. at 1796.
2 Linden Lab,Second Lifd Terms of Servicgvailable athttp://secondlife.com/corporate/tos.php. (“Yokrmwledge that:
(i) by using the Service you may have access tplgea, sound effects, music, video, audio, compartegrams, animation,
text and other creative output . . . provided uridense by independent content providers, inclgdiontributions from other
users of the Service . . ..")
#World of WarcraftEnd User License Agreement § 4 (Ayailable athttp://www.worldofwarcraft.com/legal/eula.html.
(“All title, ownership rights and intellectual pregy rights in and to the Game . . . [Jincludinghvaut limitation any . . .
objects, characters, character names, storiesgdiedtch phrases, locations, concepts, artwodsacker inventories, structural
or landscape designs, animations, sounds, . .avemed or licensed by Blizzard.”)
% | astowka et al.supranote 11 at 59.
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The results are “EULAs that attempt to dismantlerethe potential of virtual right€” These EULAs
provide as few rights as possible, and also setegplatory systems to enforce developer's expexctatifor
participant behavior.LambdaMOQs alternative might erode the developer’s rigmgheir virtual world, where
they “should have a right to do exactly as theyapde” as goes the arguméhtTherefore, EULAs usually present
a system tilted toward the developer. In the ®adt, reasons why this scheme fails are examined.

2. EULAs Fail to Provide Regulation to Both the Dev  eloper and User, Requiring
External Regulation

EULAs are contracts between virtual world’s develspand their custome?$. They provide what customers can
and cannot do with the virtual world, and provideatvrights customers have in their avatars andioresain the
virtual world and the real worlf. EULAs are the primary source of virtual-world lamd regulation. When
drafting a EULA, usually only the developer and teveloper's counsel are at the tallleAs a result, the
developer arrogates all rights it could possiblynive it, often including the rights to any pantiant creations
within the developer’s virtual worlf.

Participants first encounter the EULA after theiworkers, friends or family cajoles them into joigi
They have, in most cases, already made their decisihey have people relying on them to swing ardwor
them or bandage them up. They have a friend whkccteated a massive art gallerySacond Lifeor Thereand
wants their feedback. After installation and egenount creation, participants encounter the EUbAdtake-it-
or-leave-it” basis® To get in requires acceptance of the EULA—a carapd legal document that looks like
real estate boilerplate.

The EULA tries to define participants’ behavior, iehh often includes forbidding communicating other
user's personal informatiol. Developers have an interest in implementing miovis of the EULA as
programmatic constraints—meaning virtual-world cbdsed—on the participants where possibl&his lowers
the developers’ use of resources to police the EULA

EULAS’ regulatory framework is fraught with problentirst, the developers’ superior bargaining sftien
results in a stilted EULA that is susceptible te tmconscionability doctrine. Second, participaggrieved by
other participants within the virtual world ofteave recourse under the EULA only at the developisgretion,
either due to the EULA’s terms or because of rgjyon the developer to provide personal informatibthe other
participant. Third, the developers’ intent is teep subscribers happy, paying, and enlisting thi@nds as
subscribers, not act as their virtual world’s juaig.*® Fourth, participants who are determined to exptloe

Td.
2d. at 60;see als@EverQuess slogan of “You're in our world now(,]id. at 59 n.312.
22 SeeFairfield, supranote 4 at 1082—84.

Id.
31 But sedracebook’s invitation of its users to contribwutetteir EULA, via “virtual Town Halls,” 30 day puiclcomment
periods, and statements of changes. Press Refeashook, Facebook Opens Governance of ServicPaliy Process to
Users (February 26, 200@)vailable athttp://www.facebook.com/press/releases.php?p=85587
%2 SeeFairfield, supranote 1 at 453 (“Thus, one could imagine that wirworld creators might resist arguments that the
EULA creates any property interest at all in itelisees.”).
%3 Bragg v. Linden Research, Ind87 F. Supp. 2d 593, 606 (D. Pa. 2007) (“AlthoBgagg is an experienced attorney, . . . he
was never presented with an opportunity to usexperience and lawyering skills to negotiate tedifferent from the
[EULA] that Linden offered.”).
34 SeeWorld of WarcraftTerms of Use § 9 (B)(vavailable athttp://www.worldofwarcraft.com/legal/termsofusextht Second
Life | Terms of Servicegvailable athttp://secondlife.com/corporate/tos.php (“In aiditto abiding at all times by the
Community Standards, you agree that you shall not(v) take any actions or upload, post, e-madtherwise transmit
Content that contains . . . personal informatiof].]”
% SeeStoup,supranote 7 at 320 (“Code-based norms can be createdraptbyed by [developers] to fulfill the virtual wd's
important objectives, but unlike non-code-basednsothese rules are enforced through the very ctenpade of [the virtual
world].” Using the code-based alternative “defsj[@hat conduct or behaviors are possible in tepmder program's virtual
world,” for example, making a theft-proof pursestore items.)
36 SeeBen QuarmbyPirates Among th&econd Lifelslands—Why You Should Monitor the Misuse of Ytetlectual
Property in Online Virtual Worlds26 C\RD0zO ARTS& ENT. L.J. 667, 690 (2009) (“Linden Lab is aware thatijproach
may fail to satisfy many owners of intellectual peaty, but responds that it does ‘not intend toobee the law enforcement of
Second Life; ” Quarmby’s analysis also states tfeds a commercial entity . . . Linden Lab is urgtandably reluctant to
take on the mantle of a police state. It simplyress the right to terminate the accounts of imtligls who appear to be
infringing on others' intellectual property - agsthat it will not take lightly.”).
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programmed rules of the virtual world, whether feersonal gain or pleasure, do so without meaningful
repercussiond. The following section covers these four problémdepth.

2.1 EULAs and the Unconscionability Doctrine

Modern findings of unconscionability arise underct®m 2-302 of the Uniform Commercial Code, statthgt
courts “may refuse to enforce an unconscionabldracnor clause, or may limit an unconscionablaustato
avoid an unconscionable result.”Because the Code does not define unconscionabiliourts have generally
required that both procedural and substantive uswionability exist. The traditional wisdom is theturts fail to
find unconscionability’ By contrast, arbitration provisions, which aréeafemployed in EULAs, have proven
rather susceptible to holdings of unconscionabffityMany of these holdings were in California or ajupd
California law??

To a court, holding EULA provisions unconscionaldbould be a controversial decision. Many
commentators believe that unconscionability shdagldeserved for gross injustice and beyond the Ipathavior.
For example, consider a retail store who sells edpatems of furniture over a number of yearsinigtallment
lines of credit to a single parent raising a lafgeily on public welfare. If the store buried apision in fine
print that keeps a balance due on all items uatheand every item is paid off in full, such thdtem the customer
defaults the store can sue for every piece of furaiotherwise fully paid for and “sold,” that pision should be
held unconscionabf®. Courts that apply this doctrine to participantsoweither did not read the EULA, or
enjoyed the service provided by the EULA then bhnedcits terms, may be viewed as activist. Notuéthding
this risk, federal courts have found unconsciorigtih EULAs**

The first part of the test, procedural unconsciditgblooks at the agreement for unequal bargainin
power. EULAs usually meet this pArt.Participants have zero bargaining power in EULtAsy are designed to
be contracts for millions of participants to acceppically without readind® Contracts of adhesion tend to
indicate procedural unconscionabilfty. Generally, they come on pre-printed forms for thass-market, giving
the consumer no ability to negotidfe.They also use general terms and reflect the dpeek interest§? The
participant’s actual surprise as to the harshnégsavisions subsequent to agreement to the cdnisaalso an
element of procedural unconscionability within @atnia >

The second part, substantive unconscionabilitykdom the terms of the agreement, and is indichied
“harsh, one-sided or oppressive terms.>!. .EULAs usually meet this part as well. Most oénf give the
developer “unilateral, unchecked, godlike powerjlevthe customer has few or no right8."Even virtual worlds
that purport to protect participants’ intellectyaioperty right3® retain complete control over their currency,

87 Stoup,supranote 7 at 339 (“there will likely always be indivials who have the inclination to ignore the chedes and the
knowledge necessary to tear down Linden [Researbds laws. When the fencing of Linden's automatste fails, the
regulations of real-world authority will be needeceffectively govern Second Life.”)

38 Susan Randalludicial Attitudes Toward Arbitration and the Resemge of Unconscionabilityp2 Burr. L. Rev. 185, 190

411d. (“A systematic examination shows that in 2002—20ifigants raised issues of unconscionability 8 Zases, and courts
found contracts or clauses to be unconscionalll@nof those cases, . . . Of those 235 casespi®B.5%, involved
arbitration agreements.” Of arbitration agreemgii8.3% [were] . . . unconscionable, as opposezbt6% of other types of
contracts.”)

21d. at 194-95; ee infranote 55 for the importance of California caselawribitration provisions of EULAs.

43 RESTATEMENT (SECOND) OF CONTRACTS § 208 cmit. e, illus. 5 (1981).

4 Randall,supranote 37 at 194.

4 Jason T. Kunze, Commeiegulating Virtual Worlds Optimally: The Model Edder License Agreemert Nw. J. TECH. &
INTELL. PROP. 102, 1 22 (2008).

48 Alfred Fritzsche VTrespass to (Virtual) Chattels: Assessing Online &mimAuthority to Sell In-Game Assets Where
Adhesive Contracts Prohibit Such ActiyilJ.C.DAvis Bus. L.J.235,available athttp://blj.ucdavis.edu/article/666/.

471d. at n.217Bragg supranote 32 at 605 (“A contract or clause is procelfutanconscionable if it is a contract of
adhesion.”).

“8d. at nn.223-24Bragg, supranote 32 at 606.

“%1d.; Bragg supranote 32 at 606.

%0 Bragg supranote 32 at 606glotingGutierrez v. Autowest, Incl14 Cal.Rptr.3d 267, 275 (Cal. Ct. App. 2003ge infra
note 55 for the importance of California caselawibitration provisions of EULAs.

51 Randall,supranote 37 at 191.

52 Kunze,supranote 44 at { 17.

53 Linden Research claims that th8econd Lifevirtual world protects customer’s intellectual pesty rights. Quarmbysupra
note 35 at 670 n.12iing Press Release, Linden L&gcond Lifekesidents to Own Digital Creations (Nov. 14, 2003)).
However, a filed Complaint alleges Linden Researtivities that are not consistent with this predsase. Kathleen E.
McCarthy,User Generated Content Affecting Trademarks, InclgdReal Trademarks in Virtual World862 PLI/Pat 657,
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“analogous to a casino arbitrarily eliminating tharket for its chips and keeping all of its customenoney.*
Furthermore, EULAs typically allow developers teaolge the agreement at any time without noticeeéautter, in
addition to their “godlike power” already reservéd.

Federal courts have held these agreements uncombtéd® In Bragg v. Linden Research, Indhe
Eastern District of Pennsylvania struck do@econd Lifes provision requiring arbitratiol. Bragg purchased a
number of parcels of land in Linden’s virtual worgkcond Life paying real money for the property right.
Linden deemed that one of these parcels for whicg® paid $300 off of an auction site was purchagadn
“exploit.”®® Based on that, Linden “froze Bragg’s accounteetffely confiscating all of the virtual propertpd
currency[.]” Bragg sued Linden in Pennsylvaniad &inden moved for dismiss for lack of personalgdiction.
The court found that Linden’s national campaigmtiuce investment met minimum contacts for spegiéicsonal
jurisdiction in Pennsylvani&.

After settling that, the court moved to Linden’stina to compel arbitration, based on a provisiortha
EULA.®® They found that the provision intended to take farticipant by surprise, “buried . .. in a ldngt
paragraph under the benign heading ‘GENERAL PROUNS.’ " Because of the EULA also met the
requirements of a contract of adhesion, this wé teemeet procedural unconscionabifity.

Substantive unconscionability was met by a numbiéh® EULA’s element§’ These included a lack of
mutuality in forcing the participant to arbitratde the developer has a choice of forums, ancekuessive cost
incurred by the participant in arbitrating in Samrftisco versus the cost in filing in court in Pgylmania® Also
considered were the venue restriction for arbiratin light of the small size of financial transaos most
participants have witBecond Lifeand the confidentiality of arbitration proceeding/hich results in “a one-sided
means which tilts unfairly, in almost all situat®rin Linden's favor®®

The Bragg court demonstrates that courts are willing to ertte terms of EULAs. This creates a chilling
effect for both developers and participants, eautertain of the terms of their agreem&nt-or exampleSecond
Life's EULA allows Linden Research to completely coh®econd Lifs currency up to and including removing
it all. Any measures taken by Linden Researchde tlnat EULA provision, however, will seri8kecond Life
participants to federal courts in droves to recdbeir real money lossé8. The system to exchange real money
for Second Lifecurrency and vice versa operated by Linden Reb®aronderscores the substantive
unconscionability of allowing Linden Research te tisis provision.

The question to developers and participants becowbgh of these EULA provisions are enforceable in
court, and which can | disregard? If EULAs are nudified by developers to withstand these chaksng
developers will have them modified by courts, insg@iby theBragg court, to protect participants.

719-46 (according to Complaint, Linden Researchdaibeprotect USPTO registered trademark withatond Lifea week
after the Complaint was filed, Linden Research chghe the mark claiming it was fraudulently obtained

5 Kunze,supranote 44 at { 17.

>*1d.

56 Several prominent virtual worlds are developedadporations in California, including Linden Researlcit.’s Second Life
and Blizzard EntertainmentWorld of Warcraft In addition, their EULAs often include forum setion clauses that compel
plaintiffs to either raise suit in California or reaCalifornia law applied to their suiSee als®Andrew JankowichEULAw:
The Complex Web of Corporate Rule-Making in Viritvalrlds 8 TuL. J. TECH. & INTELL. PROP. 1, 58 (2006) (Annex B,
containing a table of virtual world jurisdictionSalifornia is home to approximately half of all vial worlds.).

5" Bragg supranote 32 at 611.

81d. at 596-97.

*91d. at 597.

®91d. at 601-02.

®11d. at 603.

®21d. at 606.

531d.; theBraggcourt also cite€omb v. PayPal, Inc218 F. Supp. 2d 1165 (D. Cal. 2002) as “most irsitre[,]” a class
action of individuals challenging PayPal’s arbitvatprovision, which was held unconscionable.

5 Bragg supranote 32 at 607.

%51d. at 607-11.

1d.

57 Kunze,supranote 44 at 32 (“A chilling effect occurs wherhbeior might run afoul of the EULA, but the agreemmay
potentially be unenforceable, so parties err orsttie of too much caution in order to avoid theeptiil risk that exists in the
grey areas of the agreement.”).

®%1d. at 1 33.

% This currency exchange is called the LindeX, dbsdrin detail atd. at § 2 n.4; Second Life | Terms of Service, § 1.5,
available athttp://secondlife.com/corporate/tos.php.
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2.2 Participants’ Recourse under EULAs

In the real world, if your neighbor cutting dowrirae in his yard with a chainsaw at 3 a.m. annays your first
means of recourse is through the police to stomtirem cutting down trees at ungodly hours. Aftest, you
have civil courts for nuisance and restraining osdéetters to the Arbor Day Foundation, and a whudst of
extra-legal recourses. In virtual worlds, if a tapant is aggrieved by a neighbor building garggns with
political messages adjacent to their prop@tiyeir first means of recourse is through the EUL ptovisions.

Usually, this means “opening up a ticket” or filimg abuse report that is queued for service from an
employee of the develop&r. The employee interprets the EULA, exercisingdbeeloper’s rights appropriately.
For example, the employee may warn or suspendctruat of a harasser. Or, the employee may remoaéer
materials that should not exist in the virtual widA All of these occur at the employee’s or develper
discretion. A real-world analogy would be the eoygle representing the police, judge, jury, anajail

The maximum punishment meted out in many virtuaklds is account terminatiod. Developers

typically do not report any activity within theifrtual world to authorities even if it is likely iviolation of civil or
penal laws, unless subpoendéddevelopers often do not facilitate participarattempts to sue other participants
by providing IP addressEsor personal information of the other participarEven if a participant would be
entitled under real-world law to a greater remebgnt the EULA and developer allow, the EULA and the
developer’s privacy policy usually protect persanérmation from disclosuré

This generally makes participants’ attempts to peiremedies outside of the developer’'s EULA futile
do so, the participant would have to know theieimted defendant’'s name and addfés&inder many privacy
policies, the participant must also convince theetteper to release this personal informatibnThe developer
also may not be able to provide useful informatatout a participant for outside remedies. For eptan$econd
Life now requires just an email address to register.

Participants often rightly blame the EULA and treyeloper’s policies for making them unable to figdt
a remedy. It drives some participants to extrentas. example, an acquaintance of Qiu Chengwee stotl sold
Chengwei's rare sword from a Chinese virtual wéfld.Chengwei went to the police, who believed the

70 Stoup,supranote 7 at 331 (“For example, a Second Life redidemed Lazarus Devine angered many other users by
erecting garish virtual signs calling for an endfte war in Irag and to “Impeach Bush” on propegyplurchased adjacent to
the disgruntled users. . . . Despite the besttsffafrthe disgruntled users, Lazarus Devine costirtuis campaign to erect
garish signs.”) (internal citations omitted).
I McCarthy,supranote 52, contains an example of this processtet fan abuse report immediately, a procedure pdavi
in [Second Life] when there is an issue with anotksident.” The report “automatically notes theqgse location of your
avatar when the report is filed, and it includezshapshot of the scene | saw there, with the infngjg sign. | received e-mail
g:zonfirmation of the abuse report.”

Id.
3 SeeStoup,supranote 7 at 331 (“Even Second Life's harshest samcthe threat of account termination, which issprived
as a possible punishment in the virtual world'siTgsic] of Service, is also likely an ineffectivargtion.”); see alsdQuarmby,
supra note 35 at 690.
" Seeleonard T. Nuara et aNo Man is an Island, not even in a Virtual Woidl3 PLI/Pat 523, 557 n.159 (2008) (“In
compliance with a subpoena . . . Linden Lab and®Rbgrovided Catteneo's IP address to Aldermai€ymmentators
advocate that certain activities, in particulacitland pornographic ones, should receive realldvaporting to authorities
from developers SeeStoup,supranote 7 at 337.
S An IP address is a unique identifier for a compthat is accessible through the internet.
"8 E.g.Linden Lab,Second Lifé¢ Terms of Servicegvailable athttp:/secondlife.com/corporate/tos.php. (“Lindeb will not
give any of your personal information to any thpatty without your express approval except: o.latv enforcement or other
appropriate third parties in connection with criadimvestigations and other investigations of fifglij see alsd.inden Lab,
Second Life | Privacy Policpvailable athttp://secondlife.com/corporate/privacy.php. (‘tlém Labmaydisclose your
personal informatioif required to do so by lawr in the good faith belief that such action isessary to: . . . (b) protect and
defend the rights or property of . . . the userSedond Life[.]”) (emphases added)
" SeeFep. R.CIv. P. 4 (a)(1)(B) (requiring summons to be “directedhi® defendant”) andel. R.Civ. P. 4 (€)(2)(B) (leaving
summons at “dwelling or usual place of abode”).
8 Linden Labsupranote 75.
9 Quarmbysupranote 35 at 692. (“Formerly, Linden Lab requiredgmective users to provide a valid credit cardaypal
account, or to respond to a cell phone SMS texsagss in order to open an account. After Jun®®6 Zhowever, its users
may create an account with only an e-mail addre@aiarmby goes on to indicate Linden’s other sauofaiser information:
“[Linden] should, however, still be in a positiomprovide that user's IP address. But even thattialways guaranteed.
[Software programs] allow users' computers to gatieest new IP address every time they go online, tifnvarting attempts to
easily track down an infringer by IP address alQr(enternal citations omitted).
8 Jacob Rogers, Noté, Passive Approach to Regulation of Virtual Worl#§ Geo. WasH. L. Rev. 405, 409 (2008);
Westbrook supranote 17 at 789.
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acquaintance broke no laws because the sword waslvproperty and therefore not protectableTherefore, he
took matters into his own hands a month later—hblstd the acquaintance to deithat trial he confessed and
received life imprisonmerft

For every participant who lashes out like Chengalg to their lack of a sufficient remedy, countleswe
simply become dissatisfied with the virtual worlidats developers. These participants stop pagnjleave the
virtual world® What ties them to the world are all of their vat possessions, which are generally not
transferable and not able to be sold, and theiutegjon within the virtual world These create lock-in and
network effect$® Because of the emigration from EULAs that failpimvide remedies, and the bad press from
occurrences like Changwei'’s, the ineffective remaegirovided to participants by EULAs should be ariaern to
developers.

A counterargument is that these virtual worldsrasrely games and incidents like Changwei’'s areezhus
by unstable humans, not their participation in anga Unlike traditional games, virtual worlds cramsssive
distances. If this kind of activity occurred inetheal world and nearby, participants could pursss severe
options. Having no options pushes them to extrent@isen the real world ability to pursue vengearibey do
So.

The United States lags behind other countries is tack of real-world recourse for virtual-world
participants. In South Korea virtual worlds havacm greater traction due to the success of NCshitisage,
released in 199%. South Korea protects virtual property, which “canbe bought or sold commercially, but it
can be exchanged between non-merchant individoalsfworld trade or currency. Theft of virtualgperty is a
criminal offense.® Additionally, Dutch and Japanese courts have caedifor theft of virtual propert? Other
foreign jurisdictions have begun to map real-wailghts and regulation into virtual world$,and as a result
become more or less attractive to business invegtthe

2.3 Developer’s Intent with EULAs

Developers countervail their self-imposed difie® punish and correct with their desire to retpiying
participants® They aren’t creating virtual worlds for the saké creating virtual worlds and social
experimentation, asambdaMOOdid.** Instead, they have returns to maximize for inmassand shareholdets.
Because of this, there is an interest in creatm@pressive a regulatory regime as possible. dsinlowers
administrative and litigation expens&so long as it doesn’t scare away potential substsior drive out existing

81 Sean F. Kaneyirtually Lawless: Legal and Economic Issues in MitWorlds 929 PLI/Pat 553, 565 (2008). China is
notable for now protecting virtual property—if Chaveg had contacted the police after those protestisere enacted, his
story may have ended differentlfaeeFairfield, supranote 4 at 1085.

82 Rogerssupranote 79 at 789.

8q.

84 David Assalone, Commeritaw in the Virtual World: Should the Surreal World@nline Communities be Brought Back to
Earth by Real World Laws26VILL. SPORTS& ENT. L.J.163, 195 (2009) (“With no means to appeal a Lindain decision
within the TOS, a dissatisfied user who wants gpdie only has one method to voice their disconteating the game
platform.”).

8 See infraPart I1.C (discussing real money trading).

8 SeeKunze,supranote 44 at { 6; Mayer-Schénberger etsalpranote 5 at 1793 (“[Plarticipants in virtual worlaeur
significant social and financial costs when they farced to leave. They not only have to leavarikbh network of friends
and their accumulation of social and other caplitat,also are forced to abandon the persistenatinvagrthat they have
constructed . . . .").

87 per Prof. Fairfield, “The South Korean populatis@8 million. As of February 1, 2004, 30 milliosers had accessed the
Lineage virtual environments. Over two million tsaccess Lineage regularly. Over forty-one pdroéSouth Korean
teenagers spend significant amounts of time iu&invorlds.” Fairfield supranote 4 at 1087-88 (internal citations omitted).
8 Joshua A.T. FairfieldThe Magic Circle VAND. J.ENT. L. & Prac. (forthcoming 2009) (manuscript at 14—1&Yailable at
http://papers.ssrn.com/sol3/Delivery.cfm/SSRN_ID1Z8#% code718923.pdf?abstractid=1304234.

8d. (manuscript at 1-2).

% Jeff W. LeBlancThe Pursuit of Virtual Life, Liberty, and Happinessd its Economic and Legal Recognition in the Real
World, 9 FLA. CoAsTAL L. Rev. 255, 281-82 (2008).

%11d. Australia in particular is considering taxingtuil transactions. China’s virtual property praatis “part of the
Chinese government’s initiative to build a compegitvirtual world industry.” Fairfieldsupranote 4 at 1085.

92 SupraPart I1.B.

9 Supranote 35.

94 SupraPart I.

%1d.

% Lastowka et al.supranote 11 at 59 n.314.
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ones en massé. Therefore, a virtual-world equivalent to real-Wbincarceration’s long-term separation of the
convicted from society does not exist; the conwiotild quickly leave the virtual worldf.

The intent of developers is usually expressed &sniag “the ability to modify the world as theyesét,
without being limited contractually’”® Even if that is their intent, commentators digpwhether the EULAs that
are drafted achieve this gd&!. Instead, these EULAs create chilling effects frontertain rights and potential
for lawsuits—all of which would be lowered by “dtiafy the terms fairly—or at least less lopsidediyf*

Developer’s drafting of EULAs has also been intehtte preclude any property right in virtual progert
acquired or created by participants. Because theAEis up front, developers may allege, particigaate on
notice. They should not become too attached tw tiaracters and possessions because ultimateotoests
with the developer. This argument disregards tfkedhrough which participants should (and absepossibly
unconscionable contract provision, would) haveapeprty interest in their virtual property? It also undermines
the premise of virtual worlds—developers make th@sdds to inspire participants to invest time akrgy in
their character, with the expectation that the develeyar't seize their property.

Another intent expressed by developers is to preveal money trade, “the sale of in-game items,
currency, characters or other data in order toiobtaal money.**® Certain developers have embraced this
activity, while others have forbidden'f: Many of the developers who embrace it do so bethe revenue from
selling virtual property is becoming substanti&&cond Lifeand Everquest llhave real money trade operations
owned and sanctioned by the developer, possildgtive commissions and yet another income solifcMarket
interest in real money trade is forecasted to mszt®

If the participants’ virtual property rights arecoginized, however, developers that forbid real rgdrede
may find courts willing to hold that forbiddance aamscionable. But for the EULA provision forbiddimeal
money tradé®’ World of Warcrafs over 11.5 million subscribef§ would be able to trade and sell their virtual
property interests in their character and inventdtyshocks the conscience to see a contractloésadn put this
severe a restraint on such a valuable propertyeisit®®

971d; Michael Rischyirtual Third Parties 25 $INTA CLARA COMPUTER& HIGH TECH. L.J. 415, 418 (2008) (“[P]roviders want
to take little or no responsibility for interactbetween their users so long as users do not ieavreves.”).

%8 Contra Stoup,supranote 7 at 330 (“The cornfield purgatory sanctiateéed banishing a resident who violated one ef th
rules of Second Life to [an area] where all théderst could do was ride a tractor in a field ofredrTo their chagrin, “[t]his
sanction was ultimately an ineffective deterrerdduse many residents wanted to see the cornfiegghfory and started to
purposefully violate Second Life’s rules to expede the tractor ride.”)

% Kunze,supranote 44 at { 19.

100|4. (among the reasons: the EULAs are already soeiffiatvor of the developer, it’s hard to see how teylimited:; also
the lack of notice militates against enforceahi)ity

0819, at 7 22.

102 Seefritzsche supranote 45 at Part Il; Westbroogypranote 17 at 801.

193 square-EnixQuestions & Answerdeal Money Trading.
https://secure.playonline.com/polapps/s/s.kb.htaffZ)JID=3&polg_loc=en&id=2802.

104\World of Warcrafss Blizzard Entertainment has “banned over 59,0@®agts and removed 22,000,000 gold from the
virtual economy” due to real market trade. Fritescupranote 45 at IntroductionFinal Fantasy Xk Square-Enix has a
“Special Task Force . . . dedicated to stoppingugeof both third-party programs and RMT-relatetivaies.” 1d. By
contrast, “Linden Lab encourages [real money tradéyity” in Second LifeEverQuesbanned an&verQuest lipermitted it;
andUltima Onlineembraced real money trade. Fritzschgranote 45 at Part 111

105 Fritzsche supranote 45 at Part lIl.

106 |d

197\World of WarcraftTerms of Use § 14vailable athttp://www.worldofwarcraft.com/legal/termsofuserti{agreeing to “no
right or title in or to . . . virtual goods or carncy appearing or originating in the Game][.] Blizzard does not recognize . . .
the purported sale, gift or trade in the "real wbf anything that appears or originates in thenéd).

108 press Release, Blizzard Entertainmiviorld of WarcraftSubscriber Base Reaches 11.5 Million Worldwide (Demer 23,
2008),available athttp://www.blizzard.com/us/press/081121.html.

109 seefritzsche supranote 45 at Part llicontraJamie J. Kayser, Not&he New New-World: Virtual Property and the End
User License Agreemert7 Loy. L.A. ENT. L. Rev. 59, 78 (2006) (“[A]t the level of basic contraat@analysis, the clear intent
of the parties is manifested and easily discernlaplihe court. . . . Players have agreed not todosell virtual objects outside
of the virtual world of World of Warcraft” Therefore, courts should “defer to the expresss of the agreement and give
Blizzard total control over the virtual world ..")
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2.4 Spy vs. Spy™*° Online—Virtual-World Participants’ Attempts to Out  wit Developers’ EULA and

Programmatic Constraints

In virtual worlds where the EULA forbids real monéwading, a black market still engages in real nyone
trading'*' Businesses operate around the lucrative prenfigererating virtual property to offer for real neyn
trade. The market was in 2007 worth approximatalg billion dollars. This has several negativee&f on
participants’ experience: the inability to prevéiis black market arouses participants’ resentroénbe black-
market merchants’ EULA violatior's? and the risk of fraud rises.

Entire participant accounts are also traded and] sgjain generally in violation of EULAs. Thisdsne to
be able to have characters, who can participatgdaops with other friends who have invested a fdiroe into
their characters and also to impress others withofltheir seemingly hard-earned virtual possesstoh
Developers’ police listings on popular auction siseich as eBay and successfully prevent some ssEfleiThe
same black market's negative effects above appiiydse transactions.

Lowering these negative effects is one reason émekbper-sanctioned and -operated real money trade
operations, as discussed in Il.C. Doing so allayeveloper control over the market—they can “ensure
performance on all contracts, thus eliminating drand thereby generating heightened customer aetiisf.”
Real money trading regulation, as opposed to pitadrib) is an increasing trend in virtual world gomance—
EverQuest Ik allowance was a reversal for a major virtualddaeveloper in this area.

Aside from virtual property restraints, virtual-idrlaw also involves other areas of real-world law.
Consider torts: having millions of people interagtiin these virtual worlds will necessarily creatame virtual
libels, batteries, and intentional inflictions ahetional distress. The feeling of anonymity granbg the internet,
enhanced by a participant’s character being aalittroll,” *'® leads to behavioral extremes in virtual worlds.
During a news interview within the virtual worldnienated phalluses attacked a real-estate mogBkgond Life
with real-world portraits of the mogul’s player Halg a giant phallust’ Virtual world developers as a social
experiment created a traderAnTale in the Desemvho “caused an uproar when he ‘declared he wooldell to
women and then inquired whether one female charaate for sale.’ *'®

These, too, are often forbidden by EULAS. But such provisions are impossible to enforceqadeely,
and usually sanctions for such activity are noesev Participants, who engage in such activitigrotreate false
pretenses to explain why they did so when asketh&yleveloper’'s employees, under 11.B’s abuse tepeathey
claim to be role-playing or that they were provoke@enerally, the true purpose is for comedic valudulz,’
“the joy of disrupting another’s emotional equilion. ‘Lulz is watching someone lose their mindthagir
computer 2,000 miles away while you chat with fdemnd laugh,’ said one ex-troll . . :2%

To summarize, EULASs taken alone present a flawethatkof governance of virtual worlds. First, they
are rooted in contracts that are susceptible t@onswonability and courts are finding it. Secopdticipants are
not the intended beneficiaries of this source ofual world law indicated by their lack of recoursader the
EULA, which undermines their participatory expeden Third, the developers’ intent is not to preval judicial
system, only to keep subscribers complacent anthgayinally, participants have the maotivation arapability

110«gpy vs. Spy is a wordless black and white cortiip shat has been publishedNed magazine since 1961. . . . The comic
features two spies, Black and White, who are cotigtamrring against each other, and coming up witlieasingly
sophisticated ways of doing away with the othaiikipedia, Spy vs. Spy, http://en.wikipedia.org/i@py_vs._spy.
1lseekane,supranote 80 at 558-59; LeBlansypranote 89 at 272-73.

112 5ee Kanesupranote 80 at 559 (discussing class-action plainéitfa disadvantage for not buying virtual goldvdorld of
Warcraftin Hernandez v. IGE U.S., LLCase No. 07-21403-Civ-Cohn/Seltzer. (D.Fla. AugusP68) This case has since
settled but the class-action may be resursedJoint Stipulation at f Bvailable at
http://virtuallyblind.com/files/hernandez/hernandstipulation.pdf).).

113 5eeKayser,supranote 108 at 74.

114see idat 66; Kanesupranote 80 at 558; Fairfieldupranote 4 at 1063; Fritzschsypranote 45 at Introductiorsee also
Kunze,supranote 44 at  43Baynow afraid to deal in virtual goods).

115 Kayser,supranote 108 at 79.

18 Trolls are a blue-skinned race “renowned for their cyusftd dark mysticism. Barbarous and superstitidiesyily Trolls
carry a seething hatred for all other races.” iBipeints may select to play as onéMorld of Warcraft Races -> Trolls,
http://www.worldofwarcraft.com/info/races/trollstsfi. In internet culturetroll also has a figurative sense that is fitting here:
“someone who intentionally disrupts online commiasit’ Mattathias SchwartkjalwebolenceN.Y. TIMES, August 3, 2008,
available athttp://www.nytimes.com/2008/08/03/magazine/03&-alhtml.

117 Assalonesupranote 83 at 179-80.

118 Rogerssupranote 79 at 413quotingDaniel TerdimanHeavy Price for Free SpeectWireb, Nov. 2, 2004available at
http://www.wired.com/gaming/gamingreviews/news/200465532).

19geeworld of WarcraftTerms of Use § 9 (Bvailable athttp://www.worldofwarcraft.com/legal/termsofusertit

(forbidding language deemed offensive by the dguais; posting personal information; spamming pigdicts with unwanted
messages; activities deemed fraudulent by the deeed; impersonation of real people; and more).

120 schwartzsupranote 115.
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to circumvent EULA provisions. Because of theséinfigs, external regulation is necessary as a sdiem of
rulemaking.

3. Current External Regulatory Attempts Fail to Pro  perly Regulate, Requiring
EULAs

Even at its best, external regulation will not paitevery instance of behaviors not protected byA=Jin virtual
worlds. There are problems, including jurisdictiohparticipants of virtual worlds, which are commto the
internet itself*** Traditional notions of jurisdiction greatly inee the difficulty of litigants bringing real-world
actions based on virtual-world acts; many of thpotential defendants are in distant or extra-nafion
jurisdictions'*® Federal statutes to regulate this would provideainational consistency, but would be helpless in
cases from outside the nation.

Because of this, Professor Joshua A.T. Fairfietples for a common-law-codified-to-statute apprdach
the internet: “Rules for regulation of the Intermetve developed according to the same processasthmon
law elsewhere: business norms have developed ridiastry standards, which in turn are adopted bytspand
the resulting common law rules are codified bywet."* The solution proposed in Part 4 formalizes the
business norms and industry standards portionisfrilethod for the virtual world industry, giving wts ready
access to standards to consider; this Part cossidiernative routes to regulation.

3.1 “The Blind Are Not Good Trailblazers” ***

Because of the differences between EULAS, courdsiegislators will have great difficulty decidingrtwal world
issues without any guidance. Essentially, eadialinvorld has its own legal system, coined as ‘Buf by one
commentatof?® “Federal legislation in the new arena of virtwabrids also runs the risk of outstripping
congressional understanding of the issues and odmim of virtual worlds, as it has in other areak o
technology.*® Some virtual worlds even have a notion of caséfawThese complicate any one-size-fits-all
solution devised by regulators. Per Judge Eastekbr‘lf we are so far behind in matching law towell-
understood technology such as photocopiers . at wiiance do we have for a technology such as cengpthat

is mutating faster than the virus in The Androm&tfain?**

Mapping current regulatory methods into virtual ldsralso has significant problems, albeit differfram
EULAs. Unlike real property, virtual property issseptible to bugs in the virtual world that caduee its utility
and valué?® The development process also leads to newly emlegttual properties unbalancing the existing
virtual world, and subsequent re-balancing effadscorrect that. The developer also retains aarést—a
possessory interest at the code level—of virtualpprty’*® Other regulatory schemes have had similar
difficulties when applied to virtual world*

Commentators question whether external regulasomeduired at all. Because current property doesri
do not fit virtual worlds, Dan Lawrence argues thaw property law doctrines to protect virtual pesty” would
be required® Even if needed, only a “narrow range of circumsés entitl[e] a virtual property holder to a legal
remedy.” Lawrence determines that current contiedcarrangements and courts’ declaring certain ipi@vs

121 seeAssalonesupranote 83 at 188—89 (jurisdictional issues withregulation of virtual worlds); Joshua A.T. Fairtlel
Cracks in the Foundation: The New Internet LegistdsdHidden Threat to Privacy and Commerg8é Ariz. St. L.J. 1193,
1200 (2006) (“[T]he possibility of nearly infiniteccess to people in other jurisdictions, combingét the ease and low
expense of such contacts, has operated to raiseetheency of cross-border transactions to an uwsgkented degree.”).
12219, at 1219-20 (discussing federal CAN-SPAM Act’s liibns against out-of-country spammers).

12314, at 1199.

124 Frank H. EasterbroolGyberspace and the Law of the Hqr§896 U.CHi. LEGAL F. 207, 207 (1996).

125 Jankowichsupranote 55 at 8.

126 Rogerssupranote 79 at 414quotingJankowichsupranote 55 at 5).

127 For exampleWorld of Warcrafthas occasional and uncodified pronouncementseainfidrums that clarify like the Internal
Revenue Service’s regulations, and known infractamds their corresponding penalties have some peetiadivalue. Contra
Mnookin, supranote 14 (arbitrators “may [not] . . . call for amlaw as the result of the arbitration . . . lagtical terms, . . .
[ilt means that except by providing potentially feaisive examples of community norms, disputes hayerecedential
value.”) .

128 Easterbrooksupranote 123 at 210.

129 5eeDan E. Lawrence, Noté, Really is Just a Game: The Impracticality of Commnaw Property Rights in Virtual
Property, 47 WasHBURN L.J. 505, 521-23 (2008).

130 SeeAssalonesupranote 83 at 177.

131 seeAssalonesupranote 83 at 172t seq(discussing issues with property, criminal andhtin being applied to virtual
worlds).

132 | awrencesupranote 128 at 524—25.
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unconscionable is sufficient for virtual propergnd the attention afforded virtual worlds “does mpetr se
demonstrate the need for new laws.” If existingdavork, use thertt®

This argument is flawed for virtual worlds whenpligd outside of property, including property-based
torts and torts against the person. These diftenfMr. Lawrence’s example of real-world tortiougsathat are
allowed and accepted within the virtual world, sashthe ability for your character to steal propéntUItima
Online™* these are acts arising from or related to conduthe virtual world that is a real-world tort dated at
the participant, not their character in the virtualrld. These are generally forbidden by EUL'ASbut are not
enforced in the same manner as a court would. Bbksmmabove show that the developer’s business model
provides financial reward for the developer to lacterest in providing the same remedies that atcoould
provide to participant-to-participant interactidrs.

These failures to provide remedies have contribtde@al-world murder and other crimes from frutsida
participants. Chengwei’s sword was not protecteden China’s property laws at the time, resultinggrave
consequences’ Currently in the United States, it would also betprotected. Applying real-world regulation
and modifying it as needed to specifically additests arising from virtual worlds is justified—exisg laws do
not work. Existing laws’ and EULAS’ failures magarticipants desperate.

The argument also fails to protect virtual propdrgnsactions that are outside the terms of the AUL
which is an agreement between just a participadttha developer, not between participants. Pp#itdis who
would have a colorable legal claim against anopi@eticipant need to apply the third-party benefigidoctrine.
“To date, . .. the practical and theoretical banes of . .. application to virtual worlds havetyo be fully
explored, perhaps because of an overly narrow idattconception®® Even if found to apply, “[t|he question
becomes which terms are actionable by one memiaénsiganother and which terms are nigt.”

It is likely that this doctrine will change as &udt of virtual worlds—another indicator that curreontract
law is not sufficient. Existing property law didtanticipate these kinds of contractual wrinklemg into play.
Therefore, regulation must change or new regulatienintroduced to support virtual world particijoat;
involving more than just virtual property.

3.2 Regulation Will Likely Split the Virtual World® s Community, Frustrating Regulatory Attempts

Prior regulatory attempts at Internet applicatibase worked like a cudgel, splintering the commiasithey were
intended to regulate. Consider the attempted atignl of Napster, which changed centralized filarstg to
decentralized file sharinf” The ability of users to emulate servers of virtwarlds and avoid the centralized
server provided by the developer indicates the samee is possible here. It would result in vatuworld
“providers themselves disappear[ing], and with thalmost any hope on the part of real-world lawmakeer
directly influence the governance inside virtualrlate.”*! Currently, developers have been active in pali¢he
attempts of others to emulate the developer’'s airtvorld server; such behavior is generally agathstr
EULAs.*? If worlds become decentralized, there would Iss eveloper presence.

As an additional result, the current regulatoryesuh of EULAs would be completely lost. Having no
developer control over the world creates a vacutdirendorcement, and players in these decentralizedaV
worlds would have no recourse. As witambdaMOQ “[w]hen the [developers] abdicated authority ogecial
conflicts, one character named Mr. Bungle took athge of the vacuum of rule enforcement to pursi®rzs
online for which he knew he would face no real-wlatbnsequences: he engaged in the verbal sexualliasé
other avatars™*® Regulatory efforts may in fact therefore make ¢herent oppressive EULA regime break and

1331d.; accord Easterbrooksupranote 124 at 210 (“[K]eep doing what you have béeimg. Most behavior in cyberspace is
easy to classify under current property princig)es.

134 _Lawrencesupranote 128 at 526 n.109.

135 Seesupranote 118.

138 sypraParts 11.B and .C.

137 |d

138 Risch,supranote 96 at 415cfting Lawrencesupranote 128 at 530—32; Fairfielsupranote 1 at 449).

1391d. at 420. Risch goes into further detail as to wiith.A provisions may create intended beneficiagied therefore be
actionable—his examples include anti-spam andteartissment provisions, as well as others relatingdperty and cheating.
Id. at 422et seq

140 Mayer-Schénberger et asypranote 5 at 1780.

1411d. (internal citations omitted).

142 World of WarcraftEnd User License Agreement § 2 (&)ailable athttp://www.worldofwarcraft.com/legal/eula.html.
(“You agree that you will not, under any circumstest . . . facilitate, create or maintain any uharized connection . . .,
including without limitation (a) any connectionaay unauthorized server that emulates, or attetomulate, the Service;
and (b) any connection using programs or toolserptessly approved by Blizzard[.]")

143 Mayer-Schénberger et asypranote 5 at 1798.
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anarchy ensue. If developers are “benevolent tdictd these efforts could be analogous to topplihgt
dictatorship and failing to rebuild a government.

4. A Coordinated Effort to Provide Regulatory Guida  nce Across Virtual Worlds
may Provide a Basis for External Regulation, or Mak e External Regulation
Unnecessary

Self-regulation of other internet protocols andlaapions already exist. The World Wide Web Cotison is an
international standards organization founded ir4198im Berners-Lee founded it “[t]o lead the WoWide Web
to its full potential by developing protocols andidglines that ensure long-term growth for the W&b. The
Consortium has been responsible for standardiziaghical formats, Cascading Style Sheets, Hypeitarkup
Language revisions, and Extensible Markup Langu&gélthough these have not been adopted and enfdrged
governmental regulators, those that would be régdaweb browser application developers, web dewtp
and others—employ the Consortium’s standards. efbee, it is effective self-regulation. Other mantsms for
self-regulation come from the Internet Engineerliagk Force and the Internet Corporation for AssigNames
and Numberd? The former develops “standards that allow therimt to function as a global network[;]” the
latter administers the domain name systém.

Mr. Caral summarizes arguments for self-regulatidwapted to this topic: first, self-regulating dééspers
know their industry and technical limitations; sedpdevelopers’ accessible “in-house” expertiseci®ithe costs
of regulation; third, the virtual-world developdrsing regulated know the developers who are reggléem and
trust them more than outside regulators; fourtlvettgper self-regulation may be less formal and saats; and
fifth, the costs are allocated to the virtual woitdlustry not the publit®® Furthermore, self-regulation is
encouraged by the government: “Even where collectietion is necessary, governments should encourage
industryself-regulation and private-sector leadershipere possible . .1

The likely reason that the government is so williagoromote self-regulation for the Internet is dese the
government is only just getting acquainted with htawregulate it. The virtual world council can ke
government’s role modéf’ Better yet, if the council’s self-regulation iffestive, the government is willing to
stay out entirely: Wheregovernment intervention isecessary, its role should b@ ensure competition, . . . and
facilitate dispute resolutiomot to regulate’*>*

Here, the virtual world market is such that setjtiation is feasible. Developers of virtual workie few,
because of large barriers to enty. Many projects in development never come to fouitdlue to these barriers.
“The market of virtual world providers operatestwibe conscious parallelism of an oligopoly, indteé a truly
competitive market. As a result, consumers oftemat have meaningful choice when selecting betwsdhAs
of virtual realms.*>*

Developers should self-regulate because keepingrgoental regulatory schemes out of their industry
retains their ability to change the world as thigy*f At the least, developers could constrain ovetsigtthe
standards that the virtual world council sets. eAlatively, instead of mere contractual obligatiomEULAS,
developers would also have to contend with regoyadbligations from external entities. If develop®f virtual

144\World Wide Web Consortium, About the World Wide Webnsortium (W3C), http://www.w3.org/Consortium/ (last
accessed April 6, 2009).

145 \wide Web Consortium, About W3C: History, http://imw@.org/Consortium/history (last accessed April )20

148 Jose MA. Emmanuel A. Caralessons from ICANN: Is Self-Regulation of the InteFuetdamentally Flawed22 NT'L.
J.L.& INFO. TECH. 1, 1 (2004).

147|d. at 15-18.

181d. at 5.

1491d. at 7-8 quotingWiLLIAM J.CLINTON & ALBERT GORE, Jr., A FRAMEWORK FORGLOBAL ELECTRONIC COMMERCE (1997),
available athttp://www.uazone.org/gis/ecomm.htm) (emphasiariginal).

150 g. id.at 9 (increasing centralization and governmemifiénce of United States regime).

1%11d. at 8 (emphases added).

152 Kunze,supranote 44 at 1 6; Lastowka et aupranote 11 at 59 n.314 (“The well-known virtual-woddsign guru Gordon
Walton recently made a top ten list of reasongmaoteate a virtual world . . . Walton's first reasvas that today's virtual
worlds can cost over $100 million to build.” (inted citations omitted));ompareRogerssupranote 79 at 420 (“As long as
potential virtual-world inhabitants act rationadlpd the barriers to entry for developers of virtuatlds remain relatively low,
EULAw (as Jankowich calls it), should be no moretpematic than real lawgiting EDWARD CASTRONOVA, SYNTHETIC
WORLDS: THE BUSINESS ANDCULTURE OFONLINE GAMES 65—-67 (2005) for the proposition that barriereméry are low).

153 Kunze,supranote 44 at 1 24.

154 SupraPart I1.C.
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worlds prove capable to protect participants’ rigaind ensure competition between wotfdsuch oversight may
not be necessary.

Proper protection of participants’ rights will recpidevelopers to invite participants to the bangej table
for their EULAs. Although this has not been doneirtual worlds, social networking sites on théemmet such as
Facebook have done §8. Persuading individual developers to collaboratth wheir users proves difficult.
Developers hang their hat on the notion that itrthigtual world is just a game and that it is justr game; if
participants don't like that, they can leave. Aight now, the market is sufficiently small andgapolistic that
this developer attitude works because participlatis a meaningful choice. As virtual worlds expahdwever—
and Professor Edward Castronova predicted 100omiparticipants by 203%—the industry will need to change.
EULA provisions will become a competitive advantdge virtual world developers to leverage, just@econd
Life leveraged their intellectual property protection.

A standards-setting body of developers such agstaaliworld council provides an impetus for change.
This would pressure existing virtual-world developeto become compliant or lose participant tfat.
Furthermore, a standard does not stifle competitibrstead, granting incentives that indicate tdip@ants, for
example, that this virtual world is compliant witke virtual world council’s virtual property starrda that protect
your investment of time and energy promotes cortipeti It incentivizes developers that modify thEWULA to
support these rights and become compliant. Comgdiawith the virtual world council’s possible viaiu
harassment standards also supports competitiomabyng participants feel that this virtual worldassafer place
to develop their character than a different, nomygliant world.

5. Conclusion

The creation of standards-setting bodies that sbdidevelopers of virtual worlds may provide duson that
avoids external regulation. If the alternativepimviding rights in EULAs to participants is the vgonment
wading into the fray, developers may be pressurgutatect their participants. When the governnamters this
arena, Napster-like results can occur to the imguathich could destroy the developer’s oligopoly.

Additionally, once standards exist, participantd aaurts have an easier way to view the virtualldvtran
through the byzantine provisions of the EULA. S$famls provide a basis for objective comparisonaiémptial
virtual worlds to participate in, and a basis foe development of common law methods of adjudigatintual
world disputes® The transaction costs to both participants andtsdn interpreting virtual worlds are reduced
by standardization.

Finally, developers are the most efficient partyask with the creation of such a council and tteaton
of standards. They have far and away the most lettge of how this industry works. They also hake t
leverage and credibility to persuade developerotopete with each other to attain compliance withgublished
standards. Lastly, the developers themselvesrafiipg from the virtual worlds; as for the stamds for virtual
worlds, they should be bearing the cost of creatiegn and being bound by them.
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