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Abstract. With the advancement of internet technologies, bdrdve adopted the use of
technologies to improve the efficiency and effeass of banking services. These technological
advancements have placed legal risks to personanfial information. The existing legislation
dealing with the protection of consumer’s rightpidvacy do not adequately protect these rights.
Acts such as the National Credit Act 34 of 20@%kes it difficult to protect financial privacy és
enables banks to disclose their customers’ infolwnathat impacts on the customers’ right to
financial privacy. Due to insufficient regulatiori financial privacy, consumer’s right to privacy
may be compromised. This article will discuss tbgal problems encountered in protecting
financial privacy in South Africa and questionshaflancing the duty of confidentiality and the
duty to disclose customer’s information.
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1. Introduction

With the fast growth of technology, the speed inclvhinternet banking has become popular and the afs
fraudulent cases, it has become a priority for méngncial service providers to strengthen theirame of
protecting their customers’ information. Every @mser expects financial privacy from their financial
institutions. In South Africa, section 14 of the r@Gtutiorf guarantees everyone a right to privacy and it is
protected by common law (law of delict) and the &itatior?. There is no specific legislation that deals only
with the right to financial privacy.

There is a need to protect financial privacy froeinlg misused or disclosed to wrongful people. Firgn
information runs a risk of being used to commituftaand money laundering. On 24 November 2008 it was
reported that credit card fraud cost South Afric&2@&million in 2007 and it has increased by 1l46cpet
between 2005/2006 and 2007/2008 according to thethSéfrican Banking Risk Information Centre
(SABRIC)? In 2010, credit card fraud losses in South Afagaounted to R22 million, on the national level, the
total banking industry’s financial losses due tedit card fraud decreased by 36 percent from R488I®n to
R263.8 million® Bank loan fraud is on a rise in South Africa aedently Bloemfontein was affected where
fraudulent salary advices from a non-existent cargpaere used for fraudulent bank loan applicatibiifie
incidents stated above indicate how consumers’idenfial information is at risk and the need to ioye the
measures used to safeguard financial privacy. Tthelaon financial privacy is not only South Afrisgroblem
but it is a global problem.

‘Traditionally, banks are required to uphold theuty of confidentiality to its customers and to feci the
customers’ financial information. However, the dofyconfidentiality conflicts with certain provigis of the

! The National Credit Act 34 of 2005, (hereinafteeredéd to as the NCA).
% The Constitution of the Republic of South Africa 689@ereinafter referred to as the Constitution)
3 .
Ibid.
4 http:www.iol-co.za/news/south-africa/credit-cardfd-hits-r420m, accessed on 30August 2011.
® allafrica.com/stories/201012010137.html , accesse@0 August 2011.
® http://www.news24.com/SouthAfrica/News/Eight-aressfor-bank-loan-fraud-201102 s&cessed on 30 August 2011.
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National Credit Act ( NCA of South AfricAwhich places a duty on the banks to disclose thestomers’
information where necessary. Section 69 of the N@#&vides for a national register of outstandingdire
agreements in which the credit provider will repaettain information either directly to the NatibfRegister or
to the credit bureau regarding the customer's tredormation including his/her credit histofyln many
instances it is the institutions that are entrustétth safeguarding financial information, like baeknployees,
who infringe on financial privacy of the customdrsSouth Africa, section 38 used when there is a conflict of
rights, in determining whether the limitation omthight is justifiablé’

When dealing with privacy relating to financial ues, the bank has a duty of confidentiality to @cbits
customers’ financial information. English law isalin support of the banks’ duty of confidentiafityn some
jurisdictions such as the Swiss Law, the banksy diftconfidentiality is based in criminal law anidetwell-
known law is Article 47 of Swiss Federal Bankinga,avhich was enacted in 1934 In terms of Swiss Federal
Banking Law, a bank breaching Article 47 is lialite imprisonment or a fine. There are many problems
experienced in protecting financial informatiom the course of conducting business we are reqtiréarnish
our financial information in instances such as hgya car, opening a bank account and securingra Tze
bank’s duty of confidentiality plays an importardle in safeguarding financial privacy and this dusy
recognised by courts.

The research on which this article is based focosethe question whether legislation is failingptmtect
financial privacy. This article will also weigh thights to privacy against the right to disclostimation. The
article is divided into four parts. Firstly it wikxamine the challenges experienced in protectingné€ial
privacy. Secondly, the conflicting duties of bardkk® examined. Thirdly, the limitation clause is lgsed.
Fourthly, a conclusion is drawn and recommendatemesmade on how a new balance might be struck. The
discussion on different crimes affecting finangmivacy will not give an in-depth analysis of thaldéwing
crimes, namely, money laundering, identity theftcking and fraud.

2. Contextualising the concept of financial privacy

In order to understand the concept of financiakquy in the study we examine the definitions of fiblliowing
words, financial institutions, money launderingdincial privacy, right to privacy and confidentiaflormation.

The South African Banks Act defines financial ihgibns as any authorised financial services p@viat
representative, includes a bank as defined in #rek8 Act'® a mutual bank as defined in Mutual Banks ot,
a co-operative bank as defined in the Co-operdameks Act®

In South Africa, the Financial Intelligence Centet'® defines money laundering or money laundering
activity as an activity which has or is likely tave the effect of concealing or disguising the ratsource,
location, disposition or movement of the proceedsntawful activities or any interest which anyadmas in such
proceeds, and includes any activity which conggwtn offence in terms of section 64 or sectidh @, 6 of the
Prevention Act.

"NCA

8 Ibid.

® See footnote 2

10 Article 47 of Swiss Federal Banking Law 1934.

. http: www.proeconomics.com/Law/BankinBasis of the Duty, accessed on 21 August 2011.
12 Case and Curtis v Minister of Safety and Securi§61® SA 617 (CC) 656-657.

13 Section 1(1) of the Banks Act 94 of 1990.

4 Section 1(1) of the Mutual Banks Act 124 of 1993.

15 Section 1(1) of the Co-operative Banks Act 40 di20

18 Financial Intelligence Centre Act 38 of 2001.
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Financial privacy is defined as a broad set oftadghat protect consumers from unlawful accessntntial
accounts by the government and other bodies, astulpr financial institutions from revealing finaiat data to
third parties without the authorization of the afés party"’

According to Neethling (South African author), tfight to privacy consists of all personal factstielg to a
person in his condition of seclusihln South Africa the Constitution provides that éeyone has the right to
privacy, which includes the right not to have thparson or home searched; their property searctned;
possessions seized; or the privacy of their comaatitins infringed™® The right to privacy creates an
obligation on financial institutions to protect tbenfidential information of their customers.

2.1 Confidential information

It is defined as data, technology, or know - hoat fls known by a substantial number of personsparéicular
industry?°

2.1.1 Duty of confidentiality

Information privacy is the creation and maintenaoiceules that structure and limit access to arelafgpersonal
data® The duty of confidentiality is defined as a banéigty to protect its customers’ information, to ehe
financial information private and secffeThe status of being a fiduciary imposes burdensobigations of
good faith on a perséh These fiduciary obligations are imposed on testelirectors of a companies, business
partners and agents in relation to their principak primary legal consequence is the duty of camiiality and

it is unequivocally stated that there are fundamignthree prosaic legal consequences which enenause of
this relationship, firstly that the bank has toled in good faith and without negligence chequsitted to it by

a customer, secondly it has a duty to obey itsormst’s instructions regarding the collection of ghes, effects
payable to the customer and payments ordered bgugtemer and lastly it owes certain incidentaladuto its
customer* The duty of confidentiality assists in protectianfidential information.

2.1.2 Limitations on the Right to Financial Priyac

The right to financial privacy is not free from liiaion in South Africa, may be limited by statutdimitation

or common law limitation. Section 36(1) of the Bill Right<> provides for statutory limitation on the right to
financial privacy. Acts of legislation such as FIG&d NCA, compel banks to disclose their customers’
information where necessary and they statutorityitlthe customers’ right to privacy. The case ofiffier®
provides for common law limitation on privacy byilag down four instances in which limitation on thight to
privacy is justified. The right to financial priyaés a right protected in the Bill of Rights in nes of section14’

7 http://www.businessdictionary.com/definition/finameprivacy.htm| viewed on 21 August 2011.
18 See Neethling J et el, Neethling’s Law of Persion8iutterworths Durban™ edition (2005) p 30.
19 Section 14 of the Constitution.
20 Robert Unikel, ‘Bridging the “Trade Secret” Gaprdeecting “Confidential Information” Not Rising tthe Level of
Trade Secrets, Loyola University Chicago Law Jour(i#198) VVol.29, p844
2L Edward J. Janger, Gramm-Leach-Bliley Act, InformatPrivacy, and the Limits of Default Rules, The $wsium:
Modern Studies in Privacy Law, Minnesota Law Rev{@@02), Vol.86, p1223
22 McKelvey B, Comment: Financial Institutions’ duty ebnfidentiality to keep customer’s personal infation secure
from the threat of identity theft.’
2 Alastair Hudson The law of Finance' dd, Sweet and Maxwell, 2009, 93. A fiduciary oatign arises when one person
has agreed to act in the affairs of another pei@®nArticle 47 of Swiss Federal Banking Law of 19B4ses the banks duty
of confidentiality in criminal law.
24 Ellinger's Modern Banking Law, EP Ellinger; E Loroka; RJA Hooley % ed Oxford University Press 2006 at 117.
%5 See footnote 2.
zj Tournier v National Provincial and Union Bank of Hagd (1924) 1 KB 461

Op cit.
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Conditions for limiting the right to financial paey are provided by section 36 ¥19f the Bill of Rights. In
terms of section 36(}) “the rights in the Bill of Rights may be limitednly in terms of law of general
application to the extent that the limitation isagenable and justifiable in an open and democsatieety based
on human dignity, equality and freedom, taking iatcount all relevant factors, including:

a) the nature of the right,

b) the importance of the purpose of the limitation

c) the nature and extent of the limitation

d) the relation between the limitation and its purppaed
e) less restrictive means to achieve the purpose”

Section 36 (2) provides that except as providedsuibsection (1) or in any other provision of the
Constitution, no law may limit any right entrenchiecthe Bill of Rights®® When the limitation clause (section
36 of the Bill of Rights) is applied to the privadght, the latter might be outweighed and comps®&di In a
situation where the right to privacy is compromisecustomer’s confidential information may be akri

2.2 Justification for Disclosing Confidential Imfoation

The case offournier v National Provincial and Union Bank of gland® provides four instances in which
limitation of privacy is justified. The qualificains as laid down in the above case can equalbpipéed in the
Republic of South Africd?

The four instances which qualify disclosure of imfiation can be classified under the following cinsances:

» where disclosure is under compulsion by law;

» where there is a duty to the public to disclose;

» where the interests of the bank require disclosamd;

« where the disclosure is made by the express didgthponsent of the custom&t.

2.2.1 Disclosure under compulsion by law

Banks are compelled by various Aftin South Africa to disclose information when cédllepon to do s&
Those instances include the following acts:

« The Receiver of Revenue is entitled to obtain wieténformation he require$in terms of Section
99, the Receiver may appoint any party, includinzpek, as his agent to make payment of any tax
due from moneys held on behalf of a custoffer.

e The Registrar or any person acting under his writtathority, in terms of Section 3(2) may at all
reasonable times enter upon any premises thenespeét and extract information from or make
copies of any document relating to the financesroaffected organisation and may , if in his

2 |bid.
2 |bid.
0 bid.
31 see footnote 26
32 A B Fourie , The Banker and the Law (1993) p 52
% See footnote 24.
% Income Tax Act No. 58 of 1962, Affected Organisasi Act 31 of 1974Drugs and Drug Trafficking Act 140 of 1992.
35 http://www.banking.orgCode of Banking Practice/ The Banking Council, acegsm 22 August 2011.
2? Section 74 of the Income Tax Act No. 58 of 1962.
Ibid.
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opinion it is desirable for practical reasons, remany such document to any other premises for
those purpose.

e An authorised officer is granted the widest powersgperforming his functions, such as submission
and seizure of any specified document(s) by anggrein possession thereof, or under his control
In terms of Section 6(2) (&

» Section 8(a) and (b) provides that the bank magadtked upon to furnish confidential information
in respect of his customer to the Auditor-Gené&tah terms of Section 19 (1) tHEreasury, or any
person authorized by the Treasury, may order amgopeto furnish any information at such
person’s disposal which the Treasury as such as#tbperson deems necessary for the purposes of
these regulations and any person generally or fipadbyi appointed by the Treasury for the purpose
may enter the residential or business premisespeirson so ordered and may inspect any books or
documents belonging to, or under the control ohguersori

» Section (6) (a) provides that the Director may summny person who is believed to be able to
furnish any information on the subject of the inguor to have in his possession or under his
control any book, document or other object relatmthat subject, to appear before the Directar at
time and place specified in the summons, to betouesd or to produce that book, document or
other object?

«  Section 10 (2§ provides that if any director, manager, or exaeutfficer of a financial institution,
who has reason to suspect that any property actjbiréhe financial institution from any person in
the ordinary course of the financial institutiotvgsiness constitutes the proceeds of a drug-related
crime, he should advise any commissioned officehefSouth African Police assigned to the South
African Narcotics Bureau thereof and, at the retjoéshe said police official, to furnish him with
such particulars as the official of the financiastitution may have available regarding any such
person.

» The bank must comply with court order granted agjainto furnish information on its customer’s
account and this is enforced by the courts. A guretegally entitled to claim information from a
creditor (or bank) under Section 10 {2).

2.2.2 Duty to disclose to the public

In England the Criminal Justice Act permits bankslisclose confidential information based on suspiof a
customer’s involvement in certain specified offesiten South Africa banks do not have similar protectas
in England and legislation should be introduced ldanks to furnish the police with such informatias the
furnishing of information to the police where a trmser is suspected of crime would be unwarrafted.

zz Affected Organisations Act No. 31 of 1974.
Ibid.
“C The Auditor-General Act 52 of 1989.
41 Exchange Control Regulations, Orders and Rules 1961.
42 |nvestigation of Serious Economic Offences Act b17991.
43 Drugs and Drug Trafficking Act 140 of 1992.
4 Usury Act 73 of 1968.
45 Criminal Justice Act 1988.
46 A B Fourie , The Banker and the Law (1993) p 60.
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2.2.3 Disclosure in the interest of the bank

The bank could furnish confidential informationdtiher companies in the group such as banking siabigisl or
one of its non- banking subsidiaries, such as estgencie§’ Banks may pass their customers’ information to
credit reference agencies and this informatiorseful to the creditors/moneylenders/credit grantors

2.2.4 Disclosure made by express or implied cansiethe customer

There is implied consent of a customer when a guwktains information on the account he guarantess a
bank and also where the bank gives bank repogadther bank acting on behalf of a custoffier.

3. Theimportance of protecting financial privacy

In our new information-age society people, orgaiosa, agencies and governments are confrontedthvigats
against, and vulnerabilities of our informationrastructure and information systems. At the samme tiour
daily economical life and our safety rely more andre on the integrity, availability and reliabilibf systems
and infrastructure® There are indications that obtaining financial atages by using non-ethical economical
attacks is growing given the low chance of detectidcraud and (organised) financial crime is repottethke
place 2? the information highway, where crime orgations have found their way to go after the notual
money:

It remains a concern for customers whether thei dallected by the financial institutions will leed for
the purpose intended. Customers of financial utstibs want to feel that their confidential infortiaa is in
good hands. Trust is one of the key factors whichssociated with successful bankih@rust will develop
when the participants to that transaction feel se@nd assured that only authorised users havessatoe
information and that the quality of the informatidieing accessed is complete, uncorrupted and easily
accessiblé® Without legislation and common law compelling fieéal institutions to protect financial privacy
adequately most of these financial institutions ldawt invest in security measures to protect thastomers’
financial privacy.

Some financial institutions would abuse their cosos’ information by providing third parties with i
without their customers’ consent. It would be diffit to hold someone accountable for an act thatois
regarded by law as an offence. Employees of firmnostitutions would see no reason to exerciseareable
care when dealing with customers’ information apthaiding their duty of confidentiality. Without pexting
financial privacy there would be a rise in fraudtland criminal activities occurring at financiasétitutions.

47 Suh, B. & Han, |., 2002, Effect of trust on custeraeceptance of Internet banking, Electronic Commé&esearch and
Applications, 1(3/4), 247-263.

8 Ibid.

4% |_uiijf, Eric A.M, Information Assurance and thefétmmation Society ( EICAR proceedings 1999).

%0 Fialka J, War by other means, New York, USA, W.\WK, (1997).

51 See footnote 42.

52 Bradley, L, Brown, | & Patel, K, 2007, ‘The antecetieand consequences of trust in Internet bankind®roceedings of
the 9" annual conference on WWW applications, Johanngsi8eptember 5-7, 2007, pp. 1-13.

53 McConnell, J, 1994, National training standardifdormation system security, accessed 14 Augusl 2Bam http: /
www.nstissc.gov/Assets/pdf/4011.pdf.
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4. Some of the crimes affecting financial privacy

Internet banking in South Africa is estimated taéhatarted in 1998' Technology has made banking easily
accessible but at the same time it has createg dogdinancial privacy to be infringed. Many baolstomers
enjoy the convenience, ease of use and relatielcbst of online banking. Internet banking has changed the
way in which the business of a bank is done a®tl®less contact between the bank customers anhttik. In
the banking sector, customers can now perform cambamking transactions without being inside thekban
such as paying bills, transferring funds, printstgtements, and enquiring about account balandesdhThe
nature of internet banking involves the acquirimgl orocessing of sensitive information, such askbzard
numbers, personal identification numbers and passgb It makes it vulnerable to criminal activities.

Statistics have indicated that cellphone bankinthés most popular mode of doing online bankingha t
South Africa®®Security concerns are raised amongst the customem®unding the protection of their
confidential information. In South Africa one ofetHaws aimed at regulating the electronic enviramme
electronic abuse and computer — related crimeshe Electronic Communications and Transactions
Act.*Financial privacy is attacked by crimes such astitietheft, fraud, money laundering and hackingrdy
laundering is the manipulation of illegally acquireealth in order to obscure its true source oungat

Typically, money is laundered through a three-spepcess: first , the placement stage, where cash is
introduced into the banking system or into theireteonomy, or often smuggled out of the countggandly,
the layering stage, where money is separated ft®wrigins by passing it through several finantiahsactions
in order to disguise the audit trail and thirdhg tintegration stage where funds are aggregatddiegitimately
obtained mone$® Crimes that may still be employed by investigatarsl prosecutors in money laundering
cases include fraud, complicity (either as an aqdm® or accessory after the fact) and defeatingttampting
to defeat the ends of justiée.

The two statutes that deal with money launderin@outh Africa is the Drugs and Drug Traffickingt&c
which originally criminalized money laundering atiie Proceeds of Crime Att.The PCA was problematic
because business undertakings that reported smspitansactions were refusing investigating offiGeccess to
documents or records listed in their report withantorder issued in terms of Criminal Procedure 2{ctof
1977, this hampered and delayed money launderingsiigation$? There has not been any conviction for
money laundering in terms of the Prevention of @izred Crime Act 121 of 1998.This makes you question
whether this Act is effective at all in dealing witases of money laundering. It is difficult to yide statistics
on the magnitude of money laundering in South Afficit some of the observations made about its mstho

54 Kabanda, S.K., Brown, I., Nyamakura, V. & Keshay2010, ‘South African banks and their online pdy policy
statements: A content analysis’, SA Journal of imiation Management 12(1), Art. #418, 7 pages. 014102 / sajim.
v12i1.418.

%5 Singh, A.M., 2004, ‘Trends in South African Imet banking’, Aslib Proceedings: New Informatiorrspectives, 56(3),
187-196.

%8 Arcand, M, Arle-Dufour, M, Nantel, J. & Vincent,, 2007, ‘The impact of reading a website’s privatatement on
perceived control over privacy and perceived tr@tline Information Review, 31(5), 661-681. Cazigi, Shao, B. B. &
St Louise, R. D. , 2003, ‘Addressing e-businessgagvconcerns: The role of trust and value comgdyibj ACM
symposium on applied computing , ACM, Melbourne, §ib7-622.

5" See footnote 40.

%8 Seefn 17. http://www.worldwideworx.com/2006/11/14/cost-is-they-to-cellphone-banking ‘the use of mobile internet
services has exploded in South Africa’. Accessadl®August 2011.

%9 Electronic Communications and Transactions Act Mbof 2002, ( herein after referred to as the EGT) A

80 Angela Itzikowitz, (1998) "South Africa: Prevertiand Control of Money Laundering”, Journal of Mphaundering
Control, Vol. 2 Iss: 1, pp.74 — 81.

®1 Ronel van Wyk, ‘Current situation and countermeasagainst money laundering in South Africa’

62 See footnote 36.

83 The Proceeds of Crime Act 76 of 1996 (PCA).

6 See footnote 23.

% |bid.
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include; cases where hot money was deposited ik baoounts or washed by buying insurance or other
financial instruments and electronic wire transfeysand from South Afric& It is important for financial
institutions to identify circumstances in which megnlaundering is taking place to be able to conibat
successfully.

Identity theft is another crime that is a threafit@mncial information. Identity as an interestpdrsonality
can be defined as a person’s unigueness or indikfguvhich identifies or individualises him as arpcular
person and thus distinguishes him from otfiétdentity theft is the theft of identity informaticsuch as a name,
date of birth, Social Security number (SSN), oredit card numbe? Identity theft has been described by some
as the crime of the new millenniuthAny activity in which identity information is shed or made available
creates an opportunity for identity théttidentity theft can result from street theft, steglof mail, organized
crime schemes using computerized databases anihgorild employees with access to customer’s personal
information. It is estimated that identity theft has become fmest-growing financial crime in America and
perhaps the fastest-growing crime of any kind insnciety’*

Hadking continues to violate financial privacy. Souftfrican businesses are powerless to act against
computer hackers who are stealing information wbitlions of rand from them every ye&rCompanies that
have been hit by hackers are reluctant to go publidhe incidents because security that is perdeigebe
penetrable reflects negatively on them. There aréegal safeguards against hackers and under rexikstivs
they are untouchablé.South African courts are frustrated when a haikeaught because they are forced to
allow them to get off scot- frefé.

Cognitive hacking in the context of perception ngeraent means gaining access to or breaking into a
computer information system to modify certain usehaviours in a way that violates the integrityttad entire
user information systefi. There are two kinds of cognitive hacking, it cdther be covert or overt. Overt
cognitive hacking is more of a nuisance and embamant than a serious threat, includes defacirspoofing
legitimate forms of communication to influence tneer and the attacker does not disguise the afta@k.the
other hand, convert cognitive hacking is likelyhtave more significant, less predictable consequeace it
includes the subtle manipulation of perceptions #redblatant use of misleading informati@rrhe attacker
tries to disguise the attack.

More needs to be done to improve protection affortte the user. Application of the law to cognitive
hacking and Internet- related areas is volatile, lance between privacy and security has shittecrds
security’® Combating cognitive hacking requires either préivenunauthorized access to information assets or
detecting posted misinformation before it affect®rubehavior and therefore countermeasures areetieed
detect misinformatiof?

% pid.
67 See footnote 13, p 36.
® Hoar, Sean B, ‘Identity Theft: The Crime of the Ni\#lennium’, Oregon Law Review , Vol 80, 2001, p423.
%9 REG GUARD (Eugene, Or), Identity Thieves, Apr 300@@t 1A.
0 See footnote 32.
"1 Rep. John B. Shadegdrentity Theft: Is There Another You?: Joint hegrirefore the House Subcommittees. on
Telecommunications, Trade and Consumer Protectiod,om Finance and Hazardous Materials, of the Coom.
Commercel06th Cong. 16 (1999).
2 Gordon Greg, * Hackers can tap into computeeslstata and get off scot-free’
www.btimes.co.za/97/0601/tech/tech6.tdotessed on 18 August 2011.
3 See footnote 36.
4 See footnote 65.
S Cybenko George, Giani Annarita, Thompson Paul, f@tdge Hacking: A battle for the mind * Journal Coutgr Vol 35
Issue 8, August 2002. Accessed on 22 August 2011,
Dsttp://dl.acm.orq/citation.cfm?id=619078&picked=Q&Eﬁd=39306023&cft0ken=92565326
Ibid.
" bid.
Bibid 40.
9 |bid.
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Fraud is affecting financial institutions badly. Weaccount fraud, which involves criminals usingséal
identity, made-up or stolen, to open a new accotypically to obtain a credit card or loan, is beidog a
serious concern in our information-based econ8irgank fraud takes place when a person(s) knowingly
executes, or attempts to execute, a scheme ocartdf defraud a financial institution or to olptainy of the
moneys, funds, credits, assets, securities or gihgperty owned by, or under the custody or contrfpla
financial institution, by means of false or fraushil pretenses, representations, or pronfises.

5. Legidation that promotesthe protection of financial privacy

It is a statutory requirement that banks protect guard their customers’ confidentiality. DirectafsFinancial

Institutions, employees of the bank, officers ie thepartment of Finance are required to honour they of

confidentiality to its customers except where lgisn supports non-compliance. These are somieeo$tatutes
in South Africa that recognise and offer protectiothe bank's duty of confidentiality.

5.1 South African Reserve Bank Act No. 90 of 48ARB)

Section 33 (1)(&f deals with the preservation of secrecy on findrini@rmation and confidential information
of bank customers and it prohibits disclosure of enxformation relating to affairs of the bank, shlamlders of

the bank or a client of the bank except to the Mari of Finance, Director- General, or for purpage

performing his or her duties or when required tosddbefore a court of lafif.Section 33(1)(8§ indicates that

disclosure of information of a client of the bamquires the written consent of the Minister of iceand the
Governor after consultation with the cliéft.

The bank shall be compelled to produce proof ofiesmiin accounting records and documentation okban
only if it is ordered by the court to produce suebords in terms of Section 33 (1) (a) of the SARBhe above
Acts govern the protection of confidential inforioat and show that our legislation intends to profeancial
privacy of bank customers.

5.2 Electronic Communications and Transactions (E&Gt 25 of 2002

The main purpose of the ECT Act is to provide fug facilitation and regulation of electronic comnmations
and transactions; to provide for the developmerd o&tional e-strategy for the Republic; to prommtesersal
access to electronic communications and transact@omn the use of electronic transactions by SMM&s;
provide for human resource development in electrtnainsactions; tprevent abuse of information systems; to
encourage the use of e-government services; apdoigde for matters connected therewithThe ECT Act
strives to promote legal certainty and confidenteespect of electronic communications and traisast as
well as to safeguard personal information when snfdrmation is processed by public and privateibsgf

80 Hartmann- Wendels Thomas et al, ‘Determinantsaoks’ risk exposure to account fraud- Evidencelyrdal of Banking
& Finance 33 (2009) p 348.
81 http:// www.fdic.gov/regulations/laws/rules/800&ccessed on 22 August 2011.
zz South African Reserve Bank Act No. 90 of 1989 (SARB).
Ibid.
8 |bid.
& |pid.
& 1bid.
8 bid.
8 See footnote 25.
89 Kyobe, M, 2009, ‘Factors influencing SME compliangith government regulation on use of IT: The azfsBouth
Africa’, Journal of Global Information Managemeh¥,(2), 30-59.
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Results and analysis of the banks compliance viithECT Act indicated that 69% of the South African
banks sampled posted a privacy statement on thebsite, the remaining banks lacked a privacy policy
statement and the banks that had privacy policestant, none adhered to all the prescribed by ECT A
Only 15% of the banks concerned gave customer®ptien of giving consent for the use of their paao
information®*

5.3 Protection of Personal Information Bil(PPI)

The Protection of Personal Information Bill is posps to give effect to the constitutional rightptivacy, by
safeguarding personal information subject to jisdile limitations, regulating the processing of queral
information and by providing rights and remedies pimtect personal information. This proposition lwil
adequately protect financial privacy.

6. Overview of Legislation I mpacting on Financial Privacy

Financial Intelligence Centre Act (FICE)

The FICA aims at governing money-laundering, oedinarious measures aimed at facilitating the tieteand
investigation of money laundering in South Africadaensures that the Financial Intelligence CenH€)
monitors compliance by accountable institutionshwitiICA’s provisions. FICA imposes four obligations
financial institutions, namely, to identify custoragto keep a record of transactions, to reponstiations and to
train employees (i.e. to comply with FICA’s prowse).

Section 22(1% provides that whenever an accountable instituistablishes a business relationship or
concludes a transaction with a client, it must kaemcord, among other things, of the followingg tient's
identity or the person on whose behalf the clisragting, the manner in which the identities wesgfied, the
nature of the business relationship or transactibe, amount involved and the parties to a transactall
accounts involved in transactions concluded fdfemtand the documents utilised to verify the mlis identity.

Section 2& imposes an obligation on any person who carriea bosiness, or who manages a business, or
who is employed by a business and has knowledgeaspicions about certain activities or transacttongport
transactions to the Centre. The obligation totfimsaction reports is imposed on three types i&opes to which
FICA applies: accountable institutions, reportingtitutions, and business in general. Section)29@cludes a
person who filed a report from disclosing the fetanother. Information held by the Centre couldydre
disclosed in the following five circumstances (a1 (e) % in terms of legislation, to further the purposés
FICA, with the permission of the Centre, for thegmse of legal proceedings and when ordered bygdhs.

FICA affects financial privacy being protected asniposes obligations on accountable institutioasy.(
banks) to disclose information concerning theirteoeer’s activities and to provide records if regdir Section
29 imposes a duty to disclose confidential infoiiorabn accountable institutions (e.g. banks) aratesd banks
in an occurred position as it has to choose betvtserbligation to protect its customers’ finangmivacy and
its obligation to report its customers’ transacsiom the FIC. It is difficult for financial institions to honour

C0op cit

% | hid.

92 B9-2000.
9 38 of 2001.
% | bid.

% Ibid.

% Ibid.
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their duty of confidentiality towards its customevith these kinds of provisions of statute imposifigations
which impact negatively on their duty towards itstomers.

7. The National Credit Act (NCA)*’

The NCA was created to protect consumers from beifigred reckless credit and to control the over-
indebtedness in South Africa. The National Credigiator is responsible to regulate the consunreditc
industry by registering credit providers, creditému and debt counsellors in terms of sectioff Bection 69(1)
empowers the Minister to require the National Qr&dgigister to establish and maintain a single naticegister

of outstanding credit agreements based on infoonatiovided to if®

Prospective credit lenders need to have knowlefltfgeacredit standing of individuals with whom theish
to do business , credit agencies fill this gap asgklly unfavourable information on the creditrthiness of a
person is passed on to the agency , which in telta the information to potential lendéfS.Section 69 (2*
requires that the credit provider when entering iredit agreement with consumer must report eitlivectly to
the national register the consumer’'s personakinétion regarding their agreement, information dlibe debt
amount and the payment agreement.

The bank as a credit provider is compelled to &hnihe national register with its customers’ finahc
information and in doing this it fails to uphold itluty of confidentiality towards its customers.eTiight of a
customer to financial privacy is compromised to pbnwith the NCA. The financial position of a comser is
exposed by the NCA.

8. Balancing the Conflicting Duties

There two conflicting duties of a bank, on the dmend the bank is expected to uphold their duty of
confidentiality towards its customers and to proteeir right to financial privacy while on the ethhand it is
compelled by legislation to disclosure its custash@rformation. These two conflicting duties of artik impact

on financial privacy. The right to financial privats compromised in instances where legislation pelsibanks

to disclose their customers’ financial informatiand other confidential information it may hold. Bating the
two conflicting duties is proving to be a challerfgebanks as they may fail to uphold the duty effidentiality

to its customers. This is evidenced by the faitorprotect financial privacy adequately.

9. Recommendations and conclusion

Protecting financial information is not an easyktas there are competing interests, which havestbdtanced
such as providing financial security, right to ddeftiality, interests of financial institutions crthe task of
balancing these opposite interests is a delicat&¢% conclusion can be reached that the right togmyvis not
absolute as it may be limited in terms of genepgiliaation and other rights entrenched in the Qanin.'%
Under South African law measures protecting comfiidg information are very scaht: The legislature should

7 See footnote 9.

% NCA.

% Ipid.

100 5ee footnote 39 ,p 61.

101 See footnote 87.

igz South African Law Reform Commission/ Privacy andeéDRrotection/ Discussion Paper 109 Project 12éléc 2005.
Ibid.

104 See footnote 13 p 271.
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find a proper balance between the fundamental t@ptivacy and the state’s (and its organs ), el as private
persons’ need to obtain information about peomsed on the public interest and the fundamenthatsi§®

Consumers are protected by the ECT Act. Banks dinelr dusinesses should implement the ECT Act by
posting privacy policies on their websites. A pdyapolicy statement is perceived as an importawl, to
therefore, banks should have a privacy policy state that adheres to the requirements of the EQTiorder
to indicate their trustworthines¥.

The banking sector should, provide systems whiehsafficiently secure and conform to the technalabi
standards that are acceptable. Failure to comply the law, providing disclaimers excluding anyadirliability
is not in the best interest of its customts.

Lack of compliance with legislation by financialstitutions, should not lead to gratification ofitig to
protect financial privacy. The legislature needs ewaforce strict penalties for non-compliance withe t
legislation, to ensure accountability.

To facilitate compliance with the Act, there iseed for regulatory bodies, such as the Banking ¢iation
of South Africa, which is responsible for estahlighand maintaining the best possible platform dictv banks
can be responsible, competitive and profitableciacate their members according§ There is a dire need for
co-operation and collaboration between the govenmyminancial institutions, ISP’s and private secfor
efficient protection of financial privacy. Finantiastitutions must commit its capital in improvingeb security
systems. The Protection of Personal InformatiofBibnce in force will assist in protecting financjmivacy
and bringing South Africa in line with internatidrsdandards.

goooo
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