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Abstract: This paper provides an insight to the increasimgplem of cybercrime in the
context of electronic government. It takes examfies the UK government to argue that it is no
longer possible to just rely on technical controidile securing electronic government
transactions. Reports and studies reflect thaitillicts such as cybercrime are predominantly the
result of not only disregard for basic informatgecurity and but also lack of awareness about the
importance of social issues associated with infeilonaechnology. Consequently, focusing on the
technical controls provides only @artial solution while managing cybercrime particularly in
electronic government context.

1. Introduction

Information Technology (IT) has impacted how Gowveemt now provides services to the citizens andnessi.

In the UK, for example, effort to offer electrorservices to its citizens has indeed intensifiedr ¢lve years. In
2000, “electronic government agenda” was launcle@éxtend the use of Information and Communication
Technologies (ICTs) within the local government.e@ll the objective of Electronic Government (eGovjhe

UK was to offer services electronically and als@xpand to e-governance and e-democracy. Electsemiices
refer to service delivery through Internet or otl@F methods. It also includes delivery by telephdfithe staff
receiving the call can access electronic infornmatod/or update records online. In order to achieudiple
objectives such as delivery of efficient customawiges, the UK government has set up an e-Goverhbeit
(eGU) to formulate IT strategy and policy, promdiest practices across departments and deliverereit
centered online services. The UK Government aldtined a set of ten guidelines as a framework fo t
development and management of local government itesbsThese guidelines provide assistance to senior
managers and web management teams at a local @veh that the public sector is the biggest usef pit is

not surprising that in 2006-2007, people’s concaitsut the environment have extended to the sadti#iiy of

IT and risks associated with it. Recognizing thechto share data securely within eGov and to taciigating
risks associated with cybercrime, data security amdgrity is underpinned by key factors that drithe
publication of the Information Assurance Strateljyprovides guidelines for local authorities to gex their
information systems. With this, it is hoped that dvernment’s aim to deliver better, more efficieatvices
for everyone by providing a safe way for citizensl &dusiness to use government services onlinets me

Source: http://ww.egov.vic.gov.au/index.php?enategories:m1784-1-1-8-s
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2. Tackling Cybercrime

Given the earlier well established documents apdnte about information security breaches, the weafe” is
indeed an ambiguous word. This is because evidénece various sources (for example, Audit Commission
Report 2005) suggests that incidents of cybercriane increasing in number causing significant canegnong
organizations across the globe. In the UK, 2006ntepighlighted an increase of 18% of householdh wi
internet access said their home computers had dféected by a virus. This had increased to 27%003204.
One-third said the virus had damaged their computeurthermore, biennial Department of Trade amidiry
(DTI) Security Breaches survey reports that 62%J&f businesses had an information security breactién
2006 alon& Further, it was indicated that in mid 2008 alomeund 16.5 million (65%) of UK households had
access to the Internet (an increase of 8 per @ece 2007). More recently, thiéorton Cybercrime Report: The
Human Impactdefines cyber crime as including viruselentity theft online hacking, online harassment, online
scams, phishing and sexual predation, and questi@/@0 adults in 14 countries, including the UK.2010,
the Information Commissioner's Office (ICO) repavarned organizations that they need to minimizerisk of
mistakes, as the amount of losses reported to@§ 1l0also report revealed that 254 breaches agi@result of
information being disclosed in error, 307 were assult of stolen data or hardware and 233 duedbdata or
hardwaré. These statistics may underestimate the realtiituas many organizations including government
may be unaware that the information security oirtildormation systems has been actually comprodhise

It is clear that the growing problem of cybercrimdurther compounded by the fact that such casesat
restricted to one particular country and are rareported. Hence, cybercrime could have a greaipadct than
the conventional crime. Of the intrusion attempist appeared to have come from outside the ord#omizathe
most common countries of origin appeared to be ddniftates, United Kingdom, China, Nigeria, Korea,
Germany, Russia, and Romania. What is even morenig is that it is the employees who pose onehef t
greatest threats to organizations today. Keepingiimd the ‘push’ on the emergence of eGov in the &itd
increasing problems of cybercrime, it is prudeat tihe UK government is vigilant about issues dased with
minimizing such crimes.

In response to the growing problem of cybercrinies UK has established an Office of Cyber Security
(OCS) that is initially set up in the Cabinet O#ficThe OCS will have overall ownership of this CylSercurity
Strategy will provide strategic leadership acrossegnment for cyber security issues. It emphasikas the
“UK needs a coherent approach to cyber securitg, @re in which the Government, organizations acedlss
sectors, the public, and international partnershaite a part to play. The Strategy outlines theeBuwent’s
approach and puts in place the structures thatkeeeds in order to weave together new and egistiork to
move towards our visiofi?

2 The Audit Commission Report (2001), defines computaud as an unauthorized input, or alterationingfut;

suppressing/misappropriation of output from a cotmpprocess; alteration of computerized data; aitem or misuse of
programs, but excluding virus infection. In otheords, computer fraud is a deliberate misappropriatty which an
offender tries to gain unauthorized access to tgarozation’s Information Systems (IS).

3 Source: The Home Office, Fraud and Technology EsinFindings from the British Crime Survey 2003/4 £004
Offending Crime and Justice Survey and administeaivurces, September 2006

4 Source: Department of Trade & Industry, InforratSecurity Breaches Survey: Technical Report, A6 06/803

® See http://www.scmagazineuk.com/ico-reports-thatrths-has-disclosed-305-security-losses-as-thexairui-breaches-
tops-1000/article/171205/

® seehttp://www.theregister.co.uk/2009/07/10/nhs_malware

7 See http://www.cabinetoffice.gov.uk/media/2166260906.pdf

8 http://www.cabinetoffice.gov.uk/media/216620/@66.pdf
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Cyber Security Operations based at GCH@s launched to tackle the goring problem of cytiere.
GCHQ is one of the three UK Intelligence Agenciesl @ part of the UK's National Intelligence Mackmne
GCHQ works in partnership with the Security Serviakso known as MI5) and the Secret Intelligencerie
(also known as MI6) to protect the UK's nationatwséty interests. Whilst the UK cybersecurity centras
approximately 20 members of staff under controthef Cabinet Office, it appears to still be in theqess of
being formed, the plan is for the unit to monitbe tinternet for threats to UK infrastructure andirter-attack
when necessary.

Against this backdrop, this paper argues in tryiogminimizing cybercrime within eGov, equally focus
needs to be given to technical, formal and infor(sakial) issues associated with IT. This is beedasusing
on the technical issues only providepatial solution while managing cybercrime. Furthermorgréasing
sophistication of employees and the kind of infaiora required for ‘success’ of eGov implies thatistno
longer possible to maintain effective security bgtinical controls (see Audit Commission 2005). lkemnore,
information security researchers and practitiowerasment that opportunities for cybercrime may wellspread
within an organization where different responséseairom work pressures and working conditions cmiee to
cybercrime (Croall 2001; Kesar and Rogerson 193&aK 2005). Studies on cybercrime are eager tcagedp
the idea that such illicit acts are predominarttky tesult of disregard for basic information sdgusirengthens
the argument in presented in this paper.

3. Relevant Literature: Information Security and eGov

Within eGov context, studies are broadly categarizdgo areas that examine: 1) evolution and dearaknt
(Wimmer, 2002; Layne & Lee, 2001; Srivastava & T2005; Heeks and Bailur, 2006; Metaxiotis and Rearr
2004); 2) adoption and implementation (Moynihai0£, Heeks, 2002; Poon & Huang, 2002; Al-Sebi and
Irani, 2005), and 3) impact on citizens and besses (Moynihan, 2004; Banerjee & Chau, 2004)e&tekers
such as Heeks and Bailur (2006) and Im and Seo5)20€pecially focused on across implementations. In
addition, implementation of eGov has also beenistudt the local level in the UK by Weerakkody and
Choudrie (2005) who suggest that many authoritiedagging behind the national expectations for\e@bso
see studies by Choudrie et al., 2005). Interestiagiong the inhibiting factors reported in earfierdies include
lack of understanding of issues linked with manageinof cybercrime (Ebrahim and Irani, 2005; Choaidti al,
2005).

Within information security area, researchers aitipa¢ cybercrime is dependent on organizationstioga
climate that perhaps provides potential offendeiith visuitable opportunities’ to readily misapproge
information systems (for example, see ForesterModison 1994; Kesar and Rogerson 1998; Dhillon®00
Audit Commission 2001 and 2005; Kesar 2005). Sumfitable opportunities’ are mainly created through
inadequate and/or lack of understanding of basiar#tg policies and procedures (Audit Commissiod02). No
doubt, different jobs provide a different “illegitate opportunity structure’ within organizations émployees
to exploit. Within information systems studies @rficular, these types of control to combat cylierer can be
seen where researchers have used the generakdetetheory from criminology to predict the usadeferrent
security countermeasures (for security polices gnidelines, security awareness programs and pratwest
security software). Information systems researchax relied on deterrence theory, which althouggful, has
been recently criticized for its limitations (se®Alry and Hovav 2004).

From the above discussion, it becomes clear tHagrcyime is complex in nature and encompasseg eliffe
types of acts. The complexity associated with srahes within organizations can bély understood when the
context of the work place is also taken into act¢gs@e Dhillon 2000; Audit Commission 2005).

° See http://www.gchg.gov.uk/about_us/index.html
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4. The Weakest Link: Cybercrime

This section discusses the importance of technioahal and informal controls while managing cybsane in
the context of eGov. Some recent case studies ctetlat the UK local authorities are also highkghto
substantiate the argument presented in this papeeXample, Kesar and Jain, 2007). Although, cgtiere did
not occur within these local authorities, findingbelled some of them as a ‘high’ risk in the caht#f creating
‘suitable opportunities’ conducive to cybercrime.

4.1 Technical Controls:

Earlier work in information security was dealt witinder a broader term of ‘Computer Security’, whichs
primarily developed for the US military. Such measucatered more for structures that were hiereatkhere
they had centralized information processing. Theictires and how information is processed within
organizations today is different. Much flatter sttres of government and more autonomy and delégate
financial powers to employees exist today. This m@ygommercially efficient but increased flexibilimproves
the chances of ‘suitable opportunities’ to commybercrime within the government. Furthermore, dridena
increase in the number and technical sophisticagfoimformation systems users at local authoritiethe UK
government also increases the potential of occoerer cybercrime. According to the Annual Repor2607,
over 29,000 information systems have been delivereduding the following examples, which illusteathe
extent of individual systems that have gone frorarkin progress’ to 100% completion (for detailse SAnnual
Report, 2007). It also points out that “A more iagt, secure and safer United Kingdom is criticalgpendent
upon a modern, joined-up approach to informaticwssthe whole system”. More recently, the govemirhas
announcedunding for a police unit dedicated to tackling eytrimeand clamping down on internet fraud in
general. No doubt such measures will improve tlevgmtion and detection of cybercrime while impletiren
eGov. However, effective measures while addresiiegproblem of cybercrime in eGov context tenddéo
more inclined towards technical solution.

Studies highlight a gap between the use of IT &edunderstanding of security implications inheriants
use by the employees in general (Dhillon, 2000)s &lso perhaps explains why figures representisgiumber
of information systems within organizations thatvdabeen successfully penetrated without detectien a
startling (Audit Commission Report, 2005). Furtheternet and other networks, as stated above expose
government to an increased risk that informatiostesys will be accessed improperly by employee®tonait
cybercrime (Kesar, 2005). Tools, techniques, anibwa handbooks have been developed in order extand
prevent intentional illicit activities within the KJgovernment. However, this is not enough as diffcult to
secure systems in a heterogeneous, networked cengrutironment. Many websites report cases of cylmee
within National Health Services (NHS). Nine NHSdi®1in the UK have admitted losing patient recarda
fresh case of wholesale data loss by governmenwicsst it has emerged. Further, at least 168,06@mia have
been affected by security breaches, which caméght turing a data security review by the Governtitfen
Another similar report recorded £140 million in dch and overpayment has been detected by the Audit
Commission's National Fraud Initiative (NFI) rep@@06/07. Although the report did not indicate ttadure of
the cybercrime, it pointed out that this was a 86gent increase from £111 million in 200405

Although, it is hard to achieve a ‘completely’ saferking environment since IT is constantly chamgiit is
clear that technical controls alone will not be @gioto combat cybercrime inteansformingeGov environment.
With this in mind, formal, technical and informadrarols in the context of eGov are discussed below.

http://vww.timesonline.co.uk/tol/life_and_style/Hidarticle3090664.ece
Hhttp://www.audit-commission.gov.uk/reports/PRESS-REBE .asp?CategorylD=PRESS-CENTRE&ProdID=FE2760D1-
6074-435F-8056-DAAF333CCCBO
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2.2 Formal Controls:

Formal controls within organizations relate to [bgk access controls, systems development, maintena
controls, changing of passwords, library contralsg system performance measurement aids. Thesmlsont
play a prominent role in the management of cybereriThis is because such controls are not mandbetéaiv

or by any external commission or government bobigsit is the responsibility of the management #dirge,
administer, monitor and enforce controls on empdsyéloreover, reviewing and updating process of@@te
policy should be governed by the organization’seotiyes and the level of vulnerabilities. Part @do
implementation, key parts of a £12.7 billion pragrae is to upgrade thHS's information technology. A
report also mentioned that: "Ultimately data sdguend confidentiality rely on the actions of indiual
members of NHS staff in handling care records ghdrgoatient data. To help provide assurance, ¢épardiment
and the NHS should set out clearly the disciplinsayctions that will apply in the event that staféaches
security proceduré$” Such statements clearly echo the importanceobitips and formal controls. As Conger
et al (1995) point out, lack of policies and formales within organizations are interpreted by ewypks as a
license to do what they wish Within NHS Trust, @id¢he major hospitals showed the incompatibiligtveeen
the way doctors work in practice and the high sécueeded to protect large databases of confidepttient
information under the £12.7bn. This was mainly doepassword sharing policy being violated among
employee¥’.

The Office of the e-Envdy is part of the Prime Minister's Delivery and Refoleam based in the Cabinet
Office. The Office of the e-Envoy has completed riéision of the security frameworks that are aimethose
establishing, procuring and providing e-Gov servitcgluding certain mandatory guidelines and presegh as
Best Value Performance Indicator (BVPI). As a sidinthe growing recognition to deal with increasprgblem
of cybercrime, the UK government cabinet launched@yber Security Strategy as a first $tep

Cases studies conducted within the local autheritieche UK reflect many incidences where manyqiedi
set out by the government were not completely fedld by employees (Kesar and Jain, 2007). Amonguari
reasons, one included lack of understanding ofethalization and regulations.

In the context of eGov, it can be argued that fdimed rules and regulations will help in facilitagi
bureaucratic functions in order to resolve any aguibies and misunderstanding within different goweent
agencies. This is because the higher the leve¢pérdency on IT, the greater the likelihood of l@aahorities
within the government to become vulnerable to cgtigre. It is therefore important that the governmesed to
implement effective and systematic policies witbhgber sanctions and penalties.

2.3 Informal Controls:

According to Liebenau and Backhouse (1990), anrim& system is dynamic in nature where people have
capacity to meet changing circumstances. Indeedubtaining informal systems, organizations capared to
the new threats and opportunities that they mag.fadus, people working in an informal system withi
organizations have the adaptability and flexibility recognize new conditions. Both formal and infat
controls are important systems because the chasditt® of a government cannot simply be represkig
formalized rules. Training programs that includaffshwareness and professional development progcauisl
be conducted considered as both formal and inforcpatrols. Such measures will not necessarily reach
definitive conclusion but will alert employees twetrisks of cybercrime. In general, training afatiént levels
within government will help in increasing generalaeness and understanding of the potential dammagean
be caused by cybercrime. Awareness results innalestin areas where dishonesty, conflict of interasd
exploitation may occur and ensures employees apphgnt standards (Liebenau and Backhouse, 1999Ray

Yhitp:/ivww.guardian.co.uk/society/2009/jan/27/nksemputer-programme-health-public-accounts-conemitt
Bhttp:/ivww.computerweekly.com/Articles/2008/05/3808B83/password-sharing-leaves-nhs-audit-trail-treta.htm
14 see http://archive.cabinetoffice.gov.uk/e-envugéix-content.htm

15 http://news.bbc.co.uk/2/hi/uk_news/politics/811834

interactive.cabinetoffice.gov.uk/.../national_setyu strategy.pdf
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be appropriate to leave such issues as part ofniraflocontrols where bureaucratic procedures caavioided

and management can be relied upon to continue teehsitive to behavioural changes among staff sisch
personal or group conflicts. Controls and policée of no value unless there is awareness and cGgioa
among employees. Several studies and reports ptbae management lack requisite awareness and
understanding of information security issues (Auditmmission 2005). Such lack of awareness is onef
most important reasons for security breaches cothgtarising from within the government. This wdear in

the findings of the case study conducted in on¢iquéar local authority (See Kesar and Jain, 200re
recently annual report for 2008-2009 of NHS reveédleat the information, including the names, adsltesNHS
numbers, dates of birth and clinical data of ald@\@ patients, was disclosed without authorizafion

In light of this, it is important that training amtvelopment programs cater for the employeed &weals of
local authorities within the government. Conseglyertontrols and policies require full support tietstaff
within the government and checks and controls ady lbe successfully implemented when the staffpeug
the concept of those checks.

5. Concluding Remarks

It is clear the UK government’s vision is about ‘kivey governmenttransformationalthrough the use of
technology—creating and retaining the capacity eapability to innovate and use technology effedyivas
technology itself develops” (EGoverment Unit). THK Government although is making substantial inwestt

to support improvements to infrastructures as waslkervices to the citizen, it is evident they wihtinue to
face many challenges while minimizing cybercrimeenkle, an equal consideration of technical, fornmal a
informal controls need to be taken into account levhinanaging cybercrime. In other words, mere
implementation of state-of-art technical mechanismpart of managing cybercrime will not alone becuate

in minimizing ‘suitable opportunities’ for employg¢o commit such acts. To conclude, it is hoped laiper’s
argument provides some insight into significantésslinked with minimizing cybercrime within thergext of
eGov. In doing so, it adds significant contributiorthe “few and isolated” studies in this area.
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