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Abstract. Since a few years, cases involving Internet inéeliaries have sprung up before
UK courts. Although the first cases were concemétl issues of defamation, more recent cases
do deal with issues of Intellectual property inffement, be it trade mark infringement or
copyright infringement. The purpose of this chapierthus twofold: First, to clarify the
articulation of the liability exemptions governitite activities of Internet intermediaries that come
from European law, and, national rules of civilbitity. Indeed, liability exemptions seem to be of
little interest in the light of national pre-exisg tort law rules; Second, to examine how the
distinction between financial liability and equitabrelief has been construed and instrumentalized
by judges to limit the scope of the exemptions tadbn favour of “passive” intermediaries,
namely mere conduits. Truly injunctions granted iagia Internet intermediaries have been
calibrated in such a way that liability exempticare likely to become an empty shell when IP and
in particular copyright infringements are at isstiéhe foregoing therefore does seem to show once
again that the liability exemptions, as conceivgdtlie drafters of the Directive on e-commerce,
are becoming a dead letter for a significant numbkintermediaries

© 2012 Sophie Stalla-Bourdillon. Published by JICI.rights reserved.

1. Introduction

Since a few years, cases involving Internet inteliarées have sprung up before UK courts and judige® not
hesitated to frequently ask preliminary questianshie Court of Justice of the European Union (CJEUyet
clarifications as regards the way the exemptioidsdawn in the Directive 2000/31/EC on e-commerpeist be
interpreted2. Although the first cases were coregmith issues of defamation3, more recent casaekedbwith
issues of Intellectual property infringement, betriade mark infringement or copyright infringement4
Furthermore, the enactment of the Digital EconomayiA 20105 to subdue online piracy and more pedgis

! Directive 2000/31/EC of the European Parliameut@ithe Council of 8 June 2000 on certain legpkats of information society
services, in particular electronic commerce, inltiiernal Market ('Directive on electronic comméyc®J L 178, 17.7.2000, p. 1-16.
2'Oreal SA v eBay International AG [2009] R.P.@. (2'Oréal v eBay (UK)). See also Interflora Indiarks & Spencer Plc [2009]
EWHC 1095; ITV Broadcasting Ltd v TV Catchup LtdgqN\2), [2011] EWHC 1874 (Pat).

3 See in particular Godfrey v Demon Internet LtdJ2DQB 201; Bunt v Tilley [2006] EWCH 407 (QB); lam Karim v Newsquest Media
Group Ltd [2009] EWHC 3205 (QB); Metropolitan Intational Schools Ltd v Designtechnica Corp. [20B9]HC 1765 (QB)
(Metropolitan); Kasche v Gray [2010] EWHC 690 (QB).

“ Interflora Inc v Marks & Spencer Plc [2009] EWHQ95; Twentieth Century Fox Film Corp v Newzbin [#010] EWHC 608 (Ch)
(Newzbin 1), [2010] FSR 21 (Newzbin 1bis); Twertii@entury Fox Film Corp v BT [2011] EWHC 1981 (CtiYewzbin 2) [2011] EWHC
2714 (Ch) (Newzbin 2bis); R, on the applicatiorBatish Telecommunications Plc and another v Secyetf State for Business,
Innovation & Skills and others (Open Rights Groag another, intervening) [2011] EWHC 1021 (AdmiBY (v Secretary of State for
Business). See also ITV Broadcasting Ltd v TVCapchid [2010] EWHC 3063 (Ch); ITV Broadcasting Ltdl¥ Catchup Ltd (No. 2),
[2011] EWHC 1874 (Pat).

>2010 c. 24.
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infringing file sharing through the means of PeePeer exchange systems has impacted upon theheagdpe
of liability exemptions had initially been conceiyeeven though implementing measures are stillinggs

The Directive on e-commerce had been transposetebilectronic Commerce (EC Directive) Regulations
2002 of which the wording is almost identical to thdttbe European instrument and its articles 12, 1143,
laying down horizontal liability exemptions. At i@tal level, the liability exemptions have beenfseth in the
same spirit as that of the Directive on ecommenckia principle, they apply whatever the nature¢haf interests
at stake: in cases of intellectual property infamgents and more generally in any type of torticases brought
against intermediary providers as long as the kesh¢he claim is to hold the Internet intermediaaty issue
liable for the information transmitted or storeddiiers. Notably, Article 15(1) of the Directive ercommerce
prohibiting the imposition of a general monitoriolgligation has no equivalent at national 18vel

The foregoing description of UK positive law holige in so far as no specific rule governs theviigs of
intermediary providers in particular instances. Y UK had in some ways anticipated the Directive
ecommerce and enacted in 1996 the Defamation #cwhich one founds a statutory defence intended t
benefit those who are not the author, editor orliphlr of defamatory statements within the mearohghe
statute: they cannot be held liable if they tibt know, and had no reason to believe, that whiaey] did
caused or contributed to the publication of a dedéory statement™’. Although this chapter focuses upon the
solutions that have been adopted in the field @iydght, it is important to keep in mind the ovétabrizontal
framework that has been set forth both at a naltiand supra-national level. Cases dealing with miefson are
thus worth studying to better understand the fmitig of the liability exemptions in the field obpyright
although it may well be that in practice judge<teatifferently in relation to the nature of the dage at issue.

Specific rules have been adopted in the field gfycight, on top of the horizontal regime aforemenéd.
The UK has transposed the Directive 2001/29/ECamyight in the information society (the infosocr®&itive)
by the Copyright and Related Rights Regulations3; ban particular, Regulation 27 implements ArticlE38B
Sections 97A and 191JA have been included intoGbpyright, Designs and Patents Act of 1988 (CDPA).
Nonetheless, The UK has not felt it necessary tmpaa specific provision to implement Article 11 thfe
Directive 2004/48/EC on enforcement of intellectpedperty right¥’, which was transposed by the Intellectual
Property (Enforcement) Regulations 2bdat is important to note here that even if specifiles have been
adopted in the field of intellectual property amdpgarticular copyright, the three Directives onogacnerce,
copyright in the information society and enforceinafnintellectual property rights must be read thge so that
Articles 12, 13, 14, 15 of the Directive on e-comoeeare not undermined. In other words it wouldelreneous
to construe Article 8 of the Infosoc Directive aAdicle 11 of the enforcement Directive as rulesaggting
from Article 12, 13, 14 or 15 of the Directive ortemmerce.

When one tries to determine under UK law the saahe domain of the liability exemptions set fotth
regulate certain activities of Internet intermeiiarand their effects in relation to the naturethd remedy
claimed for in the light of the relevant Europeastiuments, one gets contrasted impressions. $Hisié in
particular if one focuses upon recent interpreretiof the legal framework. After a careful examiotof both
statutory rules and case law it is difficult to ghgt the liability exemptions clearly and satistaity meet their
purpose. On the one hand it is possible to argatethie liability exemptions are in the end of ditihterest to

® See BT v Secretary of State for Business §114tamdestrictive interpretation of Article 15 of tBérective on e-commerce.

7' S12002/2013.

8 The reason put forward was that Article 15(1) hadn drafted negatively.

91996 c. 31

05.1(1). The UK government has the intention toradrferther the traditional rules in the field offamation to take into the account the
specificities of publications taking place onlitgz=e the Draft Defamation Bill of 2011,
http://www.publications.parliament.uk/pa/jt201012dlect/jtdefam/203/203.pdf.

1 S12003/2498.

2 Directive 2004/48/EC of the European Parliamentt@irthe Council of 29 April 2004 on the enforcemehintellectual property rights,
OJ L 157, 30.4.2004, p. 45-86.

13 512006/1028.
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Internet intermediaries which either have not béeemed liable under traditional rules of civil liglp or have
been considered as primary infringers thereby wntdblavail of the defences laid down to shield ¢hasich
transmit or store information at the request okodh On the other hand, because of the distintioindown in
the Directive on e-commerce between damages arithblgurelief, British judges have not been embxsea to
grant relatively broad injunctions against pasgmtermediaries and in particular mere cond‘tﬁt@onsequently,
at least in the field of copyright, it is still mble to state that the adoption of the Europeaméwork
comprising the three directives aforementionedripacting upon traditional national rules not so mircthe
sense of weakening the severity of judges towartisriet intermediaries but in the sense of allowimges to
increase the number of duties imposed on Intemermediaries while sharpening the divide betwesn t
different categories of potential victifs Intermediary providers including mere conduitbjah can potentially
be the addressees of injunctions to stop preséinidement or prevent future infringement, are tigien the
incentive to cooperate with right holders and impdat technological measures at the request of atier|
without prior judicial supervision. The differencé treatment established between mere conduitshasting
providers by the Directive on e-commerce is thusipandermined.

The purpose of this chapter is twofold: First, tightight the articulation of the liability exemptie
governing the activities of Internet intermediartbat originate from European law and national sudé civil
liability. Indeed, liability exemptions seem to I little interest given national pre-existing tdaw rules.
Second, to examine how the distinction betweemfire liability and equitable relief has been constl and
instrumentalized by judges to limit the scope o #txemptions adopted in favour of passive interarezt
namely mere conduits. Injunctions granted againtrihet intermediaries have been calibrated in sughay
that, for good or bad depending upon one’s positiability exemptions are likely to become an eynphell.
This explains why judges have been content to steteIntellectual Property law rules can be appiie the
digital world to protect right holders despite thitial claims in favour of the “non-regulabilitydf cyberspace.

2. The articulation between liability exemptions ad general rules of civil liability

If Internet intermediaries are qualified as mereilitators, they will not in general need to restot any
additional statutory exemption deriving from thangposition of the Directive on e-commerce. Buhdy are
held primarily liable for copyright infringement en though the actual transmission or storage chwiul
content is ultimately undertaken at the requegheir users they will have a hard time trying tty nepon any
liability exemption.

2.1 Passive Internet intermediaries as mere fatoits

As aforementioned, the system of liability exempsidnarmonized at the European level is a horizamtal it is
applicable whatever the nature of the interestsalkte. This said, these liability exemptions havgaily been
conceived as constituting a minimum threshold tamber States cannot refufe The latter should thus in
theory be entitled to g7o further on the path ofregons and set forth rules that are even moreuialde to
intermediary providel;s. This is the reason why it could make sense abmaitlevel to adopt vertical, sectorial
instruments regulating the activities of intermegiproviders rather than a general one as it has bdene in the
United-States. The UK has not really followed tloigic even though the Defamation Act setting fattiefence
of innocent dissemination coexists with the regofet transposing the Directive on e-commerce. Hanehe

4 Newzbin 2.

15 |P Right holders and consumers.

®E. CRABIT, La directive sur le commerce électrarig4 Revue du Droit de 'Union Européenne 749(2000

It is questionable whether this is the actual tmsiof the CJEU which held in CJEU, 12 July 20@C1324/09, L'Oréal SA et al v eBay
International AG et al. (L'Oréal v eBay) that geslr speaking actual knowledge could be acquiredthgr means than notifications. It
thus stated [t] he situations thus covered [by the Article 14(0){@glude, in particular, that in which the operatof an online marketplace
uncovers, as the result of an investigation undeeon its own initiative, an illegal activity dkeigal information, as well as a situation in
which the operator is notified of the existencewath an activity or such information§ 112.
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Defamation Act is not more favourable to Interngermediaries than the Directive on e-commerceteQthie
contrary some have argued that it amounts to tip@sition of a limited obligation of monitorir]ia

When having had to examine the activity of searnbires, British judges did not need to assess the
applicability of any liability exemptions originaty from the Directive on e-commerce or other spedéfences
such as the defence of innocent dissemination. Moreisely, when interpreting the common law in fiekdl of
defamation Eady J. iMetropolitan International Schools Ltd v Designtea Corp.held before the CIJEU’s
caseGoogle v Vuittoh® that an Internet intermediary when undertakingnmare than the role of a passive
medium of communication was not a publisher at comrtaw and did not need to turn to any particular
defence, whatever its soufle

In this case, the claimant one of the largest plend of adult distance learning courses had brought
proceedings against several defendants in respestegations published on the Internet. The fitefendant
was the administrator of a website said to prowviéevs, professional reviews, and opportunities fablig
discussion of the latest consumer electronic prisdgervices and trends, and operated severalibutieards
on which alleged defamatory statements had beetegho$he third defendant was Google Inc. operating
search engine the listing of which contained litckshe bulletin boards on which alleged defamatiagements
had been posted. The main question that the Caudrttdr answer was whether the operator of a seagine
could be held liable for the publication of defaorgtstatements by displaying links and extractsveb pages
containing defamatory statements in its searchits®8uBecause the third defendant in this case was or@ m
than a mere facilitator before and even after &oeption of a notification by the alleged victimhad not taken
any responsibility in the publication of the alldfie defamatory snippet and could not be considereda
publisher at common law for lack of any mental edetm As a result, the Defamation Act was of noriggé

According to Eady J. a provider of search enginwise is more akin to a mere conduit than a hosting
provider. Besides, the judge insists upon the aatmniunctioning of Google. His words echoes therdgoof
Advocate General Maduro in Google v Vuittén“When a search is carried out by a web user via Bmogle
search engine it is clear, from what | have saigtatly about its function, that there is no humagpuinfrom the
third defendant. None of its officers or employed®s any part in the search. It is performed awttically in
accordance with computer programmég”COnsequently there is no possible analogy wittosting provider.
This explains why this case is more closely analsgo that of Bunt v Tilley than Godfrey v Demorntdmet. In
Bunt v Tilley the same Eady J. had held tftet a matter of law (...) an ISP which performs norenthan a
passive role in facilitating postings on the Intetrtannot be deemed to be a publisher at commonfaut
thus seems that neutral or at least passive Irtertemediaries do exist: Internet access progiderd Google
when operating its natural search engine are exagdlthe latter.

The concept of facilitator comes directly from fireld of intellectual property as acknowledged bgdi J.
in Bunt v TiIIey25 and seems to be linked to the idea of absenceyo¥alition as well as the inability to control
the activities of one’s users and implement effectechnological measures. To what extent thispkamt has

18], walden, Mine host is searching for a ‘neutyalitrinciple !, 26 Computer Law & Security Review2 (2010). But see Kasche v Gray
[2010] EWHC 690 (QB) which does seem to give preoee to the provisions originating from the Direeton e-commerce.

19 CJEU, 23 March 2010, C-236/08, C-237/08, C-238@&agle France et Inc. v Louis Vuitton Malletier SAaticum SA, Luteciel SARL,
CNRRH.

20 Metropolitan, §36.

21 The only application before the court at this stags that of the third defendant to set asidertagter's order and/or seeking a declaration
that the court had no jurisdiction to try the clasmthat, if it had, the court should decline temxse it under CPR Pt 11. The main argument
put forward by the third defendant was that thétdeat had no reasonable prospect of success aisagdpy CPR r 6.37(1)(b), the third
defendant not having any responsibility for thelfmabion of the words complained of.

22 Opinion of Advocate General Poires Maduro delidesa 22 September 2009, C-236/08, C-237/08, C-833&00gle France et Inc. v
Louis Vuitton Malletier SA, Viaticum SA, LutecielMRL, CNRRH (Maduro’s opinion in Google v Vuitton).

23 Metropolitan, §50.

2 Bunt v Tilley, §36.

25 Quoting M. Collins, The law of Defamation and thternet, 2 ed (2005), paras 15.38 and 15.43 and referrifg&8 Songs Ltd v

Amstrad Consumer Electronics plc [1988] AC 1013nBuTilley, §10.
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been made with the same spirit as the one animiRifgdges remains debatable. What underline thsorg@ng

of Eady J. are at least two distinct consideratidfisst the provider of a search engine does netaise any
control over the activity of its user®ne cannot merely press a button to ensure thatdfiending words will
never reappear on a Google search snippet: ther@dscontrol over the search terms typed in by fitur
users™®, Why is this consideration relevant? Does thislyntbat the operator of a search engine does not
exercise any control over the allegedly unlawffibimation? When it comes to IP infringement anganticular
copyright infringement, it is the control over thetivity of the primary infringers that has in gesiebeen
deemed crucial. Besides, it has been argued teathiity to delist certain results bears witnesthe regulatory
capacity of providers of location tools and therétsir control over the information transmitféd

Second, the effectiveness of the enforcement medbat the search engine would have to implement to
comply with the order claimed for by the claimastproblematic. Because the hosting provider oftihiéetin
board would be in a better position to “take dowh® offending words the claimant is asked to cdrttee latter.
Yet, such a consideration has not really been csihat in the field of copyright.

Eady J. actually appears to be ready to go asflreaUS judges in the Zeran c%?sea position which would
be difficult to maintain in the field of intellecaliproperty given the current standpoint of IP jeslgrhe proof of
the reception of a notification from the victim sia not alter the qualification of the nature oé thervices
provided at issue according to Eadzng{et, while the Directive on e-commerce is silesitragards the status of
referencing services providers and only sets mininsiandards, the CJEU seems to be of the viewtllegt
should be handled as hosting provi&grm addition, Member states have the option (arehehe obligation in
the field of intellectual property) to make it pids for victims to claim for injunction against trnet
intermediarie2’. In principle, operators of search engine couldstlibe called upon to participate to the
regulation of contents and in particular contribiaieards the fight against online piracy. Trulythaugh Eady J.
does reckon thdiit is important to note, however, that in so fas these regulations [17, 18 and 19] afford
protection, it is only against claims for damagksvould not cover injunctive reIie%z, he held that the terms of
the injunction sought by the claim3Atvere not satisfactorily tailored and thereforetsan injunction could not
be granted. But ultimately the impossibility to thatearch engines liable at common law seems tchde t
overriding consideration.

13. Active Internet intermediaries as primary infringers
When it comes to copyright infringement, Intermgermediaries that have been considered as frawyrighon

right holders have been qualified as primary ifars rather than secondary infringers. The quesifothe
applicability of liability exemptions has thus rmgen addressed.

26 Metropolitan, §55.

2" This certainly explains the US “Stop Online Pirdaot” (SOPA).

28 7eran v. America Online, Inc., 129 F.3d 327cestibdenied 118 S.Ct. 2341 (4th Cir. 1997).

2 Metropolitan, §58¢It may well be that the third defendant’s “notieed take down” procedure has not operated as rapici Mr Browne
QC and his client would wish, but it does not fallas a matter of law that between notification éadke down” the third defendant
becomes or remains liable as a publisher of thendfing material. While efforts are being made thieee a “take down” in relation to a
particular URL, it is hardly possible to fix theith defendant with liability on the basis of autisation, approval or acquiescence”
308106 ff of Google v Vuittong speaks about refeiegservice providers in general.

3L Art. 11 of the Directive on enforcement and Arbfghe infosoc Directive. Even in the US thera iglear distinction between the US
Communications Decency Act and the Digital Millemmi Copyright Act in terms of the regulatory dutiegposed upon providers of
information location tools.

32 Metropolitan, §87.

33“An injunction to restrain the second and third eeflants whether by themselves, their servants emtagsubsidiaries or otherwise, from
publishing or causing to be published or authomisio be published the same or similar words defanyatf the claimant within the
jurisdiction of the court’
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The seminal case is heNewzbin 1decided by Kitchen J., which to some extent rectle US @okster
cas&”. In this case, right holders brought an actioniregighe operator of the Newzbin website descrimgthe
latter as a content “agnostic” means to index filptoaded on Usenet. More precisely the defendéateal
some of its subscribers means to locate binaryeodsit(films, music and software) on top of text,get
information about them, and fetch them. Indeed sinhry contents are divided into numerous filest th user
would need to get and combine to have a completgore of the content looked for and use it. Theeddfnt
used the services of editors to draft reports driem i.e. films or other works to make sure hé#it constituent

files were identifiable and this information wasigaaccessible to its subscribers.

One way to interpret the scope of the liability extions laid down in the Directive on e-commerctoisay
that they can only be relied upon by defendantases in which Internet intermediaries jrena facieliable as
secondarg infringers. This is the logic underlythg US safe harbours of the Digital Millennium Cadghit Act
(DMCA)3 . But it is arguable whether the same logic shdoddused to interpret the Directive on e-commerce
and its transpositions at national level althoughway the preliminary question has been draftethbyFrench
Court of Cassation iGoogle v Vuittorseems to imply that characterizing an Internetrimegliary as a (primary)
infringer necessarily prevents it to avail of litli exemptiongs.

Maduro does acknowledges fBoogle v Vuittonthat in most Member states there is no doctrine of
contributory liability in the field of trade marlat’’. He thus goes further by stating that it wouldble¢ter to
comprehend the activities of Internet intermed&ran the ground of general rules of civil liabilifye.
negligence) rather than IP law rules (i.e. stiagbility): “ [I] iability rules are more appropriate, since they mimt
fundamentally change the decentralised nature efititernet by giving trade mark proprietors generabnd
virtually absolute — control over the use in cylparse of keywords which correspond to their tradeksia
Instead of being able to prevent, through trade knmgrotection, any possible use — including, as haen
observed, many lawful and even desirable uses detmaark proprietors would have to point to specific
instances giving rise to Google’s liability in tkentext of illegal damage to their trademarke’ This explains
why to some extent he is able to consider withoucindifficulty that Google as a provider of a payin
referencing service provider does not use the ptatesigns at issue in relation to goods or sesvic®l thereby
cannot be deemed as a trade mark infringer. Indeelrlying this reasoning is the idea that Googlenv
operating its service Adwords may be liable undamegal rules of civil liability such as the tort mégligence.
This said by eliminating the path of trade markingement in the first place the Advocate Geneika the
CJEU does not directly answer the question whetherinternet intermediary can benefit from liability
exemptions if it isprima facie deemed to be an infringer and even a primary rigi. This said, in the
subsequent cadeOréal v eBay the CIJEU seems to adhere to this viewiine, although at the national level as
regards the display of the sign on the intermetBamebsite the theories of several and joint liapihad been
put forward rather than primary infringement.

The absence of any distinction between primaryingérs and secondary infringers is more problemiatic
the field of copyright where the scope of the masipf right holders is broader. This is true irrtpaular since
the adoption and the transposition at nationalllef/the infosoc Directive which makes it necesdary

34 Metro-Goldwyn-Mayer Studios, Inc. v Grokster, Li®5 S.Ct. 2764 (2005).

% DIGITAL MILLENNIUM COPYRIGHT ACT, PL 105-304 (HR 281) 28 October 1998 as codified in 17 U.S.C. §512.

%+In the event that such use does not constituteeawhich may be prevented by the trade mark praprieder [Directive 89/104] or
[Regulation No 40/94], may the provider of the pa#erencing service be regarded as providing darimation society service consisting
of the storage of information provided by the réeaip of the service, within the meaning of Artitfeof [Directive 2000/31], so that that
provider cannot incur liability until it has beerfified by the trade mark proprietor of the unlaliuige of the sign by the advertiser?See
832 of Google v Vuitton.

37 Maduro’s opinion in Google v Vuitton, §48ft|he goal of trade mark proprietors is to extend shepe of trade mark protection to cover
actions by a party that may contribute to a traderkrinfringement by a third party. This is usudtlyown in the United States as
‘contributory infringement’, but to my knowledgecklan approach is foreign to trade mark protectiorfEurope, where the matter is
normally addressed through the laws on liability”

% Maduro’s opinion in Google v Vuitton, §123.
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Member States to give right holders an additiomgthtr if not already present at national level: tight to
communicate protected works to the pu%qjoﬂ\s a result, in Member States which generallyyapgdes of strict
liability in the field of copyright, Internet interediariesprima facieheld liable should be able to avail of the
liability exemptions originating from the Directivmn e-commerce.

The position of the UK does not really reflect tfeegoing descriptioAﬁl. There is a clear distinction
between primary infringements and secondary inéimgnt in the CDPA 1988 as shown by the title o2&sto
26 of the CDPA 1988. Claimants bringing suits agagecondary infringers have to prove an additiomahtal
element, i.e. that the defendant knew or had reasdrelieve that he was dealﬁ%gwith infringing copies,
providing the means for making infringing copiegtuat the performances for which he had permitteduse of
premises or had provided necessary apparatus fagjing. This said, a copyright in a work is alisdringed
by “any person who, without the licence of the coplgtigwner, authorises another person to do any ef th
restricted acts®. Although an infringement of the authorisation htignecessarily implies a primary
infringement by others, strictly speaking it is golified as a hypothesis of secondary infringetnneaking the
proof of the defendant'mmens reaobligatory. To authorise an infringement meanssanction, approve, or
countenance’an infringemerﬁ4. While the definition given to the concept of awikation could potentially be
interpreted very broadly, Courts have been camdulto extend it to those who merely enable orsassi even
in some cases encourage others to engage intnginfg activities, i.e. mere facilitators. It hasheheld that the
defendant must purport to have authority to peattiers to commit infringemeﬁlt5s

If the liability exemptions originating from the iicctive on e-commerce could only benefit secondary
infringers, as a corollary the liability exemptioosuld not shelter those held liable on the groohd violation
of the authorisation right. Although sound, such approach could become problematic if the concédpt o
authorisation was interpreted quite broadly to leatiose who merely provide the means for the apadnd
above all the distribution of infringing copies. tyalthough inNewzbin 1the defendant is intentionally free
riding upon the rights of copyright owners, it igyaable whether it should be deemed as havingteleght
holders’ authorisation right as Kitchen J. Held

The Judge in this case gave weight to several dhalements to infer authorisation on the part hef t
defendant. First the fact the defendant was offesimphisticated searching facilities allowing premimembers
against payment to locate all the files making ygagticular binary work and get substantial infotima about
the nature of the work and the number of files mgkjgthe particular work, and finally to fetch g files of a
particular work to obtain a complete copy of therkvo. In the words of Kitchen J. the facilitprovides the
means for infringement was created by the defendadtis entirely within the defendant’'s contrdt” Second,
the fact that the defendant had not put into pfatering measures and on the contrdhas encouraged its
editors to make reports on films, has rewarded tf@nso doing and has instructed and guided themnd¢tude
URLs in their reports and well knows of the commactice of using NFO's tod”. When one compares

39 Article 3 and in particular Article 3(1JMember States shall provide authors with the esila right to authorise or prohibit any
communication to the public of their works, by wirewireless means, including the making availabléhe public of their works in such a
way that members of the public may access themdrplace and at a time individually chosen by them”

“0 This is the case in France. See previous chapter.

41 See as regards accessory liability, P. 8185, Accessory Liability: Protecting Intellectual Pesty Rights, 4 IPQ 390 (2011).

“2 Either importing otherwise than for private or dgstic use, possessing the course of his busiradisgsr hiring or offering or exposing
for sale or hire, exhibiting or distributing in teeurse of a business, distributing otherwise edburse of a business to such an extent as to
affect prejudicially the copyright owner.

435.16(2) of the CDPA 1988. For an explanation efdiiferences in scope of the definition contaiirethe infosoc Directive and in the
CDPA 1988 see ITV Broadcasting Ltd v TV Catchup (. 2), [2011] EWHC 1874 (Pat).

4 See e.g. PRS v Ciryl Theatrical Syndicate [192KB1 CBS v Ames Records and Tapes [1982] Ch 91; GBSgs Ltd v Amstrad
Consumer Electronics plc [1988] 1 AC 1013 (CBS vsimad).

45 CBS v Ames Records and Tapes [1982] Ch 91 at@B& v Amstrad, at 1054.

“5 Newzbin 1, §102.

" Newzbin 1, 899 and §100.

“8 Newzbin 1, §100.

49 Newzbin, §101. NFO files are filéwhich it is common for releasers of infringing dep of films or television programmes to identify
themselves so as to take the credit for creatiegctipy in question’Newzbin, §27.
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Newzbin lwith CBS v Amstradt thus seems that the concept of authorisatemnleen construed more broadly
in the former than in the latter case.

Kitchen J. did not stopped at the authorisatiomtrignd held that the defendant had violated thkt rig
communicate the protected works to the public &weatially the same reasdhsHe stated that the defendant
had made the claimants’ films available to a nedience by‘providing a sophisticated technical and editorial
system which allows its premium members to downédlathe component messages of the film of thedicgh
upon pressing a button, and so avoid days of (piatign futile) effort in seeking to gather those saages
together for themselved",

As a consequence, the defendantNawzbin 1was held primarily liable on the ground of both an
infringement to the right to communicate the wodkthe public and the authorisation ri%%nwithout the

claimants having to prove actual knowledge or anese of specific infringing acts committed by iwers”.
Assuming the sophistication of the means providgdirdernet intermediaries was enough to make them
primarily liable it would be problematic from thengpective of the promotion of innovation to prevérem
from benefiting from any potentially applicableikity exempti0r154. It should be noted though thatNiewzbin

1, not only did the defendant offer sophisticatedilides to its premium members but also and oneukhadd
above all it was not “content agnostic”; it diddtecontent differently in relation to the naturetibé messages
transmitted being either text messages or binaigsages i.e. pieces of fil s

From the foregoing, it results that passive intafimges, those which run automatic services “withar
litle human intervention have been considered asenfacilitators. Consequently, judges have rejedte
possibility of holding them liable on the groundtadditional rules of civil liability, e.g. the tbof defamation.
This thus eliminated the need for them to resodnyg specific legislative provision adopted in thake of or
even before the Directive on e-commerce to shigdntfrom financial liability.

In addition, depending upon the way the distinctibatween primary infringement and secondary
infringement is understood, it may well be thatséhéability exemptions end up being of little irgsts to active
Internet intermediaries, those Internet intermeegawhich increase the capabilities of Internetrsige terms of
access and distribution of contents through thenme&sophisticated tools.

In so far as national law remains in compliancenvidtiropean requirements the redundancy of thditiabi
exemptions originating from the Directive on e-coenoe should actually be welcomed rather than conddm
However, the problem lies in the fact that the Bpean legal framework is ambiguous. Indeed it isalatys
possible to clearly distinguish between passiveauitve intermediaries. Even more in some caséstehds to
be a fruitless task given the malleability of thgitl architecture and inconsistent decisions kaitla national
and European level have arisen and are likely iseagain. By way of example, althoughli@réal v eBay
(UK) Arnold J. seems to favour a broad criterionidentify hosting providers® it is not necessarily the
approac?7 taken by the CJEU which focuses upon rttigitacture as well as upon the intention of thevise
provider:

% Newzbin 1, §125.

%1 Newzbin 1, §125. Contrast wirein v Mininova B.VDistrict Court of Utrecht, Case No.250077/HA 2A-DB24 (2009). See for that
purpose S. BGGS & R. BARGER, Twentieth Century Fox Film Corp v Newzbin Ltd €leanging tide in the fight against online piraegw
significant is the Newzbin judgement? 21 EntertantrLaw Review 234 (2010).

%2 The defendant is also liable on the ground of prement and participation in a common design fersiime main reasons. Here again
there was no need according to the judge to poispécific acts of infringement by particular infiers. See Newzbin 1, §110.

%3 This said, the judge found tH#he claimants[were] unable to identify which particular films individlpremium members have copied
only because the defendant has chosen not to relsails of the NZB files they have downloadetewzbin 1, §97.

% See previous chapter.

% The system did not permit the content of text ragss to be searched. Users needed to searchdarsgnoup first. Newzbin 1, §49.

% The fact that “[t]here is nothing in eBay's sysseand policies which favours or encourages thiagjsir sale of counterfeit goods” seems
to be the conclusive factor. L'Oréal v eBay (UK3,78. Nevertheless, Arnold J. did have sympathy #ighargument that “eBay Europe
could and should deal with the problem of infringgrnby accepting liability and insuring againdiytmeans of a premium levied on
sellers”. §370. See also Kaschke v Gray [2010] EV49G, §73.

" See L'Oréal v eBay §114.
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This being said, the redundancy of European lavs cha¢ always hold true and the decisions that e
described so far must be contrasted with otherseadohg more directly the implications of a secdistinction:
the distinction between damages and equitablefrelie

4. The distinction between damages and injunction

The autonomisation of the “liability” conditions irelation to the nature of the remedy claimed fas h
significantly reduced the interest of the exemignanted to intermediary providers and in paréicuhere
conduits.

The remedy sought iNewzbin lwas an order from the Court “to restrain the deééen from including in its
indices or databases entries identifying any matgrosted to or distributed through any Usenet grou
infringement of copyright58. Although Kitchen J. ruled that actual knowleddespecific acts of infringement
obtained through the means of notification wasaptecondition to the grant of an injunction on ¢neund of
s.97A(2), he considered that the injunction clainfdwas overly broad for several reasongirst the Court
was required to issue an injunction to protectripkets of third parties the scope of which was whahdefined
and about which he had heard little or no evideSezond, he could not deduce from what had beeitisaf
the defendant had actual knowledge of such allégfeidgements. The judge ultimately granted “aruimgtion
to restrain the defendant from infringing the clants’ copyrights in relation to their repertoirefﬂlhs”eo. Even
though Kitchen J. did reduce the scope of the utjon he did not limit it to situation of doubleddtities: to
prevent identical infringements by identical infyjers as specifically identified in a previous IeglajePl.

There are two ways to take into account the effettslegal remedy granted in a particular castheEione
adopts an ex post approach and tries to determia thie consequences of the judicial order wilffdrethe
right holders in the case at issue. Or one adopexaante approach and tries to determine whateihetions of
Internet intermediaries having internalized thenmaet in the case at issue will be in the futurepé&hding upon
the peculiarities of the facts at hand, it may bmerappropriate to take into account the firsther $econd or
both standpoints.

In Newzbin 1 the ex post effect of the injunction even if mipressly mentioned and if not pursued in
practice62 was the closing down of the defendant’s busineds ijpon mere free-riding. Ex ante, the message is
a bit more complex to decipher: do not design anetogical architecture to induce primary infringams by
Internet users. Yet Internet intermediaries deelyito be deemed as inducing primary infringemdmyténternet
users if they build a sophisticated platform that content discriminatory. To the extent the foragoi
consideration needs not to be coupled with a dpeatdf of an intention to induce infringement, iaynwell be
problematic in practice to draw clear-cut lines.

But what is more problematic is the ex-ante effibett even broader injunctions granted against reter
access provide?g still on the ground of s.97A(2) are likely to hate Newzbin 2 Arnold J. issued an injunction
against the major UK Internet access provider preging the requirement for actual knowledge of the

%% Newzbin 1, §133.

% Newzbin 1, §135.

% Newzbin 1, §135.

®1 See previous chapter.

62 Arnold J. in Newzbin 2 mentions that after theasrissued by Kitchen J. the Newzbin1 website cetisegerate. Shortly afterwards,
however, the Newzbin2 website, an almost identi&isite run by unknown persons acting offshoretestao operate at the same location.
§2.

% Either because some infringing end users usenteenket access providers’ services or becausattieging website violates the right to
communicate the protected works to the publictibernet access provider's services have beenaeresl to be used to infringe by the
Court. See Newzbin 2, §113.
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infringing64 activity quite extensively: general actual knovged(actual knowledge of the existence of non-
specifically identified infringing activities) ragh than specific actual knowledge (actual knowledfyspecific

acts of infringement) seemed to be sufficentThe Internet access provider was thus requirestdp present

infringements and prevent future infringements leé tlaimants’ IP rights as well as third partieig’ht566.

Arnold J. made an order substantially in the foiought by the claimants. The claimants had clainwdHte
adoption by the defendant of two types of technielegirected to the Newzbin website: 1) “IP addidesking

in respect of each and every IP address from wihietsaid website operates or is available and wikiclotified

in writing” and 2) “[Deep Packet Inspection] badadcking utilising at least summary analysis inpext of
each and every URL available at the said websiteindomains and sub domains and which is notifired
writing"67. This said, the claimants considered that impleémgrthe system known as Cleanfeed, “a two-stage
system of IP address re-routing and DPI based UBd:ktng”68, was meeting their request. Yet, Cleanfeed was
already used by the Internet access provider fer rbgulation of other types of contents, namelydchi
pornography.

This time the injunction is not technology neutrat the purpose for which the filtering technologyst be
used is clearly expressed: to block or attemptldakbaccess by its customers to the infringing \AI:E Not
only is the judge satisfied that the Internet asgasvider should implement the Cleanfeed technglbgt also
he held that the costs of implementing the ordewkhbe borne by the Internet access pro@%e’l’his was
deemed as the price intermediaries have to paypdarg able to benefit from the exemptions laid dawn
Article 12, 13 and 14 of the Directive on e-com tc

As a result, the ex-ante effect of the injunctiould be seen as imposing upon Internet accessdasvan
obligation to implement a particular filtering tewiiogy to be used once having received a notificaliy right
holders in order to stop present infringement ar&lgnt future infringement without prior judicialervision.
Here the tripartite distinction laid down in ther&itive on e-commerce and the wide immunity gramdechere
conduits does seem partly undermined. Indeed, @yetavinterpret Article 12 of the Directive on ercmerce is
to state that mere conduits should not be burdevidda duty to react upon allegations of victimdaake
appropriate technological measures to stop prelenage or prevent future damage.

It is true that if one adopts a narrow interpretatof Article 15(1) prohibiting the imposition of general
obligation to monitor one’s network or system, tinfunction granted inNewzbin 2does not necessarily
contravene the European provis7i(2),nalth0ugh this remains contentious. The identiftcaof the interests to be
protected should still be undertaken by the victtimsmselves as well as the identification of thiinging
activities73, even though Internet access providers are regjtorénplement technologies that can potentially be
used for any type of violation in the future. Bhetfact is that in the end it does not really nratteether mere
conduits can potentially be exempted from any fananiability when they do not have a direct irdhce over
the content of the message transmitted, the chafidke recipient or the decision to transmit thessage.
Knowing that they can be required on the groundumfinjunction to set up filtering technological reeees,
localise infringements of specific copyright repéms, restrict access to them and bear the cdsthose
measures, Internet access providers are thus gimemcentive to automatically react upon right leosd
notifications without waiting or a court order. Shiltimately explains why UK courts will not suddiebe

6 Under s.97A(2) this is a precondition to the giafran injunction against intermediaries the smsiof which are used to infringe.
% Newzbin 2, §148it is not essential to prove actual knowledge affgecific infringement of a specific copyright wbska specific
individual”.

% Newzbin 2, §182.

" Newzbin 1, §12.

% Newzbin 2bis, §6.

% Newzbin 2bis, §56.

0 Newzbin 2bis, §32. The costs of the action broinytthe claimants are ultimately shared by bottigmrNewzbin 2bis, §53-55.
L Newzbin 2bis, §29.

2 gee BT v Secretary of State for Business), §1&é.2850 an interesting Irish case EMI Recordsaa) Ltd and Others v UPC
Communications Ireland Ltd, [2010] IEHC 377, §107.

73 Although obviously third parties’ rights have maten identified in Newzbin 2 and 2bis.
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overcome by right holders’ actions in the wakeNefwzbin 2and more than the fact that right holders will not
only focus upon the most “egregious infringers’hantioned by the judge Mewzbin 3

Truly, the counterpart of the injunction, althougpiter, is the absence of liability in cases in etherrors
have been made and access to lawful contents Ieggiihacy been restricted. But this is certainlynaagre
consolation for at least two reasons. First, Irdeatcess providers have now a duty to react ugbhmolders’
complaints. Second, the immunity is only inferreahfi the fact that a court order has previously tiesned”.
The question whether Internet access providersldh@main immune in the absence of court orders thu
remains without clear answer.

5. Conclusion

To conclude, it was certainly ambitious to try tang clarity and simplification in the field of letnet
intermediaries’ liability by setting up limited bdity exemptions in a directive at the Europeawelewithout
precisely identifying the prevailing regulatory ¢ié@ pursue in relation to the nature of the inséseat stakes. It

is thus not surprising that divergent solutions ehamerged both among Member states and within Membe
States. What is comforting though is that the suimosition of a legal framework through the meahsa top-
down process, which has certainly increased thbikig of national rules and the intensity of tiermative
dialogue between jurisdictions of different Memisgaites, has not hindered the ability of the comfa@nto
react upon new technological challenges.

This being said, comparing decisions renderederfitid of intellectual property law and decisiorsdered
in other fields such as defamation law, there mayaggument that the specialisation of judges hasotoe
extent played against the protection and even rttwestrengthening of freedom of expression in thygtal
world. Indeed, there seems to be a reinforcingditig line between IP rights holders and consunim#) being
potential victims of unlawful contents, whereas diginction between content producers and cortensumers
is more and more misleading. What may be even npooblematic though is that judges and not only
Parliaments have used the means of “indirect” mgm76 to modify the architecture of the network and heac
regulatory objective that has not been transparamiti democratically agreed upon.

good
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