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On January 25, 2012, the EU Commission set forth a proposal for a Regulation of the
European Parliament and of the Council on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (General Data Protection
Regulation) and a proposal for a Directive of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data by competent authorities
for the purposes of prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and the free movement of such data. The Draft Regulation, once
approved by the European Parliament and the Council, should replace Directive 95/46/EC (the
"Data Protection Directive") which has been criticized for being laden with loopholes and legal
uncertainty. A stronger and more coherent data protection framework in the EU, backed by
strong enforcement that will allow the digital economy to develop across the internal market as
well as put individualsin better control of their own data, isintended to prevent fragmentation in
the way personal data protection isimplemented across the Union. The proposed regulation would
essentially create a single, unified law that applies to all 27 member states. It sets forth a new
legal regime which would foster protection for individuals based on a complete compliance
program companies must demonstrate to fulfill.

© 2012 Rosario Imperiali. Published by JICLT. Alllitg reserved.

1. Synthesis

The proposed EU Regulation on the protection oividdals with regard to the processing of persateh and
on the free movement of such data (General Datgeétion Regulation]) aims to introduce in the management
aspect a legal model so that the use of personalislanighly protected. The regulatory action, estied at a
future EU Regulation with direct effect in Membeates, requires the adoption of a model of manageared
control, where you can see the appeal to the cgtleontinuous improvement, already present in dyali
processes.

The data protection compliance program is concelbyethe combined reading of the following provisiasf
the proposed Regulation:

Procedures and mechanismsfor exercising the rights of the data subject

Article 12 obliges the controller to provide proocees and mechanism for exercising the data subjegtits,
including means for electronic requests, requirregponse to the data subject's request within aeatef
deadline, and the motivation of refusals.

Responsihility of the controller

Article 22 takes account of the debate on a "ppilecof accountability” and describes in detail didigation of
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responsibility of the controller to comply with $hRegulation and to demonstrate this complianaduding by
way of adoption of internal policies and mechanisonsensuring such compliance.

Data protection by design and by default

Article 23 sets out the obligations of the coneplirising from the principles of data protectigndesign and by
default, by implementing “appropriate technical amdanisational measures and procedures in suciyahat
the processing will meet the requirements of thegiation”.

Documentation

Article 28 introduces the obligation for controBesind processors to maintain documentation of theegsing
operations under their responsibility, available the Supervisory Authority upon request, to enstire
verification of the effectiveness of the measuresrider to demonstrate compliance.

Security of processing

Article 30 obliges the controller and the processmrimplement appropriate measures for the securdfty
processing, extending that obligation to processoespective of the contract with the controller.

Notification of a personal data breach

Articles 31 and 32 introduce an obligation to notiersonal data breaches to the Supervisory Adthand to
the data subject within a short time frame.

Data protection impact assessment

Article 33 introduces the obligation of controlleesid processors to carry out a data protection é¢mpa
assessment prior to risky processing operations.

Prior authorisation and prior consultation

Article 34 concerns the cases where authorisatipn dmd consultation of, the Supervisory Authority i
mandatory prior to the processing “in order to eesithe compliance of the intended processing with
Regulation and in particular to mitigate the rigkeolved for the data subjects”.

Data protection officer

Article 35 introduces a mandatory data protectifficer for both public sector and private sectar farge
enterprises or where the core activities of thetrodler or processor consist of processing openatiehich
require regular and systematic monitoring. Aei8b sets out the position of the data protectitines. Article
37 provides the core tasks of the data protectificeo.

Certification

Article 39 introduces the possibility to establggrtification mechanisms and data protection saadsmarks.
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It will be important, therefore, that companies m@e a "cultural leap”, from an approach of "respefc
formalistic compliance" to a policy of daily "comfaity behavior".

2. The Plan

The proposed EU Regulation sets forth a new legginte for the protection of personal data basedaon
complete compliance program. The proposal aimsitabducing a legal model in the corporate managémen
structure in order to ensure that personal datapapeessed in an environment, which provides adequa
safeguards. Instead of limiting its interventionpiénciples and rules of law, the legislator fromuBsels has
narrowed the entrepreneurial freedom of choice hea management policy, by setting out specific legal
provisions and obligations related to corporateanization in order to handle personal data adetyuata
overall reading of the document clearly shows thierition of depicting an organic personal data hagd
system, imposed on data controllers.

This compliance program is structured on the PDCddeh cycle (Plan, Do, Check, Act of the known
Deming’s wheel), which is at the basis of the onggdrograms for the control and continuous improsenof
processes and products, such as those for quattification.

The parallel should not be of surprise, considetimat the scope of both the Directive 95/46 andhef
subsequent proposed Regulation is to ensure albigh of safeguards to personal data processechiby t
parties. This goal can be better achieved by a gemant method applied to the whole personal datdling
process. The structure of the proposed data protectodel can be summarized as follows:

Plan — The objectives are set out by principles andswontained in the law together with the obligatid
responsibility of the controller to be compliant alled accountability principle). The objectivetablished by
controllers (through the corporate commitment staite the data protection policy) which are intetprke
according to the characteristics of the controlldega processing environment, are then translatedorocesses
necessary to deliver results according to the drpegoals (high data protection standards). Thigiires
knowledge and understanding of when and how daiteqgtion law affects the company, identificationties
and authorities of key persons for everyday prangsgperations and compliance oversight as wedlveareness
of corporate internal controls that have been déstay and implemented to ensure compliance.

Do — The implementation of the plan is ensured by ddeption of organizational measures made of an
organizational chart according to data protectiegal roles and instructions, description of comfmmata
protection functions and of any management andrabstructures for implementing and tracking coraptie
(e.g. methodology used to identify type of proaegsind categories of data the company handles, thertime

the company receives data to the time the compangmit them to other controllers).

Check — Establishment and implementation of corporateriral controls to ensure compliance as well as
maintenance of documentation of the processingatipeis — as a record keeping system and as evid#nce
compliant diligence - considering that the burdépmof stays with the controller. Independent sujséon is
provided also through the mandatory institutiorihef data protection officer for large enterprised & case of
systematic monitoring. It involves the possibleabishment of certification mechanisms and dataegtmn
seals and marks, to enhance transparency and eoo@ji as well as regular periodical audits by perso
reporting to top management, to ensure integrityaté protection compliance program.
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Act — In conclusion, the adoption of technical measisenot only limited to the traditional securigfeguards,
but also includes innovative tools aimed at faaiiiitg the protection of personal data (by desighyodefault).
By doing so, the expectation of a high level oftpotion for personal data is ensured in the pha$dxth
product and services design and of implementatfarsage options of same (by default). Thus citizessome
protected before coming to the market.

The action plan get completed by written statemantsprocedures to foster employee discipline, loggss to
ensure education, training, and provision of guigato all employees involved, as well as finally, the
emphasis appointed on importance of compliancaytid jeopardizing corporate business and heavgtissns
against the data controller and responsible indiist

3. Conclusion

For a wise company that intends to have the goatwhpliance with data protection according to an
implemented path that will create less organizati@nd economic impact we must bear in mind thiefohg
aspects:

1. promote the "cultural leap", from an approach ekfrect of formalistic compliance” to a policy oflgda
"conformity behavior".

2. operate synergies and integration between the mofletlata protection and other models of
management and internal controls (e.g. the orgtoim model for anticorruption, that on job setyri
the model anti-money laundering, one for the tnaglof waste and environmental impact, the eventual
company’s quality systems).

implement an integrated compliance training progfanstaff involved.

4. set up a control room of compliance, defined asretional unit capable of monitoring the effective
and efficient law enforcement in its various forrg@nticorruption, data protection, job security,
information security, etc.) on behalf of businepsrations.

5. provide accurate reports and information flows lestathe control room of compliance and the roles of
legal compliance (anticorruption internal superyjstata security officers, data protection processo
auditors and internal control bodies, etc.).
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