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Abstract: This article will first discuss what defines a Vagite, the history of vigilantes,
and the contemporary vigilante’s effect on the legygtem as a whole. Also, this article will focus
on those scenarios that bring an ordinary personréact in an illegal way to a perceived
injustice. In focusing on these scenarios, thigckr will examine a little more closely the answier
of deeper questions about the nature of law anticeisand their roles in the accelerating world
of new media.

1. Introduction

The average person has at the very least an uaddnsg of what he or she considers justice. Régssabf how
an individual’s view of justice fits into the constts of law, the motivation behind this view issbd primarily

in matters of morality, sculpted from societal danhilial influence! From these outside influences, individuals
conceptualize justice as “personal justice,” theaithat justice for me is justice for all. Lawe areated based
on the theory that society shares a collectivequetisjustice, one which, however, is not withounftiot.> The
concept of personal justice is represented in egallsystem by the jury, where defendants havepaprtunity

to be judged by a panel of their peers.Tayler v. Louisianathe Court stated that “the purpose of a juryis t
guard against the exercise of arbitrary power t@ar@vailable the common sense judgment of the caritynas

a hedge against the overzealous or mistaken prmgecu. This prophylactic vehicle is not providédhe jury
pool is made up of only special segments of theufame.” A jury, theoretically, is to make a “common sense
judgment of the community,” but this statement doesencapsulate every factor a jury must consitleing
decision making, and in fact, only alludes to time dactor the law is meant to uphold—ijustice. lieglly, if a
jury were not to consider its idea of justice madecision, then emphasis on diversity would noaémportant
factor in picking a jury. The jury system is suppd to ensure that what society at large (repreddnt a small
and diverse sample of as many as twelve peoplepgese is “justice” is factored into the jury’s d&an to
mitigate corruption in the legal system. Howeejury is not free to decide cases simply based oallective
sense of justice, but must adhere to the law amdktines of the court. Where a jury strictly adéeto the law
and disregards justice, even where the law is lgldasufficient, a void forms that must be filledy ihe
vigilante.

When discussing the concept of personal justicés impossible for one to dismiss the vigilanteheT
timeless mixture of an incontrovertible sense dtige, superheroic self-reliance, and human flawakp
volumes to our culture’s awareness of the incoesisés present in even the best governing systéins.idea
of the citizen taking the law into his or her owamlds has gained popularity in recent years. Oad naly look
to any number of contemporary vehicles for thelaiti citizen theme, from movies like “The Dark Khig to
television dramas like “The Shield,” and even talitg television series like “To Catch a Predattm’realize its
appeal. In fact, real life “superheroes” have aigad a number of registries online. One registry,
www.reallifesuperheroes.org, provides some insigtat the run-of-the-mill superhero’s life. These a@itizens
inspired by the caped crusaders of comic book faledicated to making the world a better place. Weksite

! John Rawls, A Theory of Justice 7 (The Belknap Poéstarvard University Press, 1971).
2 Jon Mandle, Rawl’s A Theory of Justice: An Introtias 12(Cambridge University Press, 2009).
3 Taylor v. Louisiana419 U.S. 522, 531, 95 S.Ct. 692, 698 (1975).
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includes a FAQ section that explains their operafiom “What is a real life superhero?” to “Why gou wear
costumes? The website also provides a list of active anileétsuperheroes, and even a creed, which states:

We are Real Life Superheroes.
We follow and uphold the law.
We fight for what is right.
We help those in need.
We are role models.
We will be positive and inspirational.
We hold ourselves to a higher standard.
Through our actions we will create a better brigtbenorrow®

However, the Real Life Superheroes claim that #reynot vigilantes because this group operatesgtom®s in
the gray area of the law, but within the confinéthe law none-the-less.

Crime fighters exist in other forms that do notuieg spandex bodysuits and capes. A simple Inteeerch
will uncover thousands of users who have at sonm peken it upon themselves to step into the gnaygins of
the law in an effort to right perceived wrongs. of&lization and the rampant spread and developmient
technology have introduced several new challengethe application and enforcement of law; questiohs
jurisdiction, ethics, and cultural divides have culad efforts to regulate the InterfietThe anonymity and
relative safety of the Internet embolden peopldaihidden courage to stand up to injustices irag they may
fear doing in the real world. In most of these cases, the citizens do not bitleakaw, and therefore probably
cannot be titled vigilantes. These citizens follthe law, however, not because they want to, boabse they
have to, which is a symptom of a greater issue. eWa system, for example local communities or falder
government, is well-controlled and fairly contrallehe populace tends to support and protect #iesstjuo and
seek justice through the proper channels (the @dalicthe courtsy. However, when a system is imbalanced, it
causes an up rise within the system, enough to ebmpitizen to marginalize or completely foreggde
recourse in an attempt to achieve justice.

Historically, there has always been a need forlaigés. When American colonists felt the British
government was taxing them unfairly, people begarsrhuggle goods and destroy shipments. The British
government refused to bend to the will of the pepjpind this situation catalyzed the American Reiariy
which ultimately the colonists won, forever remayitheir colonies from British rul®. Similarly, when
desperadoes plagued the western frontier, soceggrbto change its code of conduct from a mandatoty to
retreat when faced with conflict to allowing handgland confrontation during a fight, even if thghfi resulted
in death. Case law from the late™@entury reflects this position, and in one casgestthat a man “needed to
retreat no further than ‘the air at his back."These decisions would be the saving grace ttgittke posses of
vigilante enforcers loyal to the government andatss.

4 http:/Ireallifesuperheroes.org/faq

® http://reallifesuperheroes.org/rlsh-creed

6 Jack Goldsmith & Tim Wu, Who Controls the Interniii’sions of a Borderless World viii-ix (Oxford Urgrsity Press,
Inc. 2006).

7 http://people.dsv.su.se/~jpalme/society/anonyimitgl

8 Rawls,supra at 352.

°1d.

10 http://law.jrank.org/pages/11129/Vigilantism.html

1 http://en.wikipedia.org/wiki/American_Old_West#zinote-131
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This paper will discuss first what defines a vigtk, the history of vigilantes, and the contempprar
vigilante’s effect on the legal system as a whohdso, the paper will focus on those scenarios tiratg an
ordinary person to react in an illegal way to acpared injustice. In focusing on these scenattus paper will
examine a little more closely the answers of degpestions about the nature of law and justice,thauf roles
in the accelerating world of new media.

2. The Varying Definitions and Concepts of the wat “Vigilante”

There exists some confusion in our society asaal#finition of a vigilante, probably because thaaept of the
vigilante has changed throughout history. A vigitais defined in Black's Law Dictionary aa person who
seeks to avenge a crime by taking the law intahiser own hands* This definition is mostly a functional
definition of a vigilante, albeit a somewhat vagree. For example, if a newspaper editor of a fre@spaper
conducts a fraudulent raffle, and a person dedideske every free newspaper in the town to prevente
people from falling for the scam, he has technycallenged a crime (illegal sale of a raffle tickey)taking the
law into his own hands (taking every free newspaperevent further ticket sales). However, itl@ibtful that
anyone would think of this person as a vigilante.

Black’'s Law Dictionary definition has not been eslion by the court. IState v. Bramerthe appellant
argued that the prosecution’s use of the word lafge” to describe the appellant during trial waaimmatory
and an attack on his character that was unfairgjugicial’> The court borrowed the definition from the
American Heritage dictionary that defines a vigitaras “one who takes or advocates the taking of law
enforcement into one’s own hand$."The court held that the appellant’s action fithin the definition; that the
definition was descriptive in nature; and that fiesecution’s use of the word was not unfairly pdgjial °
This definition is also very broad: a mother whanishes her child for throwing a candy wrapper owtaa
window could be a vigilante according to this diiom.

For further clarification, the use of “vigilantes@an adjective is defined by the Random House @iaty as
action “done violently and summarily, without recseito lawful procedures: vigilante justic®."Here, in order
to be categorized as a vigilante, there must blemie and summary action. However, this definit®rmstill
lacking, as it is safe to assume that every man letsoever defended himself from an attacker witbefa@annot
be called a vigilante.

In an effort to further identify the exact naturketbe vigilante, other sources are needed. Thaitleh
provided by Wikipedia states that “a vigilante sn®one who illegally punishes someone for perceived
offenses, or participates in a group which metesgtrajudicial punishment to such a person. Oftenvictims
are clr7iminals in the legal sense; however, a vigdanay follow a different definition of criminahan the local
law.”

Simply put, a vigilante is someone who breaks #wve (hence, the terms illegal and extrajudicialjanour
and/or pursuit of some form of personal justicehisTis a simple definition, but it makes a poinattlis not
clearly expressed in other definition—that in ortkeibe a vigilante, one must break the law. F@& thason,
many of the individuals and groups that the critefer to as vigilantes are not actually vigilaraésll.

12 Black’s Law Dictionary (8 ed. 2004).
13 State v. BramemNo. A06-2388, 2008 WL 1797954 at 4 (Minn.App. Ag2, 2008).
14
Id.
%d.
16 Random House Dictionary 12 ed. 1987).
7 http:/len.wikipedia.org/wiki/Vigilante
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2.1 The Vigilante Mentality: Seeks Justice, Lavd @nder

In order to better understand the elements of thgaute mentality, one must analyze the motivatidrehind
vigilante actions. The key to understanding thgilamte thought-process lies in understanding tifferénces
between three concepts: Justice, Law, and Orddre definitions below are taken from Merriam-Webster
Online Dictionary.

“Justice: 2 a: the quality of being just, impartiad fair.”®

Justice is synonymous with fairness. In essengesopal justice is that which an individual considi® be
fair.® Justice is very different from the concepts ol land order; it emanates from a higher level of
consciousness that has no interest in codified vietila Sigmund Freud refers to this as the supereg
According to Freud, the superego houses an indiVislideals. These ideals drive the rational n{ihe ego) in
an attempt to achieve them. The superego alscebaursindividual’s consciené®. The superego is a person’s
inner critic; “it is the moralizing and punishingstance in psyché® As the superego plays the role of the
personal law keeper, the concept of justice canidsed as a manifestation of the superego. Therefostice
is personal law.

For the most part, the level of satisfaction pea@{press with a system of law is proportionateduw kvell
that system reflects their personal code. Thosglpevho are unsatisfied with a system of law aoesé people
who perceive a conflict between the legal systethsotiety’s view of justice, which is supported dmciety’s
moral standing® These people practice disobedience in a societpuse they tend to hold strong views in
disagreement with the policies implemented by #wal system in which they liv&. For these reasons, these
rebels frequently develop vigilante behaviour, igatarly if their disagreement with the law hasdo with the
fair treatment of the socio-economic groups to Wwhhey belong.

“Law: 1 a (1): a binding custom or practice of amrounity: a rule of conduct or action
prescribed or formally recognized as binding oroecdd by a controlling authority (2): the
whole body of such customs, practices, or rufés.”

Law, as opposed to justice, refers to a codifiedbeules established by a sociétyLaw can be considered
the mingling of different personal justice viewptsirto create a widespread and binding set of guielelfor
everyone to follow® Further, laws are generally written to prohibit @ct; law does not place limitations on
what an individual can do, but rather denotes valmaindividual cannot do, and provides a punishnfienthose
who violate it. Law is necessary to satisfy sqcad to prevent revdtt it is also startlingly similar to the role
of the superego in an individual. Simply put, the is a society’s attempt to express its idealci®ating a
collective superego.

To a vigilante, the law is always flawed in someywdven to a person satisfied with the law, no ooeld
claim that the legal system is perfect. What wigies do, however, has little to do with the laselit as a
codified set of rules, but rather with the justibe law fails to achieve. By and large, vigilantes law abiding
citizens, except in their vigilante behaviours, eththey may consider as a cry for reform or a resrgevil.

18 http://www.merriam-webster.com/dictionary/justice

19 Rawls,supra at 11.

20 http:/fen.wikipedia.org/wiki/ld,_ego, and_supepeg

2L http:/iww.freudfile.org/psychoanalysis/dictionarymi
22 Mandle,supra at 106.

2d.

24 http://www.merriam-webster.com/dictionary/law
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“Order: 1: to bring about order: regulat&.”

John Locke’s conception of the Social Contractnete the government’s role as an entity chargetth wi
protecting a person’s property (then expanded tmmpass life, liberty, and properfy). In our government,
this is expressed through the inalienable rightgféoliberty, and the pursuit of happiness, a ified version of
Locke’s natural rights, as well as the other rigdtpressed in the United States Constitution aechtition of
Due Proces?® The only way to create order is by limited intmtion on free will—too little intervention will
result in chaos, and too much intervention willulesevolt. The level of interference the goverminshould
ideally take is debatable, and comprises the furddah disagreement between Democrats, who mosligviee
in social freedom and fiscal interference, and Répans, who essentially advocate fiscal freedonh swcial
interference.

Order is important to a vigilante. For the mogat pagilantes have a strong sense of personalatability.
However, given the fact that to be defined as darnte, one must violate the law, the viewpointpefsonal
accountability is hypocritical as vigilantes jugtitheir behaviour by upholding their perceptionspefrsonal
justice.

2.2 Vigilante versus Criminal

Due to the nature of a vigilante’s action, namdlg violation of law in the interest of pursuingtjas, it can
sometimes be difficult to separate a vigilante frarmommon criminal. It is critical at this poimt distinguish
the vigilante from the criminal by again focusing the vigilante mentality* In order for an action to be
vigilantism, not only must the vigilante violatdaav, but he also must believe that this violatisini the interest
of justice (the superego perception). The comnramical, however, acts in an effort to satisfy brsher own
desires based on inferiority (the id perceptitn)There is a difference in how a vigilante andieiral react to
a crime. A vigilante perpetrates a crime in theeriest of personal justice and shows little remongeor she
may feel pity for a victim, but vigilantes act ihet interest of the greater good. By contrast,maical may or
may not show remorse, but criminals have no pagsiachieve justice.

A criminal will sometimes justify his or her behaur in a way that is similar to a vigilante, buingsinals
and vigilantes are still essentially different. rFexample, an underprivileged person may turn tmerand
justifies his actions by believing that he is “justening the score,” or “taking what is rightfulhis” in
restitution for society’s perceived wrongs. Th#etdence, though, is that the criminal is not phing anyone
for the crimes another has committed or reintenpgethe law; the criminal simply acts out of sdifireasons.
Even a criminal who steals to feed his family i$ awigilante because a true vigilante punisheswgtoing. In
this way, criminals and vigilantes are fundamenmtdifferent.

2.3 Vigilante versus Activist

Both the vigilante and the activist work for thetbement of society, and both pursue personal agenéor this
reason, many people believe that certain activisugs, especially those interested in the punistinoén
criminals, are vigilante groups. This is a commmisconception, and to some extent, an understaadais.
While the vigilante and the activist do follow slari ideologies, the activist typically does not dkcaghe law.
Sometimes activists groups are labeled vigilartesther reasons besides misunderstanding the term

2 Rawls,supra at 55.

*°|d. at 13.

27 James K. Feibleman, Justice, Law and Culture 49t{iMes Nijhoff Publishers 1985).

28 http://www.merriam-webster.com/dictionary/order

29 http:/Avww.iep.utm.edu/soc-cont/#SH2b

%0 http://ww. marylandsar.org/SAR-Documents/Essayiiiie-Essay-MDSSAR-0708.pdf
31 http://en.wikipedia.org/wiki/Vigilante

32 John Cuthbert Goodwin, The Soul of a Criminal 2-8r{tlon: Hutchinson 1924).
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“vigilante.” Many activist groups are, by theirtnee, controversial, and some willingly wear theniker of
vigilante to inspire others in their cause; critmsan activist group will label the group vigilast to inspire
distaste for the activist group’s cause.

A common activist group mistaken for vigilantestie Guardian Angels. Curtis Silwa founded the @izar
Angels in 1979 in New York City? This organization was focused originally on cotimaviolent crime in the
New York City subway system by training volunteémsmaking citizen arrest§. The Guardian Angels
operations have expanded beyond “Safety Patrolsintdude other activities, like education and youth
programs> They also train in self-defence, first aid, aife-saving techniques. Edward Koch, the New York
City mayor when the Guardian Angels were foundedticzed the group and described them as
“paramilitaries.® Despite criticism, the Guardian Angels grew, anday they are one of the largest
community watch organizations in the world with pteas in one-hundred-and-forty cities worldwite.

The primary complaint about activist groups likee tiBuardian Angels is that the members are not
professionals, and therefore are placing themseiwnesother in the line of dang®&r. While this criticism has
some merit, these organizations typically have Vewrates of casualties. The Guardian Angelsef@ample,
have lost only two members in the line of duty Wreotheir thirty years of service, both of whictcaored before
1983% Likewise, if results evidence the efficiency tietGuardian Angels, one needs only to look at the
organization’s long history and the positive resgofrom every city in which the organization hoédgresence,
as well as the number of awards the organizatisrréeeived over the yedfS.

It is worth noting that the validity of calling ghikind of organization a “vigilante group” may bp for
debate. In order to explain why this argument fayalid, an alternate definition of vigilante must briefly
discussed. The American Heritage dictionary presid secondary definition, which defines a vigdaas “a
member of a vigilance committe&:” This definition can be misconstrued unless orfariliar with a vigilance
committee. The Online Etymology Dictionary claggi “Vigilance committees kept informal rough orderthe
frontier or in other places where official authgritas imperfect® In this context, one can argue that the term
“vigilante” is not to be applied to any group, ltatgroups specific to frontier justice. This défon is archaic
and no longer can be applicable in a modern cont&kiis paper will continue to argue that a vigitais one
who breaks the law in pursuit of justice.

2.4 Vigilante versus Terrorist

At first glance, this delineation seems like a maifer; vigilantes work in the name of justice, kehierrorists
work in the name of fear. Upon more careful exatiam, however, one must make this division cleas. the
adage goes, one man’s terrorist is another mae&dérm fighter, and a freedom fighter can be desdris a
vigilante who thinks bigger. Terrorists, for tharposes of this paper, will be precisely definecpagies that
use terror tactics to try to change a governmesbotety?*

As defined above, terrorists hold few similaritigsgh vigilantes. Both terrorists and vigilante® dikely to
seek anonymity to avoid arrest and retributionthBadso seek to fulfil a personal agenda, but thenm

3 http://www.guardianangels.org/history.php
3 http://en.wikipedia.org/wiki/Guardian_Angels
35 http://iwww.guardianangels.org/history.php
38 http://www.time.com/time/magazine/article/0,91729848-1,00.htm(Guardian Angels’ Growing Paingime Magazine,
January 18, 1982).
z; http://en.wikipedia.org/wiki/Guardian_Angels
Id

39 d

ar

4 http://www.wordnik.com/words/vigilante

42 hitp:/iwww.etymonline.com/index.php?term=vigilante
43 http://dictionary.reference.com/browse/terrorism
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similarities end here. The key distinction is thee of terror tactics, which includes violence rfeengering,
and threats. These cowardly tactics are hardlyrntbdus operandi of the typical vigilante, thougmsamay use
them to a limited extent. Moreover, the vigilasteks to serve justice and the good of society revhest
terrorists follow a dogma that may have little m with justice. The key difference between thelaige and
the terrorist is namely that a vigilante seeksridde the gap between law and justice, where tirerist seeks
societal upheaval. This key difference is whabsafes the vigilante mentality from the terrorist.

2.5 Vigilante versus Revolutionary

The revolutionary and the vigilante are very simil@he revolutionary looks to transform what hecgéves as a
dysfunctional ruling body in favor of a governmi®rthat more closely represents the existing vallfethat
society. Vigilantes aim to improve the qualityliéd for themselves and their peers, much likerthelutionary;
likewise, both employ extrajudicial measures tospertheir agendas.

The main difference between the revolutionary dml\tigilante is in the scope of the work they perfo
Vigilantes usually act locally, working within a pi@ular community, while revolutionaries seek terdantle
and rebuild entire governments. Vigilantes are lgdandamentally satisfied with their governmentdaits
laws, taking issue only with specific shortcomingfkevolutionaries generally take issue with theirent
governance of their community, and seek to recoostthe entire system. In this way, vigilantes dsn
differentiated from the revolutionary.

3. The History and Origins of Vigilantism

The vigilante has a long history. Hailing backRobin Hood in the Middle Ages, the vigilante is siimes
celebrated and sometimes reviled and has long sasoal symbol of justice in a corrupt world. In @rdo
understand how the American conceptualization gilaftism formed, one must analyze the Europeatsrob
the outlaw. Vigilantes found their origins in ariedy of movements and ideas that inhabited thg grages of
the law in medieval times. These constructs wikm@oanected by similar viewpoints about justicel dairness.

Some of the earliest concepts that influenced tbdem vigilante revolve around the idea of frankpke.
Frankpledge was a system of law employed in Saxeiety from the 16 to 14" centuries, which separated
citizens into groups that were responsible forrtiosin governanc& According to “A Dictionary of World
History,” “communities were grouped into associati®f ten men (a tithing) under a headman (chiefige or
tithingman) and held responsible for the good b&havof members.” In practice, the members would
guarantee the behaviour of each other in fronhefiffs during periodic hearind§. For example, if a member
was fined, another member would give a frankplettige the fine would be pafd. Presumably, the rest of the
group could be held accountable for any breachoabbr, so it was in the group’s best interest teuem every
member held up their ends of promises. The comtiesralso were given authority outside the lawnfoece a
member’s cooperatioff. King Canute II, around 1035 AD, first enacted frenkpledge in Denmark and
England, and it applied to every man, regardlessoofal status. Over time, however, the systemreplsiced,
with regards to the wealthy and powerful, with otlieiels and feuds, and would eventually only apply
members of society who were not freed, such aesland serf€ Nevertheless, the citizens were responsible
for policing themselves and were, in essence, ireesociety of vigilantes.

4 Black’s Law Dictionary (8 ed., 2004).
S william Alfred Morris, The Frankpledge System 1-4®ngmans Green 1910).
46
Id.
“d.
*Bd.
“d.
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Whereas frankpledge created a lawful system based theory similar to vigilantism, feuds were a enor
ruthless and chaotic manifestation of a similar tality towards law and order. Until the late 14@@ad still
practiced in certain lawless regions today), fendee in essence private wars, fought between twoare sides
in a localized are?® Usually these wars were ignited by tensions betwtevo very close neighbouring groups
that competed for resources or territory.

Whatever set the feud in motion, the groups fougtil some agreement or resolution was reachede Th
tradition of the feud actually predates frankpledmy@d goes all the way back to ancient times. Eédade been
practiced in ancient Greece, the Biblical lands” &ééntury Germany (where the practice of “wergildbleod
money — could negate the need for blood feud befoeven began), and T5century Italy”® Feuds were
officially outlawed in 1495 at the Holy Roman Engg Reichstag at Worms, but the practice contirgidg
widely practiced for several decades afterwafd#é\ccording to some references, some regions imustill
engage in feuds today, and feuds still exist oet©fl Europe, for example in the Philippines, whimads
continue to present a challenge to local law emfoent

Feuds are important to the vigilante because theyhe burden of enforcing justice on the offengedty.
This is an echo of our own constructs for dealinghverime and punishment, in that the wronged party
represented in our system by the State, is redplenigir ensuring that criminals are convicted aag for their
crimes. In the feud, however, this responsibilétyput directly upon the victims in much the saneyvhat a
vigilante is tasked with ensuring personal jusigceerved.

While the practice of feud was used to settle dispin the public and frequently led to much bldwdk the
people also could turn to more covert means toyaupsstice. The formation of secret societies aetlimany
times over the course of early European histonysehsocieties would dispense justice under covdadness.
An example of a secret society like this is the dieatori, a Sicilian vigilante group. This orgaaiion operated
up until its disbandment by William Il of Siciff. Another example of a secret society of vigilanteshe
Chivalrous Order of the Holy Vehm. This infamous group is one of the most well-knoonganizations
devoted to vigilante justice. Originally foundedttwthe approval of both Church and State, the Velsed
oaths of secrecy to protect its members from w@ial by the dangerous outlaws it punisf2dOver the next
few decades, thousands upon thousands joined niss,raand it became a powerful, corrupt organization
Holding secret tribunals in the middle of the nightpunished anyone accused with almost no evidexall,
and the punishment was always dedthlf an unfortunate accused was shown to be inrtodha accused
usually was put to death to preserve the secretlyeofroup. At the end of the nineteenth centtirg,Church
and the German State denounced the organizatindingeits members into hiding, only to have thesuréace
with the advent of Nazi influence in Germatly.The Vehm joined the Nazis in their campaign ofiagde,
setting their sights on Jews, and denouncing treheeetics.

The last of the past influences on the modern angd is the fictional knight-errant. The knightaart
populated romantic stories and embodied all thebates of what today would be called a hero. E€hes
wandering champions of justice travelled the laofifiction, performing feats of courage and chiyalrThey
saved damsels in distress, rescued travellers fogores and bandits, fought mighty dragons, anddakdegs on
noble quests. These characters were mostly tliedftlegend, born of the minds of dreamers who she
potential for heroic actions in those armouredsheatding, battle-hardened, noble souls who tookhepmantle

%0 http://en.wikipedia.org/wiki/Feud

Ld.

52 |d

534,

% http://en.wikipedia.org/wiki/Vendicatori

%5 Charles William Heckethorn, Secret Societies ofdes and Countries 163-168 (Kessinger Publishirgy)L9
®d.

7d.

%8 http://www.unexplainedstuff.com/Secret-SocietiésTHoly-Vehm.html
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of the knight. Nevertheless, knights, both fickband real, did undergo heroic tests of bravarghsas the pas
d'armes (French for "Passage of Arn$")The Passage of Armwas challenges set forth by knights or their
lords, wherein a visiting or passing knight woulel forced to fight or else lose resp&ctThe Passage of Arms
and other games were often dangerous with sometiteaslly consequenc&s. From the knight-errant,
vigilantes take strength, comparing themselvebégd lone heroic figures in their conquests faigas

3.1 History of Vigilantism in the United States

The vigilante is an international symbol of perdgoatice. However, the vigilante is nowhere matelized or
demonized than in the United States. The herajdarite espouses personal freedoms that echo thelifoy
principles of the United States, and thereforeilaiges have long enjoyed the support of the peoplgilantes
are so deeply ingrained in our psyche becauseeofriation of superheroes and super villains, veeltome
to be recognized world-wide as symbols for whaiast in American culture: “truth, justice, and themerican
Way.”

America is a nation whose roots are founded inlasgism. On December 16, 1773, in Boston harbanr,
impromptu group of men boarded three ships —Obemouth the Eleanor, and theBeaver— and proceeded
systematically to destroy the ships’ cargo — 34@sth of tea — by dumping them over the sides ofettships
into the oceafi’ This action, performed by a relatively small gzaf ordinary citizens who at the time called
themselves Whigs (but would later come to be knasithe Sons of Liberty) was the Boston Tea Partyhe
reasons behind the vandalism are complex, but teagte primarily the British Parliament imposing ¢égxon the
colonists. Colonists did not elect Parliamentaidfis and declared the British Parliament’s imposibof taxes
illegal because the British Constitution did ndowl “taxation without representatiofi*” Unlike other protests
that may make use of the name today, the BostornPBety was a mob action, completely and unquestigna
against the law, and a reflection of the deeplyadsentiment of the people involved. It was meattust as a
symbolic action, but also as a direct fix to therediate problem; thBartmouthhad only twenty days to pay its
duties, and the deadline was that very nfghBy destroying the tea rather than bringing ittle Whigs had
decisively settled the dispute in their favour, without retaliatory action from Parliamefit.It should be noted
that while this is the most famous case of thisdkaf resistance, every other colony already hadesebr
returned tea shipments to England, making the VElagt of defiance one of the last and most dirgutaaches
the people were able to deliver to their Britisteiseers.

Of course, the Boston Tea Party is probably thetrfamaous of many examples of the American People
revolting against Britain in the colonial era, tighunot the first. Among the very first movementghe time
was the War of Regulation in North CarolifaHere, a group of poor, lower-class farmers bartdgdther in
the hopes of breaking up a corrupt ring of powengass in the upper elite. Essentially, these fasmere like
serfs in a feudal system established by the goveand a small group of wealthy merchants and lasvyéro
used their superior legal knowledge and wealthppress the lower-income coloniéfs.This group of leaders
imposed strict taxation on the impoverished landensf? When the farmers were forced to take on debt that
they were unable to repay, they were dragged @aourt and forced to forfeit what little they hadhich then
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went to line the pockets of these corrupt officfdlsThe Regulators, as these farmers called thensetvemed
not as an organized force, but rather as a lodggtygroup of frustrated citizens. The Regulatosed violence
to send their message to these officfald.hough their movement was not against the Crawthveas essentially
unsuccessful (they were defeated en masse by ther@Gn’s standing militia and forced to realignriszlves
with British loyalties), they did inspire many ofig Revolutionaries to look deeper into the widegsgre
corruption that plagued the colonial local governtaé

While the colonial era has countless examples opleebreaking with the law to enact their own brad
justice, it is certainly not the only time periadwhich examples of this tradition can be found.later period
that cannot possibly be overlooked for Americanlaigism is the American Old West. Explored priityain
the late 1800s, the western frontier is a sourcmwdh vigilante action and behaviour. The lawsabfilized”
states did not reach far enough into this coanséary, so the people who populated it often livegd laws of
their own making, inadvertently creating a distipnseparate period of American history in the pssce

During the California Gold Rush, the western regioperienced explosive population groithThe town
of San Francisco, the main port of arrival for theld Rush, experienced a twenty-five-fold populatgyowth
in a year and a half (800 to 20,000 residents, gmilgn men)’* Other regions surrounding San Francisco
experienced similar, if less pronounced, populatidranges. In these towns and settlements, where th
population was almost entirely adult males and whbere was little development, the primary focitloé
people were gold, gambling, alcohol, and prostit{fiteLacking any real legal system, the greed-inspieitlers
resorted to "mining codes" to settle legal issu&bese codes often gave way to mob rule and pumishiy
popular vote, and the results of this vigilantetiies were often violent and lethal, particularlyaatst
minorities’® This racist behaviour birthed even more vigilanteTwo Mexican men in the Old West, Juan
Cortina and Joaquin Murrieta, both experiencedsracbut experienced it differently, and so choseatk two
separate paths that led them to clash with the law.

Juan Cortina was a rancher as well as a politiodl rilitary leadef.! He raised a militia from Mexican
"vaqueros" (cowboys) in the Rio Grande Valley aadtipipated in the Mexican-American War. After thar,
he found his lands bisected by the newly-signedtige, with half the territory sitting on newly-agpted
American soil’® Consequently, Cortina became very involved irsstoorder politics and was exposed to some
of the same racism as other "Tejanos," who werafgof Mexican descent, at the hands of the "Anbleko
were Texans of American descéht.Cortina began to clash with the new, local autiesr in Brownsville,
specifically with a group of lawyers and judgesttiva considered "landgrabbers" and people whomizéd the
impoverished TejandS. This violence escalated after an encounter witirskall Robert Sheaf. Cortina
witnessed the marshal savagely beating Tomas Gatadbrmer employee of Cortina. When Cortinadtrie
assist in ending the beating, the Marshall reptytedd him, "What is it to you, Mexican%" Upon hearing this,
Cortina fired a warning shot, but when the Marstallnot stop his attack, Cortina shot the Marstmatbugh the
shoulder. Over the next few weeks, tensions caatinto mount until finally Cortina used a large g®$0
occupy the town of Brownsville, looking to punisis bpponents, but they had already esc&peit that point,
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Cortina occupied the town for two days before finaktreating to his mother's ranch in Santa RifBhe
Brownsville Tigers, a fighting force composed of m&om Brownsville, pursued Cortina, but they were
promptly chased off by Cortina’s posée.The Texas rangers, military, and local militifedged Cortina in
December of that year, and forced him to retrettt the mountain& This series of events was significant
enough to be called the First Cortina War (the Sdddortina War was a shorter-lived conflict wher€artina
allied hirsr;self with the Union and was eventuallyfedged by the Confederate Army and forced to retrea
Mexico).

Joaquin Murrieta’s story is steeped in as muchrdges fact. Murrieta was a prospector during tiddG
Rush who suffered a sequence of injustféehe Anglos, jealous of Murrieta’s success, béatdnd raped his
wife.®® Later, Murrieta’s half-brother was lynched asault of a mistaken robbery chaffeMurrieta killed at
least six of the people who had wronged him, thesaped to the hills and became one of Califormiast
notorious outlaws® To some, Murrieta was a sort of folk hero, whiteothers he was simply a bloodthirsty
menace. Even Murrieta’s death is mystery. Whilerfiéta supposedly was gunned down by lawmen and
beheaded to collect a bounty, rumours swirled ttiawmen, unable to locate Murrieta, instead inaddered
an innocent maf: Many witnesses claimed to have seen Murrietasyatier his supposed death, and accounts
of how he finally met his end are varied.

Lawlessness in border towns was a way of life, sevkral towns turned to vigilante committees tdgeol
themselves in the absence of organized law enfanemThe vigilante committees were occasionallifalu
and fair, but far more frequently were motivatedrhgial tension and reactive reasonifglt is worth noting,
however, that most of this vigilante justice ceaasdsoon as a proper police force was establ&hdd.this
way, the law was adapting to the situation andarding to a public need for order.

While most of these examples were representativieedf respective time periods, vigilante actiors lay no
means confined to the realm of history. Contempoexamples of vigilantism are better documented an
carefully studied than older historical examplesd are even more useful in analyzing the mindsethef
vigilante.

3.2 Modern Vigilantism

In 1984, a few days before Christmas, a man boattedowntown Number 2 express subway at the 1#é&eS
station in New York City* Shortly after getting on the train, he encourddimir black men, and was greeted
by one. What happened next is somewhat conted¢gending which version of the story you belieug, what

is clear is that Bernhard Goetz, the man who bahtidat train, pulled out a gun and shot all foumnrtte Goetz
then checked on some bystanders to make sure theyall right, spoke with the conductor, and afefusing

to hand over his gun, leaped on to the tracks andped from the scef®.Goetz would eventually turn himself
in and tell his story, and the story he told wateed an amazing one.
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According to Goetz, the four men, Barry Allen, Tr@anty, James Ramseur, and Darrell Cabey had
surrounded hini! Troy Canty told Goetz, "Give me five dollar§."Goetz pretended not to hear Canty and
asked him to repeat himself, to which Canty agagponded with "Give me five dollars." Canty latkim that
he was just panhandling, but the other passengethetrain testified that the group did seem asgjve’®
Then, according to Goetz, fearing for his life, fhhdled a five-shot .38 revolver from his pocket drehan to
fire.!% Goetz hit all four men, missing only once. AltighuGoetz did not kill anyone, one of the shotsqadr
Darrell Cabey's spinal cord, turning him into agmegic’® Thinking Cabey was not hit the first time, Goetz
allegedly either said or only thought, "You lookréght, here's another," and shot at Cabey admihGoetz was
out of bullets'®? After verifying that all four men were "taken carg" he went to check on two passengers who
were pinned down close to the shtifs Shortly thereafter, the conductor arrived ancedsk Goetz was a police
officer. When Goetz said he was not, the conduasited Goetz to turn over his weapon, but Goetzrsesf
shortly before jumping off the train on to the kat>

The media referred to Bernie Goetz as the "Subwigjlavite,” and the story ran on the front page&oél
media for months®™ The majority of the public considered him a hekbthat time, New York City's violent
crime levels were out of control, and the subwayparticular were a den of criminal activity, omatt most of
the public was aware of and forced to deal witlora time or anothéf® The grand jury "refused to indict
Goetz on the more serious charges, voting indictsnenly for unlawful gun possession — one countrohinal
possession of a weapon in the third degree, fawicar in public the loaded unlicensed gun usecha subway
shooting, and two counts of possession in the flodegree, for keeping two other unlicensed handguihss
home.’ Once Goetz’'s statement, “You look all right, havetaer,” was made public, many more people
demanded that Goetz be charged with the more secivarges® The court convened a second grand jury, and
it voted to indict Goetz on multiple counts of atfged murder, reckless endangerment, assault, @aadaunt
of criminal possession of a weapti. Judge Stephen Crane granted Goetz’s motion toissthe charges
based on errors in prosecutorial instructions &jtiy and the suspected false nature of the tesngiven by
Canty and Ramseur. The New York Court of Appeal®rsed the dismissal and, with all charges reiestahe
case went to triaf*’

Goetz's attorney argued that Goetz acted in sédfrde, and the mostly-white jury apparently agre@tie
jury found him only guilty of criminal possessiohaweapon in the third degre®’ "[Goetz] was sentenced to
six months in jail, one year's psychiatric treatimdime years' probation, 200 hours community ssgyiand a
fine of $5,000. He appealed, and the appellatetcffirmed the conviction and ordered a resentenéar a
period of one year in jail without probatioH? Goetz served eight months.

Some people suggested the shootings were raciafiiyated, or an overreaction along the lines oérand
that the verdict at trial was an indicator of thee relations at the timfé? These perspectives were fuelled by
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some of Goetz's language in the past. Eighteerthmararlier, Goetz stated at a community meetiag) ‘tthe
only way we're going to clean up this street isget rid of the spics and niggers® When this statement
became publish, black political leaders called ddfiederal investigation twice, but the U.S. Attgrseoffice
claimed that Goetz acted out of fear, not raciSmThe argument that the shootings were unwarrantesi wa
further discredited both by the four men’s crimimédtories, including fourteen criminal bench watsa and
also by their actions after the incident: Ramseuwtt Allen were both convicted of violent crimes afthe
incident, and were sent to pristfi. There was even a newspaper interview in which Gétbey admitted that
his frier;gs were going to rob Mr. Goetz, who looKda “easy bait,” though he denied any involvement
himself.

In addition to the criminal charges, Mr. Cabeydila civil suit against Goetz. The entirely blagida
Hispanic jury found in favour of Mr. Cabey, ordegiGoetz to pay $43 million dollars to the plainiff Goetz
filed for bankruptcy soon after, but the bankruptowrt did not discharge the judgment. Goetz Alstame a
pop icon and is referenced in several works of must, and culture throughout the last twenty-frears™®

The repercussions of this incident were far-reaghifioday, crime in New York City is astonishindbw
for a large city, a far cry from what it was in #98° Crime continued to decline through the 1980swNerk
City’s almost miraculous turnaround has piqued espeterest for years, and the turnaround isehad to be a
result of more effective police work, but it is wigt believed to be the result of community crimghfing
initiatives®  After the Goetz case, the legal standard for-defénce using deadly force in New York was
amended to allow the jury to consider the deferidabtickground when deciding if the reaction was
reasonablé? (One of Goetz's defensive arguments was that leaka@ady accosted and mugged once before,
and that the law had done little to help him, alnat the weapon used during the shooting incidedtbeen
brandished twice previously to deter two other ningg). The ensuing rise in the efficacy of lawanément,
as well as the law’s growth and adaptation afteriticident, are representative of the legal systersponse to
the need of the people, and to the propensity @fpople to take justice into their own hands wtihenlegal
system and law enforcement fails to keep “bad gulydine. That response has proven effective tuoing
crime to historically low levels in one of the malensely populated cities in the country.

Although vigilante actions can lead to positive iabchance, they are far from perfect justice aad c
become tragedies very easily. In Huntsville, Tasee in 2007, Timothy Chandler pled guilty to séxua
exploitation of a minor after his mother-in-law eizered child pornography on a diskette she bordd¥e In
response to this development, two men, Gary SefladsRobert Bell, decided to try to drive Chandiat of
their town by setting his house on fire. Sellersl 8Bell claimed no one was supposed to get Hirt.
Unfortunately, Chandler's wife, Melissa Chandlegsatrapped in the burning building and dt&d.The men
originally pled not guilty, but Robert Bell changéis mind and pled guilty to second degree murdet a
aggravated arson charges, and is currently setwin5-year sentences concurrertfy.As part of Bell's plea
bargain, he must testify, if called, in Timothy ®kéer’s trial, which is still awaiting resolutid’
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3.3 Modern Trends in Vigilantism

The Sellers and Bell crime is an example of a dnaumerous modern trends of vigilantes targetingvikm and
suspected sex offenders in an effort to get thenoboeighborhoods when the judicial and legisktystem do
not. The repulsive nature of sex offenses andeaw@d media attention, including several televisbows
dramatizing these kinds of crimes, have led toeased public awareness and readily available irgtom
about the whereabouts of sex offenders (i.e. pafetatrgets). Sex offender registries have giversé who
have a predisposition for vigilantism an easy pattviolence. According to the website eAdvocatéjolh
compiles reports in the media of violent crime gérgted against sex offenders, there have beemumdred
and eighty-four accused or convicted sexual offendidled since 1991?® The disturbing portion of the report
is the sharp increase in recent years, with thebeujumping from one or two killed a year from 192002 to
double-digits every year later, up to forty-fivélddl in 2008%°

This modern trend in vigilante reaction seems tofduk by alarmist reporting in the media and a panic
stricken body of parents who believes that all sépuedators are cunning, proliferated, and inderabVhile it
is true that sex offenders have many new toolsttiet can use to manipulate and trick children,nteglia has
done a lot to aggrandize and hyperbolize the threahows like “Law and Order: Special Victims Unit”
repeatedly declare that rapists and child molestarsncurable, yet many modern studies place éhilivism
levels at below those of other criminal offend€fs.Additionally, the studies seem to suggest thaqadte

treatment of sex offenders has a dramatic impathemrobability of a criminal reoffending aftetease”*

While it is difficult to prove the accuracy of thigporting, due in large part to the tendency tani
together” offenders who are very different in natuhe meta-analysis study of Hanson and Bussiglieates
that sexual recidivism rates during a four to fyear period for child molesters and rapists ar@%2and 18.9%
respectively’* Compare this to the overall reconviction rate & crimes of 52% within three years of
releasé® Because of the disturbing and deeply psycholbgiature of sex crimes, we have a tendency as a
society to demonize this deviant behaviour mora ththers, but the evidence is simply not thereugpsrt our
collective conclusion that these people are inderaénd therefore deserve to die. Nonetheless, our
demonization of this deviant behaviour is what $ublke activities of this new breed of modern-dayilantes.

Sometimes the victim becomes the vigilante. Indan, a 14-year old girl, who remains unidentiféddhis
time, was arrested in April 2010, after allegedlyrdering a man. The girl accused the victim, Robadey, of
raping both her and her 18-year old sidtér After police released the man based on insufficevidence to
charge him, the girl allegedly went to the attatkepartment and stabbed him to déd&thWhen paramedics
arrived, Daley was still alive, but died only a fewoments later after giving the paramedics hig¢ fiesne. The
media is already asking for leniency in her sentengresumably taking both her guilt and Mr. Dadeguilt as
a foregone conclusioli® This situation exemplifies the difficulties we faicecalling for traditional justice to be
served when we view the vigilante as the victim.

The issues attached to conventional vigilantismsaitealive and well today, but there is an everager
threat to the law brought about by modern technologs the world embraces the accessibility of ltiternet,
we create a “virtual space” where the law becomesidied by issues of jurisdiction, accountabilityda
responsibility.

128 http://sexoffenderresearch.blogspot.com/2009/0Bdemed-in-united-states-2008.html
129 Id

130 http://www.csom.org/pubs/recidsexof.html
131
Id.

132 Id

133 http:/ww.infoplease.com/ipa/A0933722.html
134 hitp://news.gather.com/viewArticle.action?articke281474978201562
135
Id.
136 Id.

57



JICLT

Journal of International Commercial Law and Technology
Vol. 7, Issue 1 (2012)

4. Cyber-Vigilantism: the New Frontier

As more people use the Internet, acts ranging fteenimmoral to the depraved have been chronicledvein
pages, YouTube videos, social sites, and blogstesponse to what some see as an epidemic of atyooal
simply as a reaction to a specific event, a growingber of people have taken to using the Inteanet the
tools it provides to deliver personal justice oodt who violate both real-world and “netizen” (canbination of
the words “net” and “citizen”) codes of conddit.

In Korea in 2005, a girl's dog defecated on theveayptrain'®® When some elderly people told her to clean
up the faeces, the girl became angry and responuaiedy. At this point, an outraged bystander tpakures of
the girl next to the dog faeces on the ground asdeal them onlin€®® The cell phone camera captured the girl
ignoring the smeared faeces and displayed hergyihia finger while onlookers reacted in disgustithitl a few
days, the girl became known as the “dog-shit-dif. The “dog-shit-girl” came under public attack asemtire
nation turned against her, breaching her privacptoyiding personal information about her, attagkiver both
online and in the real world, and just engagingeneral nationwide harassméfit. According to some reports,
as a direct result of this harassment, the girl foeced to leave her university.

The “dog-shit-girl” is an example of a worst cagemario wherein a relatively innocuous transgressio
refusing to clean up after a pet, results in ardigprtionate amount of outrage. The fact thatdinks cultural
faux pas is punished by widespread derision, aed #weats, is a grim reminder of what can happesmmob
rule dictates justice.

In 2009, two Oklahoma teens were charged with tewnts of animal abuse after the duo decided to post
video of themselves torturing a cat named “Dusty” YouTube'*> Outraged viewers banded together and
flagged the channel, forcing YouTube to shut dowe thannel within mere hours of the video upldd.
Within the same day, Internet do-gooders hunted déhiese teenagers using simple search-engine based
research, and publicly posted contact information them, which led to their arrest by police shortl
thereafter:**

The incident noted above is another example ofntlodd mentality. However, in the cat abuse case, by
contrast to the “dog-shit-girl” case, the mob actedhe interest of protecting an animal, ratheanthmerely
ridiculing a person. The interest to protect amrah from abuse is in line with the law. One coaldjue that
the lack of governance over vigilante actions anlirelped capture these offenders. Further, thespl@ would
have never been caught without the interventioth@fonline community.

In 2008, Jesse McPherson returned home from #otdiscover that his home had been burglariZ&difter
McPherson reported his Xbox 360, television, amatda as stolen to the police, McPherson researtied
potential pawn shops where the thief could sell betongings, and located the pawn shop where tigd th
attempted to sell his laptdf> McPherson managed to get a copy of the thieftupé from security images at
the pawn shop, and posted the picture online ®iriernet friends and users to help identify thieff*’ Soon,
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McPherson’s digital friends had identified almosery piece of the thief's personal life, and pratexto harass
the thief until the thief finally confessed to hisother that he had stolen McPherson’s property.ort§h
thereafter, McPherson’s property was returned mm'f{

In 2006, a young bride-to-be, Ivanna, accidentaltiyher Sidekick Il phone in a taxi. lvanna asked tech-
savvy friend, Evan Guttman, to help her get thenghback'*® After dozens of failed attempts at getting the
person who found the phone to “do the right thingd phone calls and text messages to the Sidekickll
phone number, Ivanna decided to purchase a nevkiSkdd.'*® After finally purchasing a new cell phone
several days later, Ivanna and Guttman were seqpris find that the new cell phone had downloaded t
messages, emails, pictures, and log-on details frmstolen cell phon€ This information belonged to the
person who had stolen Ivanna’s cell phone. Guttpasied what details lvanna had, including emailsfile
names, and pictures online. In response, Guttreeeived messages from hundreds of thousands ahétte
users offering information and invitations of atmi€e, including a helpful hand from anonymous NYPD
policemen, support and criticism from thousandstaingers, and offers for interviews and promotidhsThe
person who stole the phone and the person’s fathibatened Ivanna and Guttman. Eventually, |vaam
Guttman leveraged the popularity of the story t@dothe NYPD to take action. The NYPD finally atesl the
girl who had stolen the phone and returned thek&ile! to its rightful owner:>® Ivanna and Guttman then sold
the cell phone and donated the money to a chdudtiytelps single mothers (the alleged thief, aidehtified as
“Sasha,” was a 16 year-old single paréri).

In both the preceding cases, the victims attemiateinploy legal means to retrieve their stolen prgp In
both cases, however, they found police interveriiobe lacking, and so decided to take action eir twn. In
the McPherson case, the victim successfully reddehis property without involving law enforcementya
further than the initial stolen property reporh the Ivanna/Guttman case, public pressure contpéile police
to take action. The success these individuals reequeed in retrieving their stolen property was reected to
their sharing of the thieves’ personal informatwith the online community.

In 2006, an eBay buyer purchased a laptop froniler se the United Kingdom>® The laptop did not arrive
for two months and was broken. Enraged, the btorerapart the laptop and scanned the hard diive buyer
discovered that the seller did not bother to wipedrive before sending the laptdp. The buyer then proceeded
to copy the contents of the hard drive and disedehe identity of the seller, Amir Massoud Tofaamsm.
From a blog the buyer created, the buyer ridiclethngsazan and posted pictures of Tofangsazarfriénsls,
and family, as well as several pictures of pornpgyaand candid shots of women'’s legs allegedlyeedd from
the hard drivé®’ The buyer also posted personal documents, inwuelkcerpts from Tofangsazan’s Curriculum
Vitae. In an interview witiThe Daily Mail Tofangsazan revealed that he was studying torbe@lawyer and
claims the laptop was not even brokéh.Tofangsazan contacted the police, who investijatel discovered
the identity of the buyer, named Thomas Sawyer fiereter. Sawyer offered to take the site down if
Tofangsazan would give him a refund. Additionallfjne Daily Mailreported that this was not Tofangsazan’s
first scam; he allegedly pulled a similar trick Dabbie Mclnerney, wherein she paid him for an it never
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arrived™® According to at least one source, Tofangsazan seasenced to two years in prison in 2009 for
defrauding his former employéFhe Financial Timesa business newspapét.

Not all cases of justice by public ridicule are segsful in achieving their original goal. Whilev8eer never
was compensated the money that he paid for theebrtdptop, his experience brought shame and aitei
the person who wronged him. The personal and gsafeal embarrassment that Tofangsazan experienced,
while not worth anything in a strictly monetary sen did provide Sawyer a sense of satisfaction and
empowerment. That empowerment allowed Sawyeretcatd himself beyond the level of a mere victim.

Since the inception of electronic mail and simitass communication techniques, there has been sivmas
explosion of scams. These scams are typicallycdiffto pull off in person, but many follow thersa or very
similar patterns to scams performed historicalljne targets are typically naive people who do mavk better.
To quote Michael Scott from the popular televisgiow, The Office “When the son of the deposed king of
Nigeria emails you directly asking for help, youpi&'®* The goal of the scam is to collect profits andspeal
information. The profits or information are thesed in any numbers of ways, from simple theft aadd to
identity theft and support for terrorisiff. Almost every email user is, or should be, familigth these attempts
to separate the greedy, naive, or under-informah their money and information. The scammersuatally
in remote or hostile areas with no applicable flicBon or possibility of extradition. Some Netie however,
have begun fighting back. The website 419eater.isojust one example of a number of “scambaitingsups
that have cropped up all over the IntertiétThese groups not only consider themselves adesaitustice and
public servants, they consider scambaiting a dpdve performed for fun, as well as in the intet#gustice and

fair play®*

The 419eater group specializes in advanced feessdikm the infamous Nigerian 4-1-9 Scam. Thisesol
is named after the section of the Nigerian pendedbviolates®® Typically, companies and people are selected
from mailing lists. A company or an individual wilien receive a random letter or email from a Nayeperson
claiming to be a top official in the Nigerian gomerent'®® The letter states that the Nigerian official se#he
help of an “overseas partner” to transfer moneyickwihas been trapped in the Central Bank of Nigarid
cannot be collected by the government official the company’s or individual’s bank accotift.The amount
of money ranges from ten to sixty million dollatsat the Nigerian government overpaid on procurement
contracts. In exchange for the company’s or pessonoperation, the Nigerian official promises tlibé
company or person will receive a percentage ofrémesferred fund&®

The companies are directed to send company lettdrim fax to show completion of the contract. The
Nigerian scammers then use the various letterhteesksnd fake letters of recommendation to otherpaomes to
convince the companies that the scam is legitinfatéfter the company delivers the letterhead, thietestates
that the contract will be submitted for approvathie Central Bank of Nigeria. After approval, tmeney will

be transferred into the company’s or individuatseunt'"
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To complete the transaction, the letter will fregilye request that a representative from the commarthe
person travel to Nigeria or a border courlffy. The person can enter the country without a viseabse the
Nigerian scammers bribe airport officials to le¢ herson through Immigration and CustdfisThe Nigerian
scammers then use the fact that the person enteeecbuntry without a visa, which is a violation Nifgerian
law, to leverage the person into giving them moHay.

Even if the letter does not request that a reptatiea or a person travel to Nigeria, if the per&aits for the
scam, something will inevitably go wrong in thenséer. The Nigerian scammer will claim anythingleday in
paperwork, an unexpected tax or fee, a governnféioiad must be bribed’* The scammer then asks the person
for money to help things move along. In comparismithe amount of money the person thinks he orishe
about to receive, the person willingly pays the ampwhich often is in the thousand3. Once the person
realizes that his dream of fast money from a fardand will not come to fruition, he contacts théétian
scammer, who is suddenly non-communicatie.

Threats of violence have been used to pressurdgémgomply:’”’ Even more extreme, in June 1995, an
American, who was participating in the scam, wasrdared Nigeria. Many others have been reported

missing*’®

While this is not the only advanced fee scam thétg, it is one of the most prevalent and renowinese
scams are dangerous, and have cost billions oc&mdotlver the past several years. The Nigerian Bowent
does little to pursue the criminals who implemdr scam, but they are not confined to Nigeria.e&d these
scammers are located all over the world, from Niithea and Russia, to South America and Aftia.

The scammers use the latest technology and a sagirisingly well-organized black market system to
broker information and resources internationallpider to facilitate the scam. The 419eater gramg, others
like them, intentionally initiates conversationstiwithese scammers, in an effort to get them to Ige/u
incriminating information®® Another benefit of the conversation is to simplgste the scammers’ time and
resources, understanding that every minute the reamwaste with scambaiters is a minute the scamarer
unable to spend deceiving some less savvy indiVitugive them his or her moné$: Many of the baiters even
request pictures from the scammers in a varietgasies or posing with a sign for humorous resutis 419
FAQ webpage uses one of these pictures in its heatiéch depicts a Nigerian scammer holding upga shat
says, “What's 4192 this has had the welcome side effect of makiregrsuers ignore legitimate victims who
request photographs, possibly saving those victiom further losses. There is also a sense ofieétidn
associated with making the scammers look foolispeeially in light of their attitude towards theopée they
scam.

Because the goal is to keep baiting the scam assfrwill possibly go, much like fishing, the paipants of
this activity refer to it as “sport:®® One website, The Road to the Skeleton Coasturgsdy email and images
a lengthy and complex “counter-scam” perpetrated drl-9 scammer by an ambitious scambaiter calling
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himself, Troy McCluré® According to the website, Mr. McClure was apptest via email by a Nigerian
scammer calling himself, “Steven Okomi&>" On June 30, 2006, McClure responded to Okomas®ligited
email. McClure explained to Okoma that the emaihiscam and that he needed someone with questicalt m
standards to be his partner in an illegal money impwperation®® Okoma was initially suspiciod§’ To
confirm that McClure’s operation was not also ansc®koma asked McClure for proof. As proof, Mc@ur
gave Okoma a website address where Okoma coukltira¢trunk box” full of money via GPE?

With Okoma’s doubts assuaged, Okoma communicated tne course of several weeks with McClure in
preparation to move the money. On July 13, 2006CNMre convinced Okoma that he was going to moee th
money to a drop off point at a nearby be&chAccording to their bargain, Okoma’s brother-imlwas to pick
up the money and move it to Nigeria where it ccagdsafely divided among the partf€%.Upon arriving at the
drop-off point, Okoma’s brother-in-law, Tony Kahatiould not find the trunk boX* When Okoma looked at
McClure’'s GPS locator, it showed that the box hadhed offshore and was travelling north along tfricén
coast line at a high rate of sped. At this point, Okoma tried to secure a boat idesrto go out to sea and
retrieve the box. Unfortunately for Okoma his akef bad luck resulted in his boat sinking befbeecould
retrieve the trunk boX’* The money was presumably lost forever.

Of course, you may know Troy McClure from the leietvision showThe Simpsonslt is also important to
note that “Troy McClure” was never in Namibia, had access to any trunk box full of money, does have
enough knowledge of html to create a falsified GB®llite tracking webpage, and is actually a distied, and
very creative, scambaiter. All told, the scam gured until August 3, 2006, at which point Okomasvawn
four week of planning, several thousand dollarg, boat, and the respect of his faniil§.

People who use computers and networks to perforariaty of tasks that are not performed by typicsers
are known colloquially as “hackers.” Hackers h#emn an active part of the Internet since its itioapand
have grown to become a massive subculture. THisuure encompasses dozens of ideologies and value
systems. The most clear subdivision of these atget is the one between “good,” “bad,” and “ndutra
hackers, also known as White Hat, Black Hat (orckeas), and Grey Hat HackerS. The division between the
three operative ideologies of these groups is sdraebdurry, but essentially, black hats break the &nd hack
for profit and/or bragging rights, while white hdiack to discover vulnerabilities in systems arehttvork with
administrators to fix those vulnerabilities (somegs with the administrators’ blessings and for Wwhitey are
sometimes paid®® The third group, grey hats, will often fix vulmdilities after exploiting them, but will
usually make sure to take what they are after eefoey do->’

Over time, these hackers banded together in oerdate more efficient forms of attack and defence
Several of these “clans” have gained notorietyhim world of systems security. One such group, Anwus,
has been described by critics and supporters agthiregy from “domestic terrorists” (FOX News) toujgremely
bored 15 year-olds” (Wired News journalist, Ryandgil)}®® Anonymous’ agenda is difficult to ascertain, but
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the group has been described as “the first Intdsased super consciousne$¥.” Anonymous has claimed or
has been accused of committing a number of “opmrsti These operations usually have some overagchi
goal, but actually take the form of complicatednis (“for the lulz”). However, the group does fighr some
noble causes.

Anonymous is best known for its attacks on the Chwf Scientology. On January 21, 2008, Anonymous
posted a video entitled, “Message to Scientology”YouTub&® The video warned of a movement against
Scientology. Anonymous threatened to wipe thetemise of Scientology from the Interrf&t. Anonymous
posted this video in response to the perceivedoecsh® perpetrated by the Church of Scientologgrli€r, the
Church removed a video interview that leaked oh#lhternet, which featured Tom Cruise professisg/tews
on Scientology®

After Anonymous posted its message, the ChurchcidrBology’s websites began experiencing a series o
distributed denial-of-service attack§. Essentially, a denial-of-service attack is pewtet by flooding a web
server with communications requests. The excessafc either causes the server to crash or mékeserver
so slow to use as to render it practically inopkra¥ In addition, Scientology centres experiencedrdlin of
prank telephone calls and black fa%®s A black fax is composed of a black square thabizens of pages long,
thereby wasting printer toner at an alarming rads.a result, the Church of Scientology was fortedove its
website to a service provider that specializes riotguting against denial-of-service attat¥s. After those
attacks, Anonymous changed its tactics and focasddgal protests and online campaigns.

At least two of these protests carried out in Fabri2008 were considered widely successful. Thst fi
protest, on February 2, 2008, garnered 150 peopiside a centre in Orlando, Florida, as well aslkema
gatherings in Santa Barbara, California and MarteneEngland® The second protest, held two days later on
February 10, 2008, involved 7,000 people in attld8® cities worldwide, including London, Dallasp®on,
New York City, Melbourné®® The participants, who typically wear Guy Fawkeasks, do what they can to
preserve their anonymity during these protestseieping with the fundamental tenets of their ideplod@hese
protests have continued for years, and Anonymoes #eas an ongoing battle. These protests seebe to
working on at least some level. In November 2008stralian Senator, Nick Xenophon, “accused ther€nof
Scientology of being a criminal organizatic® The shift in tactics from illegal hacking and @egment to
legal protest and campaigning is proof that Anonysnboth considers this issue very serious and panate
within the system when needed.

In 2007, Anonymous was involved in the arrest of amtused sex offender in Canada named Chris
Forcand?’® According to reports from Anonymous members antbffito police, Forcand solicited members he
believed were underage for sex and shared nakedrgscof himself'! Shortly thereafter, Toronto police
arranged a sting operation where a police offingydrsonated an underage girl and arrested Forcaadesult
of his solicitation?* Forcand was charged with “two counts of luringhidd under the age of 14, attempt to
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invite sexual touching, attempt exposure, possgssidiangerous weapon, and carrying a concealedowg&
According to the Global Television Network, thisnk&the “first time a suspected Internet predatas arrested
by the police as a result of Internet vigilantist” Forcand’s arrest is another example of what aigras
powerful as Anonymous can do when they rise abbei puerile antics and cooperate with law enforeeinto
remove potentially dangerous child predators frobeihternet and community

5. Conclusion

The vigilante tradition is a long and diverse ofgom the time society created and codified |atiwsre have
existed insufficiencies in those laws that resuitethjustice, and vigilantes seeking to right thasjustices. As
laws have traveled from the mother country to nemtbland, they evolved, and so have those men amdew
who inhabit that gray space between law and justitthere in the past the vigilante may have besrgae and
knave, or desperado and cattle rustler, today ititamte wears a different mask, a digital bandaneoss his
face. The mouse and keyboard his pistols. Thégfdrum is O.K. Corral.

The vigilante, however, is more than just a symiifgjustice. The vigilante is also a symbol of neefis
stated previously, the vigilante exists to bridge gap between law and justice, but there shoulddgap
between law and justice. Most reasonable peoplddvagree that the ideal and logical end resulawofis to
achieve justice for all involved. The victim shdWe vindicated completely; the criminal punishattly; the
populace protected properly. The vigilante appeatg when the legal system fails to fulfil its pemsibilities
to one of these parties. Therefore, it behoveasysart of that legal system to see the vigilasta aymptom of
legal insufficiencies and address those insufficienas quickly and completely as possible.

The Internet has created an environment in whiddnethe most mild-mannered person can become an
anonymous, virtuous champion of justice. As higtbas repeatedly proven, however, vigilantism ceove
dangerous to both the vigilante and victim. Witlels wide-spread accessibility to the tools to béndependent
crime fighter, it is no surprise that so many ottise law abiding citizens have decided to takelakeinto their
own hands. In the interest of upholding law andaimling order, the United States legal system has a
responsibility to minimize vigilante activities. h&re is no simple solution to this complex issughe best
course of action would be one that combines cdyefirafted legislation, specially trained law erdement
personnel, and technologically-savvy judges. BEtem we will also need to develop systems thatalis to
cooperate with a public eager to help in the figgainst criminal behaviour. The legal system hasréable
army that it has not had access to before, anwitld find a way to incorporate these people ihtogrocess.

goooo
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