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Abstract: As a result of terrorist attacks in the United t8&on September 11 and
subsequent attacks on other influential westernntries, new laws have been put in place to
supposedly be an effective tool to prevent tert@itacks and conjointly fight the war on drugs.
These laws and presidential executive orders hatdeen without controversy. The Patriot Act
will be used as the primary source of legislatianliustrating how in times of fear governments
introduce laws, which normally would not be accdpty the general population as a clear
invasion of their privacy. In addition, Canada atie United Kingdom'’s anti-terrorist legislations
will be compared with the United States. Money thrimg, terrorist anti-terrorist finance,
government investigative surveillance, and dataimgiwill be the areas this paper will focus on
to illustrate the emerging invasion on privacy fbe sake of security. Despite the fact that we are
losing our privacy to our fears of danger, a lighill be shed as to the effectiveness of these new
laws. Case law will be used to illustrate that twurts have been reluctant in invalidating laws
that infringe our constitutionally given rights pfivacy. Possible alternative measures will be
given to deal with acts of terrorism. This papetlwrgue that privacy rights have seen a shift
from its traditional understanding since the recémtrorist attacks on the western governments
and that security has taken a primary role; privaghts have been traded as a commaodity in the
market by the U.S and to a lesser extent the Canagthvernment.

1. Introduction

As a result of terrorist attacks in the United &sabn September 11 and subsequent attacks oniwofiential
western countries, new laws have been put in glaseipposedly be an effective tool to prevent tistattacks
and conjointly fight the war on drugs. These lawsl @residential executive orders have not beenowith
controversy.

This paper will argue that privacy rights have saeshift from its traditional understanding sinbe tecent
terrorist attacks on the western governments aadsecurity has taken a primary role; privacy righave been
traded as a commodity in the market by the U.Staradlesser extent the Canadian government.PEtgot Act
will be used as the primary source of legislatiofllustrating how in times of fear governmentgdatuce laws,
which normally would not be accepted by the gengoalulation as a clear invasion of their privédy.

! Uniting and Strengthening America by Providing Amiate Tools Required to Intercept and Obstruatdigsm Act of
2001, Pub. L. No. 107-56, 115 Stat. 272 (2001)
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addition, Canada and the United Kingdom’s antieiést legislations will be compared with the UnitSthtes.
Money laundering, terrorist anti-terrorist finangeyvernment investigative surveillance, and dataimgi will be
the areas this paper will focus on to illustrate #émerging invasion of privacy for the sakeseturity Despite
the fact that we are losing our privacy to our $eafr danger, a light will be shed as to the effegiess of these
new laws. Case law will be used to illustrate thatcourts have been reluctant in invalidating l8ves infringe
our constitutionally given rights of privacy. Pddsi alternative measures will be given to deal wveitiis of
terrorism.

2. Privacy Defined

In order to engage in a discussion of privacy asdnfringement, a brief explanation of what it medor
western societies is necessary. Alan Westin's b@agic states of privacy are: solitude, intimacyrgmity and
reserve’. The traditional understanding of privacy focusesnprily with individual rights of privacy against
state interference. This understanding of privaads to the legal analysis that sees privacy astarest that
competes with security. Westin argues that privacyhe claim of individuals, groups, or institutforo
determine for themselves when, how, and to whareshformation about them is communicated to ather

Privacy is the voluntary and temporary withdrawab@erson from the general society through physica
psychological means, whether in a state of solitudsmall group intimacy or, when among larger ggun a
condition of anonymity or reserveThe individual's desire for privacy is never ahgel since their desire to
participate in a society is equally as powerfulefighis always a balancing act between the degingriicacy and
the desire for disclosure and communication to bifrend to others in light of social norms set bg society he
lives in> People often perceive that their privacy is in gianbut they are not sure what to do to protect
themselve$.We often have inconsistent views about privacywiermay want its protections yet we also want
the benefits that come as a result of practicesudermine those protectiohs.

The issues on privacy protection have primarily eyed from the development of new technology. Diagd t
is acquired, merged, and shared through connectimgputer networks, whether with or without our cdioity,
invades our privacy. Surveillance technologiesaarather aspect that is of great concern to civédies groups
on invasion of privacy. Surveillance technologiesld weaken the social value of privacy and canease the
risk of adverse social consequentdsicreased scrutiny by state agents can: (a) spifitical dissent as
individuals fear reprisal by government actors; ifjibit freedom of expression from individuals fgaublic
scrutiny of their views of behaviour; (c) lead #&xial or religious profiling, that is discriminatiovhich targets
identifiable groups despite no evidence of indigbwrong-doing; (d) have a disproportionately adeeimpact
on lower income citizens who tend to make a greaser of public spaces, which are increasingly subgeto
state scrutiny; (e) result in political complacernioy the extent that ubiquitous surveillance elin@saany
subjective expectation of privacy and discouraggsens from questioning more and more state styutnd
(f) make it harder to hold state agents accountttvl¢heir potentially abusive behaviour in partaese of the
secret nature of the new technologide new technologies will inevitably make the fléss secure in the

2 Andrew Askland, “WHAT, ME WORRY? THE MULTI-FRONT ASSALT ON PRIVACY”, 2006, 25

St. Louis U. Pub. L. Rev. 33.

3 Arthur J. Cockfield, “Protecting the Social ValueRrivacy in the Context of State InvestigationsrigsNew
Technologies”, 2007) 40 U.B.C. L. Rev. 41 — 67.

* Ibid.

® Ibid.

® Andrew Askland, “WHAT, ME WORRY? THE MULTI-FRONT ASSALT ON PRIVACY”, 2006, 25 St. Louis U. Pub.
L. Rev. 33.

7 Arthur J. Cockfield, “Protecting the Social ValueRyivacy in the Context of State InvestigationsrigsNew
Technologies”, 2007) 40 U.B.C. L. Rev. 41 - 67.

8 Ibid.
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long run because the religious or racial groups ltleaome targets of profiling without any evidenz# make
member of that group not aid law officials in thigivestigations.

The constitutional heritage of both the United &aand Canada do not directly address the privacy
implications that confront our society. The U.S Hfaied to provide protection to privacy whereagdpean
countries have a set of national privacy Ié{}vEuropean countries regard privacy as a persogiat that is non-
proprietary and the burden is shifted on those whaot to affect such right whereas in the Unitede3tgrivacy
is an economic commodif)]/. The United States government relies upon the WaiTerror to justify law
enforcement activities, which deviate from the itiadal constitutional protection.

Much like the terrorist attack on September 11,dbentermeasures against terrorism have a psydbalog
value far out of the proportions to their effectiess' In London, England 1940 a surprise terrorist &ttait
the city. The terrorists were the Nazis launchingaarial attack into civilian targets in dense gafad areas of
London. The attack by the Germans was not consistiéim the law of war. They were not tactical séskto take
out military bases. Instead these attacks were doledy on the purpose of terrorizing the city afnidon and
demoralizing the whole counth??.The attacks were not conventional by nature aeg tan be easily classified
alongside current terrorist attacks. The only reashy the Nazis resorted to terrorist attacks & they simply
add a psychological warfare component to the retheattack’ The most effective counter-terrorist act is for
the political leadership to boost up public confide to avoid further pani]z?. Winston Churchill addressed the
public and reassured the nation that all woulditbe. fThe British deployed highly visible and no@yti-aircraft
guns around the city, although military expertBirtain knew that these guns had no chance indefging
German planes but it was necessary to createusioitl of securit)}f5 The decision to put the anti-aircraft guns
was temporary unlike the decisions made by theddn8tates post September 11 terrorist attacks.UHited
States and to a lesser extent Canada have implethevitat seems to be permanent legislation in tiet fi
against terrorism.

3. The Fourth Amendment

The Fourth Amendment to the United States Conatiitis the part of the Bill of Rights, which guardgainst
unreasonable search and seizure. It purports tmataarest should have (1) some form of individuadiz
suspicion (probable cause), (2) judicial review rehfeasible, (3) notice of any search and seiZuMany of
the provisions of the Patriot Act have seen a glteatl of public resistance. The Bill of Rights Bage
Committee led seven states and 399 cities to aalogsolution condemning many provisions of the iBa#ct.
The Committee believed that the Patriot Act praisi are a threat to the value of privacy, freedérspeech,
freedom of religion, and other associations that cen havé®

The Patriot Act has brought a shift in which thenGss is protecting our freedoms and not the jaiic?
The groups that have expressed great concern Himahhanced government surveillance are the qadliti

10 Andrew Askland, “WHAT, ME WORRY? THE MULTI-FRONT ASSALT ON PRIVACY”, 20086, 25 St. Louis U. Pub.
L. Rev. 33.

M |bid.

12 Eric J. Gouvin, “Bringing Out the Big Guns: The UPAtriot Act, Money Laundering, and the War on

Terrorism”, 2003, 55 Baylor L. Rev. 955.

3 Ibid.

 Ibid.

15 |bid.

16 |bid.

17 Susan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.
Rev. 67.

18 Ipid.

9 Ibid.

123



JICLT

Journal of International Commercial Law and Technology
Vol. 7, Issue 2 (2012)

unrepresented minorities. In the United States @adada Arab and Muslim men are the ones that lfegrain
entire society is willing to sacrifice someone &sghts for their sense of securﬁ%/.

In Mapp v. Ohiothe Supreme Court ruled that the Fourth Amendrappties to the states by way of Due
Process Clause and that searches and seizuresvithatied the Fourth Amendment would be deemed
unconstitutionaf’ The United States Supreme Court has the powetom the Congress if they find that a
specific legislation has gone too far in invadir'rg;hts.22 However, this power has yet to be exercised by the
courts.

4. The Patriot Act

These are provisions that directly affect the WhiStates Fourth Amendment. Section 215 of the ®Raitt
permits government to obtain a court order progdatcess to tangible things and objects on thes bafsi
certification by executive branch officials and ersl the recipient not to divulge the governmeng¢guest’
Section 505 allows the government to issue Nati@®aturity Letters to retrieve customer records ftotarnet
service providers otherwise necessary court orelguired by section 213. Section 218 does require a court
order to authorize electronic surveillance, budivierges from the Fourth Amendment, as the ruleprobable
cause and notice are very relaxed. Lastly, se@id) the “sneak and peak” allows agents conduc@sych
warrants to delay telling their targets that theiperty is being searched or even sefZed.

Every single one of these provisions shows thatguwent power has increased far beyond the temporar
measures taken by Winston Churchill. Firstly, thisra clear enhancement of the executive discratiowhen
to conduct surveillance. Secondly, there has beeaxpansion of executive discretion to decide wietnd
when to divulge information. Thirdly, there has beg decrease in the role of the judiciary in app@v
surveillances before the fact. Finally, there hasrba drastic decrease in the role of the judidiamgviewing
the constitutionality of the executive discretf@rThe control of the executive to calibrate the elismation of
information and any search they conduct has asnitgoy goal secrecy and it ultimately avoids anglEnge in
court?’ No judiciary system can properly adjudicate oroties and hypotheses, and that is what is available
anyone who wishes to challenge these new f&wWiere is no tangible document that can be prochyetthose
who have something to say about the effects ofetipesvisions” Secrecy for the sake of security is what has
allowed the executive to simply ignore requestaamiountability in their actions.

(a) Section 215

Section 215, titled “Access to Records and Othem# Under the Foreign Intelligence Surveillance,’Act
authorizes the government to acquire records, dmety educational or financial institutions, Intetrreervice
providers, or even librarians under court ordeFhe Patriot Act expediently increased the kindsezbrds the
government could acquire in their efforts to figle war againgerrorism and completely eliminated the

20 hid.

2 Mapp v. Ohio(1961), 367 U.S. 643, 81 S. Ct. 1684.
Ibid.

Z USA Patriot Acts. 215.

24 bid., s. 505.

% |bid., 5.218, s.213.

% sysan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.

Rev. 67.

27 |bid.

28 |hid.

2 hid.

30 UsA Patriot Acts. 215.
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requirement that the government demonstrate any fof suspicion. Section 215 prohibits anyone who is
producing the tangible documents for the governmentlisclose the information to anyone other thaa t
government officiaf’* The government may procure medical, religioudjlmary records about anyone without
the need to ever disclose to the public or to #esqgn that such search was ever done. This seanchecdone
even if there is no reason to believe to suspeattthie person whose records are being sought leasitveolved

in any form of misconduct or is affiliated with terists* Since the court doesn’t have much information to
work with the issuance of such order has becomiramp since the idea that there must be probabiese to
release any search warrant has lost its fundameonstitutional valué®

This section also affects the First Amendment aflatvs the gathering of information about readiadpits,
Internet searches, and religious practices. Indadsl are not able to enjoy the privacy and freedasseciated
with the First Amendment as they once could. Eveey@ould be searched, and there is little to zero
accountability in the executive power, for any mésragement results in political change not legigati
repositioningg.4

Section 505 surpasses section 215 in oversteppid@igl oversight of government’'s collection of
information from third parties. It permits governmeo extract records from a communications prayvide
including telephone companies, Internet servicel Bloraries with computer terminals by issuing dwn
administrative subpoena, called the National Sgcletter (“NSL”).35 The only thing the government has to
show in order to get the documents they requirthas the information is relevant to a terroristastigation.
Section 505 prohibits anyone served with NSL taldise to any person that the FBI has ordered aairodd
records pursuant to this author?fyTheWashington Posin 2005 published an article where it stated ther
30,000 National Security Letters had been requestmhﬁ7 However it is impossible to litigate such lettérs
its all a secret. “Essentially the Patriot Actheite to silence people who question the Patriof’ Act

(b) Section 218: Foreign Intelligence Surveillance

This section expands the power of the governmerheir Foreign Intelligence Surveillance (“FISA®.The
power extension allows government to conduct edeatr surveillance. The problem with this clausetloé
Patriot act just like with many of the clauseshattnot electronic surveillance should be allowetess it is
found that probable cause exists in furtheringithvestigation. Attorney General Gonzales admitteat 74%
applications to the FISA court and they all haverbgranted® There is little room for contestation for all the
orders granted to FISA are secret and are notablaito the general public.

(c) Section 213: “Sneak and Peak”

Section 213 applies in cases where the governnenfdilowed the rules of the Fourth Amendment aad h
been granted a warrant on probable cdliSection 213 comes into play as it allows goverrtrteask the court
for permission to delay the notification of thegiatr of the search because they believe that thiicatibn might

1 Susan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.
Rev. 67.

%2 |bid.

33 bid.

34 bid.

35 USA Patriot Acts. 505.

%8 |hid.

%7 Susan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.
Rev. 67.

% |bid.

% Ibid.

40 pid.

4“1 USA Patriot Acts. 213.
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have an adverse restfitHowever, the Fourth Amendment requires that ndiegiven prior to search, and this
section is completely ignoring the constitutionigihts of American citizens. A letter from the Dejpaent of
Justice stated that the deferred notification wasdul53 and only 18 of those times were for tesnori
investigations“.3

The government is invading the public’s privacy amfiinging constitutional rights and yet therenis one
to correct the problem. The courts are merely gidiith the executive because there is no litigateer the
constitutionality of this provision of the Patridict. This section does not only apply to terrorigiather it
applies to every citizen the government believehais a probable cause in searching. The consequénce
extending the application of section 213 to otlrema of investigation is the ultimate fear for gvelause in the
Patriot Act. This invasion of privacy will no longee an excuse to just investigate terrorism; raitheill be
used and adopted as legislation that applies toyeitzen. It seems that the government has takesmporary
fear of terror and replaced it with a permanentttfign terrorism and thus a permanent invasion ighpy.

The four sections illustrated above are a cleam@@ of the secrecy that surrounds the fight agains
terrorism. However this fight has spilled overneclude much more than just presumed terrorists.pridic has
put its privacy on the line and it cannot evaluzdg the powers of the government have been tisete media
disclosed that over 30,000 NSL letters had beame@% However, other than the sheer volume of the use of
these provisions, no tangible document is giveret@al the true nature of the provisions in actioma system
where secrecy is the mode of action there cantthe 10 zero accountability. In 1970s after the lpukearned
that the FBI had wiretapped Dr. Martin Luther Kirthe government limited the discretion availablethe
Foreign Intelligence Surveillané®.A similar resistance is almost impossible to eraeiry our days society
because we have been indoctrinated to be afra@mhgthing and everything and in turn have becomeemor
willing to risk the rights of others for our perced safety. However, that is not a universal vidwhaw our
society is progressing. Out there in the legal eplieere those hopeful ones that believe that squower and
actual governmental accountability is not suchandish thought.

There have been some modest amendments to thetR&dtiby the Senate, however they have not been
substantial, as the courts have unambiguously alfodeviations from the Fourth Amendment principbés
judicial review, probable cause, and nofice.

The Fourth Amendment tests asks what expectatibpsivacy society is willing to protect, howevereth
court has allowed government discretion to perfeurveillance under conditions that the public wofifdi
unconstitutional and unreasonafién light of the terrorist attacks the court hagmeeluctant to go against the
legislative powe?.9 The balancing test on whether the governmentall neeforego or tweak the Fourth
Amendment outweighs the individual constitutionaferest. The right to privacy is a merely an ecoicom
commodity in the United Staté$ And for now, it seems that commodity is being seltblesale.

In order to comprehend the shift of the courts imtmore subdued to the legislative power case ldvhbes
introduced to show the historical progressiorOlmsteadthe court emphasized the need to protect the secrec

2 |bid.

43 Susan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.
Rev. 67.

4 bid.

4 bid.

8 |bid.

47 bid.

48 Wayne N. Renke, “Who Controls the Past Now ContfwsRuture: Counter-Terrorism, Data Mining and Pry/a2006
43 Alta. L. Rev. 779 — 823.

9 |bid.

%0 Andrew Askland, “WHAT, ME WORRY? THE MULTI-FRONT ASSALT ON PRIVACY”, 2006, 25 St. Louis U. Pub.
L. Rev. 33.
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of telephone messaggsln addition, Congress passed the Federal ComntionisaAct of 1934 where “no
person not being authorized by the sender sha#irdapt any communication and divulge or publish the
existence, contents, substance, purport, effeateaning of such intercepted Communication to arryqﬂéf.52
This was one of the first steps where the courk tggearheaded the Congress for the protectiondifidual
privacy. InKatz v. United Stateghe court decided that the Fourth Amendment ptstendividuals and not
placesKatz could expect privacy even he was using a pyifione bootft’ The agents would have to convince
the court that they had probable cause to belieatz Was committing a crime before they could bevedid to
wiretap or intercept any of his conversations. Toart in Katz rejected the previou®Imstead’'snarrow,
property oriented approach and instead declaradhhaFourth Amendment protects “reasonable exfientaf
privacy”.

However, Olmsteadwas adopted by the courts pdsatz v. United Statetn cases where seizure of
information held by third parties was at isStdhe court ruled that this form of information gatimg is not a
search and seizure within the meaning of the Foiiendment. The normative approach and what seetnes t
the rightful interpretation of the Fourth Amendmevds inevitably narrowetf. The court decided to limit the
scope ofKatz by stating “ a person has no legitimate expeatatibprivacy in information he voluntarily turns
over to third parties?‘7 However it is impossible to survive in North Armexiwithout voluntarily giving ones
information to a doctor, a bank teller, a librar@md many other setting where we are requiredvtolgé our
information. The court seems to ignore that therimation that we give to third parties is not stumtary in the
first place, for if we choose not to give such imfiation than we would be shunned from leading anabiife.

In United States v. Milleiis a clear example where the court found that hanpdiver information
“voluntarily” to third parties and then when goverent requested such information it was not found
unconstitutional. IrMiller the government acquired checks and other finastééments from his bank. Miller
argued that the bank was required to keep the dectsprocured and not give them to the governmempiea
the federal Bank Secrecy Act of 1970However, a majority of the Supreme Court ruled fidler had no
legitimate expectation of privacy once he volutyananded the information over to the bank.

Christopher Slobogin of the University of Florideuin College Of Law created a questionnaire to test
whether the public agreed with the Supreme Couttténgovernment being able to extract bank infoionasnd
the answer was an overwhelming belief that suclomdé$ highly intrusive and privalsé’.There seems to be a
disconnection between the popular belief and thetssiding with the legislative.

Legislation and whatever congress decided was nea$® it would be taken at face value and woulds pas
the constitutional te$f. There have been instances where U.S presideetRithard Nixon believed that they
could conduct surveillance of domestic dissidenithaut judicial approval. Nixon had authorized thBI to
wiretap Dr. Martin Luther King, Jr and other antiwprotesters solely on their political beliefs and

®1 Olmstead v. United Staté5928), 277 U.S. 438, 43 S. Ct. 394.

52 Susan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.
Rev. 67.

3Katz v. United Stated967), 389 U.S. 347, 88 S. Ct. 507

%4 |bid., Susan N. Herman, “The USA PATRIOT Act and Bubmajoritarian Fourth Amendment”,2006, 41 H&nR.-C.L.
L. Rev. 67.

% Ibid.

% Ibid.

5" Katz v. United Stated967), 389 U.S. 347, 88 S. Ct. 507.

%8 United States v. Mille1939), 307 U.S. 174, 59 S. Ct. 816.

% Susan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.
Rev. 67.

8 Dorothy J. Glancy, “The Twenty-Seventh Annual LReview Symposium Privacy and Surveillance:

Emerging Legal Issues: Privacy on the Open Roa@)4230 Ohio N.U.L. Rev. 295.
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associatior?” The power Nixon used was arbitrary and it resemtie power of dictator more than it does that
of a democratic leader. But that is another perée@mple where the United States was found in a tifn
turmoil and in order to stabilize growing fear tip@vernment succumbed into the invasion of citizewagy as
the easiest choice to make people afraid of coresenps.

5. Money Laundering

The U.S government is fighting the war on terrormmmany fronts and one of them is to shut downraopey
laundering scheme terrorist might be involved ionwbver this is a grand task and unfortunately déshdt seem
achievable. The Patriot Act passed many providian would allow the government to become more iefficin

their money laundering efforts. Section 314 of Bariot Act has expanded the types of financialitutsons

that can be searched, including credit unions,régtitcommission merchants, commodity trading adsismd
commodity pool operators and allows the governn@ptohibit any suspicious accouft.

The new provisions in the Act require financialtingions to 1. verify the identity of any persogeging to
open an account, to the extent reasonable andqallet; 2. maintain records of the information usederify
the person’s identity, including name, address, @hér identifying information; and 3. Determine atther the
person appears on any list of known or suspectedris organizations provided to the financialtingion by
any government agené&y Prior to these new regulations the financial tnitns were required only to 1. verify
and record the name ad address of individual 2.vitdimiduals purchased monetary instruments suanasey
orders and 3. in certain wire transf&tsThe United States government prohibited finangiatitutions from
holding any relationship with offshore banks.

It has been understood by Congress that this isere& power in accumulation of information could be
overwhelming in collecting information, howeverista risk they have been willing to takeThe government
has tried to expand the exemptions from filing @noy Transaction Report (“CTR®.CTRs must be filed for
each deposit, withdrawal, exchange of currencyptber payment or transfer, by, through or to arfaial
institution, which involves a transaction in curcgnof more than $10,008. This job was assigned to the
Financial Crimes Enforcement Network (“FiInCEN")n&é its conception FInCEN’s mission has been tcktra
proceeds of crime such as drug trafficking. Unli&eorist funds, proceeds of crime are easier Hloviobecause
government focuses in intercepting the funds poste; whereas in terrorist finance the governmsmipected
to intercept the funds prior to the crime. Jamemf§| FInCEN director said that terrorist financamisch like
“money laundering in reversé®.

There is an argument that terrorist attacks of Saper 11 could have been prevented if the goverhmas
able to link all the financial transactions of taists in order to prevent any crime however thabjem does not
rest in linking financial transactions but whatatial transactions to link. Terrorist attacks aoé expensive to
fund. The FBI concluded that the operation of #edrist attack on September 11 cost only $303%7This
sum is insignificant when one considers the bibiorf dollars that are traded daily in the Unitedt&s. In

61 Susan N. Herman, “The USA PATRIOT Act and the Sybntarian Fourth Amendment”,2006, 41 Harv. C.R.-A.L.
Rev. 67.
62 USA Patriot Act.
63 USA Patriot Act, Eric J. Gouvin, “Bringing Out the Big Guns: The AJBatriot Act, Money Laundering,
6a4nd the War on Terrorism”, 2003, 55 Baylor L. Re\5.95
Ibid.
8 Laura K. Donohue, “Anti-Terrorist Finance in thaitéd Kingdom and United States”, 2006, 27 Mich. J.
Int'l L. 303.
%6 Eric J. Gouvin, “Bringing Out the Big Guns: The U®Atriot Act, Money Laundering, and the War on Tesra”, 2003,
55 Baylor L. Rev. 955.
*7 |bid.
%8 |bid.
89 USA Patriot Act, Eric J. Gouvin, “Bringing Out the Big Guns: The AJBatriot Act, Money Laundering, and the War on
Terrorism”, 2003, 55 Baylor L. Rev. 955.
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addition, the $300 thousand dollars were not tramledne lump sum, rather they were dispersed inyman
different transactions to make it untraceaBl&he majority of the funds that were used by thieotésts were in
cash and only thirty four percent of the funds died were wire transfers and the remaining eightent was

in traveler's checké"

The other issue that the United States governmestdnfight is identifying the sources of terrofighding.
These sources are often times legitimate businessgel agencies, constructions companies, thigcat value
could not be detected as providing funds for tésmr72 The word terrorist is very complicated tdimke
because one groups terrorist is another groupsldradighter and many philanthropist give money toups
they believe are saviors of their country.73 The that the western countries are fighting is as madigious
and ideological as much as it is a political one.

The Islamic world functions in many different coues under thdawalatraditional banking systelzﬁ.This
banking system is based on trust and it does wptineethe physical transfer of the funds from oteee to the
other, rather a hawala broker in one country imttruhe other hawala broker in another country tkena
payment to a beneficia?)?. Under this banking system there is no possible t@atrace the transaction. The
Patriot Act applies to hawala but enforcement ikaety by FInCEN since there is no way to contrmw of
money.

Much like organized crime groups work togetherdgst groups co-operate together in reaching theals.
Money laundering is a phenomenon that does notgréze states and it can happen anywhere in thedw/orl
Terrorists not only can use small sums of monelyansfer to their cells and thus become untraceabig¢hey
can also use fake identities when they transferaypan open bank accourfts.

The problem with money laundering and terrorist inance in the United States is that it diredtifringes
the privacy of citizens. The efforts by the goveemito suppress terrorist finance are utopian andad have
tangible success in sight. The invasion of privemmya goal that is not realistic is the conundrinattiegislators
are faced with. The provisions of tiRights to Privacy Acbf 1978 andThe Gramm Leach-Bliley Financial
Modernization Acbf 1999 have been overruled by the provisions efRhtriot Act’® Section 314 authorizes the
sharing of information between financial instituts regulators and law enforcement agen@ié’shis provision
renders the powers of ttitight to Financial Privacy AcandGramm Leach-Bliley Financial Modernization Act
of 1999inoperable and invalid. The sharing of informathm®iween financial institutions for marketing purees
was forbidden by these two acts, however with taiét Act these institutions have found a loophalsharing
information with each other which most of the timeesn't deal with terrorist situatiofs.The only way
government can keep this section operable is iy tkeep fears of terrorism alive for many years ¢tmne
because without the fear of terror people willtséaiking for their rights to be returned.
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The traditional financial privacy rights have bestinguished under exigent circumstances of faaotism.
However there is another fear the public shouldehavd that is that Patriot Act provisions apphetery U.S
citizen. Even thought it was initially conceptualizto for foreigners and aliens or suspected tstsothese
provisions extended to include every U.S citizeroider to find suspecf’éThese new provisions will have
limited effects in money laundering schemes forost groups and to a lesser extent drug cartetstlie
biggest benefit will be the ability of the goverrmhéo gain information about people who try to avdakes”

6. Canadian Privacy Laws post September 11

Much like the United States in Canada the govermnfacilitated the surveillance of citizens and fgre
individuals post September 11 terrorist attack® fears are the same in both countries; criticebelthat legal
and technological developments will inevitably umdme privacy rights unless restrictions are pylace.

In Canada, the surveillance powers of the Crimi@atle have been amended since 2001 by the Anti-
Terrorist Act to make it easier to use electronitvsillance against terrorist groupsThe legislation has also
extended the period of validity of wiretap authatian from the previous 60 days up to one yearafgolice are
investigating a terrorist group offen&eThe requirement to notify a target after surveitie has taken place can
also be delayed up to three ye&rsA judge of the Superior Court of justice has tprmwe the electronic
surveillance however it is still not sufficient foroperly assess that the power conferred is beisgd u
accordingly.

Canada has expanded the Anti-Terrorism legislad®it pertains to search and seizure. A policeeifftan
arrest a person without if he believes upon reasengrounds that their detention is necessary event a
terrorist activity®® The Attorney General must consent to the arresissrexigent circumstances. In addition, the
detention must be reviewed judicially within 24 h&tl This point is where the U.S legislation differsrfr the
Canadian. Judicial reviews of terrorist arrests moé the primary concern post arrest in the UniBtdtes.
However, in Canada the Anti Terrorism Act has clehdraditional Common law safeguards that required
independent judicial authorization prior to theumsce of a search warrdfitFor example, the Minister of
Defence has the power to authorize internatioredtednic surveillance without the need to seekrgrdicial
authorizatiorf® It is stipulated that the Minister must be satigfthat his authorization would not encroach the
privacy of Canadians. It is visible that the disicneary powers once reserved for the courts haes Ipassed to
the legislative powers.

The Canadian government often emulates the lelyisldiecisions made by the United States. In 20@3 th
Canadian government introduced legislation that ldiqaermit courts to order third parties, such arimet
Service Providers, to produce documents for theegowent if there is reasonable doubt that an offéres or
will occur® The government officials hold more discretionawer as in previous years and the former
Privacy Commissioner along with public interestiugr® were concerned that these laws do not haveuatieq
privacy safeguard¥. Abusive state surveillance power was the ultinfieée that people were concerned with.
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The relationship between the private sector aneggowent surveillance has seen an exponential iserea
since September 11. With the exception of Quebana@a has pursued a self-regulatory approach vateri
sector privacy protection until the passage of ek Information Protection and Electronic Docunsent
(“PIPEDA"). PIPEDA alongside the federal Privacy tA@re overseen by the Privacy Commissioner, an
independent officer of Parliamefit.In the United States there is no authority thagreges government in
respect to laws that affect privacy rights. All qeamies that have business in Canada will havettthgeexplicit
or implicit consent of an individual prior to cotféng or distributing personal informatiéh The problem rests
with banks where an individual doesn’t have muchiad but to give his information to the bank in erdo
survive in the modern world.

The general approach to PIPEDA is that the consérdn individual must be obtained before certain
personal information can be collected, used orlasc® A subscriber might reasonably expect that a
newspaper would have implied consent to solicitsstiption renewal, however, if the newspaper wisted
forward the persons information to a third partys twould require explicit consent by the subsaribe

In Europe there is more protection for the conguribe European Data Protection Directive asséds t
European Union consumers must provide “unambigumussent” prior to the collection of their personal
information® In addition to the internet, there are many otterhnologies that encroach privacy rights
including, cell phones that divulge the exact larabf telephone calls, video or cameral survedkaito inhibit
crimes, variety of electronic monitoring techniquesthe workplace to monitor phone calls and coraput
usageg.6 Under the guise of national interest, a governrmeemtloyee, without the knowledge of the individimal
guestion could scrutinize the information that hasn gathered by the governmental age%cy.

The anti-terrorism laws have subjected to openuatin prior to their enactment in Canada, howenggr
much attention has been paid to the technologyldpreents that surround such policy changﬁe'ﬁechnology
has produced many social changes that have estlgdchditional deliberation and review that govérase
legal changes. The expanded powers of governmergdse the risk in racial profiling against minpigroups
such as Muslims. The Canadian Islamic Congressrtefoat hate crimes against Canadian Muslims have
increased by more than 1,600% since Septemberridrise attacks and there are cases of countléssviaws
and interrogations of individuals of Arab origin.

In Canada, the abusive state surveillance prabtisebeen noticed by a recent case where a polietawi
expert is suspected to have given misleading irdition to five Ontario judges in order to secureetdps in
drug trafficking case¥ The most shocking Canadian example of post-Semerhlh state abuses involves
Syrian born Canadian citizen named Maher Arar. Was traveling home to Canada and during a stopaver
New York; U.S authorities apprehended then depohfed Arar to Syria due to alleged links to terroris
organization§.00 In Syria, Mr. Arar was interrogated, tortured angrisoned for over one year until he was
released on October 6, 20883.There were no charges laid against Mr. Arar iniggy€anada, or the United
States. The reason for Mr. Arar's arrest is yeb&oclarified and one would assume it was only eabjt
detention. The U.S officials that questioned Mrarin New York had private copy of a rental agrerhsigned
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by Arar in Ottawa in 1997 It has not been clarified how Mr. Arar’s rentategment came to the hands of U.S
officials however it is clear that his private agment between him and the landlord was ignored.

7. DataMining

The ultimate goal of the abovementioned legislaimnto gather as much information as possibleritogrily
prevent terrorist attacks and other criminal atigégi However, despite any benefits data mininghtniging it
could be as damaging as the threats it is deplaydight'®® It is a common statistic that citizens in the dit
States and in Canada are more susceptible to lredhpy ordinary crimes and automobile acciderdas tthey
are to terrorist attacks.

While it is clear that most Muslims believe thablence is not the way of their religion, western
governments have classified terrorists as thosevithdals that have been brainwashed to follow aaber
political agenda of a few; that has been ultimatefigted as an ideological war. Firstly, modermdest groups
tend to lack a formal structut& Unlike organized crime groups such as La Cosarbotgrrorist groups do not
have rigid hierarchies. Their organizational stuuetrestricted the scope of informational scansNiretaps
could be placed at the home of a crime family ba$€aeda and associate groups lack hierat¢hggin Laden
undoubtedly holds a position of power however he leen described as a mediator or catalyst théoss™ of
lower level units™®” Al Qaeda is not unified by command structure, eathere seems to be an ideological unity.
Al Qaeda if it “is” anything at all—is a network afdividuals, relatively anonymous cells and idesx
hierarchy'®® Thus we know neither the target nor the terrobgé do not know where to look. To be safe the
government says we must loekerywhere

Secondly, terrorist use modern communication t&8lsa Cosa Nostra belonged to an earlier technolbgica
age, where meetings and telephone calls were tlyeway they could transmit information to each athél
Qaeda elements may communicate by email or thrabghuse of Internet websit&S. They literally can
communicate from anywhere, everywhere routed thHroaigywhere. The government believes this is another
reason why they should look everywhere.

Thirdly, modern terrorist groups tend to be verglgéed and it is rarity to produce informers, radgc
information gathered by human intelligeri¢glt is equally as difficult to infiltrate groupsk Al Qaeda because
of the immense shortage of intelligence officidiattdo not have the adequate language requireriénits.
contrast, it has been easier to penetrate orgawide® and also turn members of the organized cgnoeips
into informers. However, the fears that criminass/ér are not similar to the fears of Al Qaeda membkra
criminal gives up his boss to save his life thad islear choice to make, however when a terrongsgup his
team he is facing repercussions in the afterlifearty a more aggravating factor in becoming anrimer™*®
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Some persons, corporations, have a vested interestling information technology tools and in adeig
their careers, and therefore maintaining terrorisysteria. In addition to problem with the gatherin§
information there is also a problem with the waysishared. The American Civil Liberties Union (“AG")
declared “you don't find a needle in a haystack Hsinging more hay” referring to the data mining ttha
governments have indulged themselves with posteBaptr 11 terrorist attack¥' The U.S department of
Justice and the Federal Bureau of InvestigatioB("fpurchased and used information from ChoiceRarJ.S
data mining firm. Google Corporation has been agotorporation that has collaborated with goverrnien
third party information release’

Data mining faces the inevitable database problgarbage in, garbage out. The data accessed fongnini
could suffer from many weaknesses. The data maydoenplete, missing fields or records, it coulditeprrect,
involving non standard codes, incorrect calculajoduplication, linkage to the wrong individual other
mistaken inputting, it may be incomprehensibleotld have bad formatting or the inclusion of npléifields
in one field™® It may be inconsistent involving overlapping codescode meanings that change over time. If
the United States and Canada are going to relyada ohining as an important source for finding abend
preventing terrorism problems could arise. If datming produces unreliable information, there wiié
individual costs and national security itself vii# threatened.

The other argument is that by providing informatimna third party privacy is not entirely lost. The
individual need does not need to maintain a prgparta possessory interest in the information errécords
that he has given to a third party. It is this peithich creates an essential difference betweenaddsCanadian
jurisprudence. As stated before, Umited Statess. Miller the Supreme Court held that once information had
been disclosed to third parties the subject ce@msbave a constitutionally protected privacy rify]ﬁt(:anadian
jurisprudence differs itself because the Chariéirpgbtects the interests of information disclogedhird parties
including health information disclosed to physigiarformation provided by sexual assault complaimaade to
the Crown as an exampjlﬁg. However, Canada has come on board with the U.5 thi efforts in the fight on
terrorism. Thus, legislation has been passed dovalanadian governmental officials to gather maferimation
from third party agencies than before.

8. Effects of Counter-Terrorism legislation

In the United States it is visible that any baiti¢h security, Fourth Amendment claims of a righftivacy will
lose. The government believes that at this momeftistory it is more important to fight for secyrithan to
fight for your privacy rights. It is impossible kmow whether any terrorist or other criminal acyhlas been or
will be caught through the use of a particular pothat has been enacted post September 11 terattasks"'®

It could be that one of these surveillance techgiel® has impeded a grave terrorist attack from rocau
However, since everything is submerged into secveeyare not really sure as to the percentage @itsess.
The problem with the legislations that have beeactwd does not stem from a complete rejection ef th
legislation; rather, it is about the lack of theeusf the judiciary®® There is an immense lack in seeking
justification before engaging in surveillance, wraamd to whom notice must be provided, how broadvéikof
secrecy should be, and how extensive or minimatdtesthe courts are to pla§:
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Marc Rotenberg has noted that the critical analgbisuld be made on how much secrecy and lack of
accountability we are willing to tolerate in thevgonment's use of its surveillance powers. The obléhe courts
should not be minimized and as it was statedamdi v. Rumsfelthere is need for the courts to play a role in
curbing excessive executive discretion to detaipnppe in connection with the war on terror, desptse
conclusion that Congress had authorized the execasiecution in questio]ﬁ.2

There always seems to be a clash between privadysacourity. Perhaps another problem rests in our
understanding that you can’'t have one without mgfiig the other. Thus, the solution rests in retded either
security or privacy; an evolving of the terms wilbve us from the traditional clash between the tstdading
of privacy and security. The definition of securétyd security measures around the world won't changess
world peace is at sight, until then governmentstangbrist groups will continue with their politicand for some
religious agenda. Governments believe that measnuss be taken domestically and internationallyptotect
their citizens. In order to protect the society onest make sure that every member of the socidiyws its
rules. Countries like the United States and to ssde extent Canada have thrived on ideologies &thatv
individuals to pursue an independent life wheregbeernment has little to zero intrusion on onégsape life.
However with the introduction of two components Terrorism and Technology- the world governments ar
playing the once feared role of the Big Brotheref&his an eye watching at all times, and much the
propaganda in the cold war where the United Staiéisized the Russians for intrusion into the ptiy sphere;
it seems they are on the same path themselvelse I§dvernment wants to, they can use surveillamceus
homes without our knowledge, check every electrenigscription to any agency; our life has entehedgrey
zone of immense government discretion.

It is a difficult task to quantify the success thla¢ United States and Canada has had in the dighinst
terrorism, since most things are wrapped in secjr‘?c&(nd most criticism comes from the failures of pretion
of terrorist acts. Thus, we can only advise onf#tileires for we don’t see the success. Howeverséike Mr.
Arar demonstrate that complete secrecy infringesrigits of privacy. We as people have entered inswcial
contract and we lose part of our sovereignty tmeegiment or other authority in order to receivar@intain
social order through the rule of law. The rule avlhas not been followed by governments in thégnapts to
fight terrorism because the rule of law implicilnd explicitly protects our rights, especially @uivacy rights.
Legislation should be implemented that protectsegoment use of resources in their combat of tesmori

It could be argued that in order to be completedy fwe must enter into another social contract elhewe
have the traditional privacy settings as in thet.pdewever, in circumstances where government féwls our
privacy is to be altered by the threat of secutitythe person than we lose control over our privegits
temporarily.124 The aforementioned scenario would be any govertim@ealistic solution to the problem of
privacy but there is a better solution one whictuldssimply put procedural safeguards to every degcithat is
made that directly or indirectly invades our rightsaddition, it is that most information that yal be giving
to third parties will be and is being shared inhvilie government.

We cannot risk government and its workers gainingvgr and using it without any sense of
accountabilityl.25 There is a danger that government agents and iotthieiduals will misuse the information
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they gather and harm privacy rights and targetagerindividuals for illegitimate reasof® The U.S and
Canadian government could pass legislation thatldvgavern how the state agents may use technoldgies
collect and store personal information. The govesnirofficials could store sensitive informationfiles that
require prior judicial review’’ The law could mandate the tracking of informatiom database searches
performed by government agents. By maintaining lofsearches by government personnel, authoritiels a
wrongly accused individuals will have access toaarit to determine whether the surveillance wasedon
Iegally.128 These records will allow citizens to correct esrthrough the surveillance that was done. In aoiditi
the searchers will be aware that their computegeiss being monitored and this should serve asiadaintive
for abuse of surveillance practicjég.

It is argued that an independent committee shoeldrbated to provide oversight to these changesgare
that abusive state practices are not taking plditenately, we are individuals that are constamtpendent on
other people’s choices about our livelihood, andalevant to make sure that any decision that islenay a
third party does not have negative consequencesioself identity and livelihood.

9. Conclusion

In conclusion, privacy rights have always seenaaltiwith security. A government cannot protect watlout
infringing your privacy rights. As a result privadghts have let security take a primary role ia flyht against
terrorism. Privacy rights have been traded as anumdfity in the market by the U.S and to a lesseerxthe
Canadian government because no information otlaer ylour mind is completely secluded from societie T
cynical remedy to protect your privacy is to keegrgthing in your mind; however, no social contrabbuld
inhibit people from their freedoms. Ultimately & necessary to protect your privacy rights by hticing
regulations that control every breach of privacgr Ehe time, being fear of terror is greater thhe fear of
privacy invasion. However, governments should $&ilresponsible and accountable for every wrongsidec
because after all the U.S and Canada are democmatitries and we would like to believe that agaety we
still have influence over what happens with ouvacy and in broader context, our lives.
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