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Abstract.

The need for establishing legal order in cyberspace is growing; the time has come when it is also possible in several
different ways. One of the crucial issues in this respect is the worldwide reach of the global network. Legal rules for human
activities, including online activities, vary from state to state, and regulation of cyberspace cannot occur in one single
manner all over the world. The existence of various laws produces far reaching consequences both for users and for
regulators. Thus, users might face legal consequences in a foreign state for activities lawful in their home jurisdiction, and
states might not be able to enforce the laws if the offender resides in another state. This paper examines this issue, in
particular the issue of Internet content regulation. The approach proposed here is to focus on the new actors in the online
world and the new regulatory choices they offer.
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. INTRODUCTION

The Internet enables a variety of human activitedsof them remarkably different from each othertheir
social and legal meaning. However, a state haxomenon task in respect of all these activities ertsure that
rules and principles developed for the offline wiadb not lose their significance in the digital wom fact, no
state would willingly tolerate a situation whereparticular activity evades regulation just becaitsés
committed by means of the global computer netwénken if currently there are still exceptions frohist
approach, the trend is clear — all activities gaamgonline will be regulated to the same extent @anthe same
effect as the activities in the offline world, ibinmore.

The regulatory zeal of states is increasing, batetare several factors that complicate the tabk. most
obvious one is the globality of the Net. No stads bver claimed the authority to regulate all huaetivities in
all parts of the world and the concept of terraity has not lost its meaning in the digital ag®en though
there have been several examples of states extepdiscriptive jurisdiction beyond the principle=sdloped in
the offline world, it can hardly become a rule.t8sahave yet to figure out how to ensure compliamitie local
laws in cyberspace. Another significant factor rasence of new participants, which are not evetogous to
the traditional actors in the offline world. Someéthem can control the movement of bits of datahair
respective level of the network; others do notalyeparticipate in data exchange but can nevestiseproduce
a meaningful impact on availability and accessyitif online content. Whether these actors willcbesidered
in regulatory schemes, how, and to what extenesdlguestions are of the utmost importance whdimdeith
the issue of Internet regulation.

The paper focuses on regulation of Internet corttenthe approach offered here may be equally egiple
to other Internet-related issues. Any online agtiunvolves movement of bits of data from one cobapuo
another, be it dissemination of illegal contenfpyright infringement, gambling or cybercrime. Ofucse, there
are many specifics in each field, but there are etsnmon features so that the main points for sté¢evention
often remain the same. Among other issues, the isficontent regulation is particularly controvatst the
discrepancy of what is considered objectionablesscthe world is enormous but many states attenrgthieve
the same degree of control over online express®othay used to have over local publications in dffene
world. The necessity to find a way to accommodditexasting laws is growing, at least from the ré&gar's
perspective.

! The paper was published in Complex 4/2006 LSRif€ence Proceedings.
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The analysis of the options that are available tetate for designing cyberspace according to local
preferences is undertaken in two parts. The fiast pffers identification of the available regulat@ptions and
examination of their advantages and drawbacks. Sdwnd part involves making a choice between them.
Particularly, it considers such issues as limitguatdiction of a state and costs that are cormatketith one or
another regulatory scheme for all concerned pp#itis.

Il. FRAMEWORK FOR THE ANALYSIS

There are a number of theories that offer guiddoceealing with regulatory problems arising on thternet.
For example, it is elaborated on the significantéhe computer code that may determine the limitsrdine
activities more successfully than law (Lessig, )998e analysis of perspectives explains the dps=umey
between what we think we do in cyberspace and whattually happening between computers on thear&tw
(Kerr, 2003); the theory of layers provides anghsiul overview allocating the processes takingcelan the
Internet to certain layers (Weiser, 2003). Theelatheory is particularly popular within the dissiom on
Internet regulation.

The theory of layers contributes to understandigintrinsic relationships of various elements gwgiport
functioning of the global network and demonstrdbed contrary to the physical world, there are savdistinct
layers where various kinds of regulatory intruseam happen. For example, the four-layers moderexdfdy
Weiser (2003) distinguishes the physical, logiegplication, and content layers. In restrictingsdimination of
an offline publication after it has been releasedhie public, one could intervene at one layer enlgt the
physical layer — and order forfeiture of the actpablished work. In respect of an online publicafid is
possible to intervene at the content layer and venabjectionable content directly from the hosti8® so that
it is not “in cyberspace” anymore. It is also pbfsito intervene at the application or logical laged arrange
filtering or zoning of content. It is even possildedestroy the wires connecting to the Internet,to intervene
at the physical layer, although it wouldn't be thest reasonable option.

The layered analysis demonstrates the scope diglieand calls for considering new regulatory ops.
However, it does not clearly identify the addressekstate regulation. A more attractive strategyld be to
concentrate on actors participating in the prooéssformation transfer and on the functions theyfprm. Such
an approach shows precisely, at which points & stah assume control. To be consistent, one clowfthe
movement of data from the author or content pravidethe end user. Zittrain (2003b, p.657) regarthes
process as having five distinct phases: “It beginél) a source, passes through (2) the sourceci@Rinues
through transit and/or peering through (3) the dlas handled by (4) the destination ISP and themes at (5)
the destination.” To modify the above typology tmable a more precise analysis, two main phasesean
distinguished. The first phase covers movement afadfrom the content provider, through several
intermediaries, to an ISP providing hosting of emtt It is a movement of data to the location, laiclv they are
“in cyberspace,” permanently available to all In&trusers — it is the input side of Internet atitigi The second
phase covers movement of data from the hostingigeoy‘from cyberspace”), through several internagigis,
to a computer of the end user — it is the outpdé f Internet activities. The terms “input” andutput”
emphasize the movement of information flows andtinetion a particular actor performs in any giveament.

In addition to the input and output actors, there @ number of actors that do not directly parttépin
information transfer but nevertheless produce albietimpact on availability and accessibility otemet
content to a user. For example, search enginelsisthe existence of content to a user; regisallesy surfing
without having to remember an IP address of eaeh Bhese actors offer indirect points of contmud éncrease
the variety of options for state regulation of hmiet activities.

[11. INPUT CONTROL

The actors that ensure that content gets and ren@mfine include individual users publishing conten
cyberspace and ISPs performing a variety of funstié®com providing Internet connection to hostihgd-party
content. Of course, in reality many actors perfotimeir functions on the input side and output side
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simultaneously. Thus, unless a user is a passsi®wviof websites, he or she is both an authoranehder of
content. Similarly, an ISP providing Internet accés usually performing both the input function amatput
function, carrying the data from the user and ® uler at the same time. However, the legal posiafothe
same actor is quite specific in each role. Theeedsdference, whether a state prosecutes an aatreowiewer of
objectionable material, as well as there is a diffee in legal obligations of an access providerygzy the data
to the user and from the user.

A. Input User asaPoint of Control

Measures directed at a user placing material onsémeer connected to the Internet offer the mosionls
solution. To prevent illegal content from gettingline, a state may establish civil and criminalctems on the
input user. This is a popular approach; in factstade would feel reluctant to prosecute an auth@n online
publication any more than an author of any othddlipation.

However, a state can only effectively prescribe ritles to those users who reside on the stateltotgr
Even though international law recognizes the aiutthof a state to prescribe laws to foreign actander certain
circumstances, the power to enforce the laws ofterks as a practical limitation on it. The oppoityrto
exercise jurisdiction over foreign actors is rarbe most prominent example involving Internet cante the
prosecution of an Australian citizen when he cameGermany on a vacation trip. He was charged with
dissemination of statements on Holocaust deniaigtwis prohibited in GermarfyBut, this example is rather an
exception than a rule.

When the goal of regulation is not only to punisé dffender but also to remove objectionable cdrftem
cyberspace or at least make it inaccessible td &gdience, prosecution of the input user is neessarily the
best solution due to persistency of Internet cant®nce content has been published on the Inteitnist,not
always possible to exercise control over its digsation. Other persons can overtake content managem
adherents can create mirror sites and continugread the message. Thus, the controversial sitewths a
cause for prosecution in the above case is stihenfreely accessible in Germany.

B. Internet Service Providers

The actors gaining power in the digital age areobeng visible — any online activity needs the seggi of
Internet Service Providers (Ahlert et al., 2004edfse definition of this category of actors isdigiconceivable
due to the abundance of tasks they carry out, loubst any ISP is able to exercise control over rimfation
flows at its respective level. Depending on a palér function an ISP performs, it may be a subjedifferent
state-imposed obligations.

1. Content Providersand Zoning
The legal status and controllability of an ISP thats as a content provider is similar to the staitian
individual user. An ISP may face civil and criminsdnctions for the authored content in the same. way
However, several factors make an ISP a more dtteapbint of control. First, in comparison with ardividual
a corporation has fewer opportunities to hide oretbain anonymous, being an easier target forta &vire,
1998; 2005). Second, state measures directed @tparation are more likely to actually remove olifstable
content from the Internet. Thus, it is probablet tilathe German case mentioned above, the consiaver
website would not be available on the Internet ammgmf Germany could assert jurisdiction over théekaide
Institute, which offers a base for Australian réugsts, instead of prosecuting just one of its rhera. Finally,
a corporation may be required to take specific messto keep its content from locations where @assidered
objectionable, i.e. to exercise zoning.

Zoning refers to a technical procedure undertakgrabzontent provider to direct information flows to
particular users only. Metaphorically, it can bed#ed as creating zones in cyberspace that & fop some
categories of users and closed for others. A distin may be drawn between zoning technologies @itoe

2 BGHSt 46, 212 (Federal Court of Justice, Decisibh2.12.2000).
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restrict access of a particular group of usersa(ade, children) and technologies aimed to res#&iicess of all
users within a given location (as a rule, withirstate). The latter is of a particular interest fioe present
discussion.

In terms of geographical zoning, various toolsadseexist to identify the geographical locatiorusérs and
many companies routinely employ these tools fagating advertising purposes (Geist, 2001; Goldsnaifio0).
Employment of geo-location technologies as a méansompliance with local laws without refusing ¢arry
the content generally has not yet become a rulé i hot issue. For example, Yahoo! stoppeadhinmonline
casino advertisements after a prosecution threétdynited States but limited the measure to tBedyritory.
Many states would be relieved to have foreign aunpeoviders zone content according to states! lege but
such an obligation is hard to impose on foreigmm@ctSo far, there is no obligation to perform oegil zoning
in any legal norm and only one court addressedd$ige of zoning in its decision. In 2000, a Freoolrt
ordered the US company Yahoo! to restrict Frentizeris' access to auctions bearing Nazi itérfgahoo!
changed its auctions policy to exclude the contisigkitems but claimed that the French decisios wat a
reason for the policy change, so that the prackesasion from this decision is not significant. y&ase, zoning
would be a very convenient option if a state hdficgent power to impose the obligation to zoneaorespective
content provider.

2. Hosting Providers

An ISP that hosts objectionable content of a tpady offers an excellent point of control for atst Measures
directed at this actor can even turn out more #¥fe¢han targeting the actual content providersuering that
the latter does not always have full control over tdissemination of his or her content. Thus, mstayes
impose liability on a hosting provider for the gl material it hosts. The most severe method isake hosting
providers directly liable irrespective of knowledgé the material’s existence and legality. This rapgh
involves a lot of risk for a hosting provider argdlikely to influence the decision of an ISP tode hosting
altogether. Many states choose a more flexible inofibosting provider liability — the notice andkeown
procedure. It shields a hosting provider from legahsequences as long as a hosting provider ddesane
knowledge of objectionable content or acts expeddly to remove objectionable content upon obtgirsinch
knowledge. For example, this approach is followgdHe European Unichin the United States, the law grants
immunity from liability to hosting providetsut there are a number of exceptions from this. tater alia, the
notice and takedown procedure is applied in cageanfpyright infringemerftin sum, the imposition of liability
on a hosting provider is an effective measure fgufation of Internet content provided that a stads
jurisdiction over the hosting provider.

3. AccessProviders
An ISP providing Internet access has not yet begarded as an attractive point of control. No axpesvider
has been held directly liable for actions of itstomers anywhere in the world. The European Unii's
Directive explicitly proscribes ISP liability for ene conduit and cachirigthe United States has similar
provisions in 47 U.S.C. § 230(c) (1). Besides, asgaroviders usually reside in the same jurisdicas their
customers so that a state can easily draw toit\attile actual author or provider of illegal cornten

A different issue is an obligation of access previdto intervene in the process of informationdfanfrom a
user to the Internet. Thus, the European Union fedlive allows a state to require the access peovid

3 T.G.I., Ordonnance de référé du 22 mai 2000, Aatioo "Union des Etudiants Juifs de France", laglie contre le Racisme et
I'Antisémitisme" Yahoo! Inc. et Yahoo France.

“ Art. 14, Directive 2000/31/EC of the European Rament and of the Council of 8 June 2000 on cetiegal aspects of information
society services, in particular electronic commeirtéhe Internal Market [hereinafter E- Directive]

%47 U.S.C. § 230(c)(1).

17 U.S.C. § 512(c) (Digital Millennium Copyrightch.

" Art. 12 (1) and Art. 13 (1), E-Directive.

44



Journal of International Commercial Law Vol.1 Issuel 2006

terminate or prevent an infringem@and the states do not ignore this possibility. United States follows the
same line in respect of copyrighted mateti@lurrently, this approach is not applied broadlpwéver, as
technology develops, an access provider might facee obligations imposed by a state. Considerirg th
general move for control in the name of securityoakr the world, many states obligate ISPs to taorall
incoming and outgoing traffic. Theoretically, orfegilities are there and monitoring is a rule, dtigation to
report or to block objectionable content incomimgnfi a user could follow. Of course, other values tar be
considered within this approach, from privacy eeflom of expression. Nevertheless, access propdevale
another point of control for a state.

V. OUTPUT CONTROL

The actors on the output side are the same oragitoilthe actors on the input side — a user ari@RnHowever,
the functions they perform in the process of infation transfer make their legal position, obligatipand
liability distinctly different. In contrast to thaput actors, the actors on the output side areyswclosely
connected to a local forum. Indeed, a state ha®monly very remote interest in regulating thepuattside of
data transfer beyond its borders. No state hasmrescribed to residents of another state whateobrthey are
allowed to look up in cyberspace or elsewhere.dans that there are no jurisdiction or enforcencenterns
for a state on the output side.

A. Output User asa Point of Control

A user receiving information from the Internet iswbject of control in many states. Criminalizatafnonline
activities involving illegal content is a common asere. For example, where criminal codes prosaribation
or possession of illegal content, these restristi@me automatically applicable to the Internet.s[lownloading
illegal material from the Internet is interpretesl “@aroduction” or “making” of illegal material by amy courts
and is punishable. Similarly, possession of illegaiterial that a user downloaded from the Intermetiften a
separate offense. Besides, several states estéiblidity of a user for “mere viewing” of objecti@ble sites.
Because every instance of “viewing” of prohibitedtarial means a copy of it in the “temporary Intrfiles”
folder, some courts interpret it as possessionlledal content’ At least one country, Australia, explicitly
criminalizes the act of accessing illegal matefial.

Theoretically, another way to control online adtes of users is conceivable. Thus, computer owoeusd
be forced to configure their computers to filtert diegal material. Already, the digital rights nagement
initiatives work on developing computers, which \bgive a user only limited rights in managing cnit
(Zittrain, 2003b; 2006). This development is priityadirected at protection of intellectual propehiwyt it also
opens the way for more control of private Intermgsige generally. However, this option might notwoeth the
effort for a state since the same effect may bégell by filtering obligations on output accessvers.

In addition to the above measures, some governnagatgery creative in inventing further tools tcmse
the incentive of users to look up prohibited conté&or example, the computer of a Chinese usetbeanme
frozen as a reaction to the attempt to downloadhipited information from the Internet; Uzbek autlies use
“modified mirrors” — they do not just restrict asseto the controversial sites but redirect usetbeocopies of
these sites containing less controversial material.

B. Output Access Providers

The category of output access providers includésonty technical actors responsible for Internatreaction,
such as a dial-up ISP or a backbone computer, Ibatthose access providers that offer Internetsscae the
most literal meaning, such as libraries, schoats, laternet cafés. Output access providers areatquitiyers

8 Art. 12 (3) and Art. 13 (2), E-Directive.

917 U.S.C § 512()).

10 5eg eg., United States v. Tucker 150 F. Supp. 2d 1263 (@hl2001).

11 Section 474.22, the Criminal Code Act (in resgéathild pornography material).
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for regulation of Internet content. First, they &setheir nature local and always available fotestagulation.
Second, they are more visible than millions of wlial users and can be easier subjected to siateot

Currently, the majority of states use output acgessiders for filtering or blocking Internet conteon its
way to the end user. Extent and methods of fileexary all over the world, as well as the ways o$weing
compliance with the filtering obligation. Sometimk3Ps are actually extension of the governmentsame
states compliance is ensured by licensing requinésnaccess providers may also be held liable dtoms of
their customers if they don't prevent the forbid@etivity. For example, cyber cafés in the Uniteisthgiom
have been held responsible for letting visitors dlmad music files from the Internet.

The main problem of regulation through output ascpeovides is that they have to rely on filtering
technologies and these technologies cannot alwaggre the desired result. The issues of underlyigcind
overblocking are widely discussed; besides, variegfnical tools are available to circumvent lofdétring.
Nevertheless, filtering can achieve a remarkablgregde of effectiveness if a state is not too coregrabout
blocking harmless information and the usage ofucireention tools is forbidden. For example, Chinanated
to create a sophisticated and well functioningfitig system — “the Great Chinese Firewall”. Irstivay, access
providers act as the right hand of a state deténgpwhat kind of Internet content residents ofaestan access.

V. INDIRECT POINTSOF CONTROL

The input actors and output actors directly pgréiting in information transfer are likely to remahe main
points of control for a state. However, the Int¢rokers a vast playing field for innovative appcbas. There
are a number of actors whose activities influencalability and accessibility of online content irettly but
significantly. While it is impossible to cover afif them, the most significant players can certaibly
distinguished, such as search engines and regiftri¢he purpose of the present analysis.

A. Search Engines

Search engines have become remarkable players inftirmation age. An average user is totally ddpanon
search engines and their results, in view of thieines of content available in cyberspace. The pavfea
selection mechanism is compared to journalism mvidual media and arguably goes beyond it. flisus that
brings knowledge and power, not diffusion” (Sheb®97, p. 174), and search engines, as controliadgdcus,
are unfailingly increasing their influence. Googhghich is one of the most popular search engingzedent,
fully reveals the role search engines may playgutation of Internet content.

The search engine Google appeared on the marki€398 and developed into an extraordinarily powerful
actor within a couple of years. Today its meanmg@gxceptional, both for commercial entities andviidial
users. If Google fails to list a site in its resulthe site becomes almost non-existing. Thouglatfested site
remains on the Internet and can be accessed byvadaigeable user, other users would not be abiedch it or
even to know that it is there. Google makes inlésiind Google makes popular. For instance, to @tthl
anniversary of Gaston Maurice Julia, Google charthedlogo of Google’'s homepage and awaked enormous
interest to the scientist’s site almost endangettiggsite’s functioning. In addition, the searclyiee provides
cached copies of the majority of indexed sites #flaiv users to see content of the site even ifsiteitself is
blocked.

Not surprisingly, many states want to get Googléaurtheir control. However, the company is firmbpted
in the United States where its search resultsufadler protection of the First Amendment of the Ush$litution.
Apart from the United States, no other state cflménce Google, at least not by legal means. Howeas a
successful transnational company Google cannot letety ignore local laws, especially when interests
economically powerful states are involved, and maagyonal versions of Google conform to local pelc For
example, searches on “google.de” and on “google.qooduce different results in respect of extresiisites.
Similarly, regional news services might reflect gmment preferences. But, Google often refuses to
accommodate its “google.com” results to region@fgnences and they remain freely accessible tosars
(provided the site “google.com” is not blockedcofirse).

46



Journal of International Commercial Law Vol.1 Issuel 2006

This soft form of self-regulation perfectly corresils with the intention of the states to ensurepiamce
with their local laws in cyberspace. More libertdtes can leave it as it is considering that Godilects all
users to the respective regional site first. Matrictive states can block access to the US veidhe site
letting their residents use the regional versiomieant with local laws as it happened in Chinarsaéter the
introduction of the Chinese Google news service.

B. Registries
The significance of registries is based on the tlody play in supporting the functioning of the DaimName
System (DNS). Every computer connected to the rietehas a unique address — a string of numberdled ca
Internet Protocol address (IP address). The DofName System allows a string of letters to be usstead of
numbers. It also enables websites to keep theiresagven if they move to another IP address. Wiile |
addresses “locate resources, location-independenes identify them” (Bechtold, 2003, p. 1249). Ehare
generic Top-Level Domains (gTLD) that do not haweanection to a particular state (such as “.cdmgt,” or
“.org”) and country code Top-Level Domains (ccTLibjat are country specific (such as “.de,” “.uk,fu”).
Although ccTLDs give no information as to the ldoat of the owner of a domain name, they are closely
connected to a respective state. In fact, the aityhaf a state to administer its respective ccTéfiace may be
compared to the authority over activities on itggbal territory (Kéhler, Arnd, 2000).

Registries are responsible for allocation of IPradses and for registration of domain names. Theyige
an excellent tool for regulation. If a registramcals a domain name, the respective website becqomees
invisible. Although it is still in cyberspace andrcbe accessed with an IP address, most peoplemiolé able
to discover an IP address of a specific websitavéver, the legal status of registries is not seittlehere is a
tension between ccTLD registries and the IntermatpQration for Assigned Names and Numbers (ICANN),
which is the main supervising body over the Domieme System generally. Some ccTLD registries are
independent entities, such as the German regiBEAMIC and the British registrar Nominet UK, whileany
others have signed agreements with ICANN. As a rd&LD registries have to comply with the officsthate
policy and local laws but ICANN does not always rmpote the local solution. For example, an American
company was entrusted with managing ccTLD of Iraq”“denying this state the right to manage its ldOT
according to local preferences for a long time.éRélg, a number of ccTLD were handed over to tispeetive
states, among them the “iq.” ccTLD, and this mayeédrtainly to welcome. States need at least soeansnof
control within the general Internet structure aadulation through registries offers the necessagmg, even
though only in respect of activities that take placder the respective ccTLD.

V. REGULATORY CHOICE AND POLICY CONSIDERATIONS
To ensure compliance with local rules most effetyiy states tend to address the actors who aretlgire
responsible for creation and dissemination of @ntontent, namely, the input actors. However, comsense
suggests that for any given state most of inpuiradre outside the state's jurisdiction and & stauld not be
able to enforce its rules. This is certainly a gigant drawback for successful regulation of oaliactivities but
it can be mitigated by the fact that no state hm@terest to regulate all activities taking plasecyberspace.
Rather, a state has only an interest to regulaiétaes that have a direct connection to thisestat
Surprisingly, many online activities are remarkalolgally oriented. Thus, a German study of linkendestrates
that most of websites are nationally directed (BucBR002). In another example, by the estimatioRu$sian
providers only seldom national users address iatenmal sites and two thirds of Russian Interraffit stays in
Russia. The same is likely to be true for othemtoess or regions. As Swire (2005, p. 1975) cotyeabticed,
“Although there is the possibility of diverse nai#d laws in every Internet encounter, some mysisrio
mechanisms are reducing the actual conflicts taraltul of cases”. Thus, a state will usually hawésgiction
over the input actors, even if the situations whbeenecessary input actors are outside the sjatesdiction
will undoubtedly come up as well.

The next actors in terms of effectiveness are néggs Their involvement does not completely remove
content from cyberspace but the actual resultiig sinilar in practice. But, similar to input actothere are the
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same enforcement concerns. While a state will pansdiction over the registry of the respectivad kD, it will
have no influence over registries of other TLDs.

If the measures directed at the input and indieetbrs fail, local filtering through local ISPs raims an
always available tool. However, local filteringnst a very attractive regulatory option. Particiylatechnical
deficiencies of filtering technologies and the it@vle overblocking might influence a decision afna liberal
states to employ filtering. Obviously, among otparticipants the input actors are in the best jwrsio take
measures against specific content, be it removiigydontent from cyberspace or zoning it in accocgawith
local preferences. There is no risk of overblockerginaccurate identification of content when in@ators
restrict specific content at their respective levélus, it becomes crucial to create incentivesfdogign input
actors to comply with laws of other states. Theisoh is not yet clear but two alternatives carcbesidered.

Under the first alternative, because objection&bletent is a concern for every state, all statesdcavork
together on a common solution. It has long beemeatghat once adequate means are available tootontr
information flows, these means must be employedid$aith, 1998; Spencer, 2006). Today, the technical
possibility to direct information flows to some wsdut not the others is undisputed and it couldied for
designing cyberspace according to local laws. Kkample, states could prescribe content providesislirey on
their territory to zone content for foreign usecs@ding to the preferences of a respective forsigie (for
instance, on a reciprocity basis). The consequimdacompliance with the zoning obligation would kability
in local courts or recognition of extraterritorigirisdiction of the injured state and enforcemehtfareign
judgments.

The second alternative for making a content pravadenply with laws of a foreign state is to dealotigh
ccTLDs. This alternative calls for recognition betauthority of a state over content hosted urtdeespective
Top-Level Domain so that each state would havesdgliction over a respective “portion” of cyberspathe
authority of a state to prescribe the rules fag ffortion would perfectly correspond with the avitiydo enforce
the rules, since in case of an infringement a statéd act through the registry and cancel the domame. At
the same time, this proposal is not uncontroverBial example, when ICANN granted control over Kazakh
ccTLD “.kh” to the Kazakh government, some commuentareacted negatively blaming the United Stabtes f
handing censorship of the Net to other governmeintise world. However, the unilateral control oétblS over
the Internet is hard to justify. As Bertola (200fjticed, “while | would like the Internet not to lsensored at
all, | prefer the Kazakh TLD to be censored by Kezakh government, rather than by the US governrhent
Indeed, the Internet is a worldwide phenomenonthadnterests of the main international playerstigalarly
states, cannot be ignored.

Once the need for respecting local laws in cybesgmrecognized and the authority of states m&pective
ccTLDs becomes undisputed, each state has to detehow far it would go in ensuring compliance wlibical
laws in cyberspace. The most restrictive option ldidae to limit the Internet access to local contenty. A
state could also include content from other stakesing similar values or having signed treatieguoisdiction
and enforcement. More liberal states could contiailev access to any Internet “location”, assurtimg risk
that some illegal content will be accessible wittiia state.

Comparing the two alternatives, there are diffeesnand similarities. Free access to informatioeqgally
endangered by both of them. If the first alterrafiv followed and the obligation to zone contertoading to
laws of foreign states is established, zoning waudd only deprive users of content illegal in thesme
jurisdiction but legal elsewhere but it would atiprive many users of perfectly legal content. Caanpe with
the zoning obligation for the whole world is nasienple procedure. For some content providers “ij iImecome
easier to withhold speech from foreign countrieantto sort out inconsistent foreign laws that dyewsihat
counts as harmful where” (Van Houweling, 2003). Atrain (2003a) predicted, “overcautious or simply
indifferent Internet content providers will omitrfimportant” countries from the list of places atdeview their
offerings, enhancing a digital divide even thouglhscountries are not explicitly seeking strongtoarnover
Internet content.”

The effect of the second alternative is somewhtéréint but also dramatic. If a state allowed asces
content under its ccTLD only, it would drasticalignit access of users to the invaluable informatwol in
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cyberspace. The Internet would stop being a glotevork and would transform into a number of local
networks that overlap sometimes, such as denett,ruknet, etc. Input participants would not beeabl reach
the worldwide audience. On the other hand, this@ggh would certainly drive big businesses to distaibg
local offices. In fact, many significant internatad players already went local (e.g. Google, YaheBay,
Amazon, etc.).

While the second alternative might seem more wBtei in terms of access to information, it hasleac
advantage that a choice remains with a state. faisicularly obvious on the example of less prosps
countries. Thus, under the first alternative, i§inot profitable for a content provider to filteut illegal content
or to find out what content is considered illegatier the laws of a poorer state, the provider sitiply refuse
to respond to requests for content originating nithis state. Under the second alternative, a& stah decide
independently whether to block content of providbet didn't go local or leave unrestricted actegbeir sites.

Another effect of any form of zoning that should dmnsidered when making a choice is that zoningegai
the costs of Internet activities for all participgrAs Watt (2003) pointed out, “the real issuenseéo be far less
“Who regulates?” as “Who bears the burden of zdpiingowever, the costs are different under the two
alternatives. Under the first alternative, the gdifion to zone implies a particular burden on iidilial users,
unless the regulation makes a difference betwedinidtual and corporate content providers. It isyvéoubtful
that an individual, as opposed to a corporatioil,have the necessary expertise and resourcesablbeo limit
risk of liability through technology (Dauterman, @) Strossen, 2000). But, even if the burden ofirmpn
remains on ISPs only, the costs are high. Firgtretlare actual costs of zoning technologies ana kedyvice.
Second, few ISPs would provide free or cheap hgstervices when impeded by the obligation to employ
geographical filtering in respect of content plabgdheir customers. Remarkably, the more liberabantry is,
the heavier burden would lay on its content prorsdgnce they produce a lot of content that hdsetaoned for
other locations. It appears irrational for statéh\a more liberal attitude to impose a burdenterrésidents to
enable foreign restrictions.

The second alternative, which implies zoning thioagTLD and voluntary compliance of foreign actdras
a clear advantage in this respect. While the gmtoforming zoning would have to bear the costsaofirry as
well, these costs would be voluntary, driven byaibess decision whether to be present in a coontnpt.

Finally, regulation through ccTLD has another adage. There are no spillovers from this approach in
comparison with liability of a foreign content pider for content legal in his home jurisdictionctintributes to
legal certainty and predictability of the online heb— ccTLDs are always associated with respeativentries,
their values, and policies. Once a corporation wamigo local and establishes a country-specife; & knows
what norms are in force and what laws it has toyobgput users would not have to fear legal sanstitor
speaking in cyberspace without specifically tamgta particular audience and output users couldyesafe
surfing on websites of their own country withoutking to encounter content deemed as offensivéneir t
culture as long as they restrict their surfing damry-specific sites.

VI. CONCLUSION

States are increasingly willing to regulate onlamdivities and the time has come when it is alsssjide in
several different ways. However, legal rules fomlam activities, including online activities, vampi state to
state and regulation of cyberspace cannot occanénsingle manner all over the world. It is noeigect that
states will change their policies just becauselntternet is equally present in every part of theld:ioThus, the
first step to establishing legal order in cybergp& to recognize the authority of states to regutaline
activities according to local preferences.

One of the options always available to regulater®iintervene on the output side and undertatexifig or
blocking of controversial content. However, it ist mlways regarded as an attractive solution. Léittating is
rather a defensive than regulatory measure ande$ dot address the actual malfeasants. For exaRmalece
and Germany do not extensively use filtering orckiog technologies but insist on their right to ukge
behavior of foreign actors when their expressioradsessible within the state's territory. Concedimghe
reality, one has to look for other regulatory optio

49



Journal of International Commercial Law Vol.1 Issuel 2006

The form of regulation states are accustomed t@ngeting the author, the publisher, the distributy
(seldom) the reader of content. In order to adjustiraditional methods to the digital world statesild have to
claim jurisdiction over all participants anywherethe world. However, this approach is not onlyffiegtive
because of enforcement concerns, it also meanpatdes from predictability and legal certaintyttiage used
to rely on in our offline activities, and it alsceans costs for all participants.

There is no need for this drastic measure if omsicers the whole range of participants actindindigital
age. Above all, regulation through registries ofldo can help to establish legal order similar te thles of the
offline world, where participants have proper netmf the relevant rules and where a state not baly the
authority to prescribe the rules but also the gbild enforce them. Regulation through ccTLD hasoah
weakness — it implies that states do not insisaathority to regulate content beyond their respecticTLD.
But, it also leaves within the discretion of eatdtesthe decision on employment of other toolshsagordering
filtering or blocking to local access providerscoiminalization of downloading of illegal content.

Of course, regulation through ccTLD implies balagcbetween the ability of a state to ensure compéia
with local rules and the ability of local usersaitcess the invaluable information pool in cybersp&milar to
the offline world, some states might be more reste than the others. At the same time, the dityeds values
cannot disappear overnight. While the influencehaf international community and international caagien
might contribute to convergence of values, the @utthof a state to make an independent choicexdisputed.
The Internet is the worldwide technology and itgutation cannot be successful without considerilhdhe
interests involved. In the offline world the contepf sovereignty and territoriality played and tone to play
an important role, defining not only the state auty but also the limits of this authority and ¢obuting to
peaceful coexistence of different states and adtuso should it remain in cyberspace.
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