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Abstract. Paper based documents have inherent authenticity and high evidentiary value for
obvious reasons. The documents are permanent record of the contractual relationship of the
parties and their contents cannot be so easily altered, modified or changed and even if any
change is effected that can be easily detected. This is the reason that the Indian Evidence Act,
1872 excludes oral evidence in presence of documentary evidence. The moot point is that can an
electronic record be treated equivalent to paper based record? In other words, can an electronic
record have all the properties of the physical document appended with the hand written signature?
This is necessitated by the fact that there are different laws in India providing that a contract is
not valid unless it is in writing and signed by the parties. An attempt is made in this paper to
analyze the provisions prescribing authentication of electronic records in India to demonstrate
inherent limitations in them. To overcome these limitations, a new model of authentication is
proposed which is based on digital signature combined with time stamping service.

© 2012 Farooq A.Mir & M. Tariq Banday.Published HIZLT. All rights reserved.

1. Introduction

Generally, law does not favor any particular moflexecution of commercial transactions save in ptioaal
situations where it is expressly provided that meeercial transaction be in writing and signed b plarties so
as to be enforceable. This document is the recbtigeoparties to an agreement and the signatuteistamp of
a person’s identity and marks his intention to caotimmself legally. The commercial community hasifio
these two requirements convenient to create leglationship and forms now a well-established moéle
executing business transaction.

The legal systems across the globe do not exhiiifoum requirements of writing and signature angale
efficacy of these requirements also vary. For imstaa promise made on account of love and affett&ween
the parties having near relations with each othea promise to pay time barred debt or somethingadly
voluntarily done is only unenforceable and not lidvd the promise is not in writing, signed andjigtered as is
required under the Indian Contract Act, 1872. Témes is true for the English Statutes of Fraud, tvimakes a

transaction unenforceable in court and not inviaidack of writing and signature by the partiesotocharged.

The formal requirements of legal transactions véseel a great transformation in the present cerandy
consequences of failure to satisfy these requirésrteave been greatly diminished. Leaving aside this

1 Arthur, 1., 1950, Corbin, Corbin on Contracts, pp-23.
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transformation, a legal system that does not engeliability and enforceability will not be accepta to
business community because growth of business tienexpected in an uncertain legal environmdent.

The requirements of writing and signature performaaety of functions. The parties documenting thei
commercial relationship have a confidence thatranpaent record of their transaction has been ateatech
would not be unilaterally altered and would faailit reproduction so that each party has a coplieobtiginal
contract.

This document becomes a tangible evidence of existand nature of the intention of the parties etieg
it which can be ascertained by any one called $olve their differences and can be used againist favor of
the party trying to establish its claim on the baxfiit. When a person puts a mark in the distwecthanner on a
written document in the form of a signature, halelsthes a link between himself and the documedtthas
authenticates it because writing becomes attritbeitéds the signer. The signer by virtue of his signa is
identified with the document.

The advantages of reducing promises to writing sigded by the parties are many and varied. Theegart
become aware of the consequences of their entdantwy the contract and thus prevent inconsiderate
engagements. The intention to commit themselvealliegecomes manifest once signature is put onitewr
document and calls signer’s attention to the lsgalificance of the act. This eliminates possipitf any casual

relationship and takes parties by their words pihe document.

The signature on a document is not only stamp ofques identity but also implies approval on histga
contents of the document. The writing itself may sometimes be sufficient to reflect assent ofghgy. The
signature demonstrates willingness on the parhefdigner to be part and parcel of the deal. Theasure
symbols the finality of the deal. It marks thensensus ad idem of the parties -a sine qua non for every
commercial transaction. It brings certainty anditfan the transaction and thus lessens the buadeénquirer,

as there remains hardly anything to prove beyoadabe of the documeft.

Traditional methods of communication of informatidar executing a commercial transaction have
considerably changed. The documents can be exeuteléctronic form without having any physical pha
But the plain electronic record is highly insecaned does not possess all the properties of ther gzgsed
document unless it is appended with digital or tebeic signature created by any encryption procedunich
will be functionally equivalent to the paper basledument appended with a hand written signature.

Most of the nation states have demonstrated ungnimenacting that a signature, contract, or oteeord
may not be denied legal effect, validity, or engability solely because it is in electronic foPnmn effect, an
electronic record has the same authority as otheemprecord provided it is appended with an appatgr
electronic or digital signature that is i) undbe control of the signer, ii) unique, iii) iddm@ble, iv)
unalterable, and v) carry indication of the indivédls intent to sign.

The Information Technology Act 2000 (IT Aetjn India was initially technology specific in réian to
authentication of electronic records. The authatibe of electronic records was made possible bglyligital
signatures but now realizing the limitation of ttéshnology specific legislation; the Indian Parlent has

2 Braunstein Michael, 1989, Remedy, Reason and thetSait Fraud: A Critical Economic Analysis, UtahRev, Vol.
1989, pp. 383.

% lan Lloyd, 1997, Legal Barriers to Electronic Contsa Formal Requirements and Digital Signaturesilian Edwards and
Cherlotte Waelde (Ed.), Law and the Internet Regulaiyberspace, pp. 142.

4 Landrock P. and Anderson M. B., 1996, Encryptiod bterception, CLSR, Vol. 12, pp. 342.

5 See for instance, US, Malaysia, and Singapore.

6T ACT 2000, 2000, The Information Technology A2600, Government of India,
http://www.mit.gov.in/sites/upload_files/dit/fileddwnloads/itact2000/ithill2000.pdf.
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recently amended IT Act which has now, in additiordigital signatures, prescribed electronic sigreg for
authentication of electronic record<.

2. Digital Signature

The digital signature is an electronic analogua ofritten signature; it can be used to provide r@sse that the
claimed signatory signed the information. In addfitia digital signature may be used to detect vemeth not
the information was modified after it was signed.(ito detect the integrity of the signed datéese assurances
may be obtained irrespective of the fact whether data was received in a transmission or retrigfvesh
storage. A properly implemented digital signatulgodthm that meets the requirements of this Steshdan
provide these servicés

The IT Act defines digital signature as an autteatibn of an electronic record by a subscriber fyylydang
asymmetric cryptosystem and hash function whichekaprand transform initial electronic record intoother
electronic record The subscriber means a person in whose name igfiial ccertificate is issued®. The
electronic record means data, record, or data getErimage or sound stored, received or sent ieleatronic
form . The term “electronic form”, with reference to anfnation means, any information generated, sent,
received or stored in media, magnetic, optical, mater memory or similar devicé> The word “data” and
“record” in the definition of “electronic record”als to be interpreted liberally. Otherwise, the migéin will be
unnecessarily restrictive in scope, as it doesmehntion, for example, text, graphics, video or m&atia
services. However, one may argue that the defmitib “electronic form” provided in the IT Act widsrthe
scope of the definition of the electronic recordibgluding the words “any information”. These twefithitions
have to be read conjunctively and the words “affigrination” used in the definition have to be coustt with
reference to the content provided in the definitdrielectronic records”.

A more flexible approach has been adopted in tiepgsed draft of Uniform Commercial Code (UCE),
which provides that a record means information thahscribed on a tangible medium or that is starean
electronic or other medium and is retrievable incpvable form. American Bar Association Guidelif{da4]
have used the word “message” in the definitionigital signature and in its explanatory notes;as iImade clear
that the “expression message” is similar to thénitedn of “record” in proposed draft of UCC.

One of the procedures for authentication of thétaligecords prescribed under the IT Act is a caration
of the asymmetric cryptosystétrand Hash functiofi . The asymmetric cryptosystem that is also known a
public key cryptosystem uses two different but reathtically related keys. One key is called privietg and
another public key. Every person who wants to tr@hkis/her message over the Internet by using asstmc
cryptosystem must have two keys. The private keytbde kept secret and if one loses its contrbichvin

" The IT (amendment) Act 2008, 2008, The Informafl@echnology (Amendment) Act, 2000, Government afidn
http://www.mit.gov.in/sites/upload_files/dit/filedwnloads/itact2000/it_amendment_act2008.pdf

8 Write, B., 1995, Eggs in Basket, Distributing thekRi$ Electronic Signatures, Computers and Law, %ppp. 30.
® Section 3(2) of IT Act.

10 Section 2(zg) of IT Act.

1 Section 2(t) of IT Act.

12 Section 2(r) of IT Act.

13ucc, 1962, UNIFORM COMMERCIAL CODE Act 174 of 196,

http://www.michigan.gov/documents/entireuccbook 3B& .pdf

14 American Bar Association, http://www.americanbag.or

15 Zheng. Y., Imai. H. and Imai, H. (Ed.). 2007. Ralley Cryptography, Springer, ISBN: 9783540656449.

18 3, Lucks, 2005, A failure-friendly design prin@gdor hash functions. In Proceeding of ASIACRYPT 20@lume 3788
of LNCS, pages 474-494.
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technical language is called compromise, it makésrination vulnerable to interlopers. The publiy keas to
be made available to public.

In Public Key Cryptography (PKC) encryption keysy@in a pair, each key pair is different from thieeo
key in the key pair, although the keys are mathmalht related to each other. The mathematicaltieiahip
between the keys is such that the following hoids:t

(1) Data encrypted with one encryption key can onlydeerypted with the other key of the pair which
means that data encrypted by private key will beryfged by the public key and data encrypted by the
public key can be decrypted by the private keysTfiknown as two directional function of publicyke
algorithm or reversibility function.

(2) If the length of the encryption key (measured its)is sufficient, it will be practically impossiblfor
anyone in possession of one key of the key paletermine the other key.

Asymmetric crypto system is to be combined withhh&imction so as to create a digital signature.stHa
function is a function which operates one sequafi@haracters to produce a result. It is definedraalgorithm
mapping or translation of one sequence of bits amother, generally smaller set known as hashtregth
should yield the same hash result at every timenwhe algorithm is executed with the same electroziord as
its input. Hash function must possess the follovthrge characteristic features.

a) That a message yields the same hash result ewagythie algorithm is executed using the same message
as input;

b) It is computationally infeasible that a message lbanderived or reconstituted from the hash result
produced by the algorithm;

c) Itis computationally infeasible that two messagas be found that produce the same hash resulj usin
the algorithmt7 .

2.1 Working of Digital Sgnature

The working of digital signature is shown in figute It demonstrates steps required for signing ematypting
a message by the sender and corresponding stepsededor decrypting and signature verification the
receiver.
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Figure 1: Working of Digital Signature

17 Explanation to section 3 of IT Act.
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The plain message to be sent is to be first idedtifHash function is then applied to this plainssage to
get its digest. This digest is encrypted by thegig key of the sender (PriKey(S)) to get its sigre The plain
message together with the encrypted signature ablicgkey of the sender (PubKey(S)) is again en@gpbut
with the public key of the receiver (PubKey(R)) aihis then sent to the sender.

The receiver will first use his private key (PriKBy) to decrypt the electronic record. This wilvgihim
plain message, encrypted signature and public kelgeosender (PubKey(S)). The receiver will theplgphe
same hash function to the plain message and withge digest. He will then decrypt the signaturéhwihe help
of the public key of the sender (PubKey(S)) to thet digest back. If the two digests match, the atigme is
verified but not otherwise. If the two digests nigtthe assurance is that the message has not haeged in
transmission and the message is original. The pliely of the sender has successfully decrypteditivature;
the assurance is that the message has come froseiider and not from any other person, thus autiating
the sender. The message has also remained comdidesntt has been encrypted by the public keyhefreceiver
who alone can decrypt it with the help of his ptéviey. Thus, all the three critical features nanagithenticity,
integrity and confidentiality are achieved by applyasymmetric crypto system with hash function.

3. Electronic Signature

The electronic signatures may be an electronic gosymbol, or process attached to or logically eiséed with

a record and executed or adopted by a person ktintent to sign the recorf@[18]. It can be in the form of
simply typing one’s name, signing an electronic ,pad entering a Personal ID or password. No specifi
technology needs to be used in order to creatéichelactronic signature.

The original IT Act was technology specific whictowd not have allowed the use of other technolofgies
authentication. This approach had inherent linotai The IT related technologies are constantlyvavg. The
new technologies are more dependable, with addairts, user friendly and cheaper. The benefitaead
technology could not have been reaped by makingThAct technology specific. This technology sgieci
provision was also not in harmony with the law®thfer jurisdictions and more particularly with tdedel Law

on Electronic Signaturé3 adopted by the United Nations Commission on Imttomal Trade Law
(UNICITRAL) Vide its resolution No. 56/80 dated L December, 2001. This resolution recommended that a
states accord favourable considerations to theMaitkl Law on electronic signatures. In order tonfanize the

IT Act with the Model Law, it became necessary tovide for alternative technology of Electronic Sagures
that was done through the IT (Amendment) Act, 2008.

The IT (Amendment) Act now gives an option to thibscriber to authenticate his electronic record by
electronic signature or electronic authenticatiechhique. The electronic documents can be noweatitated
either by the digital signature or electronic stgime. However, only such electronic signature @cebnic
authentication technique can be used for authdiaticaf the electronic records which:

a) Is considered reliable; and
b) May be specified in the Second Schedule of thedT A

Section 3-A of the IT Act provides that any eleofmsignature or electronic authentication techeighall
be considered reliable if:

a) The signature creation data or authentication data are within the context in which they are used ,
linked to the signatory or as the case may be, the authenticator and to no other person;

18 Electronic Signatures in Global and National ComuaeéAct 15 USC 700, http://frwebgate.access.gpoagiv/
bin/getdoc.cgi?dbname=106_cong_public_laws &docjl#il229.106.pdf

19 UNCITRAL. 2001, UNCITRAL Model Law on Electronic Sigtures with Guide to Enactment, United Nations
Publication, Sales No. E.02.V.8, ISBN 92-1-1336581&://www.uncitral.org/pdf/english/texts/electcont-elecsig-e.pdf.
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b) The signature creation data or the authentication data were, at the time of signing, under the
control of the signatory or, asthe case may be, the authenticator and to no other person;

c) Any alteration to the electronic signature made after fixing such signature is detectable; and

d) Any alteration to the information made after its authentication by electronic signature is
detectable; and

e) It fulfils such conditions which may be prescribed.

The electronic signatures, like hand written sigred, can be forged. It is to be verified whethss t
signature purported to be affixed by the subscriteaily belongs to him. The Government of India may
prescribe the procedure for the purpose of asoémtpiwhether electronic signature is that of thespe by
whom it is purported to have been affixed or auticated. The Government of India may, by notifioatin the
official Gazette, add to or omit any electronicrgiture or electronic authentication technique &edprocedure
for affixing such signature from the Second Schedllery such notification shall be laid beforelrehouse of
Parliament. Provided that no electronic signaturewghentication technique shall be specified & $kecond

schedule unless such signature or technique abtel??

4. Secure Electronic Records and Secur e Electronic Signature

A message sent over an open network like the latanay pass through several computer systems;eacéd
and operated by different entities. At every stabe, message is vulnerable to attack. Similarlyekgttronic
record available on any computer system can beedltenodified or altogether changed at much gresdse
than the information available on paper based deciim

The authenticity, integrity and non -repudiatioguiged in any legal system for a record to formibas a
claim be achieved either by secure system or selatee

The IT Act provides that a secure system means atenpardware, software and procedure that:

a) Arereasonably secure from unauthorized access and misuse;
b) Provide areasonablelevel of reliability and correct operation;
c) Arereasonably suited to performthe intended functions; and

d) Adhereto generally accepted security procedure. 21

Further, section 14 provides that where any secpribtcedure has been applied to an electronic deaba
specified point of time, then such record shaldbemed to be secure electronic record from suaft pbitime
to the time of verification.

Similarly, section 15 provides that an electrorignature shall be deemed to be a secure electsggnature
if:

a) The signature creation data, at the time of affixing signature, was under the exclusive control of
signatory and no other person;
b) The signature creation data was stored and affixed in such exclusive manner as may be prescribed.

The Government of India shall for the purposeshef Act prescribe the security procedure and pragtic
The Government of India, while providing such prhaees and practices, shall have regard to:

a) Thecommercial circumstances
b) Nature of transactionsand

20 5ection3-A (3) & (4) of IT Act.
21 Section 2 (ze) of IT Act.

228



JICLT

Journal of International Commercial Law and Technology
Vol. 7, Issue 3 (2012)

¢) Such other related factorsasit may consider appropriate.

These electronic records are prone to unauthonmedification or alteration and even can altogether
changed. In order to prevent an electronic recahfsuch unwanted changes, it has to be “seculEiécomes
secured electronic record only when security prooeds applied to it. This security procedure eeabio
identify whether the electronic record is that bé tpurported sender, detects any alteration orsirothe
communication, contents or storage of the eleatrogtord since the time it was applied. The esakfatature of
a secured record is that it has not been altertitticourse of storage. If it has been signed $scare electronic
signature, it will have that characteristic.

Electronic signatures can be forged also. Anyonénigaaccess to the electronic signatures of otbars
impersonate them. To prevent such obnoxious aetlyitvarious security procedures can be appliedno
electronic signature such that it can be verifieat {a) the signature is the same which it waseatitme it was
affixed, (b) it is unique to the subscriber affigiit, and (c) it is capable of identifying such sobber as the
signatory who is under the exclusive control of tians enabling to create signature.

3.1 Limitations of the I T Act

The IT Act provides two procedures for authentmatiof electronic records and then creates rebattabl
presumption under section 85B of the Indian EvideAct like Section 18 of the Electronic Transacsidxct of
Singapore for secure electronic record and secl@&renic signatures. The presumption is that theuse
electronic record or signature has not been alteieck the specific point of time to which the secstatus
relates and the secure electronic signature igeaffby subscriber with the intention of signingapiproving the
electronic record. The authenticity and integrifytloe electronic record or any electronic signatshall be
presumed unless proved otherwise.

The question to be answered is: is digital sigmatureated by asymmetric cryptosystem and Hash eunct
per se secure? Or still it has to pass tests laichdinder section 14.The provisions relating taiseat electronic
record and signature have been borrowed from thgapore Electronic Transactions Act. However, Atsis
technology neutral and quite rightly provides thkgctronic record and electronic signature shaltibemed to
be secure if they have the prescribed propertissadainst this, the IT Act prescribes digital signes and
electronic signatures for authentication of elatitorecords. A particular procedure has been piteesdrfor
creating digital signature but obviously no suchgadure has been laid down for creating Electrsitjoature
instead certain properties have been prescribedhwdm electronic signature must satisfy in ordebeodlegal
valid. If an electronic record has been authergitdiy digital signature, it will have all those pesties that
have been prescribed for electronic signature. Tiémns that an electronic record authenticated igiyad
signature shall be per se secure but an electreaard authenticated by an electronic signatureidnaatisfy the
requirements laid down under section 14. HowevEhds not recognized this fundamental differendevéen
Digital and electronic signatures.

4. Legal Validity of Authenticated Electronic Records

The IT Act has accorded legal recognition to elmutr signatures. It has been provided that wheeeetlis a
legal requirement that any information or any otmatter shall be authenticated by affixing the atgre or any
document shall be signed or bear the signaturenpfparson, then notwithstanding anything contaimesuch
law, such requirement shall be deemed to have bassfied, if such information or matter is autheatied by

means of electronic signature affixed in such maasamay be prescribed by the Central Governmént.

22 gection 5 of IT Act.
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As mentioned above, authentication of the electroetords is possible by the digital or electragignature
but surprisingly the IT Act gives legal recognititm the electronic signatures only. This in facaislrafting
mistake because prior to the amendments in thedflirA2008, legal recognition was accorded to tlyital
signatures by the above provision. The amendmenth&s now recognized electronic signatures also for
authentication purposes. The term digital signatwes replaced by the term electronic signature owith
realizing that digital signatures, in addition teatronic signatures, can still be used for auticatibn of the
documents. There is a separate definition of tiggtalisignature and it is not being used intercleafdy with
electronic signature. The IT Act should have exgseaccorded recognition to both Electronic as wslDigital
signatures.

5. Limitation of Authentication Procedure

The Indian Contract Act (IC Act) allows the partiesa contract to revoke the offer or acceptancthasase
may be. This revocation is possible only withineatain period of time and not afterwaftisThus the date and
time for communication or receiving of an offeramceptance becomes crucial.

Similarly, the law of limitation in India prescribaifferent timings for filing various suites. Ifsaite is filed
beyond the prescribed time limit, it can be dismis®ecause the remedy is barred by time. Thusdte ah
which the cause of action arose and the date wieadtual suit was filed becomes crucial as thecon¢ of the
suite at the initial stage hinges on the questibether it has been filed within the prescribed tpeeiod or not.
The time is equally crucial in all those situatiomn$iere electronic communications are substituted fo
conventional methods of communications.

The procedure prescribed for authentication ofted@éc records under the IT Act does not authetdica
time. There are many techniques available thaspaof or sniff data as well as time. Sniffiffy and spoofing

25 are security threats that target the lower lapénsetworking infrastructure supporting applicasathat use
the Internet. Users do not interact directly whkse lower layers and are completely unaware af ¢éiéstence.
Spoofing is an active security attack in which emgchine on the network masquerades as a differaohime.
As an active attack, it disrupts the normal flowdata and may involve injecting data into the comivation
links between other machines. This masquerade @irfol other machines on the network into acceptime
impostor as an original, either to lure the othecchines into sending it data or to allow it to attata. The word
“spoof’ means deception or intended to trick orte eccepting as genuine something that is actfalbg. Such
deception can have grave consequences becausesnatictrust are central to many networking systems.
Sniffing may seem innocuous depending on just hemsisive and confidential you consider the inforigaton
your network. Some network security attacks uséfisgias a prelude to spoofing. Sniffing gatheréfisient
information to make the deception believable.

The different legal requirements cannot be met birbg providing authentication procedure for elecic
records; it is to be blended with the time stam@agrice which would authenticate time for receipd dispatch
of electronic records.

2 Sections 4 & 5 of IC Act.

24 Derek Atkins, Paul Buis, Chris Hare, Robert Kellegrey Nachenberg, Anthony B. Nelson, Paul Phillipsy Ritchey,
and William Steen, 1996, Internet Security Profassal Reference, New Riders Publishing, pp. 257.

% John Peter Jesan, 2006, Information Security, WiyigDOI: 10.1145/1117693.1117695,
http://ubiquity.acm.org/article.cfm?id=1117695.
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6. Time Stamping

A time-stamping service supports assertions of fotuat a datum existed before a particular tAfie In order to
associate a datum with a particular point in timel[ime Stamp Authority (TSA) may need to be useusT
Trusted Third Party provides a proof-of-existen¢e articular datum at a given time. The TSA cto de
used to indicate the time of submission when a ldeads critical, or to indicate the time of tractan for
entries in a log. A Digital Time Stamping Servi€®TlS) issues timestamps which associate a datairmeditith
a digital document in a cryptographically strongyw@he Digital Time Stamp can be used at a lat¢e da
prove that an electronic document existed at the Stated on its time stamp.

When a time stamp is added to a signature ther Besin external witness. The process of addirngea t
stamp to a signature does not send the documesitieuine’s computer. Time stamping does not comiz®m
the privacy of one’s document - only a hash ofslgmature is sent to Time Stamping Authority toateethe
timestamp.

6.1 Modédl for Time Samping Digital Sgnature

One of the major uses of time-stamping is to titaeng a digital signature to prove that the digsighature was
created before a given tidfe. This enables a person to know whether the digitpature was affixed on the
electronic record before it was time stamped andthdr the digital signature was created beforefter ¢he
revocation of digital signature certificate. Fig@eemonstrates the use of time stamping apperdée digital
signature for ensuring the correctness of datetiamal of the signature.
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Figure 2 Use of time stamping to time stamp digital signature

26 Adams., et al (2001), Internet X.509 Public Kefrdstructure Time-Stamp Protocol (TSP), RFC 3161,7p.
" 1d.
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As shown in figure 2 above the message digestrigpated in step 1 and in step 2 the signature isrgéed
which is formatted as RFC 3161 time stamp requestdp 3. It is submitted to a trusted time stag@inthority
in step 4, which generates a time stamp respongaiomg the time stamp in step 5. The time stasnpaicked
with the plain message, signature and public kestép 6 to form a packed message which is encryptstp 7
using the public key of the receiver and the resulencrypted and signed message containing tiamapsts
transmitted to the receiver in step 8. The abowegss is to be reversed by the receiver in thevitlg steps.

The encrypted and signed message along with tiamapsis decrypted by the receiver by using his peiva
key in step 1 which is unpacked into the individuamponents (time stamp, plain message, signgbuldic
key of senderRubKey(S)) in step 2. The signature is verified as discussexction 2 above (steps 3 to 5). The
time stamp and the signature are formatted as RIBI $rmat in step 6 to produce a time stamp \aifon
request which is submitted to the trusted time ptaghauthority for verification in step 7. The #nstamping
server replies with a time stamping verificatiospense containing the time validation in step 8 dhate and
time of digital signature is verified in step 9 @mrect in case the time validation response istigesand not
otherwise.

The Government of India has recently issued interaiility guideline$? which have created sub-CAs. It
has been made mandatory that a CA with sub-CA merstssarily issue end entity certificates only dhfoits
sub-CAs. The only exception is for code signing &ime stamping certificates which may directly bsued by
CAs. These guidelines however, not made affixingroé stamp mandatory.

7. Conclusion

The IT Act in India is the only legislation that\gons electronic transactions and for that purpmescribes
procedure for authentication of electronic recomdd signatures. Initially, the IT Act was technglagpecific
and had prescribed a particular procedure for atidation of the electronic records. This procechas its own
limitations. This legal position now stands changéeér the amendments in the IT Act. The IT Act haw, in
addition to digital signature, provided electrosignatures for authentication of the electroniords. However,
necessary fine tuning has not been done in otlosigions so as to remove inconsistency in them.

The procedure prescribed for authentication oftededc records cannot be helpful in those transasti
where time is crucial and determinant of the riglnsl obligations of the parties. This is the reatbat it is
suggested that time stamping service may also loe meandatory for authentication of the electroreiords.
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