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Abstract: Western legislatures tend towards the use of atgryl policies that
favour strong intellectual property rights over flkaccess in the battle to regulate file
sharing. It has become apparent that the legiglatuincreasingly relying on code-based
regulation in order to detect infringement, to itignthose infringing, and to enforce the
law through technical measures. This paper wilkkssshe efficacy of regulation by code in
the context of Lessig’s assertion that “code is”|Jaas applied to the file sharing
community. The conclusion will reveal a significamsymmetry between the intended
application of the regulatory influence of code arsdde facto applicability in the online
environment.

1. Introduction

Western legislatures are increasingly tending tdwethe use regulatory policies that favour strong
intellectual property rights over public accesdhin battle to regulate file sharing. One of the svay
which such policies are being implemented is thiotlng increase in the scope of the protectiongdéifb

in the digital age, specifically through the growinse of code-based regulation. The civil and crahi
aspects of legislation largely operate as legallegipn imposed at the content level. But sinceWH®O
Treaty laid down obligations to protect digital itg management (DRM) and technical prevention
measures (TPM§)the regulatory latitude has increased its reamfobd the scope of the content level
into the logical level. It has also become appatkat the legislature is increasingly relying ordeo
based regulation in order to detect infringemeatjdentify those infringing, and to enforce the law
through technical measures. This paper will astessfficacy of regulation by code in the contekt o
Lessig’s assertion that “code is law”, as appl@the file sharing community. The conclusion wéleal

a significant asymmetry between the intended apiitin of the regulatory influence of code and is d
facto applicability in the online environmént

2. Regulation Applied to theInstitutional Ecology through Layering

The origins of the layers of regulation can be dthdack to the seminal International Standards
Organization / Open Systems Interconnection (IS@QY@&piction of layered architecture representative
of the networked environment. The model presentersdayers that are organised hierarchically and
depend upon one another in order to function. Ewers layers, from top to bottom, are the applicatio
layer, the presentation layer, the session layer tftansport layer, the network layer, the dath layer
and the physical lay&rBerners-Lee later demonstrated how the stackddoelreformulated into a four-
layered model, namely (again, from top to bottoh® tontent layer, the software layer, the computer

! This is embodied in the US by the Digital Millenni Copyright Act, and the UK by Arts 6 & 7 EU Copght

Directive which led to the required protectionsngeadded to the CDPA.

2 Bambauer points out that “A generation of Interseftolars has sought to apply Lessig’s New Chicagm@c

modalities to regulatory problems. Yet, scholargehaot acknowledged that these four forces arenaoely ways of

regulating — they also describe wayditoit regulation”, at Bambauer DE)rwell's Armchair(Research Paper No.

247, Brooklyn Law School 2011), 41. The assessmetheefficacy of regulation by code in this pap@swers

Bambauer’s call by considering not only how the aeciture of code is used to regulate, but also h@an be used

to circumvent constraint, detection and enforcement

% Comer DE Internetworking with TCP/IP principles, Protocols aAtthitecture(4 edn, Prentice Hall 2004), 159.
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hardware layer and the transmission medium fayBy refining the ISO/OSI model, Berners-Lee
effectively condensed the varied technical funaionderpinning the online environment into a staick
software and hardware architectures that can neadily be considered in a regulatory context. The
content layer broadly describes the end-user expesi from the perspective of a user of the internet
browsing the World Wide Web through a browser windwhereas the software layer is indicative of the
internet protocol that allows the World Wide Webftoctior?. The computer hardware is indicative of
the machines through which access is made andneitgrackets routed, whereas the transmission
medium roughly describes the “wired” telephone eysto which terminals are connected to access the
internef. Benkler refines the stack further still into aeti-tiered environmehthat he describes as the
institutional ecology of the networked informatienvironmerit The layers in Benkler’s stack start at the
top again with the content layer, which similarlgcempasses the data and information that can be
typically accessed by a user on an internet-coadedevice. The software layer is repurposed as the
logical layer, but again encompasses the interratbpol that the World Wide Web is built upon. The
lowest layer takes the bottom two layers of Berilers's model and combines them into a single
physical layet encompassing the computer layer — namely, the imestthat are connected to the
internet, such as the user’s PC and router — anttdnsmission layer that includes the hardwareha¢h

the internet itself is made up.

The majority of legal intellectual property regutet provided by the legislature is applicable & th
content level, in that the granting of a monopaght on informational content creates legal basrigrat
seek to prevent the end user from accessing, lisitng, remixing, or carrying out any other action
related to the work that has not been authorisethéyights holder. These legal barriers are afdiffiin
the sense that they would not exist naturally endfgital environment, and thus they must be cokatel
applied by the legislature. This becomes relevamtmthe interrelations between the hierarchiedef t
stack are consider&d It will be recalled that the ISO/OSI model andrBes-Lee’s four-layered model
are organised hierarchically, and are dependent ope another to operate. The consequence ofsthis
that each layer of the stack will always be capableeing influenced by the layer or layers belovbut
not by the layer or layers above it. So in the cafsBenkler's model of the institutional ecologpet
content layer can be influenced by regulation andbntent layer, the code layer and the physigaria
The code layer can similarly be influenced by ratiah applied on the code layer and the physigadria
but regulation applied at the content layer camfiactly influence it'. Thus, the physical layer can only
be influenced by regulation directly applied attttegyer, but is unaffected by regulation appliedhe
upper layer¥. To illustrate this rule in the context of inteltaal property regulation, the legal construct
of copyright tends to be directly applied at thatemt level®. With this in mind, it becomes clear why the
legislature has become keen to apply regulatioouttn the use of code to content that can be shared
the networked information environment. If regulatitan be successfully applied at the code leveigiwh
by definition utilises the architecture of the mmtet, then the principle suggests that this woddrore
effective than the artificial barriers applied la¢ tcontent level through direct legal regulationotder to
uncover why this has not proven to be the case niécessary to explore the code layer in moraldeta

4 Berners-Lee TWeaving the Web: The Past, Present and Future@forld Wide Web by its InventfFexere
Publishing 2000), 124 et seq.
® Benkler Y, The Wealth of Networks: How Social Production TramsfoMarkets and Freedonf¥ale University
Press 2006), 384.
® Ibid. 384.
" Benkler Y, ‘From Consumers to Users: Shifting theeper Structures of Regulation Toward Sustainable Gamsm
and User Access’ (2000) 52 Federal Communicatioms laurnal 561, 562.
8 Benkler Y, The Wealth of Networks: How Social Production TramsfoMarkets and Freedonf¥ale University
Press 2006), 395.
® Murray AD, The Regulation of Cyberspace: Control in the OnEmeironmeniRoutledge-Cavendish 2004), 44.
10 Bailey J, ‘Of Mediums and Metaphors: How a Layekethodology Might Contribute to Constitutional Ansis
of Internet Content Regulation’ (2004) 30 ManitobavLkournal 197, 200.
1 Lane TA, ‘Of Hammers and Saws: The Toolbox of Fefiem and Sources of Law for the Web’ (2003) 33wNe
Mexico Law Review 115, 116.
12 McTaggart C, ‘A Layered Approach to Internet Legahlysis’ (2003) 48 McGill Law Journal 571
13 Directly applied in this context means purely atficectly through the application of rights, resibas and
enforcement at a purely legal level, applied totenhor an end user. In the case of copyright,wlilisake the form
of the rights given to the holder of the copyriginanting them an exclusive monopoly to carry outaie actions
with the work.
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3. Regulating the L ogical Protocols and Architecture of the Internet

One of the many motivations behind the formatiorthaf internet was the desire for compatibility and
interoperability. While communication was the dnigi factor, the US Advanced Research Projects
Agency (ARPA) needed a network that was capableffetting this communication between computers
that were each built from differing hardware, andning software that was not inherently compatible
with the software run by other computers. The $otutto this problem was brought about by the
development of the interface message processor)(INMRs was a form of black box that resided
between the computer and the network, and acteth &gerface that was capable of breaking down data
into packets and sending them to other computeth@mnetwork via their IMPs through a series of$iop
Although this sounds prima facie similar to roleslertaken by modern internet devices, modems and
internet routers, the technique behind the padietsmission was in fact quite distinct. Althougle th
system utilised packet switching, it had been de=igin a time when computers were prohibitively
expensive, and were thus used on a time-share. Bdss meant that the system was designed to be
reliable, but not expected to be slowed by congestAlso, the fact that the packet-switching was
handled by IMPs apart from the terminal meant ths¢rs had no real control over the network
protocols®. In essence, the Network Control Program (NCP) avalsed system unsuited to managing a
diverse set of traffic types or network lo&t#\ French research&rsought to improve upon the design of
the NCP over what had become known as ARPANERd, with the funding of what was then known as
the French Institut de Recherche d'Informatique Atitomatique (IRIA), designed an alternative netwo
named CYCLADES. The key to the shift in the deségfmic evident in CYCLADES was in the CIGALE
packet switching network, which sacrificed somettaf reliability of the NCP used by ARPANET by
removing the verification of correct delivery inder to improve its efficiency. By changing the
architecture of the packet-switching system so thatwork was taken out of the network and placed i
the hands of the host terminals, two key attribptesent in the modern internet were born. Thege we
the host-to-host principle of system design, arddlyered architecture model which consisted ofite
transmission layer, the transport layer and thdieatjon layef®. This openness allowed for a simplicity
of design that provided a cheaper infrastructuemsisting of standard computers, that was vastly
superior to ARPANET running NCP in that researchs vadlowed to drive the evolution of network
research and new technolodies

This was not lost on the researchers working torawe the NCP on ARPANEf who, with the
assistance of one of the researchers who had alligimorked with Pouzin on CYCLADES went on to
design the transmission control protocol (TCP) iwernet protocol (IP) for ARPANET. This was based
on the same open characteristics and design piescgvident in CYCLADES and the CIGALE packet
switching subnét. Although fellow ARPANET researcher Roberts waspsical of the value of moving
the control of the network outside of the netwdslelf and into the host computers in a public nekitb
the TCP/IP protocol still forms the contemporargenlying structure of the interrfét The host-to-host
principle at the heart of the design of TCP/IP thatl been adopted from CIGANE/CYCLADES was
described in a highly influential paper by the thfermer MIT researchers, Saltzer, Reed and Chsk,

1 Roberts LG, ‘Multiple Computer Networks and Intergorter Communication’ [1967] Proceedings of the tFirs
ACM Symposium on Operating System Principles 1, 3.1.
15 Bennett R,Designed for Change: End-to-End Arguments, Intefnabvation, and Net Neutrality Debat@he
Information Technology & Innovation Foundation 2009.
15 ouis Pouzin.
17 wWerbach K, ‘The Centripital Network: How the IntetrHolds Itself Together, and the Forces Tearingpiart’
g2008) 42 University of California, Davis Law Revi&43, 400.
8 Bochmann GV and Goyer P, ‘Datagrams as a publikgtawitched data transmission servicBepartment of
Communications of Canad®arch 1977) <http://www.rfc-editor.org/ien/ienp@f> accessed May 2012, 5.
19 Pouzin L, ‘CIGALE, The Packet Switching Machinetbé CYCLADES Computer Network’ (1974) Proceedings
of the International Federation for Information &sssing 155, 155.
20v/int Cerf, Robert Kahn, and Robert Metcalfe.
% Gerard Le Lann.
22 Cerf V and Kahn R, ‘A Protocol for Packet Networkieirtonnection’ (1974) 22(5) IEEE Transactions on
Communications 627, passim.
2 Roberts LG, ‘The Evolution of Packet Switching’ {B) 66(11) Proceedings of the IEEE 1, 3.
24 TCP/IP systems took over from the last NCP host8RRANET on £ January 1983.
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the end-to-end principle of network desiyriThe functioning of this principle in the conteoft TCP/IP
can be thought of in terms of the three layersasgmtative of the network. At the application laigethe
application and software data and code that neelle sent to other machines and received by tha loc
machine. The protocol achieves this by taking th& dnto the transport layer and splitting it iistoall
chunks known as packétsThe packets are then wrapped in a container @é tioat identifies where the
packet has been created and what the destinatidinéspackets then, within the data transmissigarla
(i.e. the hardware, wires and radio spectrum thiah fthe backbone of the network between FOstwill
individually begin hopping from node to node withime network until they arrive at their destination
The destination terminal will then utilise the prodl at the transport layer to remove the packeis f
their containers and reassemble them into a complietce of code or instruction, where it re-entbes
application laye?,

Although this technically describes the internetyas not until later that what has become known as
the World Wide Web was developed on top of the TERfotocol by Berners-Lee. What had been
ARPANET had expanded greatly by this point, and ¢uaxivn from a single closed network into an array
of many networks that were interconnected so thegrated as one. While working at the European
Organisation for Nuclear Research (CERN), Berners-tlesigned and built a web that would run on top
of TCP/IP protocofS. This included a browser that could access areawik as websites on what would
become the World Wide Web that were written in Hyge Markup Language (HTML), and served to
end user terminals utilising HyperText TransfertBecol (HTTP). This in itself formed an infrastruotu
Like the TCP/IP protocols on which it relied to \wpthe World Wide Web was designed with a similar
view to interoperability, compatibility and, crutlig with an open and end-to-end design ethidhis
mix of tools that allowed for web browsing and edma become synonymous was then donated by
CERN to the public domain, guaranteeing its corgthopenneds This, along with the opening of the
underlying network to the open market, spurredald Wide Web to enter into ubiquiy Together,
the World Wide Web utilising the architecture oktmternet saw a massive expansion in its online
population during the 1990s, as the popularisatibthe internet prompted businesses and the public
alike to join what had become the digital revolatids the end-to-end principle behind the desigthef
TCP/IP protocol had been preserved in the architecvf the World Wide Web, little had changed in
terms of how data was transmitt2dExcept now, the data at Berners-Lee’s applicatiyer could now
also be content, which is why Benkler has repurgasiés as the content layer. Any content that is
capable of being rendered digitally and stored eoraputer is now capable of being transmitted ¢her
internef*, such as, for example, a piece of music that le@s lzonverted into the mp3 format. Such an
mp3 file is formed of data that can be split umisinall data packets at the logical layer, or thaedayer
if Lessig’s definition is to be preferr&l and packed into a container that also holds ftiginating
internet protocol (IP) address and the destindffoaddress. The data packet will then be passedtist

% Sometimes referred to as the e2e principle; séteedalH, Reed DP and Clark DD, ‘End-to-End Argurseint
System Design’ [1981] Second International Confeeenn Distributed Computing Systems, 509, 509; Rekd D
Saltzer JH and Clark DD, ‘Comment on Active Netwogkand End-to-End Arguments’ (1998) 12 IEEE Netw8rk
69; & Lemley MA and Lessig L, ‘The End of End-to-EnPreserving the Architecture of the Internet e t
Broadband Era’ (2000) 48 UCLA Law Review 925, 928.
26 Bochmann GV and Goyer P, ‘Datagrams as a publiggt@witched data transmission servic®epartment of
Communications of Canagd®arch 1977) <http://www.rfc-editor.org/ien/ienp@df> accessed May 2012, 8.
27 The data transmission layer is used here in timegb of merging Berners-Lee’s computer hardwaredand
transmission layer.
28 |pid. 9; & Gralla PHow the Internet Work&Que 1999), 24.
29 Sunstein points out that CERN unsuccessfully attechji attract interest from private companies & bhilding
of the World Wide Web, leaving Berners-Lee to taketloe project independently: Sunstein Gpublic.com 2.0
gPrinceton University Press 2007), 158.
O Berners-Lee T, Hendler T and Ora L, ‘The Semant&b¥q2001) 5 Scientific American 35, 36.
31 Murray AD, The Regulation of Cyberspace: Control in the OnimeironmeniRoutledge-Cavendish 2007), 72.
32 Alesso HPThinking on the Web: Berners Lee, Godel and Tufiffgey-Blackwell 2008), 64.
% palfrey J and Rogoyski R, ‘The Move to the Middl@eTEnduring Threat of Harmful Speech to the Enéio-
Principle’ (2006) 21 Washington University JournéLaw & Policy 31, 57.
3 Although the internet can specifically describe tietwork at the TCP/IP layer and the World Wide \Wekcribes
what we now view as “cyberspace”, many commentattilisalso refer to the latter as the internet. the World
Wide Web runs within the TCP/IP layer, it is stédchnically part of the internet. Thus, these comtiai®rs are not at
error, and so the internet will be occasionallydubere to describe both the TCP/IP network and tleldWide
Web as a whole.
% Lessig L,The Future Of Ideas: The Fate Of The Commons Inwn€cted WorldRandom House 2002), 48.
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physical layer where it will hop from node to notteough the network until it reaches the router or
modem attached to the account associated withdbkgnation IP address. This will pass the packekba
into the code layer where the pieces can be reddedrand the container removed, before the conlplete
reformed mp3 file is passed back into the contaped where it can be accessed by the end user. This
broadly describes a greatly simplified versionha process that would take place if a user wasend an

mp3 music file from their computer to another usegr the internet.

4. Transposing Physical Architecture as Regulation to the Networked
Environment

File sharing is frequently regulated through theligation of legal barriers at the content levabori a
purely technical point of view this means littls, l@arriers imposed by legal regulation at the qur&vel
can only be applied in an artificial sense thagparated from the concerns of the netifbtkowever, as
the popularity of the World Wide Web has continuedrapidly increase, it has been argued that
regulation need not be restricted to being aniaglfconstruct, but could also be applied at thgidal
layer in the guise of architectural designReidenberg formulated this thesis as Lex Inforcadt
Inspired by the mix of customs, norms and practibes$ formed what became Lex Mercatoria among
European merchant seamen throughout the middle &mdenberg observed that a similar blend of
practice and conflicting laws could be shaped aricequivalent Lex Informatica on the internet usisg
plasticity’®. Reidenberg took the theory much further thananislogy would have suggested by pointing
out that regulation can not only be applied throtigg design of the internet, but that such regutati
should be hard wired into the architecture of tleéwark itself®. Further, the law should be used to
provide backing for this. Lessig expanded upon theory greatly, coining the concept that “code is
law"*!. Lessig observed the difference initially illustd by Reidenberg concerning the distinction
between regulation by law being influenced by gaowant, and regulation by code being influenced by
technologists, and categorised these as East @odst/est Coast law. While East Coast law traditigna
takes a top-down approach to regulation, West Claastends towards taking a bottom-up apprdach
However, although this often proves to be the fgaht of conflict due to the technologists with avh
West Coast law originates generally favouring ogssnand generativity over the restrictiveness
preferred by the legislature, the two are not nmlljtwexclusive. Just as regulation by code can loaioed

by the legislature, so it can also receive legaklvey. But if regulation at the code layer affe@gulation

at the content layer, it may be wondered why leggllation does not take a back seat to reguldtjon
code. The answer to this question lies in the Uiy efficacy of how regulation by code can be lsap

to prevent users of the internet from engagingile $haring, and how it can further be utilised to
strengthen enforcement from the legal perspective.

%6 |essig L,Code Version 2.(2nd edn, Basic Books 2006), 3.
%7 See, for example, Ibid. 1; & Benkler Yhe Wealth of Networks: How Social Production TramefoMarkets and
FreedomgYale University Press 2006), 17.
% Reidenberg JR, ‘Lex Informatica: The Formulatiodrdormation Policy Rules Through Technology’ (19983
Texas Law Review 553, 553.
39 A term used by Licklider and Taylor to describehin the digital context, the medium through whioformation
flows can be considered to be a programmable mibdélcan be moulded to influence its outcome: liseki JCR
and Taylor RW, ‘The Computer as a Communication Deyik®68) 4 Science and Technology 21, 22.
40 Reidenberg, ibid.
41| essig L, ‘The Limits in Open Code’ (1999) 14 BdeyeTechnology Law Journal 759, 761.
42 |essig L,Code Version 2.2nd edn, Basic Books 2006), 72.
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5. Using the Law to Enforce Regulation by Code

5.1 The First Generation: Napster

The law has had some success in regulating filarghéhrough regulating against code itself. Iteajest
achievements are centred on the legal battles stghim peer-to-peer sites that started to appemoahd

the turn of the 2%tcentury®. The first of these involved Napster. Napster img®duced as a US concern
in 1999 as a centralised means of sharing filek wtiher users on the Napster network, most commonly
music in the form of mp3 filé& After registering on the website, client softwarld be downloaded
and installed onto the end user’'s complitéfhe client software would then index any muslesfithat
were stored in the shared folder on the user’'s coenpThis index was then transmitted to the Napste
server, where it was kept with the index files boéher users of the Napster network. A user wdhkh

be able to carry out searches through the cligmts& would involve entering the name of a tracirtist

into the search window, which would then prompt search engine to check the indexes held on the
central server for matches. The client would subeatly display any matches on the user’s screerenVh

a file was selected, the client would then conthethost machine where the track was stored, whiah
usually a computer belonging to another individuggr running the Napster client. The track woukhth
be broken up and transmitted from the host compiatehe computer of the user who had made the
search® in a similar manner to the process described ab&ssuming the user did not move the newly
downloaded track out of their shared folder, it Wothen become indexed and available for othersuser
of the network to download through the client. e tvell-documented legal case that followed, it tees
fact that Napster held a centralised index thamaltely led to the finding of liability for contriiory
infringement under the US Copyright ActBut most significantly, it was the centralisedhitecture of
Napster that allowed the network to be shut dowth wiich relative ea%e By successfully ordering the
central server to cease operation, the networkrbhecpractically useless, and thus the computers of
individual users who had Napster clients instalhedlonger operated as a file sharing network. Legal
regulation, in the form of the order to close themtcal server, had successfully been used to regula
using code, in that the central server was remdngad the network.

5.2 The Second Generation: Gnutella and FastTrack-based Networ ks

The second generation of peer-to-peer network$ydimy Kazaa and Grokster, moved away from the
centralisation that has made Napster so technicailty legally vulnerabfé In its stead was a largely
decentralised netwotk As with Napster, Kazaa required users to downlokeht software from its
website which created an index of all of the fitebat the users had placed in their sharing foldBes
make a search, a user would again submit a queoudh the client installed on their computer.
However, instead of querying a central server, diient software would connect with a superrBde
Supernodes were in fact computers belonging toratkers of the Kazaa network that the software had

43 Johns describes the evolution of file sharing neke as being in three generations, that is, ¢ jieneration
being Napster, the second being Gnutella and FastType networks like Morpheus, Grokster and Kaaaa the
third being BitTorrent, at Johns Rjracy: The Intellectual Property Wars from Guterpéo Gates(The University
of Chicago Press 2009), 454.
4 See David MPeer to Peer and the Music Industry: The Crimindlaa of Sharing(Sage Publications 2010), 33;
& Palfrey J and Gasser Born Digital: Understanding the First Generation Bfgital Natives(Basic Books 2008),
132.
48 Askanazi J and others, ‘The Fate of Napster: Bigiownloading Faces and Uphill Battle’ (2001) 13kBl.aw &
Technology Review 1, para.5.
¢ Hence the term peer-to-peer.
473s.106, 115 & 501 US Copyright Act, 17 USC.
48 David M and Kirkhope J, ‘New Digital TechnologieBrivacy / Property, Globalization and Law’ (20CB{¥)
Perspectives on Global Development and Technol8gy 438.
4° David suggests that the criminalisation of Napdtewe the development of decentralised file slariatworks, at
David, supra, 35.
%0 Askanazi J and others, ‘The Fate of Napster: Bidgiownloading Faces and Uphill Battle’ (2001) 13kBiLaw &
Technology Review 1, para.30.
%1 Not just music files, as with Napster.
2 Hyland M, ‘MGM v Grokster: Has the Copyright Pengiul Started to Swing Towards Copyright Holders?’ 800
11(8) Computer and Telecommunications Law Review 233,
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deemed superior to other computers in the netwark tb factors such as connection speed and
processing powét. Supernodes would be given responsibility of acblii0 other users of the network,
known as nodes. After the client software succdélgstonnected with the supernode, the supernode
would query the nodes it was responsible for with searched-for term. The supernode would also
transmit the search-term to another supernode wiimhid carry out an identical query with its own
nodes, and again send the search term onto arsipernode. If the search-term was matched to a file
hosted on a node, this would be communicated lathet user who made the search. If the user cloose t
download the file, their computer would link withet node hosting the file, and it would be transf@rr
similarly to the cases described above. Althouglzagéaand other file sharing networks using the
FastTrack protocol are often described as decéssdhinetworks, this is only partially true, as some
centralisation took place. When the client softwavas initially downloaded, it would contain a
preliminary list of supernodes in its cache. Thss Would be also be updated from time to time fritven
central server. However, only the initial list afpernodes was strictly necessary, as supernod éeiroeah
updated lists of other supernodes it was awarbaifdould be transmitted to users connecting totime
order to update their caches with functioning ndteslthough these types of network do not have a
critical point of failure, as the Napster networkshin its central server, networks using the Fastidr
protocol nevertheless suffered when their centmhtp were removed, as with Kazaa and Grokster.
Without a central server to keep a list of supeasodpdated, new users of the network who have
managed to obtain the client software from altémeasources have to suffice with the initial list o
supernodes. Although the supernodes themselves wadated lists, the gradually shrinking networl wi
become less and less efficient until new users kiiffieulty locating supernodes, and those thataesm
only have access to nodes with a limited seleatiofiles available for sharing. So, although thetshg
down of Kazaa and Grokster did not have the san@sttaphic effect on their respective networks, the
combination of the weakened supernode updatingthedmigration of users to alternative networks
eventually had the same effect of crippling theuseks of their effective functiol. Thus again, the legal
regulation had successfully been utilised to regufarough the use of cotle

5.3 TheThird Generation: BitTorrent

After the second generation of peer-to-peer netwvarkme a transition into completely decentralised
networking, and with it a change in regulatory amh. Where code had successfully been used tettarg
the backbone of the networks themselves, the plaratcthe third generation of file sharing netwqrks
BitTorrent, was designed to be effectively immunenf this kind of interferencé A user wishing to
download a file would again be required to instéi#nt software but, unlike with the previous geatem

of file sharing networks, the client software does carry out indexing of files on their host cortgrs,
and searches are predominantly carried out outdittee network. When a user wishes to share atfike,
most common way of doing so is through creatingreent file. This file contains information that liwi
allow BitTorrent clients to identify the relevaritefbeing shared and a list of trackers associaiéit>®.
Trackers are servers that keep lists of other coenpuiunning the BitTorrent client software thahtzin

all or part of the relevant file. If a user wishesfind a file that is being shared within the netly the
most common way of doing so is by searching the ltiMdfide Web for a torrent file that relates to the
content the user wishes to download. This can Ine darough a general search engine such as Google o
Microsoft Bing, or through a website that is dettchto indexing torrent files such as The Piratg°Ba
The user can then download the torrent file assediwith the file they wish to download. Once rthe
torrent file gives the client information on thédefito be downloaded so that it can be identifiea a

%3 Strowel A,Peer-to-Peer File Sharing and Secondary Liabilitydopyright Law(Edward Elgar Publishing 2009),
2.
%4 Akester P, ‘Copyright and the P2P Challenge’ (200FB) European Intellectual Property Review 106,.11
%5 For discussion on how scalability affects efficigiin peer to peer networks based on the Gnutedispol, which
shares several fundamental similarities with Kaza&; Javanovic MA, Annextein FS and Berman K&alability
Issues in Large Peer-to-Peer Networks: A Case Stu@®nafella(University of Cincinnati 2001), 7.
%6 vincents OB, ‘When Rights Clash Online: The Trackiig?2P Copyright Infringements Vs the EV PersonaleD
Directive’ (2007) 15(3) International Journal ofl.& Information Technology 270, 273..
5" David, supra, 36.
8 Cohen B, ‘Incentives Build Robustness in BitTorrent’' ashop on Economics of Peer-to-Peer Systems,
University of Kansas, 22/5/2003), 2.
%9 Available at http://thepiratebay.se/ (accessed BEG2).
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provides it with a list of trackers to connect®tdrhe client will then query the tracker with regsito the
file, and the tracker will respond with the addesssf any hosts that contain all of the file (sesdeor
part of the file (leechers).

Figure 1:

Activation of .torrent file

Client software sends query to tracker

v

Tracker

User PC|

The client will then connect directly to any comgngt that contain all or some of the file,
independently of the tracker. The clients on tremaputers then break up copies of whatever praporti
of the file they are hosting into packets, and ¢hpackets are sent to the computer requestingiléhe f
What sets BitTorrent apart from the networks désctiabove is the distributed method it uses fdirget
the file to the downloader, as the only instanasmplete file will be downloaded exclusively from a
single seeder is if the seeder and downloader rethai only two computers in the web of computers
uploading and downloading that particular file, @tis called the swarth Often, another user will run
the same torrent file before the first downloades finished downloading a complete copy of the #e
they do so, their client will query the tracker aliniwill pass on the details of both the originadder and
the new leecher, which is now seeding the packeds it has already downloaded from the original
seeder. This new client will then enter the swaryncbnnecting to the original seeder and the first
leecher, and will begin to receive different paskiedm the file from both computers. This too vii#gin
seeding the packets it receives to other compirtdre swarm as soon as it receives them.

Internet

File specifications & swarm information returned
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€0 Cohen, supra.
®1 |bid, 1.
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When a computer has received enough packets to tleentomplete file, the client software will
reassemble the packets into a perfect copy of tlggnal file, even though it may have received thes
packets from many different computers. The clieffitthven continue to seed the packets that makthep
complete file until the user intervenes or discatsérom the network.

Figure 3:
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Although there are many differences between thevavit architecture of BitTorrent and the previous
generations of peer-to-peer networks describedglibe most legally significant lies in the facattbthe
client software itself plays no role in the indexiand searching functions. Without the option tack
the network at client level, the next point of ical failure appears prima facie to be the traclars
unauthorised files. However, from a technical pohview, this is almost as challenging as attagkime
supernodes in the networks that use the FastTrat&qol. Not only are they numerous, but they dse a
based in many different jurisdictions, which posesobstacle to legal actith Most significantly, the
BitTorrent network is able to operate without traxk Most recently, The Pirate Bay has begun pbasin
out the majority of the torrent files it hosts amghlacing them with magnet links. These links (Whice
mere lines of code as opposed to files) contaitess information than torrent files, listing thetadata
for the file to be downloaded and, if present, dinfo trackers. As magnet links take advantage of
distributed hash tables (DHT), trackers are criiciabt necessary. Instead, the client upon recgitte
data contained in the magnet link will start quegyiother peers in the BitTorrent network using the
metadata of the file that is being sought. Therimfation that would normally be held by the trackal
be hosted by many different peers (hence the tabieg described as distributed) and, as soon as the
client queries a peer that holds the DHT relatmghe file, the client will be connected to the swahat
is sharing the file. Once connected to the swahm,dther seeders will provide the client with ferth
information on other members of the swarm so thatenand better connections can be made within the
swarm. Thus, BitTorrent is not dependent on eittakers or traditional torrent fil&s

Although some success has been achieved in inlgirastng regulation by code to impede file
sharing by utilising the law to attack the weakmsiof the first two generations of file sharingvnarks,
the third wave in the form of the BitTorrent netkas proving more resilient. Without trackers oryan

62 As trackers are mere proxies as opposed to ceserskrs, attacking them can be thought of as cmbfmto

breaking up rhizomes only to propagate them furtsee David, ibid, 63; and Deleuze G and Guattarri-

Oedipus: Capitalism and Schizophreifisthlone Press 1984), 41.

63 Dramatico Entertainment and others v British SkyaBieasting and others [2012] EWHC 268 (Ch), para®4-2
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other critical point of failure to focus on, rightslders or law enforcement bodies have little mpthan

to target either the indexing sites that host treetit files and magnet links, or the users ofrtevork
itself. Although litigation against individuals efied to be involved with the operation of The RiBay
website has so far resulted in criminal convictjahs site itself is still functional and regulatipdated’.

This is largely due to the moving of the hostingla website to numerous jurisdictions that doshatre

the same approach to intellectual property requiatis the US and much of EurBpe task made less
challenging by the space that the website takebaipg dramatically reduced by the replacement of
torrent files with magnet links. This and other wi¢ds are also capable of being hosted on what have
been described as “PirateBox” units, which are eothévices that are capable of broadcasting vession
of any indexing site, including The Pirate Biyto any other user within range of its WiFi signal
Although the fact that such devices are not onlyilecbut completely bypass the internet itself emsd
them even more difficult to trace than sites hostedhe World Wide Web, they are presently limited
range to their local areas. Development of the ephis aiming to allow users of Android smartphottes
perform a similar function which could see the ®iBox concept become truly distributed and thusemor
widespread, which would place another obstaclenenpath of the goal of preventing access to these
indexing sites. Although targeting users of theTBitent network is also viable in legal terms, agsw
demonstrated in the case®©fian Nai Ming it should be noted that this particular case agslied to an
original uploade¥. But in a purely technical sense, despite pastesses, increasing decentralisation
means the task of using legal regulation to appigieebased influence to the file sharing networks
themselves at the logical layer is becoming indreg impracticablé®,

6. Using Code to Enfor ce Regulation by the Law

But if the veins of the networks themselves cartmotstymied, what of the content that runs through
them? The most direct application of code-basedilagion to content is digital rights management
(DRM)®, which can take many different forms. May defines categories of DRM, namely, soft and
hard®. Soft DRM takes the form of software that is iflethonto the computer of the consumer wishing
to utilise DRM-protected content which then morstéine activity of the user. The most notable attemp
at utilising soft DRM was carried out by SonyBMGhish bundled DRM software onto its compact discs
that surreptitiously installed itself onto the cartgrs of users who attempted to play thenThe
software was technically indistinguishable fronpatkit in that it secreted itself on the computétte
user in a hidden area. When discovered, criticissis made of the fact that the software installeglfits
without the knowledge of the user, and that it mé#uke user's operating system more susceptible to
virused? It was also quickly rendered impotent by the laglcommunity, which cracked the software
soon after it was discovered. The second type dfiliefined by May, hard DRM, is more common both

® stichting Bescherming Rechten Entertainment Indeidtederland (BREIN) v. Nell, Kolmisoppi & Warg (2009)
(LIN: BK1067, 436360 / KG ZA 09-1809) (Amsterdam Godletherlands); Neij v Public Prosecutor, Noveni&r
2010 (Unreported) (HR (Stockholm)) (Sweden).
® Which Goldsmith describes as shifting sourcesn@drimation flows, at Goldsmith JL, ‘Against Cybeaachy’
[1998] University of Chicago Law Review 1199, 1222e%lso Post DG, ‘Anarchy, State, and the IntedetEssay
on Law-Making in Cyberspace’ (1995) 3 Journal ofimLaw 1, para.40.
6 Aron J, ‘PirateBox Lets You Share Files With AngonClose By New Scientist 2011)
<http://www.newscientist.com/blogs/onepercent/2014giratebox.html> accessed May 2012
57 Discussed at Filby M, ‘Big Crook in Little China: Tiamifications of the Hong Kong BitTorrent Case on the
Criminal Test of Prejudicial Affect’ (2007) 21(3) ternational Review of Law, Computers and Technolog@$, 2
passim; and Weinstein S and Wild C, ‘The CopyrightKCIConundrum: Is Chan Nai Ming the Modern Day Josef
K.?" (2007) 21(3) International Review of Law, Contgns and Technology 285, passim.
® David argues that decentralisation of file shariegworks designed to facilitate greater anonyrfatytheir users
has been encouraged by the influence of the laaweid, supra, 37.
% In his assessment of the enforcement of inteligtuoperty rights, Yu argues that DRM is a misnomefis it
more concerned with restrictions than rights, andgssts Government-Originated Legally Enforced Muaties
(GOLEM) as an alternative description, at Yu PHitéllectual Property and the Information Ecosyst¢2@05) 1
Michigan State Law Review 4, 6.
®May C,Digital Rights Management: The Problem of Expandivgnership RightéChandos Publishing 2007), 67.
"1 Mulligan DK and Perzanowski A, ‘Magnificence ofettDisaster: Reconstructing the DRM Rootkit Incident’
g2010) 22 Berkeley Technology Law Journal 1157, 2007
2 deBeer JF, ‘How Restrictive Terms and Technologieskfi@d on Sony BMG' (2006) 6(12) Internet & E-
Commerce Law in Canada 1, 6.
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in terms of use and in meeting the characterisifcwhat is traditionally thought of as DRf Hard
DRM is usually encoded into content such as mufgs,fand is designed to restrict access to tlee fil
without permission most often through the use afrgstion’®. A music file that has been encrypted
cannot be played, but if the user has been prowdéd the key to the encryption because they have
legitimately purchased the track, or if the endiypthas been matched to the user’'s computer obptky
device, then the file will be temporarily decryptetiich will enable it to be played normally. DRMath
uses encryption has two fundamental flaws. The fies in the fact that a user who has permisswon t
play the music file necessarily has to be givenkifye so that the file can be temporarily encrypfEue
problem with this approach is that any encryptian be easily broken if the cracker has accesseto th
key. Thus, all DRM that uses encryption can be easilgt quickly cracked. The second problem has
been described as the analogue Abtehich refers to the fact that the encrypted filesimbe capable of
being played by the authorised user. When a milsiisfplayed, the sound can be recofdecreating a
DRM-free version of the fil€. Thus DRM is less an effective a block to access #rick wall in the
physical world, and more of a keep out sign thguies “the buttressing of non-technological powers
states, norms, and laws — in order to remain éffett. May argues that due to the weaknesses in this
type of DRM that inevitably lead to its failure,ridaDRM can only ever be considered to be a variabid
soft DRM, serving little more than a monitoring ation®.

7. Using Codeto Circumvent Surveillance and Detection

If code cannot be relied upon to directly prevestess, then performing a reliable monitoring fumcti
could theoretically, when combined with legal redign, improve the application of enforcement. In
order to take action (of a legal or technical nat@gainst an infringing user, the identificatidrihe user
must be successfully established along with thesdigtion in which the infringement took place, and
what particular infringement has occurred. This elaaf network regulability is described by Lessi a
“who did what, where®. This essentially describes the technical functiumt is intended to be carried
out by the Digital Economy Act 2010, where rightdders are able to carry out a monitoring function
that establishes all three of these criteria befioeegraduated response system is triggered. Earfamnt

of the Act is provided for with what are termedheical measures. These measures aim to curb file
sharing by using what would be termed by Lessigagke to prevent the alleged infringer from utilgsin
their account to access file sharing networks,ooreduce the efficiency of the networks themselves.

S May C,Digital Rights Management: The Problem of Expandivgnership Right¢Chandos Publishing 2007), 67.
" Usually on a perpetual term; see BoyleThe Public Domain: Enclosing the Commons of the Miidle
University Press 2008), 104.
S Doctorow attributes the speed at which most DRMréken is being because: “all DRM systems sharararam
vulnerability: they provide their attackers witlethiphertext, the cipher, and the key. At this pdime secret isn’t a
secret anymore.” Doctorow Content: Selected Essays on Technology, Creativigyfght, and the Future of the
Future (Tachyon Publications 2008), 7.
8 Woodford C, ‘Trusted Computing or Big Brother? Puttthg Rights Back in Digital Rights Management’ (2004)
75 University of Colorado Law Review 253, 275.
7 Audio-visual tracks can be similarly recorded jastrivially.
"8 David describes further ways in which the DRM insiatfiles can be defeated: “Strong encryption rupsgainst
the fact that all currently available music in therld is available in non-encrypted format, as Ciesreot currently
encrypted. Even if every new piece of music werergsted, it would only take someone to hold a nptrane next
to a speaker to make a recording of it.” David,raup. See also Boldrin and Levine, who identify limits of DRM
in the context of the analogue hole: “This goethttechnical weakness of all content-protectidrestes — at some
point, the purchaser will want to see the musievatch the video. What human beings can hear ortseenology
can record. So what is next? Mandatory contenteptimn for microphones? If a microphone detectpecial
copyright watermark, will it refuse to record th#emding material? So, then we can't make home e®Vi our
neighbor is playing loud copyrighted music next iiddBoldrin M and Levine DKAgainst Intellectual Monopoly
gCambridge University Press 2008), 119.
® Johns APiracy: The Intellectual Property Wars from Gutertheo GategThe University of Chicago Press 2009),
506.
8 May C, Digital Rights Management: The Problem of Expand®wnership Right§Chandos Publishing 2007),
103; May also observes that with the use of DRMomed file sharing only appears to decline margynaid.
81 Lessig L,Code Version 2.¢2nd edn, Basic Books 2006), 39; Smith points oat this is based on the essential
ingredients required to effectively prosecute iidlials online, at Smith SM, ‘Back to the Future: Grirand
Punishment in Second Life’ (2009) 36 Rutgers Compater Technology Law Journal 18, 51.
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These powers will be available for use in addittonthe existing power provided in the Copyright,
Designs and Patents Act 1988 to block access &xind websites. The question of just how efficasiou
monitoring and enforcement measures such as tmesa practice is crucial to the success of thditgbi
of the overall regulatory regime to carry out iimdtion. To address this, it must be considered hssvs
and the piracy anti-industry can themselves utiisde in order to circumvent such measures.

7.1 WhoisInfringing?

Rights holders presently use third parties to naonifle sharing networks such as BitTorrent.
Establishing the identity of a file sharer requities discovery of the internet protocol (IP) addreéthe
infringer. IP addresses are assigned to everytthia connects to the internet, and are cruciahto t
operation of the internet in that they form the raddes that data packets are given so that thelHCP/
protocol knows where to send them at the transorisand carrier level. In simple terms, a user witho
an IP address could not send packets (as theredwmubriginating IP to assign them), and could not
receive packets (as the network would not know wtterdeliver them). IP addresses are assigned in
blocks to the ISPs that provide accounts to anyaishing to access the internet, and the IP addsasse
these blocks are assigned to each point of entityeténternet. To discover the IP address of aringér,

the rights holder can harvest these from individBiél orrent swarms, for example by joining a swarm
and scraping the tracker (which, it will be remengige maintains lists of IP addresses of users otiyre
sharing an individual file in a swarfl) The IP address, once obtained, can be tracedtbatble ISP or
other body to which it was assigned by carryingaueverse-DNS lookdp As ISPs keep logs of which
user is assigned to which address at any partiqgdant in time, the rights holder can then obtdie t
details of the account holder associated with Ehaddress at the time of the alleged infringement.

The technical problem with this form of detectigrthat it assumes that the user is connected lgirect
to the swarm with his or her own IP address, betdalare a number of ways that users can conceaal the
identities. For example, a user may connect tostharm using a proxy server or by connecting to a
virtual private network (VPNY, with such services usually being hosted extracjatly to avoid legal
sanctioff". Once the connection to the VPN or proxy servesisblished, the user can access the internet
and join torrent swarms in the usual way. Howeienjll appear to any website visited or any tracke
the swarm that the user’s connection originatekea/PN or proxy, and thus has an IP address exgit
to the VPN or proxy server. The disadvantage fromperspective of the user is that VPNs and proxy
servers that are available for use in file shamegworks often apply a charge for using bandwidth,
although some free services are also availabletiiRppeer-to-peer traffic through a proxy or VPNica
also result in a slower upload and download spbetthis is again an issue that varies greatly aysbn
services. In terms of surveillance, there is tecdlhy little that can be done to trace a connechieyiond
the VPN or proxy from which it appears to originadmother similar option available to file sharéssa
seedbo¥. These operate similarly to VPNs in that they mevorks that connect to BitTorrent swarms
on behalf of users, the difference being that udersot have to be connected to the seedbox dintiee
of the transfer. This means the user can connethiegcseedbox at a later time and download the file
directly from it, thus leaving only the IP addreéshe seedbox with the swarm tracker

True IP addresses are also hidden when utilisinat ate referred to as darkrfét©One example of a
darknet is provided by The Onion Router (Porjfter installing client software, the computertbé user

82 7Zhang C and others, ‘Unraveling the BitTorrent Estsy’ (2007) 22(7) IEEE Transactions on Parallel an
Distributed Systems 1164, 1170.
8 | essig L,Code Version 2.(2nd edn, Basic Books 2006), 44.
84 Kariyawasam R, ‘Defining Dominance for Bits & Bytes:New "Layering Theory" for Interpreting Signifioa
Market Power?’ (2005) 26(10) European Competitiow Review 581, 588.
8 Many VPNs and proxy server services often do rempklogs of user IP addresses in order to furthestrate
attempts at tracing their users.
8 Chen X and Chu Xnderstanding Private Trackers in BitTorrent Systérong Kong Baptist University 2010),
4,
87 |bid.
8 Different commentators apply the term “darknet'diferent scenarios. For example, some descrilee {mepeer
networks such as BitTorrent as darknets, whereasl@ietdal apply the term to file sharing networkattare not
generally accessible to those not already withat tommunity of sharers, at Biddle P and otherse ‘Diarknet and
the Future of Content Distribution’ (2002 ACM Workghon Digital Rights Management, Washington DC, USA),
The combined application to an extra layer buitbithe internet and configured as a hidden sengdbe more
generally accepted definition of the term, whicli ¥ used here.
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can connect to a network of computers whereby iteist hidden through the use of a number of proxy
servers that are donated by supporters of the Tajeqt. When a user wishes to use the Tor hidden
service protocol, the client software can requeséss by connecting with a circuit that runs fréwa Tor
network of proxies. This will provide the client tviencrypted information that allows it to connéxt
other Tor proxies via the use of a distributed hizlte (which is spread amongst nodes of the nétwor
much like in a BitTorrent swarm) and, eventually,tihe hidden server. In the context of file shariag
popular network that utilises the hidden servicetqeol is FreeNé?. The client software, when set to
darknet mode, connects to the network of othersusaming the software in the manner described @bov
and can then access files that are being sharedgsnthert. Unlike in a BitTorrent swarm, files are
split up amongst the computers forming the Freaiddivork, as opposed to being seeded as complete
files by one or more clients. Due to the architeztaf the hidden services protocol and the fact tha
downloading data through a relay of servers melaisthe speed of the operation will only be as kigh
the slowest connection speed of a computer in éteark, file sharing through this tends to takegen

to successfully complete than with a non-darkndtvaek. However, in both of these instances, it is
impossible to collectively harvest lists of IP aglses and link them to specific infringementshihdase

of FreeNet running in darknet mode, it is more appately referred to as a friend-to-friend netwaik
opposed to peer-to-peer, as the client will onlyraxct to those specifically trusted by a community
known to the uséf. The use of a friend-to-friend community can t#oable-edged sword in that, on the
one hand, small friend to friend networks makeltiraiion less likely, but the smaller size of thegp

will increase the scope for identification of indiuals once infiltration has taken place. On thieeot
hand, while larger friend to friend networks ingeathe likelihood of infiltration, identificationfo
individual members is more difficult as the grosplarge?®. In fact, the design of Freenet makes the
larger network more attractive to file sharers ttu¢he fact that the more nodes there are in aaré&tw
the more hops will take place when packets arevelad to the end usér When an infiltrator is
monitoring which packets are being delivered toakhiiser, it cannot be determined whether the user
another user is delivering packets to the end usemnerely just another intermediary ndt& he packets
themselves are also encrypted, adding a further lafycomplication to the task of matching datakets

to specific files.

An extra layer of anonymity can also be achievedibgrs utilising any of these types of file sharing
networks by employing blocklists. Blocklists arst$i of IP addresses that are known to belong teebod
that carry out network surveillance, often for fheposes of detecting file sharers. By importingated
blocklists into a BitTorrent client or by utilising separate piece of software that sits betweengbgs
computer and the internet in the same way as adite connections to these bodies to the user’s
computer through file sharing networks can be edusVhen Banerjee et al conducted a trial to assess
the effectiveness of blocklists in peer to pear fiharing networks, they discovered that blockiregtop
five most active IP address ranges reduced thecelanf connecting to an address belonging to a
monitoring firm to 1%. Further reductions in theaoke of detection were apparent when more ranges
were added to the blockit In contrast, it was found that without the usebtifcklist filtering, the
chance of a user connecting to a monitoring firnerothe period of time that testing was carried out
increased to 100%

8 sSyverson PF, Reed MG and Goldschlag DM, ‘Privatd\Beowsing’ (1997) 5(3) Journal of Computer Security
237, 237.
% Clark | and others, ‘Freenet: a Distributed Anonysidnformation Storage and Retrieval SystemDiesigning
Privacy-Enhancing Technologies: Procedures of theerhational Workshop Design Issues in Anonymitd an
Unobservability(Springer 2001), 46.
1 David M and Kirkhope J, ‘New Digital TechnologieBrivacy / Property, Globalization and Law’ (200B(4)
Perspectives on Global Development and Technol8gy 442.
Z; David M, Peer to Peer and the Music Industry: The Criminalaaof Sharing(Sage Publications 2010), 83.

Ibid, 84.
% A similar theory is the “Gnutella paradox”, whigiosits that smaller networks are less subject tegunent
control, but will equally be more difficult to findnd contain fewer files to be shared, although tinory pre-dates
the popularisation of BitTorrent: see Brown J, ‘Thenulla Paradox’ Salon.com 29/09/00)
<http://www.salon.com/2000/09/29/gnutella_paradogccessed May 2012; and Goldsmith J and Wuwho
Controls the Internet? lllusions of a Borderless WdOxford University Press 2008), 123.
% Hand S and Roscoe T, ‘Mnemosyne: peer-to-peeastegaphic storage’ (Proceedings of the First hatéonal
Workshop on Peer-to-Peer Systems 2002), 1.
Zj Banerjee A, Faloutsos M and Bhuyan LRP: Is Big Brother Watching Yoy®niversity of California 2006), 4.

Ibid.
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It will be remembered that Benkler's three layefrsegulation — the content, code and physical lsyer
— can only influence the layers below them, whilvhy surveillance applied at the content level lsan
circumvented with counter-surveillance appliedheg tode level. An even more effective way of hiding
an IP address can therefore be achieved by byga#isncode layer and circumventing at the physical
layer. In the physical world, this can be achietagdentering the internet through an access poattith
not traceable to the us&rThe most straightforward means of doing so wdiddo connect via an open
WiFi signal. This would mean the activities of theer connected to the internet would be tracealsla,
theoretical maximum, to the IP address that issteged to the company or individual that has left i
access point unsecured, leaving no physical wastthection between the two. Although connecting to
an open WiFi connection would be the easiest omigilable to a user assuming such a connection was
within range, a user who was extremely determimedviid detection could connect through a secured
wireless connection by bypassing any security nmreasapplied by its owner. In architectural terms,
weaker WEP WiFi security can be defeated by a wirthe requisite technical knowledge within less
than a minut®. The vulnerability of WPA/WPA2 security is morep#mdent on the strength of the
password that has been used, with weaker passtfftisng susceptible to dictionary attacks over a
short length of time, and stronger passwtYdseing susceptible to brute force attacks overrmédo
amount of timé&" Although this method of counter-surveillancerimbssible to trace if the user carries
out certain precautiof§, it can be construed in certain circumstances aingnal offencé®. This is in
contrast to the other means of counter-surveillatescribed above which, considered independently of
illicit activities carried out whilst using thenhd use of which are not in themselves unlawful.

7.2 What istheinfringement?

A number of problems associated with detectingingiEment through BitTorrent swarms by harvesting
IP addresses from trackers related to particulles fivere highlighted in the case bMfediaCAT v
Adams®, which can largely be attributed to the evidentiadtainty of establishing that an individual IP
address has been used to download a legally signtfiproportion of an unauthorised copy. This is
because the IP address is taken from the trackewytat data has passed to or from the user registe

the IP address has not been monitored. HoweveEhan Nai Mind®, it was deemed sufficient by the
court when Hong Kong Customs and Excise connectate swarm and downloaded complete copies.
This method can be used to establish that an uoasgidl copy exists in a swarm, but linking them to
specific IP addresses can be problematic. Althotinghcourt accepted that the original uploader was
liable despite there being a high possibility thatts of the files would have been downloaded Ineiot
users in the swarlf, this was due to no meaningful effort being exmehty him to hide his physical
world identity®®

% Wang W,Steal This File Sharing Bodklo Starch Press 2004), 85.
% Taylor M and Logan H, ‘Wireless Network Securi011) 17(2) Computer and Telecommunications Law
Review 45, 45.
100 =5r example, passwords that use plain English svisain the English dictionary.
101 For example, passwords that are long and compfiskaracters that do not form words that are mixedith
numeric characters.
192 The length of a brute force attack on a passwemiependent on the speed of the CPU and GPU of putem
and the number of characters used in the passtemil i
193 The most important of which are the spoofing @& MAC address associated with the device with whiehuser
connects to the wireless account, which would entid#ly attach the user’s network access devidheaactivity, and
the encryption of internet traffic that travelsahgh the unsecured network, in case another ustreafietwork is
monitoring network traffic and intercepts data tvauld identify the user in the physical world.
104 5ee, for example, s.1 Computer Misuse Act 1990.
10512011] EWPCC 006.
1% Hong Kong Special Administrative Region (HKSAR) vrOKai Ming[2005] (unreported)
197 |bid, para.34.
108 The defendant had uploaded the files using thedtitess provided to him by his ISP, and had fulthked his IP
address to posts made on websites advertisingttent files he had created.
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Another more direct way of determining what usdrthe internet are downloading is by carrying out
deep packet inspectitfil This is a form of monitoring that can be carrimgt at the network and ISP
levels, and thus can be considered to be implerokngd the physical layer. It will be remembereahir
the explanations above that computers connectétetoternet send and receive packets of dataatieat
placed in a container indicating the originating dédress and destination IP so that the transmissio
carrier knows where to send it. By interveninghat point between the internet and the user, thkegtsc
can be intercepted and inspect@dThe inspection goes past the shallow layers ®fiB8P/IP container
levels, and into the data level of the packet whiichtains the content. Successful deep packetdtispe
can, in some circumstances, theoretically deteegnvthe packets of data the user is sending orviagei
are portions of an unauthorised copy, or from wiilat sharing networks they originate. This would
trigger enforcement through legal regulation, orrbgulating at a technical level by filtering otiet
prohibited packets’. Although there are legal ramifications of cargyiout deep packet inspection at the
ISP levet? there are also frailties at a technical levelr Erample, if a user was connected to the
internet through a VPN (as described above), tréfitween the VPN and the user can be encrypted. By
utilising VPN tunnelling, any data that is beingaadled or downloaded will go via the VPN which will
securely encrypt the data stored in the packets®efending them directly to the user’'s computeererh
they will be decrypted and vice versa. Thus ang daercepted between these two points, such e at
ISP level, that is subjected to deep packet ingpeatill only reveal encrypted fragments of datdaeT
body carrying out the monitoring will therefore beable to determine what data the user is uploagling
downloading unless the encryption is broken, whghoth time consuming and hardware intensive. As
deep packet inspection is usually put in placehatlSP level where it sits between the user’'s cderpu
and the internet, it can be thought of as existinghe interface between the logical and physigil. It
can thus also be bypassed entirely by accessinghisical layer (i.e. the internet) via an accoont
access point that is not subject to surveillance.

7.3 Whereisthe Infringement Taking Place?

Assuming the identity of an individual file sharesis been established and the particular infringémen
recognised, the final step is to ascertain thetioean which the infringement took place. Thisaigask
similar in nature to determining identity in thatéquires the analysing of the IP address of g who

is being traced. Much can be gleaned from somethingimple as a reverse-DNS looKdpwhich can
reveal the ISP the IP address is assigned to, largdthe likely location of the subscriber. This dan
improved upon by cross-referencing the IP addregsnat databases held by geolocation bdtfies
Goldsmith and Wu assert that through combining éhgsolocation databases and subjecting them to
computer analysis, “the geographical location déidnet users can be determined with over 99 percent
accuracy at the country levél®. However, as geolocating involves the use of Ehaddress to which the
user is connected to the internet, the procesdeasimilarly frustrated by any of the measuresioed

109 33in S, ‘The Promise and Perils of Deep Packeeietion’ (2009) 4(3) World Communications Regulatiéeport
33, 33.
19 jilliams R and Burbridge C, ‘Net Neutrality and Deepcket Inspection’ (2008) 10(11) E-Commerce Law &
Policy 11, 11.
11| essig describes the promise made by one serdigertised to business owners: “The Ipanema Systdeep”
layer 7 packet inspection automatically recogniakscritical business and recreational applicatitmws running
over the network. Real-time graphical interfacesvall as minute-by-minute reports are availableapidly discover
newly deployed applications.” Lessig Cpde Version 2.(2nd edn, Basic Books 2006), 55.
112 The main obstacle lies in the E-Commerce Direcitel 5(1) which prohibits requiring internet seevigroviders
to monitor the traffic of their subscribers.
13| essig L,Code Version 2.02nd edn, Basic Books 2006), 44.
114 According to Lessig, to successfully derive a fitglslocation from an IP address, “one needs testant a table
of IP addresses and geographic locations, andtthek both the ultimate IP address and the pathgalshich a
packet has traveled to where you are from whereag sent. Thus while the TCP/IP protocol can’t revezere
someone is directly, it can be used indirectlyeeeal at least the origin or destination of an &#eket.” Lessig, ibid,
58.
115 Goldsmith J and Wu Twho Controls the Internet? lllusions of a Borderladsrld (Oxford University Press
2008), 61. Goldsmith and Wu go on to point out tiefining the location to within the country-leveljch as locating
the user to being within a specific city, is “lesfiable”, at ibid, 62.
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above that involve hiding the original IP addressl aubstituting it for anoth€f. For example, by
connecting via a proxy server or VPN, attemptsdolgcate the user utilising what appears to be tRei
address would reveal the country the proxy or VPa$ Wwased in which, if hosted in a different teryifo
would not even accurately reflect the home countfythe usel*’. Therefore, the location of the
infringement can be determined at a country levdy @f the user has taken no measures to avoid such
tracking or hide their identity whilst online.

8. Using Codeto Circumvent Enfor cement

8.1. Site Blocking

In addition to using code to monitor users of thigiinet in order to detect infringements, legaltatijon
can utilise several different means of using cadagply enforcement. It will be remembered from the
discussion above that legal regulation can indiyeaftfect file sharing behaviour by influencing ed
This has so far been evident in the successfulrespjpn of the Napster first generation of fileraig
networks, and the Grokster / Kazaa second genarafie the third generation, BitTorrent, as of yet
remains relatively immune to the effective impeditnef its network due to there being no criticaire

of failure that can be easily attacked, regulat@ge instead opted to target indexing sites byguaimix

of legal sanction and enforcement by code. The pf@aach of attacking such sites has taken a two-
pronged strategy. By ordering (or persuading) USebaand thus controllable) firms that offer hagtin
advertising or financial services to these webditewithdraw the use of their facilities from susites,
even if they are based overseas, the sites carivem dut of busines¥.

The second prong has involved ordering US-based, @gmain, controllable) bodies such as Verisign
to redirect the domain name of indexing sites totlaer site, which involves manipulation of the dama
name system (DN&Y. As has already been discussed above, websitéschos the World Wide Web
require an IP address so that browsers know wiloecerinect in order to view them. As IP addresses ar
long strings of numbers that are difficult to renem DNS allows more descriptive strings to be
assigned to these IP addre$esThere are many DNS servers placed around thenittéhat hold a
distributed databa&& of which domain names have been registered tohwiflcaddresses. When a user
types a domain into their browser, such as Goomte,adhe browser will connect to a DNS server to
qguery what IP addresses are registered to thatidosthe database is distributed, the DNS semesy
refer the query onto another DNS server untilnd§ the correct domain. These DNS servers work in
tandem under the auspices of a smaller number a@f servers. When the correct domain has been
identified, the IP address associated with it i#t S@&ck to the browser so that it can connect tyrés the
correct web site. In the US, Immigration and Custdgnforcement have “seized” a number of domains
associated with alleged infringing websifésThis involves ordering Verisign, which is respitaes for
registrations under the .com top-level domain, igaskociate the domain names of infringing websites
with the server on which they are actually based, iastead associate them with a website held Iy IC
that explains the domain has been seized. The WSdwght to expand upon the legal power to perform
this technical function with legislation such as ttop Online Piracy Act, which would allow the DNS

118 gee, for example, Goldsmith J and Wu T, ibid, &% Lessig LCode Version 2.02nd edn, Basic Books 2006),
59, where Lessig discusses the relative ease ahvdvil liberties activist Seth Finkelstein evadescking through
eolocation.

7 See Johnson DR and Post DG, ‘Law And Borders - Tise Bi Law in Cyberspace’ (1996) 48 Stanford Law
Review 1367, 1371, where it is pointed out that gistem is indifferent to the physical location ot@nected
computer.
118 Ofcom describes this tactic as squeezing revenate©fcom, "Site Blocking” to reduce online copig
infingement: A review of sections 17 and 18 of thbigital Economy Act' (Ofcom 2011)
<http://www.culture.gov.uk/images/publications/OfcgSite-Blocking-_report_with_redactions_vs2.pdf> essed
May 2012.
119 Heverly RA, ‘Breaking the Internet: Internationdfdgts to Play the Middle Against the Ends: A Wagr#ward’
g2011) 42 Georgetown Journal of International La\26L
20 Froomkin AM and Lemley MA, ‘ICANN and Antitrust’ 03) 1 University of Illinois Law Review 6, 12.
1211 e. not every server has a complete copy of gisidatabase.
122 Heverly points out that contrary to the insinuatisf the vernacular, no actual seizure is made dsnaain name
cannot be held; at Heverly RA, ‘Breaking the Intérmeternational Efforts to Play the Middle Agairtee Ends: A
Way Forward’ (2011) 42 Georgetown Journal of In&tiomal Law 4, 26.
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redirections to take place further down in the dnieny than at the top-level domain. By requiring US
ISPs to amend their DNS servers, rather than riaguirerisign to change the root server, the website
would only be blocked to users who access thenatehrough US ISPs. Also, websites that use togtle
domain extensions outside of US control can alsaffexted. This is similar in nature to the blockiof
the Newzbin2 website ordered to be carried outieyi$P BT in the UK, although this form of filtering
does not involve tampering with DNS. The CleanFegstem employed by BT operates at the ISP level,
and sits between the user and the wider intéthets the user’s software sends out data packegseth
packets are intercepted by the CleanFeed systersubjelcted to packet inspecttéhto determine their
destinations. The CleanFeed system carries a dagtadfeblacklisted IP addresses and URLs, which are
checked against the destination of the packetthefdestination of any of the packets matches an IP
address held in the database, the packet is foedama secondary database of blacklisted URLtbelf
destination of a packet matches the URL blacki,packet will be filtered out so that it canngdch its
end point. The practical consequence of this isttf@user cannot connect to the blacklisted wet38it
These means of web blocking are effective in tisgtrsi from the affected ISP or country will not be
able to access the websites that are subject tobtbeking measuré§. However, there are
countermeasures that can be employed by owneteofi¢bsites and the users to circumvent all ofethes
types of blocking. In terms of blocking websitestla¢ top level domain, many site owners choose to
register a new domain utilising a top level domfom a different country that does not recognise th
legal influence of the originating country. Thesavdomains can then be advertised to their usetisaso
access can be re-established. There is also sefavailable to users to install in their web browsbat
maintain a list of domains that have been bloclaang with alternative domains that have since been
registere?® If the user attempts to visit a blocked domairtyping its URL into the address bar of their
browser, the software will detect the blocked URld aeplace it with the newly registered alternative
URL or IP addresé’. If the blocking takes place at the DNS serveelethen users can configure their
computers to bypass ISP-level DNS servers in fadubDNS servers that have not been required to
remove or redirect the listing for the blocked daomid. Software is available for users to install that
automates this process, removing the need fomtieennediate degree of technical knowledge that evoul
otherwise be required. The browser software desdribbove would also be able to successfully
circumvent this type of blo¢k. As the CleanFeed system does not rely on alteBNg to effect
blocking, a slightly different approach to circumtien is required. If the blacklisted website sefsa
number of alternative domains, the user can useetiieection software described above to automifitica
redirect to the site using URLs that have not Heaoklisted before the CleanFeed database is upidate
The blacklisted URL can also be disguised utilisipgpxy services, which would again bypass
CleanFeed’s detection. Newzhin2 has also made acdtavailable for users to install that automaltjcal
bypasses the CleanFeed system. Finally, the usesetaup an encrypted tunnel to a proxy or VPN from
which the blacklisted site can be accessed. Apd#loets are encrypted between the user and thg,prox
CleanFeed will be unable to carry out any inspeatibthem, and thus again be frustrated.

123 seeTwentieth Century Fox Film Corp and Others v BritigieEommunications P[2011] EWHC 1981 (Ch).
124 Clayton R,Anonymity and Traceability in Cyberspa¢®echnical Report No. 653, University of Cambridge
2005), 115 et seq.
125 A the Cleanfeed system is only interested in #stidation of the packets as opposed to the coofethiem, a
form of shallow packet inspection is employed, thetdeep packet inspection described above.
128 Clayton, ibid.
127 Clayton, ibid.
128 Bambauer DEQrwell's Armchair(Research Paper No. 247, Brooklyn Law School 2612L),
129 Chaitovitz A and others, ‘Responding to Online Rjraddapping the Legal and Policy Boundaries’ (2010) 2
Commercial Law Conspectus 1, 261.
130 Ofcom, "Site Blocking" to reduce online copyrighfringement: A review of sections 17 and 18 of figital
Economy Act' (Ofcom 2011) <http://www.scribd.coméiil 521898/Ofcom-Site-Blocking-Report-With-Redactions-
Removed> accessed October 2011, 33.
131 Bambauer DEQrwell's Armchair(Research Paper No. 247, Brooklyn Law School 26121),
132 Clayton R,Anonymity and Traceability in Cyberspa¢®echnical Report No. 653, University of Cambridge
2005), 123.
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8.2 Technical Measures: Throttling / Disconnection

The DEA creates a new set of enforcement toolset@fplied to ISP subscribers in receipt of three
infringement notifications described as technidaligations, which UK ISPs can be required to p in
place. These obligations are defined in the Adinaising the speed or capacity of the internet caction

of a subscriber (throttling), preventing the sulizarfrom accessing particular matetalsuspending the
account of the subscriber (disconnection), or limgitthe service in another unspecified manners It i
difficult to fully assess the ramifications of tleegechnical measures without more details on winey t
specifically entail. For example, if preventing thebscriber from accessing particular material rmean
blocking the use of file sharing networks such @ d@rent, means of circumvention would depend upon
whether traffic shaping was implemented by, for remke, port blocking or packet inspectih
Suspending the account of the subscriber is aisanittat would take place at the physical layethiat

the ISP would remove permission for the user tonechto the internet via their servers, and cannot
therefore be circumvented through the use of cbldevever, as the removal of service is peculiaht t
home account of the subscriber, it can be thoufjas deing effective at one particular interfaceneen

the logical and physical layers. As the internselitis still available at all other access poirls user
can still utilise other unaffected points of accésshe internét® To do this legally, the user could
connect using a mobile data connection or seekipsion to connect to the account of a WiFi network
that is within range of their domicif&. Alternatives that would attract criminal sanctoifi detected
include connecting using unsecured WiFi withoutniesion, or circumventing the security of WiFi that
is password-protected.

9. TheThreat of Plasticity to Design-Based I nfluence

The purpose of this paper has been to test the="thw” thesis in the context of Lessig’'s modatitof
regulation. Both Lessig and Reidenberg have ashdhat code is a crucial element of regulation,
particularly in the context of regulating intellaat property rights”. Lessig in particular has emphasised
the contrast between the imposition of legal besrie the physical world and code barriers in the
networked information environment — where legalrieas can influence behaviour through monetary
fines and imprisonment, code barriers do not sohinfiuence behaviour as prevent it entifély This
rationale is explained by comparing the architector design of the internet to a door or wall ie th
physical world, so whereas legal sanctions aregdesi to influence your behaviour in order to avoid
them, code barriers perform the virtual equivalginphysically preventing you from engaging in carta
behaviout®. This analogy holds to a certain extent. It i®ttiat a door can be circumvented by picking
its lock or breaking it down, but the former regsirspecialised knowledge and equipment whereas the
latter requires a great deal of strength. The oiention of a digital lock in the form of DRM, for
example, requires specialised knowledge. But theial difference lies in the fact that a digitatkocan

also be defeated by anyone without specialised ledye as soon as a single person has broken it and
shared the tool (in the form of software), or théoimation that can be used to defeat it without an
specialised knowledge at #fl The same distributed dissemination of knowledge makes file sharing
possible also makes mass circumvention possible.

133 \Which appears to mean traffic shaping.

134 Although it should be noted that both of thesehmds are easily circumventable by the user.

135 Bambauer describes some of the numerous waysempmitto close down internet access in its entiretggypt

was circumvented, at Bambauer OBwell's Armchair(Research Paper No. 247, Brooklyn Law School 2041L),

136 Wwang W,Steal This File Sharing Bodklo Starch Press 2004), 85.

137 Lessig L, ‘The Limits in Open Code’ (1999) 14 BeskelTechnology Law Journal 759, 761; & Reidenberg JR,

‘Lex Informatica: The Formulation of Information Ry Rules Through Technology’ (1998) 76:3 Texas Law

Review 553, 582.

122 Lessig L,Code Version 2.(2nd edn, Basic Books 2006), 121 & 124.

Ibid.

140 poctorow recounts the true story of a mother who‘dmart, college-educated, and knows nothing about

electronics” who purchases a legitimate copy of\éDor a her children. When she attempts to comy BtVD to

VHS for her children to use without damaging thégioal, she is unable to do so due to the Macrowisiopy-

protection DRM. Although the technically knowledgkatvould be able to circumvent the DRM utilisingatpcular

type of cable, the mother instead learns abousfilering networks that offer copies of movies t@ttain no DRM.

Thus the ease at which file sharing networks caadoessed and the menu of digital goods on ofteréte superior
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The plasticity of the end-to-end architecture of ihternet allows the regulator to customise its
approach to regulating the online environment, thig is a double-edged swdf While information
flows can be shaped, diverted and blocked by thposition of digital barriers, this paper has
demonstrated that the same architecture allowst fir be remoulded so that efficiency of the flows
remains optimal. Several commentators argue thstefuality of design can be construed as a logical
commons, in that the network does not discrimiffat&his is accurate in that the ability to make afe
the internet without encumbrance at the logicaétag equally available to all in terms of opportyn
But there exists a digital divide in which, on @ide, exists an online citizenship that have thamagthe
knowledge, the will and the ability to seize thez@ss™ On the other lies a group that may not have the
desire to take advantage of the networked infolmnagnvironment, or certain aspects of it. But the
proportion of this group that does not have theoopmity to acquire the knowledge or ability is
diminishing, due to the increase in efficient disg®ation and acce¥$. Further, this efficiency in
dissemination is being driven not only by networsign, but by the intended use of code as an
impediment to it**. It is this equality of opportunity that forms thogical commons.

Although the fear that blocks implemented at thedecdayer may lead to censorship is
acknowledgetf® Reidenberg suggests that the possibilities afuaivention of the Lex Informatica
default can be reduced by “forcing the technictd tower in the network protocd””. This suggestion of
hardwiring barriers into the architecture of théemnet would realise Lessig’s analogy to the extbat
they would become as impenetrable as a door oriméitle physical world. But the end-to-end desifn o
the internet requires intelligence only at the eonfighe networks, with the “dumb” middle a mere
medium through which packets are transmiftédCurrently, it is the intelligent ends that areinge
manipulated in order to circumvent the barriers #r@ constructed in open code layers accessilile an
mouldable by open terminals, i.e. P€sTo integrate barriers more deeply into the stackild be to

to the authorised versions have allowed a perséim wag specialist knowledge to circumvent DRM; at idoow C,
Content: Selected Essays on Technology, Creativitgyi@ht, and the Future of the Futu(@achyon Publications
2008), 8-9.
141 essig L,Code Version 2.(2nd edn, Basic Books 2006), 127.
142 gee, for example, Benkler Yhe Wealth of Networks: How Social Production TramafoMarkets and Freedoms
(Yale University Press 2006), 412; Lessiglhe Future Of Ideas: The Fate Of The Commons In #n€cted World
gRandom House 2002), 48.
43 Benkler Y,The Wealth of Networks: How Social Production TramsfoMarkets and Freedonf¥ale University
Press 2006), 236. Palfrey & Gasser describe th&abijvide as a participation gap, at Palfrey d @asser UBorn
Digital: Understanding the First Generation of Digi Natives(Basic Books 2008), 14.
144May points out that peer-to-peer file sharinglisis time-consuming and beyond the technical aesliof many,
at May C,Digital Rights Management: The Problem of Expanddwgnership Right¢Chandos Publishing 2007); but
David argues that amongst the core demographtweofiiusic industry, this is no longer the case,atid supra, 88.
145 The story recounted by Doctorow, supra, illussatew a barrier to access can trigger the usasuteraround it.
Another example is highlighted by Clayton in his fiieical Report on CleanFeed, the packet filteringesystised by
ISP BT. The Internet Watch Foundation (IWF) hasdome time maintained a list of websites that contdild
pornography. CleanFeed was originally put in plageB with the intended purpose of blocking attemipysits
subscribers to access the blacklisted URLs contdiméte IWF database. Due to the relative moratagety behind
the blocking of child pornography, the circumventiof CleanFeed has only been subject to analysi tighe of
curious technical experts who have no interestaking it easier to circumvent. However, by incragghe reach of
CleanFeed to include websites that make it easighace copyrighted material, the size of the awdief those who
wish to circumvent the filter increases signifidgnand changes the motivation of the technicaleetepin this group
from curiosity to direct desire to circumvent: “Atiugh legal and ethical issues prevent most exjeeitiation at
present, the attacks are extremely practical anddvioe straightforward to implement. If CleanFeedised in the
future to block other material, which may be disthd but is legal to view, then there will be narlto anyone
assessing its effectiveness. It must be expectgkitowledge of how to circumvent the system (forreterial) will
then become widely known”. Clayton Rnonymity and Traceability in CyberspafBechnical Report No. 653,
University of Cambridge 2005), 147; For more on tkié~, see Akdeniz Y, ‘Internet Content Regulation: UK
Government and the Control of Internet Content’ (9Q07L.Computer Law and Security Report 303, 303.
146 see, for example, Weinberg J, ‘Rating the Net' @999 Hastings Communications and Entertainment Law
Journal 453, 455.
147 Reidenberg JR, ‘Lex Informatica: The Formulatiorirdérmation Policy Rules Through Technology’ (1998)3
Texas Law Review 553, 582.
148 palfrey J and Rogoyski R, ‘The Move to the MiddléeTEnduring Threat of Harmful Speech to the Enéid-
Principle’ (2006) 21 Washington University JournéLaw & Policy 31, 57.
149 Zittrain argues that the crucial element of thecess of the PC lies not only in cheap componentsalso in its
ability to produce generative programming and rppsing, at Zittrain JThe Future of the Internet: And How to
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transcend the intelligent ends where regulatioedne is usually implement&d, and would thus require
the orchestration of fundamental changes to therriet protocdP* so that the middle can become
intelligent enough to itself be coded to discrim@®. But it is warned that to change the internet
protocol is to destroy the networked informatiorviesnment as it now exists The protocols of the
internet were deliberately designed to accommottateend-to-end principle so the underlying network
could be as open and mouldable to future technedo@ne of which was the World Wide Web) as
possiblé>. Lessig points out that “This minimalism in thedmet’s design is not an accident. It reflects a
decision about how best to design a network tooperfa wide range over very different function®”.
Goldsmith and Wu go further than this in describthg “open, minimalist, and neutral” design of the
internet as distrusting of centralised control, ahhivas an embodiment of “American libertarianismg a
even 1960s idealism, into the universal languagehef Internet™® If the internet was deliberately
designed this way, then any proposed change tofitsstructure must be questioriéd In the case of an
admired ecosystem, the burden of proof must falthmse seeking to alter the fundamental assumptions
that brought it about in the first pldé® Goldsmith and Wu proclaim that Vint Cerf's assamtthat there

is something necessary or unchangeable aboutcthiemture of the internet is a mistake This point of
view is described by Lessig as “is-ism”, that bessatechnology is plastic and mouldable, the way
something is is not necessarily the way it showti’bLessig justifies his point of view by highlighting
Zittrain’s observation that the generativenesshefénd-to-end network is good for creating techgiel®
such as Hotmail and Google, but just as good featang viruses, a view that he describes as “Z-
Theory™®® This is correct insofar as it cannot be assumedl tie positive effects attributable to the
architecture of the internet in themselves judtilgir continued existence, but it must also noassumed
that just because the undefined threat that liethetheart of Z-Theory can potentially technically
created by the same principles, that they necégsuti. To frame the argument in the spirit of lsg's
owantzheory of is-ism, just because a threat capniially materialise, it does not necessarily mtat it

will =%,

Stop It (Penguin 2009), 19; Benkler describes attemptsirid the openness of PCs with proprietary operating

systems as a symptom of enclosure in the institatiecology. at Benkler YThe Wealth of Networks: How Social

Production Transforms Markets and Freedafviale University Press 2006), 395 & 409.

150 Described by Murray as leveraging control into ¢aerier layer, at Murray ADThe Regulation of Cyberspace:

Control in the Online EnvironmeiiRoutledge-Cavendish 2007), 87.

151 Reidenberg JR, ‘Lex Informatica: The Formulatiorirdérmation Policy Rules Through Technology’ (1998)3

Texas Law Review 553, 577.

152 essig L,Code Version 2.(2nd edn, Basic Books 2006), 44.

153 | essig describes that if the core TCP/IP protos@ee required to change, “you’d break the Intefretd. 143.

According to Doctorow, “You could stop spam by siifiying email: centralize functions like identityevification,

limit the number of authorized mail agents, everugetollbooths where small sums of money are ctéke for every

email... If you did all these things, you'd solve spaBy breaking email.” Doctorow goes on to liketisthituation

with DRM which he compares with Trusted Computingd aoints out that burdening a complex ecosysterh wit

centralised verification would similarly be “razintpe rainforest”. Doctorow CContent: Selected Essays on

Technology, Creativity, Copyright, and the Futuretled Future(Tachyon Publications 2008), 190-194. See also

Heverly RA, ‘Breaking the Internet: Internationalf@fs to Play the Middle Against the Ends: A WayrFard’

g2011) 42 Georgetown Journal of International La\2 2
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So far, this paper has explored the influence efléigislature in attempting to regulate informadibn
flows in the networked information environment, athé consequence of technological end-to-endian
plasticity in the application of this regulation.eMave seen that the regulator uses code in twimatis
ways, namely, to act as a substitute for or extensf legal regulation (i.e. code as law), and aslater
for regulability in terms of surveillance. Theseesion both counts are, on a technical level, ingffe.
However, it has been argued that technical ingffeness of regulatory code need not defeat thegserp
of it'®3, The theory of bovinity posits that “tiny contrplsonsistently enforced, are enough to direct very
large animals... | think it is as likely that the majy of people would resist these small but effti
regulators of the Net as it is that cows wouldsesire fences® Framed in the context of a largely self-
executing structure, the driving force of the thelies in the assertion that the average personhaile
neither the time nor patience to circumvent stmadtharriers, and will thus default to a desiredrse of
conduct®® Hull suggests that the inconvenience of circumvenBVD copy protection will prevent even
those who are technologically adept and unconceahedt breaking the law from circumventing DVD
DRM*® whereas Sydnor observes that the theory of bgviists the government in the role of the wise
regulator, able to defend users of the interneinatjzhreats from malevolent market forces andsttie
But this highlights a crucial flaw: “Lessig’s ‘bawe account’ of human nature equates most people wit
witless cows*®® Sydnor et al contextualised the theory with a datathat indicated that the architectural
design of file sharing software significantly raisthe incidence of uploading for a short periodpbeit
was greatly reduced again. This suggests thatsbies wf the software in this example were not dsgi
to allow their behaviour to be shaped as the thebryovinity would dictate “given time, information
and incentives’® which lends further support to the assertion thassig’s assumption is without
foundation. This scepticism is shared by Doctoratvp categorises the two flaws in the “fallacy” behi
the theory as technical and social. In the fornegrse, a user does not require the technical kngeled
necessary to circumvent the surveillance or coninalrely the ability to locate the knowledge on how
achieve circumvention from another perS8rn the latter sense, small controls are desigoédfiuence
“the most unsophisticated and least capable amst§-uThat the file sharing community is defined by a
joint purpose of obtaining and sharing free copiasd has gone to great lengths to establish an
infrastructure that enables its members to achiiig aim, does not fit in with the characteristics
described by Doctorow, and thus undermines theryh@gather still. As Froomkin suggests, bovinity
“only works so long as there is no particular feded for what is being blocked, and no one is pliogi
instructions on how to circumvent the blocks. Thkareple of DVD region codes suggests to me that
bovinity is overrated”*

SIGCOMM Computer Communication Review 42, 42 et sedBaldwin CY and Clark KBDesign Rulesvol 1
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185 Cheng EK, ‘Structural Laws and the Puzzle of RegngaBehavior’ (2006) 100 Northwestern University Law
Review 655, 664-665;
186450 we all watch the commercials”, Hull G, ‘Coditige Dictatorship of ‘the They:” A Phenomenologi€altique
of Digital Rights Management’ in Wisnewski JJ anch&zs M (eds)Ethics and Phenomenologlexington Books
2011), 29.
167 sydnor TD, ‘Tragedy and Farce: An Analysis of fBeok Free Culture’ (2008) 15.5 Progress & Freedom
Foundation Progress on Point 1, 6.
188 pjg.
189 gydnor TD, Knight J and Hollaar LAsilesharing Programs and ‘Technological Featuresinduce Users to
Share': A Report to the United States Patent arati@mark Office from the Office of International &iens (U.S.
Patent and Trademark Office 2006), 51.
170 Doctorow C,Content: Selected Essays on Technology, Creati@opyright, and the Future of the Future
gTachyon Publications 2008), 8.
" bid.
172 Froomkin AM, ‘Toward a Critical Theory of Cybersga¢2003) 116(3) Harvard Law Review 749. 780.
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Figure 4: Influence of Regulation by Code over Online Communities
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The above figure demonstrates the extent of theadanpf code, and thus legal regulation that relies
upon it, on the behaviour of two simplified repmatsgions of online sub-communities based on the
outcome of the above assessment of bovinity. Whegroup chooses not to engage in file sharing,
regulation by code exerts control that is effectinaofar as the group does not engage in file sabkut
passive in that the group exhibits no desire tosdadn the first place. Where a group does choose to
engage in file sharing then, assuming they meeth@eacteristics necessary to be part of the fitging
community, they will be likely to possess the desihe will and the ability to circumvent the subamce
or enforcement measures of code to the extenthikgtwill not allow minor inconvenience to sway ithe
behaviour. The overlap between the two groups ssmts non-file sharers who are showing a mild
curiosity about file sharing, and the most casidll® sharers who do not share the intense matwat
or drive of their community. This group is the messceptible to being influenced by the inconvergen
of circumvention, and thus will be the most likaly become non-file sharers. In a sense, Lessig’s
bovinity is correct to a point, as this sub-sectiminthe online community is positively influenced
successfully by code. However, the theory faltarghat the demographic over which code has the leas
effect is the same demographic that the regulaanadst actively targeting; namely, the file sharing
community. Thus, any legal regulation that reliesomde to detect infringement or apply sanctions is
liable to the same weaknesses that code itselfibgest to, and will hence be limited in its ability
influence norms of file sharing to any meaningfatteé”.

10. Conclusion

The two positions defined in this paper of this midg of regulation illustrate the two policy appiches
available for the regulator to take in the instdoal ecology. On one side there is openness, as
characterised by Benkler as the TCP/IP protocol thedpeer-to-peer networks that operate on top of
themt’. This is the approach that has been taken byrtiétects of the internet, the World Wide Web,

178 See also Benkler, who defines the tension betweesetsubject to bovinity and those who choose teptdts
influence as the “battle over the institutional legy of the digitally networked environment”, at Beer Y, The
Wealth of Networks: How Social Production Transfornzsidts and Freedom¥ale University Press 2006), 385; a
battle that is framed by David as corporate anglative attempts to control, versus “a hackerureltand a global
Internet file-sharing community prepared to deferad'David, supra, 91.
174 Benkler Y, The Wealth of Networks: How Social Production TramsfoMarkets and Freedonf¥ale University
Press 2006), 395.
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and now those who seek to enable efficient filerisigd>. On the other side there is enclosure,
characterised by legal anti-circumvention regulatamd proprietary software that seeks to blockerfil
and exclud¥®. This is where the regulator is choosing to apelgulation by code, and this is where
those who lie on the wrong side of the opportudityde, or do not choose to step beyond it, argesib
to it. If regulation by code were to be deemed aife, this would mean the strict application of
paracopyright, a version of perfect control thatrtps limited duration, fair dealing and de minitfisf

the present regulation by code were to be entrehéhi® a deeper layer in order to make it more
effective, then the net, in the words of Lessig Bxaattorow et al, would be broken. If regulation dnde

is not considered to be effective, then regimes tblg on code such as the DEA would predominantly
fail to influence on a technical level the behaviotithose who choose to engage in file sharind.tie
spillovers of the associated legal backing will gersist by affecting other avenues of opennsssh as
the provision of open WiE® At their worst, the legal overhangings might impethe innovation
encouraged by the absence of barriers that hashteduccess of the interh@t The gulf that exists
between the approach of the regulator and the ieaheffect of the code is indicative of a fundarnatn
disconnect between regulation by law and by codiés Tistantiation of approaches must be recognised
by the regulator, or the result may well prove ¢oab“continual, and unedifying battle between dasig

of digital rights management systems and hackeaskers and peer-to-peer systetfs”
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