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Abstract: Information and Communications Technology (ICE) éne of the fastest
growing sectors in Jordan. The importance of IChnod be ignored as it affects all aspects of
Jordanian society including telecommunications,cation, banking, commerce and employment.
However, the issue of individual privacy in thiste is a particular challenge as individuals are
disclosing large amounts of personal informatioantlever at a time when there are no specific
privacy laws or regulations. This paper identifies privacy challenge by providing a case study
on the electronic government (e-government initgtiin Jordan. The findings of this study are
surprising. Despite that most government agencae lthe ability to collect, use and disclose
personal information; only three out of forty gowerent agencies have some sort of guidelines
with regard to privacy policies. The paper argued the challenge of privacy could be resolved
by granting individuals more control over their ga@mal information. Jordanians could be given
the right to access correct information about thewes, and decide when and how this
information can be used and shared by others. Qoesd#ly, the most suitable approach to
maintain this right to control is by suggesting @mprehensive legal framework to privacy
protection in Jordan.

1. Introduction

Governments and non-governmental organizationsdmade have recognised the benefits of ICT in imprgv
business and public service, reducing poverty,armburaging governmental improvements. ICT willtcibate

to improvements in the provision of basic socialviees, help to disseminate valuable information on
production and conservation, improve the efficien€governments and enhance the provision of ethrcand
health. ICT facilitate, for example, distance léagnand provision if an on-line library. Healtheacould be
improved, for example, through electronic healtbords (EHR) providing a summary of health inforroati
which includes patient demographics, medical hystanmunizations, laboratory data and radiologyorén
EHRs could be incorporate data from any healthestéy a patient uses and make data easily acdedsib
other healthcare professionals. Furthermore, a ®Bank report suggested that ICT can play an inambnole

in combating corruption and making government in§tins more transparent by reducing the opporesi#nd
incentives for, and increasing the costs of, cdfoup It can also empower individual citizens amdups to hold
government officials publicly accountable, by wigelisseminating information about the governmeattual
performance. The increased ability to gather amdl seformation has negative implications for priya&ome
countries have inadequate data protection lawsewbihers have not adapted to changes in techndtogy
maintain data protection and people’s right to qciv

The aim of this paper is to assess and evaluatéetted to which the privacy of personal informatien
maintained and protected in Jordan. This aim caadbéeved by choosing the initiative of e-governtmesn a
case study. This selection is due to the fact higbvernment, which is administered by the goveminod
Jordan, is the largest single entity to have thilityako collect, process, access and transferqrabkinformation.
Further the paper is aiming at examining whetherecu laws are sufficient for individuals to enfertheir
privacy rights or not.

151



JICLT

Journal of International Commercial Law and Technology
Vol. 6, Issue 3 (2011)

2. Information and Communication Technology in Jordan

Jordan has transformed itself from a rural, poarnty to a developing urban country with a hightueated
population, with a literacy rate of 92.3 per cestad year 2008. Jordan has a young population,efGent of
the total population (about 4.09 million) is undiée age of 30.Jordan’s higher education institutions,
comprising 8 public universities, 12 private unsiges, and 21 community colleges accommodate 5281000
students. The number of IT students is currentd0@®,at the university level and 5,300 at the calégyel.
Jordan2 has the highest proportion of universitydgedes in technological fields among the countiieshe
region:

The ICT sector enjoys strong support from His Mgjé&ng Abdullah 1l through his appointed governnen
Progressive regulatory and policy reform is undgrwdile the sector is being transformed under abifous
privatisation plan.3 A number of factors — incluglimighly qualified human resources, the availapibif
world-class infrastructure, and the success ofaluesh IT companies — contribute to the growth afdao’s
ICT sector and help the transformation of Jordam inmajor regional IT hubThe growth of this sector, locally
and regionally, provides attractive opportunitiesfbreign investors.

The ICT sector in Jordan is thriving and has becameajor contributor to the growth of the Jordanian
economy’ According to a report by the World Economic Forutardan’s Networked Readiness Index (NRI)
has improved, and in 2010 it ranked 44th of the d@3ntries surveyed. The NRI is the scale thatssesethe
extent to which different countries benefits frohe tlatest ICT advancésn 2003, the revenues from the IT
sector in Jordan were USD 295.9 million to reactu®D 895 million in 2009, while the revenues frohe t
telecommunications sector were USD 1.3 bilfoBased on conservative assumptions, the Ministry of
Information and Communications Technology (MolCTEjimates that revenues from the Jordanian ICT secto
will reach USD 3 hillion by 2011. In addition, emgment in the ICT sector will grow in tandem to eeue
growth. The Ministry of Information and Communiaats Technology (MolCT) estimates that employment in
the sector will rise to 35,000 in the period 2010:P°

The (MolCT) in cooperation with other Ministriespribr programs and non-governmental organisations in
Jordan, has undertaken various ICT related inistl One of the most important initiatives adopted bliqy
makers in Jordan and which will be examined shastlthe ‘Electronic Government initiative’ (e-gonenent).
However, it is worthwhile to briefly summarise tains and goals of other initiatives and projectplemented
by the Government of Jordan in order to shed kightCT developments in Jordan. These initiatives piojects
include:

! Department of Statisticdprdan in Figures: Selected indicators (2008) Department of Statistics-Government of dord
<http://www.dos.gov.jo/dos_home_e/main/jorfig/2008/jf e.htn» at 23 December 2010.
2 Ministry of Information and Communications Techogy (MoICT), Invest in ICT in Jordan (2005) Ministry of Information and
g:ommunications Technology <http://www.jordanechlpdffInvestinlCTinJordan.pdf> at 16 April 2009, 8.

Ibid.
4 Ministry of Information and Communications Techogy (MolCT), 'Research & Development Strategy fdbtmation and
Communication Technology 2007-2010' (2007) 1, Migisf Information and Communications Technologyww.moict.gov.je
at 16 April 2009.
® Ministry of Information and Communications Techmgy (MoICT), Invest in ICT in Jordan (2005) Ministry of Information and
Communications Technologyhttp://www.jordanecb.org/pdf/InvestinlCTinJordanipédt 16 April 2009.
® World Economic Forum, 'The Global Information Teology Report 2009-1010: ICT for Sustainabilityh&TWorld Economic
Forum, 2009) fttp://www3.weforum.org/docs/WEF_GITR_Report 20H#pat 23 December 2010.
" Information Technology Association-Jordan (int@T & ITES Industry Statistics & Yearbook' (Infoation Technology
Association-Jordan (int@j), 2009) 10.
8 Ministry of Information and Communications Techogy (MolCT), 'National ICT Strategy of Jordan 20B7%1' (Ministry of
Information and Communications Technology, 2007g\&il <swww.moict.gov.je> at 26 April 2009.
® Ministry of Information and Communications Techmgy (MoICT), E-Initiative Database (2003) Ministry of Information and
Communications Technology (MolCTh#p://www.moict.gov.jo/MolCT/MolICT _ Initiative.aspxat 28 April 2009.
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i. The ‘e-Village Project: This project began in J@906 and ‘seeks to address the need to increase th
capacity, awareness and economic opportunitiesiei women in the field of ICT* Its main
objectives are:

- to raise villagers’ awareness and to enhance iatezammunications among villagers
through establishing an “Information and Awaren@sstre”,

- to build the capacity and professional skills daf thllage citizens to allow them to benefit
from different IT services and opportunities creldtg the project through establishment of
an “Empowerment Centre”, and

- to enhance the economic opportunities within thage through creating new job
opportunities ... within the “E-Service Centre”.

ii. The ‘Connecting Jordanians Initiative’: This inttiee ‘aims to coordinate and accelerate critical
developments and reforms intended to make ICT gwoitant facet in the lives of all Jordanians
and to improve their economic, social and cultymalspects in meaningful way¥’.A concrete
example of this is the plan to provide computerd bBroadband Internet access to all of the 3000
Jordanian primary and secondary schools by 201@ wsult, teachers in these schools are required
to take the International Computer Driving Liceneeproject financed by the United Nations to
promote the creation of basic IT skitfs.

iii. Laptop ‘Note Book’ for every University Student: ifhaims ‘to bridge the country’s digital gap and
support the usage of ICT tools in the educatiomat@ss by providing a laptop for each university
student in the Jordanian public and private unitiessat an affordable cost'Internet access and
wireless technologies are also to be supplied. Thitsative also aims to help transform the
Jordanian economy into an e-economy by increasiognology use and by providing training for
the work force in the country.

iv. Jordan’s Broadband Learning Network: This initiatlaunched in January 2003 aims to achieve the
following goals:

» promoting collaborative learning program

» enabling access to learning content for all Jormt@niand contributing to lifelong learning
opportunities

e supporting a wider range of broadband service&ydiireg multimedia rich content

« promoting the development of a cluster of e-Leagriantent, applications, and services of
regional and global export meeting the network irements of speciality users, and

» stimulating the development of the “Knowledge Ecmlyb1

The most interesting initiative regarding privacisalission in the context of ICT is the Jordanian e-
government initiative. The focus on this initiatiie significant for a number of reasons. FirstJardan, the
public sector is the largest employer, being thestnimportant economic entity.Second, launching an e-
government portal involves fundamental changekénculture and operating practices of governmedttha

1%1pid.
™ Ibid.
2 pid.
13 Claudio Ciborra and Diego D. Navarra, ‘Good Gosene, Development Theory, and Aid Policy: Risks @hdllenges of E-
Government in Jordan' (2005) 11 (Bjormation Technology for Development 141, 150
4 Ministry of Information and Communications Techogy (MoICT), E-Initiative Database (2003) Ministry of Information and
gommunications Technology (MolCTh#tp://www.moict.gov.jo/MolCT/MolICT _ Initiative.aspxat 28 April 2009.

Ibid.
16 Claudio Ciborra, 'Interpreting e-government andedigoment: Efficiency, transparency or governartca distance?’ (2005) 18(3)
Information Technology & People 260, 262.
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perception of government by both citizens and lesses, as e-government is based on the view ofryoeat

as a supplier of services and citizens or busirseasdts clients. Third, as the e-government pdréglomes a
major link between public sector and citizens antdasinesses, the portal will become the largesflsientity

in terms of an information database. It has théitalib collect, access, store, and transfer vasbants of

personal information. The issue of privacy in tlatext of e-government in Jordan will be examinedeétails

below.

3. Electronic Government in Jordan

The Organisation for Economic and Co-operation Dmment (OECD) has defined ‘e-government’ as trse‘u
of information and communication technologies arattipularly the Internet, as a tool to achieve drett
government’?7 E-government aims to make the interaction betwgemernment and citizens (G2C),
government and business enterprises (G2B), andagency relationships (G2G) more friendly, coneanj
transparent and inexpensi%/8e.

The development of this interaction, however, candivided into five stagelsg. The first stage is called
‘emerging’. At this stage, the government createsed page or an official website, links to minisgriand
departments (for example, education, health, laboadrfinance). Much of the information providedtiis stage
is static (for example, the contact details of stiés or departments) and there is little intéoactwith
citizens?® The second stage is called ‘enhanced’. The govenbiprovides more information on public policy
and governance. Links are created to archived nmdition that then becomes easily accessible toeosizThis
information includes, but is not limited to, documte forms, reports, laws and regulations and rettess. The
third stage is called ’interactive’. The governmantthis stage delivers online services such asntiragable
forms for tax payments and applications for padsmrewals. The fourth stage is called ‘transaetiort this
stage the government begins to transform itselfiftsoducing two-way interactions between ‘citizeasd
government’. This stage involves options for paytes, applying for ID cards, birth certificatpassports and
licence renewals, as well as other similar G2C @26 interactions, and allows the citizens to actksse
services online 24/7. All transactions are condiictgine. ‘Connection’ stage is the fifth stage endnthe
government transforms itself into a connected it responds to the needs of its citizens byeldging an
integrated back office infrastructufe.

The United Nations e-Government Survey in %Oﬁlaced Jordan 3Don the e-Government Readiness
Index,23 recording an improvement from its'6Banking in 2005 In regards to the E-Participation Index,

" Organisation for Economic Co-operation and Develept (OECD);The e-Government | mperative (2003) 11.

18 Subhajit Basu, 'E-Government and Developing CaesitiAn Overview' (2004) 18(Ijternational Review of Law Computers &
Technology 109, 113.

' The description here of the five stages reliesiheapon a UN publication: Department of Econoraitd Social Affairs, 'United
Nations e-Government Survey 2008: from E-Governrntee@onnected Governance' (United Nations, 2008) 16
<http://unpanl.un.org/intradoc/groups/public/docutsem/unpan028607.pelf

20 5eg, the Official Site of the Jordanian e-Govemtravail <http://www.jordan.gov.je at 23 December 2010.

21 Department of Economic and Social Affairs, 'Unit¢ations e-Government Survey 2008: from E-GoverrrtEonnected
Governance' (United Nations, 2008) 16

<http://unpanl.un.org/intradoc/groups/public/docatein/unpan028607.pdf>.

22 The United Nations e-Government Survey 2008 ptesenomparative assessment of the 192 United éakitember States.
‘The Survey evaluates the application of informatimd communication technologies by governments.aiims to which these
technologies are put to use vary, but includeebettcess and delivery of services to citizensranwgd interaction with citizens and
business, and the empowerment of citizens througess to information ... This evaluation of e-goveentreadiness places
citizens at the forefront, by focusing on the goweental services and products that primarily affieetn’: Department of Economic
and Social Affairs, 'United Nations e-Governmentvdy 2008: from E-Government to Connected Govereafunited Nations,
2008) 12 4ttp://unpanl.un.org/intradoc/groups/public/docuts@m/unpan028607.pelf

2 The e-government readiness index measures theitapbgovernments to develop and implement e-guvent services. The
index ranges from 1 (low level of readiness) thiglf | level). The indicator has three sub-indicgeb measure, telecommunication
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surprisingly, Jordan recorded the greatest moveaugisy from being ranked $an 2005 to 15 in 2008. E-
participation can have a number of ramificationsgovernance.

E-participation is a tool that enables governmémidialogue with their citizens. By enhancing gawaent’s
ability to request, receive and incorporate feedlfemm citizens, golicy measures can be better é@mgnted to
. . . . 2
meet the needs of citizens and provide them wiialske services:

The above result indicates that Jordan is confidecdmmitted to interact with its citizens with ntos
advanced technology channels including the teclyyodd e-government.

The national e-government initiative, launchedhe tyear 2000 by the Government of King Abdullah 11,
aims to transform the nation into a knowledge-basmtety based on a competitive and dynamic ecor%gmy
The e-government initiative is administered by anodttee comprising eight members selected from iio¢h
public and private sectors. The committee has lobaired from the outset by a representative othiea newly
formed MoICT. The Ministry is responsible for forfating telecommunication policy and coordinating e-
government initiatives, as well as attracting i@t in the ICT sectors, and setting the ICT poknd
strategic plan for the telecommunication and p(mlator?7

Despite all government agencies in Jordan (for gpt@jmministries and departments) being virtuallyaizd
in one portal (the Jordan’s e-government webs#ta¢h government agency is still in charge of ite ¢@T
policies.28 This means that each agency has its own methambligfcting, accessing, using and disclosing
personal information obtained from individuals.régard to individual privacy protection, each ageiscable to
lay down its own policies and guidelines. This nragult in a conflict between policies and guidedirvehen
there is a breach of individual privacy. For instangovernment agencies in Jordan are not bounteblegal
terms and conditions included within the privacyigolocated in the e-government portal. Supplypegsonal
information to an agency through the e-governmentab does not guarantee that this informationrigtqrted
by the agency in accordance with the terms and itond stated in the e-government privacy policheT
following sections highlight the issue of privacythe Jordan’s e-government context.

4. E-Government Initiative and Individual Privacy Concerns

The lack of privacy protection might inhibit thehd@vements of the e-government project. If indialduare not
confident that their privacy is adequately protdctihey will be reluctant to use the available eegament
services® A study conducted by Hart-Teeter Research fouat@ per cent of Americans who use the internet
are interested in using e-government for variousviies such as filing a change of address, olngirbirth
certificate or renewing driver’'s licence. Howeveearly 45 per cent of Americans believe that sutimgittheir

. . . . : . . 30
personal information to government web sites mal the security and privacy of that informationDue to a
lack of similar studies in Jordan, the author wsdgferent method to assess the level to whickviddal

infrastructure and human capital. Jordan’s e-gavemnt readiness index is 0.5480 for the year 20@®atment of Economic and
Social Affairs, 'United Nations e-Government Sur2é8: from E-Government to Connected Governatdmtéd Nations, 2008)
14, 21 4ttp://unpanl.un.org/intradoc/groups/public/docutsm/unpan028607.pelf
4 Department of Economic and Social Affairs, 'Uniiations e-Government Survey 2008: from E-Goverrrteonnected
governance' (United Nations, 2008) 3&tg://unpanl.un.org/intradoc/groups/public/docutsem/unpan028607.pelf

Ibid 58.
% Government of Jordae;Government Program (2006) Government of Jordan <www.jordan.gov.jo3@®&pril 2009.
“’Above n 16, 263.
2 yousef Elsheikh, Andrea Cullen and Dave Hobb§deernment in Jordan: Challenges and Opportun{@€88) 2(2)
Transforming Government: People, Process and Policy 83, 89.
% priscilla M Regan, 'Privacy in an Electronic Geweent Context' in Hsinchun Chen et al (e@8yital Government: E-
Government Research, Case Sudies, and Implementation (2008) 128.
% PA Times, 'E-Government Study Finds Ease, EngaggrReivacy, Protection are Top Prioritie@A Times 26(5) (Washington,
D.C.), May 20083, 2, avekwww.aspanet.org at 21 May 2009.
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privacy is protected and maintained in the contéxt-government. The so-called ‘Fair Informatiorm®ices’
(FIPs) principles are adopted as a bench markrfeagy assessment in Jordan. The use of FIPs aschbmark
is justified on the basis of a number of factorisst-FIPs were proposed in 1973 by a US governradwisory
committee aiming to address the inadequacy of ptiote for privacy under contemporary law. SincenthelPs
have been widely used as a standard benchmarkif@cy protection evaluatiof For example, the ‘privacy
policy’ located on the US e-Government po3r%al|ses FIPs as a benchmark for privacy protectidwe TS e-
Government portal is ranked by the UN as the undépworld leader in e-government readingss.

Second, the OECD has built its privacy guidelinesda on FIPs as they are embodied in the OECD
Guidelines. While the OECD Guidelines are viewedsas of recommendations rather than legal binding
requiremegrlfts for its members, Jordan (a non-mestiage) could use the OECD privacy guidelines favamy
protection:

Finally, the US Federal Trade Commission (FTC) dkegeloped FIPs into five main principles which have
become the most popular benchmark for evaluatirgy ddequacy of privacy protection for the online
environment.

The oggne privacy principles developed by the Rb@ssess the adequacy of privacy protection irectbd
following:

1) Notice / Awareness: Individuals should be givenigotof an entity’s policies regarding individual
privacy protection prior to the collection of pemsb information from them. This principle is
significant as individuals are then more able tkenan informed decision as to whether and to what
extent they may disclose personal information.

The FTC, for example, has noted that among theefagid’ material to be disclosed to the individual
prior to collection of data are the ‘identity oftlentity collecting the dat3a6, the uses to which the data
will be put,37, the identity of any potential recipients of d%\%aand ‘the nature of the data collected and
the means by which it is collectdd. Such material is to be included in the noticeetosure that
individuals are properly aware of the informatiairty collected about theMl. The FTC also notes that

31 United States Government Accountability Officejvecy: Key Challenges Facing Federal AgenciesitédnStates Government
Accountability Office, 2006) 4, availablenavw.gao.gow at 15 June 2009.

%2 |nitially <www.firstgov.gow, nowwww.usa.gov For policy, se&JS Governmentrivacy and Security (2010) US Government
<http://www.usa.gov/About/Privacy Security.shtnat 24 December 2010.

% Department of Economic and Social Affairs, 'GloBaGovernment Readiness Report 2005: From E-Gowemhto E-Inclusion’
(United Nations, 2005) 31.

% QOrganisation for Economic Co-Operation and Deveept, OECD Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data (1980) OECD ttp://www.oecd.org/document/18/0,3343,en_2649 342815186 1 1 1 1,00.htmét
10 April 2010.

% Federal Trade CommissioRrivacy Online: A Report to Congress (1998) Federal Trade Commission
<http://www.ftc.gov/reports/privacy3/priv-23a.peat 04 March 2010, 7-8.

% |bid 7, The FTC cites a number of documents fi phinciple includingOECD Guidelines — Openness Principl&U Directive
art 10 and FTCRublic Workshop on Consumer Privacy on the Global Information Infrastructure, Staff Report (December 1996) ,
9-10,.

%7 |bid. The FTC cites a number of documents for tiiaciple includingOECD Guidelines —Purpose Specification PrincipklJ
Directive art 10 and FTCRublic Workshop on Consumer Privacy on the Global Information Infrastructure, Staff Report (December
1996) , 9-10. The FTC notes that data collectedlshaot be used for other purposes without the dedgider’'s consen®rivacy
Online: A Report to Congress (1998) 49.

*bid, The FTC here citeBU Directive art 10.

*bid 8, The FTC here cites the US Department of @ence Privacy and the NII: Safeguarding Telecommunications-Rel ated
Personal Information (1995) 21.

% bid 7.
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individuals are to be informed as to whether thgpsp of the information requested is compulsory or
voluntary and the consequences of failure to suphyrequested informatiot.

2) Choice / Consent: Individuals are to be given timtiom to determine how personal information
collected from them may be us&dFor example, individuals who provide their perdanformation to
governmental agency (for example, health deparihmeay wish that this information not to be used by
another governmental agency (for example, the beeiaurity department), or to be used externally by
a third party (for example, an insurance company).

3) Access / Participation: Individuals should be abl@ccess information collected about them to ensur
that this information is accurate and complete. &ample, individuals should been given the right t
view (access) their information kept in a governtaeagency. If this information or some part ofsit
inaccurate and/or incomplete, individuals shouldehthe right to contest the data to ensure cooecti
and/or amendment of their informatioh.

4) Integrity / Security: Information collected abontividuals is to be accurate and secure. Therefiata,
collecting entities must take reasonable steps risuring the integrity and safety of personal
information. For example, in relation to data imtgg agencies should use only reputable sources of
information, cross-reference information againsttipke sources, provide access to information for
concerned individuals, and delete unnecessaryrnmeton.” In regard to security, measures should be
taken for example to limit access to data to auslkedrpersons for authorised purposes only, asasgell
heightening security through the use of data eninygor storage and transfer.

5) Enforcement / Redress: The above principles cabeddffective in ensuring privacy protection unless
there is an enforcement mechanism to enforce aptbment these principles. Lack of a mechanism for
enforcement and redress would result in seeingatiwve principles as set of suggestive principles

rather than legal requiremeﬁt%.

With respect to Jordan’s position towards the abonieciples and in order to evaluate individualvpdy
protection against these principles, a case stualy a@nducted involving a number of government agsnia
Jordan with an online presence (websites). Fortyegonental websites were visited through the dfici
Jordanian e-government portalwi@w.jordan.gov.je) between % of June 2009 and 10June 2009. The
intention here is to assess the level to whichpiieacy of personal information is protected by gament
agencies. The selection of the e-government puortdbrdan for this case study is due to the faat this portal
is the largest single entity to have the abilityctdlect, process, access and transfer persoraination. This
case study also aims to examine the following issue

a. The number of government agencies that have prigatigy/statement on their websites, and

b. The content of these privacy policy/statementghdy are available, and their standards as
compared to the FIPs model.

From Table 1 ‘Government Agencies with online Pnesein Jordan’ ( see appendix)), two major issumsh
been identified that present a real challenge dévidual privacy protection in Jordan, namely tledlection of
personal information and the use and disclosuseicl information. These issues are discussed below.

4; Ibid 8, The FTC cites among a humber of mateglDirective 10.
“lbid.

3 |bid 9.

*|bid 10.

4 |bid.

“5 |bid.
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4.1 Collection of Personal Information

The collection of personal information concernimglividuals has always invoked issues of privacylir@n
technologies increase privacy concerns becausesitay for faster and, easier storage of more dagayell as
aggregation of the data, possibly without the irdlial’s consent” In relation this privacy issue, the current
case study reveals that websites run by all Joadagovernment agencies have the ability to colbecsonal
information. The collection can be made in différerethods, but appears to be direct. The iconstamrus’,
‘suggestions and complaints’, and ‘apply for segviocated on the front page of the government wwebsllow
individuals to submit their personal informationevhcontacting the relevant department.

As far as privacy protection is concerned, onlye¢ghgovernment agencies of the forty surveyed peovid
‘privacy policy/statement’ on their websites. TaBlésee appendix) shows the three websites: thei@fite of
the Jordanian e-Governme4ri13t,the Telecommunications Regulatory Commission ('Iﬂls(})nd the Royal

Jordanian Airlines® By examining the privacy policies of these welssithe following observations have been
made.

First, it is believed that these three websitesehasluntarily chosen to place their privacy nottion and
not because they were required to do so by Jonddaia or regulation. If they were required by a law
regulation, the remaining websites would have siryilexhibited privacy policies.

Second, the terms and conditions included in tiapy policies of these websites differ. Individaalho
visit one website may become confused with regargrivacy policy when visiting another website; andy
have a different understanding of policy when tkdwledge is compared to that of another person hd®
visited a different website. Below are two exampkggarding differences in the contents of privackqy.

Example one: Unlike the e-Government of Jordan #ned Royal Jordanian Airlines websites, the TRC
provides a definition to the terms of ‘personalomhation’. On the ‘privacy policy’ hyperlink locateon the
‘home page of the TRC website, ‘personal infornmtie defined as:

Any information that may be used to identify anividiual, including, but not limited to, a first
and last name, email address, a home, postal ar gihysical address, other contact
information, title, industry, and other such infation>

The author believes that the above definition hategal basis in the Jordanian law; the legal soafcthis
definition is unknown. The only source detected timay be linked to this definition is found in U&wl. In
section 1303(8) of the US Children’s Online Priv&ptection Act (COPPA), ‘personal information'dsfined
as: ‘individually identifiable information about andividual collected online, including: first arldst name,
home and other physical address, e-mail addrdephtene number, and any other informatior2.”.

It seems that the TRC has copied the US definitioto its own website. However, the difference betwe
these two definitions is that the TRC's definitimnothing more than terms included within a legalbn-
binding policy. By contrast, the US law will detarma whether the information is ‘personal informatiar
‘non-personal information’.

4" France Belanger and Janine S Hiller, 'A frameworle-government: privacy implications' (2006) 1PBiisiness Process
Management Journal 48, 54.

“8 Government of JordaRrivacy Policy (2009) The Government of Jordan <www.jordan.gevgo 04 June 2009.

%9 Telecommunications Regulatory CommissiBriyacy Policy (2009) Telecommunications Regulatory Commission
<www.trc.gov.jo> at 04 June 2009.

% Royal JordaniarPrivacy Policy (2009) Royal Jordanian Airlines <www.rj.com> atdihe 2009.

® Telecommunications Regulatory CommissiBrivacy Policy (2009) Telecommunications Regulatory Commission
<www.trc.gov.jo> at 04 June 2009.

52 Children’s Online Privacy Protection Act of 199%, USC 88 6501-6506.
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Example two: Point 5 of the privacy policy whichgested on the Jordanian e-government website geovi
a clear statement that the site will not use ‘cesktechnology to track individuals who visit thiees? I this
type of technology is to be used, the website matify individual so they can accept or refuséritcontrast, the
website of the Royal Jordanian Airlines says ‘ceskitechnology will be used, but it will not sengliman
individual notification* to those utilising the site. It thus provides #afket’ notice in its policy. (It should
perhaps be noted that in the US posting such aeoti a website appears to be the minimum reqtiredtisfy
the FTA privacy protection requiremer? .In the TRC privacy policy statement, howeveré¢his no statement
on the use of ‘cookies’ technology.

The use of ‘cookies’ by a website is often seearafvasion of privacy (particularly when their usenot
indicated to the site user) as they have the cgptcibuild a profile on the needs, preferences pattierns of
expenditure of any individual visiting particulaehsites. ‘Cookies’ work by placing an identifyingde on the
hard drives of those who visit the site. This cadlews the visitor to be tracked as they travebtiyh the
website and to be recognised on subsequent Vsithe use of ‘cookies’ may cause harm to individuals
Potential problems include identity fraud, physicgdiry, financial hardship or harm to or his/heputation.

In this context, it is important to distinguish tweparate types of information that can be starédookies’:
personally identifiable information (PIlI) and noefponally identifiable information (non-Pll). Plbwsists of
information that is used to identify an individualch as: name, address, phone number, e-mail addreslit
card number, social security number or personaitifieation number or national identification nunnte card
(where applicable).57 By contrast, non-PIl is natecly linked to a particular person, with infortiza
collected anonymously (for example, statisticabiniation, gender, race, purchases, or salary).

4.2 Use and Disclosure of Personal Information

The main issue regarding the use and disclosumergonal information in the online environmenthattof
consent. Personal information which has been delledy a government agency via its website may be
transferred to another agency or even to a thirtygaon-governmental entitﬁ? Table 1 (see appendix) lists
the government agencies with online presence adlidates that all government agencies in Jordan kiaee
ability to collect personal information.

In respect to the three websites that have priyadicies/statements (as shown in Table 2), a nurober
observations can be made regarding privacy priesipf consent, access, security and enforcement.

In relation to the matter of consent, the findingseal that all three websites do not use simiams
regarding how collected personal information abmdividuals may be used nor do they contain similar
provisions. This may be due to each type of ingusiquiring a different privacy policy.

%3 Telecommunications Regulatory CommissiBrivacy Policy (2009) Telecommunications Regulatory Commission
<www.trc.gov.jo> at 04 June 2009.

* Royal JordaniarPrivacy Policy (2009) Royal Jordanian Airlines <www.rj.com> atdihe 2009.

% Federal Trade CommissioRrivacy Online: A Report to Congress (1998) Federal Trade Commission
<http://www.ftc.gov/reports/privacy3/priv-23a.pdat 04 March 2010, 8.

% Above n 18, 124.

% Frederic Debusseré, 'The EU-E-Privacy Directivé¥lénstrous Attempt to Starve the Cookies Monst@@05) 13(1)
International Journal of Law and Information Technology 70, 77.

%8 Maeve McDonagh, 'E-Government in Australia: thek&mge to Privacy of Personal Information’ (200Q§3) International
Journal of Law and Information Technology 327, 331.
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There are two types of consent: ‘opt-in’ or ‘opttoT’he ‘opt-in’ method requires affirmative stepg the
individual to allow the use, and disclosure of hés/personal information.59 Opt-in grants individugpefore
they supply requested information) the opportutitysay ‘yes’, ‘I approve’ or ‘I accept’ to indicatehether
their information is to be used or shaf@dn contrast, the ‘opt-out’ method requires affitina steps to prevent
the collection, use and disclosure of such infoiomet This method allows unlimited information practices
unless and until an individual says ‘st8p’.

In respect to the principle of access, only the Ti&bsite grants individuals the right to accesshr
personal information to ensure its accuracy. Imtligis can contact the TRC through an e-mail addres&a a
telephone number with regards to any changes on@ments of their personal information stored by TRe.

In regards to the principle of security, all thr@ebsites claim to take all reasonable steps toreribat the
information collected is accurate and up-to-date.éxample, the Jordanian e-Government privacycpdaiates
that information that is out of date will be destd, deleted, or converted to an anonymous forinfofmation.

Finally, with respect to the principle of enforcarheonly the TRC privacy policy states that mattens
disputes that may arise concerning the use of TiRGhall be governed by the Jordanian law, andthets of
Jordan should have jurisdiction to deal with thesgters and disputes.

Based on the above findings, the author’'s anabgisbe summarised as follow:

1) The government agencies in Jordan that do not pavacy policies/statement on their websites (37 of
the 40) have the ability to use and disclose peaisimformation that has been collected about
individuals. These agencies are under no legalgatitin to provide statements explaining their
information privacy practices. As a result, thehaatbelieves that the use and disclosure of petsona
information by these agencies can be undertakdrowitan individual's consent.

2) The government agencies listed in Table 2 thatalee Iprivacy policies for their websites and do not
provide clear information regarding the following:

e Individual consent: government agencies are not required - basedhain firivacy policies - to obtain
individual's consent when collecting personal imfation. The author suggests that government
agencies should not offer individuals with an ‘opt- option as it cannot be effective to adequately
protect individual personal information. To be effee, the ‘opt-out’ option relies upon individuals
being able to understand how government agenc&sising, disclosing and sharing their personal
information. This is an almost-impossible demansl,irdividuals generally lack knowledge of the
possible uses an entity can make of the informatatected nor can all such possibilities be foeese
even by the entities themselves at the time ofitifiermation being collected. It also relies upon
individuals being informed that they have a right dpt-out of this information practices (using,
disclosing and sharingef The ‘default setting, however, is of total freedfonthe entity collecting the
information in regard to its use, further disclas@sharing internally or with external entity falated
or unrelated matters) and so forth. The individualsk of control over their personal informaticealds
the author to conclude that the ‘opt-out’ methodrzt be effective. The three privacy policies lisbe
Table 2 do not provide individuals with optionsctinsent regarding whether and how personal

% Federal Trade CommissioRrivacy Online: A Report to Congress (1998) Federal Trade Commission
<http://www.ftc.gov/reports/privacy3/priv-23a.pdat 04 March 2010, 9.

%9 Mike Hatch, 'The Privatization of Big Brother: Reoting Sensitive Personal Information from Comriarnterests in the 21st
Century' (2001) 2WMlliam Mitchell Law Review 1457, 1494,

%1 Federal Trade CommissioRrivacy Online: A Report to Congress (1998) Federal Trade Commission
<http://www.ftc.gov/reports/privacy3/priv-23a.pdat 04 March 2010, 9.

®2 Above n 59, 1494.

% |bid 1495, Those contributing information also chée know that they can do so at any given poirgtorarious points where they
may not wish to disclose information or allow infaation disclosed to be shared.
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information may be used for purposes beyond thosevhich the information was providgéAnd in
regard to access by individuals to material theyehaupplied and the right to amendment of
inaccuracies, none of the government agencies penveffered individuals the ability to access, view
or delete their information. Individuals may thues fmisrepresented in the data collected from or tabou
them (for example in out of date or erroneous ni@tdrat remains in an entity’s recorc?g).

e Individual complaint: privacy policies for government agencies listadTable 2 do not provide clear
information about complaint procedures and remeftiesnjured individuals. The lack of information
on this issue makes privacy policies useless awithals will question who is responsible for
protecting their privacy and be suspicious regaydire entire issue.

< Enforcement: privacy policies on these government websitesmalostate which government agency is
in charge of enforcing their privacy rights. Theple reason is that in Jordan has no specialisedcgg
to enforce privacy rights. The enforcement provisiocluded in the TRC privacy policy are concerned
with matters arising from the use of TRC websitheathan its privacy policy.

5. Conclusion

The rapid developments in information and commuivos technology in Jordan have created many plessib
ways for government agencies to collect, storeeseand process large amounts of personal infammabout
their citizens. The success of e-government depemdgshe extent to which individual Jordanians trust
government with the information that the citizen®yide and which governments receive in their anlin
transactions. Failures of e-government will notalsea result of the technological developments blectuse of
the lack of a privacy legal framework that regulatdine environment. If e-government is to succiedordan,

it requires a legal framework to protect the priva€its citizens.

It is strongly recommended that Jordan enact congm&ve privacy legislation applicable to both pubhd
private sectors. The proposed legislation shouldily, define some important concepts, such agapsi and
personal information. Then the proposed legislasbauld lay down privacy guidelines similar to taax fair
information practices (FIPs). The main role of thedelines is to provide a workable mechanism éomts such
as: consent, use, disclosure and access. Abovthallmain goal of the proposed legislation is tocade and
spread awareness of the importance of protectirgppal information in the e-government environment.

Further, policy-makers in Jordan are required ke &@n urgent action to address privacy challengsegby
the newly adopted technologies such as the smatts ead by surveillance technologies. The privdwllenges
in these technologies shall be treated in sepaeatsrch paper.
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Table: 1 Govemment Agencies with Online presence in Jordan

Ne. Government Azency

Wahsite "Home Page’
Addrass

o Moy e - 3 ; ; o
4. Himistry of Health 125 Tas Ho Mo o o R moh ovjo
3. Ministry of Higher Education and Scientific R Tas Tas Tes Mo o o www.mehz ov jo
6. Ministryof l.ndu.ﬂrvandTmﬂe Tes Taz Va5 Mo o Ho wrerw.mit. gov jo
T Mnistry of Information and Communications T Tas Tas Tas o o Mo www moict.gov jo
. Ministry of Intarior Va5 e o o Ho N WEW.mOL B0V jo
9. WmistryofLabor Nes Hes Yes o o Ho mol gov jo
10 Ministry o Municipal Affics. o o Ho o o o mma gov jo
mﬁft}' of Flanting and Intenetional Lo pemton T Tat Tz o 20 RE) Top.Eov e
T3 Mimister oFPolitical Devalopmant Tas Tas o o Ho Mo www.mopd.gov jo
T3, Miisty ofPublie Sector Devilopmant T FEH Tas o o Mo ww mopsd.Eov.jo
13 Ministry ofPublic Works and Housme Tes Was Tes o o Ho WRW TPV EOY ]
1% Miniztry ofSocial Devalopment 125 Tas Ho Mo o o W Ia05d. 50V j0
16 Mimisiey of Transport Tas Tag Tas o o o wrw mot.gov jo
17 Amman StockExchanes. Tes Tas Tas Ho o o WU SXCRANES j0
18, Central Electricity Genemtine Co.. s Tz s o Ho o WL
19, Central Bank of Tordan Tas Vas Tas o Mo Ho www.ebj. g0V jo
20, Civil Servica Bursay Tes e ki Ho Ho No WHW.C50.E0V O
bAR Depammntnfprassand?ubhcahws Tas Yas Tas Ho o Mo WeW.4pp.E0V.jo
22 TordanDeposit C Tes K Ho No o Mo . dic. B0V jo
230 Bw.elﬂpmantxnquJlosmam Fu.ud s KEd s Tes o o wery.dal.zovjo
24 Electricity Razulsh Vas Tas Tas o Mo o WWW.STE. 20V j0
mrm Pﬁmhmnnffommlmn Yas Aas Yag No o Mo VAW 8pe B0V j0
g Jgrdﬂ:(}lmher of Commerca Tes Tes | Yes Mo Mo b2 W JDCE.0LEf0
10 TordenTond and Drug Admimistraion Va5 T | Tas Mo Mo T W jidajo
17, Orphias Fund Diavalopmant Fomndation Tas Ve | Vs Mo R Mo o ofde gov o
{8 Jordan Becurity Commdssion Yas T | Ya R T T w5020V o
19 Netional Intormation | echmalogy Cantrs Tas RS Yas Mo No No W I, E0V jo
i Kol Tordaniar Tas a5 Yas Ter Tes Tas L. LOT
1T Becurity Dapository Cmte Tas Tes | Tas o o Mo wiw.5de.com.jo
1T Telsoommurications Fagulafory Commission Tas T | Ya Mo No Tag ow e gov jo
£3. Income and Balas Tax Departmant Y5 Tes | Yes Mo T W Wy meomatax. 2ov jo
14 Insurancafiasulatory Commission Tes | Te [ Tes i o o VT 20V o
13 Department of Lands and Surver a5 Tes Mo Mo T Mo woew dls 2ov jo
16 Bocial Sazurity Corporation Tes Tes | Vs Vs o o FIL55E. 20V 0
17 Departmant of Statistics Tes | Ta | Tas o o o WAL 405. E0V jo
18 Tardan Custons bES e | Y Tas RO h2f wn.customs gov.jo
i Civil Status and Passports Departmant Tz Tes R Mo o T Wi CEpA.EOY o
}ﬂ.GaﬁmlMaﬂigﬁmDapﬂm 1as e Tas Ho Ho Mo Wl E0V jo

Table: 2 Govemment Agencies Websites with Pavacy Policies in Jordan

Ko Covernment Agency

Notiee.  Choice

A Security

Availability of FIPs Core Dimensions

Frforcement

Webeite ‘Home
Page’ Addrez

R LT

W tre.gov.jo

o
]

Ve

WL Com
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