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Abstract. Technological development has revolutionized many human activities, turning
the world into a global society, an information society. In this new context, the new information
and communication technologies are seen as indispensable support in all areas of human
knowledge. Following this new pattern, a new legal dimension has emerged which challenges the
Sate, its essential elements and its geographical boundaries. The public law concepts of
sovereignty and jurisdiction along with the criminal law concepts of enforcement and jurisdiction
have experienced remarkable changes due to the changing idea of time and space as to when and
where a crime is committed. Considering the transnational character due to the globalization of
the juridical process, some modifications have been made in the approach to the term sovereignty.
Even though its concept and characteristics may involve many interpretations of doctrinal order,
without consensus, the result of these interpretations, in many cases, come to delimit the debate
which is set in a globalized juridical perspective.

€2012 A. Sobrinho, H. Targino & T. Mota NobregabRshed by JICLT. All rights reserved.

1. Introduction

The technological advances over the last twentysyemmbined with impacts from the socio-econorpicese,
puts us in what is called the information sociéifiis sets a new challenge to future jurists. Mdr@ntmere
transformations in society, there is an on-goimieseof changes in the relationships establishéad®n people
and companies, with undeniable echoes onto fundihkegal concepts, such as sovereignty, jurisoiicnd
competence. The great improvements provided by itbernet result in benefits for many people and
organizations by transforming personal informatioto a global network. Likewise, there is a readlyong
migration of illegal conduct onto this new platfgroalling into question everybody’s responsibiktieot only
the State’s. What is an effective manner in whachdt?

The debate of possible solutions to these problsmslevant, particularly as there is a growingtrén the
number of internet users — digital inclusion. Ibisvious, then, that due to the increase in uskeesnumber of
incidents recorded involving criminal conduct o finternet will also increase. Cybercrime, for amgte, and
other criminal conduct, might cause major lossespémple, organizations and the State, especialy th
interactions carried out on social networks, lik&@, Facebook, Twitter, and others. Therefore,islsaes to be
addressed herein involve human behaviour and wmreection, not only limited to a State, but alsdhwéa
transnational character. Thus, some important quneé elements that are central points will be @ered.
They are terms of national criminal law, and tewhinternational law international criminal coopéoa. Thus,
the analysis of possible solutions will be madeoiiith the action of the Brazilian State be nece&sarg
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researchers, teachers and jurists making an éff@antribute to a systematization of the legatesys process?
Should aspects of both national and internaticanalbe harmonised?

The challenge in this paper is to enable a cohatebate which can support the indication of nevhpad
dispute settlement, in the systematic applicatibfiundamental legal concepts, either by the analysithe
possible use of the Budapest Convention — relateccriminal conducts and other equivalent juridical
instruments, or by the study of other solutionsing the New York Convention (mediation and arhibr).

2. Essential elements and changing states: Frahme National States to the new international
juridical order

In the traditional/classical point of view, sovenely consists of one of the essential elementhi®fState. Its
definition and features are one of the pillars led Modern State, achieving significant relevanceurrent
approaches, which is easy to observe since itsitlefi and traditional aspects have been mitigdtgdhe
construction of other recent processes, such ascéineeption of globalization, cyberspace, interaat
international cooperation. From an evolutionaryspective, Matiag understands that “the Modern State was
created due to the collapse and breakdown of tdafeegime, in a process which the king succeéasdbmit

all his lords to his undeniable authority [...],” acding to an internal and external vision, “in arde
emancipate from the Holy Roman Empire, firstly, &inein the Papacy,” as taught by AzambujBut this issue
only became important and was only consolidatedeurad doctrinal perspective in the late Middle Ages,
notoriously based on the ideas of Jean Bodin.

According to Dallarf the conception of sovereignty at that time waseusiod as the ‘absolute and eternal
power of a Republic, a word used for both privatdividuals and those who manipulated the businéstte of
a republic.” Furthermore, the idea of sovereignys linked to the real power, the monarch’s, whiha
personal power hereditary in the monarchic Staddthough this thought is not shared by Bonavided an
Kelsen! who see sovereignty as a quality of the State Powe recognition of sovereignty as a power @f th
monarchic States in Europe did not affect the pgtause, as Matias mentions, only the ‘peace aitpalia,
celebrated in 1648 [...]° The eighteenth century brought the studies of @mssegarding sovereignty, as seen
in the ‘Social Contract.” It had great influence the ideals of the bourgeois against the monamhsolutism.
The exercise of ownership resided not with the gowent, but with society, leading to ideals of plapu
sovereignty. Later this would be challenged inrtiiddle of the nineteenth century, when, in Germaing,legal
personality of the State gets embodied as beingrtiee holder of sovereignty. Although this concépnot
common among many authors (see for example, Hoblb#iniek, Kelsen, Heller, Ranelletti e Reale).

In this way, sovereignty could be viewed in thregys: purely political, purely juridical and “culists.” In
this sense, under a political dimension, sovergigexpresses the full effectiveness of power, or the
‘incontestable power to want coercively and to Isethe responsibilities.” In a purely legal corttap
sovereignty is ‘the power to decide ultimately abthe attribution of laws, i.e. about the effectiess of the
Law.’” According to the third aspect, Dallatijjuoting Reale, says that sovereignty is ‘the poweself-organize
legally and to universally make its decisions dffexin its territory within the limits of the ettal purposes of
coexistence.” However, in this paper, it will lavant to consider the conception of sovereigntyen the view
of international law, which MatidSdescribes as ‘the supremacy of the State poweritsvpopulation and

4 Matias, Eduardo Felipe Pérez. A humanidade efsomteiras: do Estado soberano & sociedade gl8BalPaulo: Paz e
Terra, 2005.

® Azambuja , Darcy. Teoria geral do Estado. 415&a. Paulo: Globo, 2001

6 Dallari, Dalmo de Abreu. Elementos de teoria gdmEstado. 152 ed. Sdo Paulo: Saraiva, 1991.

" Kelsen , Hans. Teoria Geral do direito e do Estadaduc&o de Luis Carlos Borges. 3a ed. S&o Pladins Fontes:
1998 ; Bonavides, Paulo. Ciéncia politica. Sdo Padidheiros, 2004.

8 supra, note 4.

° supra, at note 6

0 supra at note 4
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territory, and its independence from any other mete authority, showing an internal character (sumpe
authority in a territory) and an external one (¢hisrno subordination nor dependence, but equality)

These main attributes will be specifically linkem the idea of power, territory and internationdatiens,
which will consist of the major challenges of thetianal states when acting in a new global envirentnwith
strong influence from the globalization processd@mconstruction), the developments in technoldlyg, new
‘world order’ and the emergence of new bordersefimt and cyberspace), which are able to accelénate
process of creation of a new conception of sovetgign this twenty-first century, the new formathhiecoming
more and more impregnated by concepts related @ inéernational cooperation, economic integration,
community law and abdication of a part of soversigfor international organizations with supranatbn
character, such as the International Criminal Cdaranca Filho 'confirms that the globalization indicates,
under an institutional point of view, ‘the convenge of the politic-economic-legal regulation amaogntries’
and, in an economic aspect, “an increase in the dbsSovereignty of the authorities responsible rfational
economic policies, in the globalized order.’

Borges? says ‘the evolution of the state’s regulatory eyst converges, with a trend, to its progressive
unification [...]. So, the current regional blocksuch as the European block (European Union) an®dlsh-
American block (Mercosul) — are the chrysalis ofsthgoal.” The new parameters related to the id#al
sovereignty must be understood as natural evolutiostruggle for the insertion of the new State ehad the
global society, more and more interdependent iatiggd to other countries in a joint effort to mést demands
arising from globalization, especially economicughthis new format cannot be viewed from the pertipe of
State losing power due to globalization and teobgichl revolution — according to a state legal orde
understanding. According to Mati&;it is, in this case, the distribution of some tetdunctions between
international, transnational or supranational tnftns,” whose vision of State with territory, e and
government has been mitigated, particularly regardhe third element which would have been affedtgd
new model of governance - global governance and more technological perspective, the new bounslarie
resulting from the emergence of cyberspace andntieenet. Kelsen**talking about a General Theory of State,
dealing specifically with power as a third elemanimake the State, sees sovereignty not as eleimgings a
quality of this power. It is this power that, inetinformation society, has replaced by a more dlobaracter,
specifically in the controversies and disputes imvg cross-border legal disputes.

3. Cyberspace: new borders and legal phenomenaailenges in the society of information

The understanding of the legal phenomena in theémosdern globalized world, especially those relatedhe
Information and Communication Technologies in timfotmation Society, requires the establishment of a
detailed study, albeit brief, on how the whole &ss related to the evolution of the historical gass of
humanity. Not that it is intended to discuss pustdny, starting at the abacus, the Eastern wdoldexample,
but how the first recorded criminal activities tteld to cyberspace were registered. Thus, the ammeat to be
considered is cyberspace and the Internet, butemed to the real world and its effects on sociatyich is
what matters as a research subject. Actually, tleeefine line between what cyberspace is and weteal
world is today, because there is a growing inteedepnce between these technologies that have gmavarto
this new world — which is called the Informationcgy or global society.

1 Franca Filho , Marcilio Toscano. Introducéo aeitir comunitario. Sdo Paulo: Editora Juarez deeiiiy 2002.
12 Borges, José Souto Maior. Curso de direito comuait&&o Paulo: Saraiva, 2005
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For Pinheird™ “With cyberspace, the geography we know (phyjici$appears, and a new geography,
which is not material, emerges, although it is re@tl. Cyberspace is a place, or an imaginary plab&h we
can only access through a computer, yet it is cciedeto reality due to the use we have made regcenthing it
into an intermediate space between two realitieA/hatever the view held is, the relevant questidhhe the
approach to the phenomenon studied according tedheeption of informatics - computers, internetifiaial
intelligence and network systems, in this contdyiast-modernity and global society.

The migration of the use of desktops and notebdoksmartphones enhances the view of visionary Steve
Jobs; in fact, when he made the iPhone populamdreaged to place the internet and its facilitiethehands of
millions of people, as a loved and desired prodoot, as just a simple phone anymore. The resuthisf
technological convergence, as Friedfiaays, is that ‘there is no greater power of |évglthan the idea that
all the knowledge of the world is available to angpanytime, anywhere.” Nowadays, it is availadiléhe touch
of a finger. This is the environment where the lggeenomena occurs, challenging the XXI Centurisjar

4. Conflicts and resolution of transnational corfcts in the society of information

The advent of the information society, as well Aste available technology, has reinforced thesthef a
global society. According to Internet World Statistin December 2011, there were a record number of
2,267,233,742 internet users which correspond21é98 of the world. These users share a variepctities,

a life online. There is undoubtedly a strong intéon in social networks, electronic commerce, game
education and also provision of government servifgat the end of the nineteenth century andye@avéntieth
century, it was conflicts that were recorded betweations for colonial spaces, in this first decadehe
twenty-first century, there is a silent struggle foe conquest and expansion of businesses and umseocial
networks, as seen on the map below, where the pedets, establishment of power and ‘sovereigntgusth be
observed in a particular way, whose solutions afflecis arising from the new era now have a legehtment
through legal instruments still under construction.

Thus, the study of the topics jurisdiction and cetepce related to conflict resolution (criminal anidil)
seems to be relevant. Its understanding is fundthém define who will provide the jurisdictionaliriction.
Given the transnational character of the phenomethenimplications of which transcend the studyofe and
simple words, as well as the traditional approastrdwed from the lecture hall to the terms of Cdnsonal
Law, Procedural Law and International Law, it i€@gsary to think about the new way of looking & fubject
again, with particular regard to these concepte @kpressions sovereignty, jurisdiction, authoaity territory
(power in Kelsen'’s view), when analysed under timethsion of cyberspace and the Internet, assunimage
whose legal features are still under constructidtiiough it is possible to reflect the indicatofshese trends to
constitute a challenge to the post-modern State.

In the study of legal institutions between the tiows of the State, the jurisdiction finds greattiimal
disagreement to its concept. For Lirfthe most prominent theories are synthesized byctreeptions of
Chiovenda and Carnelutti, a thesis endorsed by oS, who says that the ‘problem of distinguishing the
various material functions of the state (legislatiadministration and jurisdiction), [...] has beerer a long
time, regarded as one of the most discussed issukrelatively unfruitful of legal dogmatic.” Alblugh the lack
of a consensus can be embedded in a blurred coittextindeniable, however, that jurisdiction, arstood in a
triple aspect of power, function and activity, ifoam of exercise of State sovereignty, which referthe

5 Pinheiro, Robert and Tsang, Simon. “Advanced ligefit Networks”, in Kenneth J. Turner, Evan H. Miadpavid J.
Marples, editors, Service Provision - TechnologoesNext Generation Communications, New York: JohileW& Sons
Ltd, 2004.

18 Friedman, Thomas Lauren. O mundo é plano: umaetmisiéria do século XXI - Tradugéo de Cristina SerS Duarte.
Rio de Janeiro: Objetiva, 2005.

7 Lima, Wesley de. Uma nova abordagem da jurisdigiiBrocesso Civil contemporaneo. In: Ambito Juriditio Grande,
59, 30/11/2008.

18 Canotilho , José Joaquim Gomes. Direito Constitalica Ed. Livraria Almedina: Coimbra, 1993.
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essential elements required to the State and, quesdly, to the idea of territory, borders, in othveords,
geographical areas where this judicial power ig@sed, but which, ‘by its own nature, shows arinational
aspect.’

It is this conception of jurisdiction that mattdos the purpose of this study. It is mixed, consagly, not
only with harmful practices of cybercrime, as tmention of the exercise of jurisdiction in certailegal
conduct finds limits in the authority of anotheat®t both in issues of public interest and thoseluing private
interests, generating, therefore, conflicts andassgs, such as applying the law and which law pdyaphus,
jurisdiction and competence are seen as essefgiakeats to be used in the fight against criminaiduet in
cyberspace and to provide new perspective forrd gmlution through international legal cooperatidhere are,
from a national law perspective, albeit in a diffesway, legal instruments capable of being appt@educh
instances of illegal conduct on the Internet, andictv are used as a tool against harmful practices a
inconveniences, when they do not constitute crimes.

This answer is partial, as Crdzffirms, due to the ‘extraterritorial characteegented by the conducts
practiced with the aid of the informatics.’ Itlsthust be considered that such criminal practeedody cross-
border or transnational crimes which present nealiehges to old principles and application of criadilaw in
time and space. According to Chawkithere is a more international character [in cgpece], although the
information itself is governed by national law. fss the instances of transnational conflict in fpecific cases
of cybercrime, there is legal treatment in theoral legislation of many countries over conductlom internet.
Closing this cycle, in the international scopey¢his the Budapest Convention of the Council ofdper, which
provides procedural legal instruments for invedidaga evidence collection and treatment of crime8rebd
therein. The Convention was signed by 47 countr@ddaining ratification and entering into force 82
countries, including the United States of America.

In the criminal scope, the conflict could turn ¢oitbe complaints whose focuses are privacy, e-cagene
copyright violations, family law, consumer law, anther issues. In the foreground, addressing theeiof
conflicts by non-criminal aspects, large compatiies operate commercially on the Internet worldwilech as
Google Inc., Facebook, eBay, Amazon.com, and othmesntain chats for conflicts resolution as a kifd
"arbitration or mediation in the online conflicgt a non-judicial level. On eBay, for instance, &ugnd seller
may interact in pursuit of resolving the conflicittveBay's own role as an arbiter, without the niseghysical
presence, in other words, an online solution. kisgdametworks maintained by Google Inc., Linden I(8econd
Life), Facebook and Twitter, for example, conflieisse at another level. They are focused on sctiitra of
profiles, prejudicial conducts to honour, fake fesf, and copyright infringement, among others. réhare
rooms to maintain a claim or complain, which do always work, which forces the harmed user to geetd
court, seeking to maintain their right. One wondbmwvever, which legal system is it to apply?

The question is pertinent because the conflict inaplve different legal systems. The maintainertiodé
service could be found in the U.S., while victimdamccused are in different countries. What law khde
applied? Would it be appropriate to mention thestxice of a gap in the legal system, as advocayed b
Bobbio?! Or the issue should be embraced as an empty spaeefilled by the magistrate, as KelSeargues,
for whom the possible existence of gaps in thewawld be a mere fiction? Anyway, there is no esaytion
when there is disagreement between the partiespangrospects of creating an international legatriiment
that predicts a full solution in this type of cantersy, although it is possible to apply the Newkr@onvention
of 1958, especially when there is no consensusdaet the parties who elect arbitration as a tootsolve the
conflict. If the parties do not reach a consengube case does not directly involve the maintamfeService —

19 Cruz, Daniella da Rocha. Criminalidade informatigaifitacdo penal das condutas ilicitas realizadas cartdes de
crédito. Rio de Janeiro: Forense, 2006

20 Chawki, Mohamed. WAHAB, Mohamed S. Abdel. Identityett in Cyberspace: Issues and Solutions. Lex Eleitta,
vol.11 n°1 (Printemps / Spring 2006).

21 Bobhio, Norberto. Teoria do Ordenamento Juridiasilia: UnB, 1999.

22 Kelsen, Hans. Teoria Geral do direito e do Estadgaducéo de Luis Carlos Borges. 3a ed. S4o Pauldirig4ontes:
1998
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Google Inc., Linden Lab (Second Life), Facebook amdtter, for instance, the solution goes to theirts -
common justice of first instance in the Braziliaase.

The Superior Court of Justice, situated in Brasilaemed a conflict involving both a Brazilian aad
Spanish company that hired a Brazilian to perfoamisa concerts in Spain. After terminating the ctirthe
Brazilian was surprised by images of her on the mamy websites which, according to her, was not pfthe
contract. Action was filed in regular courts of Rie Janeiro, and the company was convicted in thet®f Rio
de Janeiro, in two instances. The Spanish compppgaded to the Superior Court, whose rapporteundtén
Luis Felipe Salomaésaid [...] there is still no international legistan regulating the activities in cyberspace.
For this reason, according to him, citizens harriagdnformation contained in their websites or relaships
held in virtual environments cannot have the rigfhdiccess to justice restrained.’

Although cyberspace, the Internet and all resounese established new paradigms for the law bygdésj
a ‘borderless world’, there was no subversion effdasibility of recognition of the jurisdiction @érmompetence
to resolve conflicts — in the perspective of tha#lian courts. Thus, for the Minister Luis Felifaloméo, there
cannot be the feeling that the "internet is a ftere, through which everything would be permitietipse acts
would not be able to be penalized.” However, ibidd be noted that the Brazilian example only r@ioés
possible inferences to individual cases, and itccoot be seen as a general rule.

5. Conclusion

This study addressed how new technologies have dmgarelationships established among people,
organizations and governments. Likewise, thesadant®ns guided the information society — globdlage,
with evident reflections in law concepts and edakrglements. Traditional concepts such as sovetgig
territory and borders and, consequently, the uaedsng of jurisdiction and competence turn oubéoseen in a
different way — the need for integration into thealr world and its dependence on an international la
cooperation system (since they suffered changeshéir traditional aspects in relation to internatda
cyberspace). A great number of the new juridi¢cenmena migrated from the real world to the larggvork.
Although, they still belong to a real facts-basedian world, under the law. These facts, which aresalidated

as criminal phenomena, such as cybercrime, aral dhmeat. As well as this, relations establishexiag people,
private and public organizations are increasinghsas the e-commerce, interaction in relationskpvarks,
educational experiences, which show increasing rusnbnd rates. These developments, in many ways, ma
cause serious harm to people and to the State.

Subtraction of identities, racism and on line xemalga, paedophilia, card cloning and cyber terrorege
criminal conduct added to other conduct which umiee the integrity, confidentiality and security lefyal
relations, representing threats which require iat jeffort.

In the criminal field, the effort of the Europeamibn, by the establishment of the Budapest Coneanti
against cybercrime should be highlighted. In the-adminal field, there is the feasibility of usitige New York
Convention, especially when the parties choosetratlin as a way of resolving a conflict. Howevthese
actions have shown only a softening against theatkrof cybercrime, or a challenge, when partiesad@ccept
the arbitration as a way of resolving the confiicta non-criminal dispute. There is hope for a gotuby the
harmonization of international legal instrumentshwineasures to be implemented under the natiomaldat
other procedural issues find legal obstacles réltdethe jurisdiction and competence to act achusders, an
environment where conflicts are observed more g&bn reaching more than one jurisdiction. The reffd all
nations should be added to the major humanity ehgéls. The international juridical cooperation u$ @s an
indicator of the opportunity to all countries tot gmited in the mission of reducing and solving ftiots which
result in damage to society. Conflicts of juristintbetween countries, in the juridical disputesiés cannot be
solved only by the traditional analysis of the captcof sovereignty, State power and jurisdictiosgduse this

2 http://lwww.plg.eu.com/ftp/newsletters/ipnewslettarter2011. pdf
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idea was overhauled by the new law which was estadll before the technological advances, requitieg,
the combined efforts in a cooperative way.

good
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