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Abstract: This paper examines the impact of the technological measures that copyright
holders employ to lock their works and discusses why users are disadvantaged. It compares the anti-
circumvention rules in the Digital Millenium Copyright Act in the US and the Copyright, Patents
and Designs Act in the UK; the latest exemptions to circumventing activities released by the US
Library of Congress are included. It reviews the evolution of Chinese anti-circumvention rules,
starting with a well-known case preceding the promulgation of the anti-circumvention rules, then it
examines the anti-circumvention provisions in the Copyright Act 1990, the Software Regulation
2001 and the ISP Interpretation 2004. It also critically analyzes the latest Network Regulation 2006
by comparing it with the DMCA and the CDPA. The paper suggests that the Chinese anti-
circumvention rules need to be constructed with more legal certainties. Recommendations are also
made for additional redrafting to make China’s anti-circumvention rules more adaptive to a digital
environment.
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1. Introduction

Circumventing technology is not new. Circumventing technologies and devices have been employed to decrypt
digital versatile discs (DVDs), * Software ? and to circumvent many other digital products.® Circumvention is
increasing rapidly, particularly in the information network environment.* Copyright holders reproach consumers
and users for circumventing technological barriers meant to prevent unauthorized or unlawful use of copyrighted
material.> At the same time, copyright holders are criticized for controlling access to their works which restricts
the public’s access to information, stifles fair use and excludes the application of copyright law.® Therefore,
copyright law serves as a balance between copyright proprietors and the public as it demarcates the legitimate line
for circumvention and anti-circumvention acts and devices. Technology can enforce copyright law, but it should
not compete or replace the law.” It thus requires the deliberations of legislators to adjust and create innovative anti-
circumvention rules that address digital technology and information network challenges.

Anti-circumvention rules are considered to be a substantial extension of copyright protection because they
extend legal protection to the technological area of copyright protection.® Therefore, to understand and to establish
pragmatic anti-circumvention rules is particularly important for a developing country such as China. One of
China’s legislative tasks is to incorporate anti-circumvention rules into its intellectual property law in order to
have an effective copyright protection mechanism that deals fairly with actors in the information network.’ Not
only China, but other developing countries also need to confront and deal with this problem. China’s legislative
experience in this area can serve as a valuable example to other developing countries.

This paper analyzes the Chinese anti-circumvention rules with particular reference to the information
network environment by comparing the Digital Millenium Copyright Act *°(hereafter referred to as DMCA), the
European Copyright Directive *(hereafter referred to as EUCD) and pertinent Chinese legislation. This is done in
five sections. First, there is a brief examination of the nature of anti-circumvention rules in order to provide a
theoretical foundation for the study. Here relevant digital technologies are explained. Second, four aspects of the
relationship between the DMCA and the CDPA are compared as reference points for the analysis that follows on
China’s anti-circumvention rules. Third, there is a review of China’s anti-circumvention rules in the current
legislation, namely the Copyright Act 1990, two Regulations and a judicial interpretation.” This is followed with
a comparison of four aspects of the Regulations on the Protection of the Right of Communication via Information
Network™ (hereafter referred to as Network Regulation) with references to the DMCA and the CDPA. Fourth, a
tentative recommendation is made for a possible further redrafting of the Chinese anti-circumvention rules. This is
followed with a summarizing conclusion.
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2. The Digital Technologies and Anti-circumvention Rules’

Technological measures for information protection are based on cryptography and other technical measures
15 which attempt to control or restrict access or reproduce digital media content with electronic devices.*®* Widely
used digital rights management (DRM) contains such technological measures as digital encryptions, virtual
containers and watermarks.*’

Once the threshold of digital technology was crossed, the reproduction of copyright materials became
instantaneous and almost costless. The information network, particularly the Internet, is a powerful means that
facilitates the dissemination of information.”® Circumventing technology is also disseminated, thus making
copyright holders vulnerable to piracy and other copyright infringements.”® Therefore, on the one hand,
technological measures are believed to be advantageous in monitoring the reproduction of illegal copies and
controlling rampant piracy.?’ On the other hand, technological measures are criticized for contributing to the
privatization of information regardless of the statutory protection period” and undermining the copyright law in
the sense that fair use cannot be fully recognized and enforced. Consequently there is a decrease in the
dissemination of information.?

Anti-circumvention rules belong to the copyright law system. The copyright law’s utilitarian goal of
promoting knowledge is widely acknowledged as a principle by national laws and international treaties.” Anti-
circumvention rules, functioning as a component of copyright law, also promote public learning and encourage
innovation. Copyright law adapts to technology developments.** Over the most recent decade, anti-circumvention
rules have become a controversial issue amongst scholars, copyright holders and the public.?®

The anti-circumvention provision first appeared in the WIPO Treaties 1996°° and was first implemented by the
US in the DMCA 1998. In 2001, the European Union enacted the European Copyright Directive?’ that also
contained anti-circumvention rules. The United Kingdom amended its Copyright, Designs and Patents
Act?® (hereafter referred to as CDPA) in 2003 to bring the EUCD into its domestic legislation.? In particular,
section 296 was amended to contain the anti-circumvention provisions. China revised its Copyright Act in 2001
for accession to the World Trade Organization (WTO)® in which a general anti-circumvention rule is included. A
supplementary provision of the Copyright Act states that regulations for the protection of computer software and
the right to communicate information via a network is to be established separately by the State Council.** In 2002,
the Regulations on the Protection of Software® (hereafter referred to as Software Regulation) came into force with
a nearly identical rule.*® The Network Regulation issued in 2006 implemented the anti-circumvention rule with
concrete provisions.* Most recently, China ratified the WIPO Treaties on December 29, 2006. Further legislative
reform on copyright law, including anti-circumvention rules, is imminent.

3. Comparison of the Anti-circumvention Rules in the United States and United
Kingdom

The US has been a pioneer in bringing the anti-circumvention rules contained in the WIPO treaties into its
domestic legislation. Due to pressure brought by the US, the EUCD was formed after the DMCA. Although their
rules are somewhat similar, there are major differences between the US and the European Union approaches. The
EU member states basically followed the EUCD approach, but different nations construed the anti-circumvention
rules with different provisions.*® Among these countries, the United Kingdom serves as an example of national
implementation of anti-circumvention rules.

In the amended CDPA, copyrighted software is treated differently from other digital copyrighted works in
order to follow the requirements of the Software Directive.*® Additional provisions that relate to other digital
copyrighted works are a new area for the digital copyright law.*” These additional provisions are analyzed as
follows.

3.1 The Definition of an “Effective Technological Measure”

In general, both the DMCA and the CDPA divide technological measures into two categories: 1) technological
measures that control access to a work; and (2) technological measures that control the copy of a work.*® The
DMCA has defined an effective technological measure as one that effectively controls access to a work as being
the application of information, or a process, or a treatment requiring the copyright owner’s authority to gain
access.* The CDPA stipulates an effective technological measure as one could control access and copy.*

In comparing the two provisions, a notable difference is that the DMCA grants absolute protection to the
access-control technological measures and partial protection to copy-control technological measures, while the
CDPA grants protection to both types of technological measures.** Common to both is that any material can be
protected by technological measures, regardless of copyrightability.” Case law also illustrates this.**
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3.2 The Circumstances under which Violation of Anti-circumventing Rules Lead to Liabilities

The two legislation contain circumventing-act prohibition and device prohibition. They both adopt the approach of
assigning liabilities on the basis of violation of technological measures rather than on the basis of an infringement
of a copyright. This differs from the liability norm set in the Berne convention.

Four major differences are observed. First, in the DMCA liabilities are triggered simply with the violation
of technological measures,* while in the CDPA the liability trigger is “intention” and “knowledge”.** Second, the
DMCA has adopted a minimal approach with liability flowing from the violation of technological measures that
control access, while the CDPA takes a comprehensive approach with liability flowing from the breach of both
technological measures that control access and copy. Third, with the DMCA there are two types of violation: 1)
there is a basic prohibition to prevent the circumvention of technological measures that control access and the
trafficking of circumvention devices and the provision of services;*® and, 2) there is an additional prohibition.*’
This one does not prohibit the circumventing act itself. Therefore a person can engage in a prohibited usage of a
work that he has lawful access, but someone who aids him by publicly offering devices, service, etc. to achieve the
technological breach is liable.*® The reason for the exemption of liability of the circumvention to a copy-control
measure is to preserve fair use.“’ Fourth, the CDPA regulates that not only such device trafficking as in the DMCA
violates the anti-device provision, but so does the possession of the aforesaid equipment.® Nevertheless,
possession is only culpable for commercial purpose. Possession for private and domestic use is exempt.**

There have been wide discussions about a newly crafted “access right” for copyright holders.® This can
strengthen copyright holders’ monopolistic power over the copyright works, particularly if there is an absence of
knowledge requirement in drawing violation liability.>* Not only does it broaden the scope of the materials under
the protection of technological measures,* but this right may also allow a longer protection period than copyright
law grants. This disadvantages both of users and consumers.>®

In terms of the exemption of liability of circumventing a copy-control technological measure in the DMCA,
although circumventing for fair use usage is ostensibly preserved, there is a dilemma for users. Since a
circumventing device is broadly defined,®® without circumventing tools, ordinary users can not discover the
materials they can use for fair use and circumvent copying.>” Very simply, the preservation of fair use is somewhat
empty.

3.3 The Definition of a Circumventing Device

In the DMCA, a circumventing device is defined broadly.® There are three categories of circumventing devices:
first, is a device designed or produced primarily for the purpose of circumventing; second, is a device that has only
a limited commercial purpose other than to circumvent and third, is a device marketed for use in circumventing.
The CDPA mirrors almost verbatim the three categories.*

To define a device that has limited commercial use other than to be used as a circumventing device is a
disservice to users and manufacturers since the device can be multifunctional. However, under the DMCA
prohibitive provision, even a legitimate use is not exempt from prohibition. The substantial non-infringing use
standard established in the Sony®® case is modified by the DMCA.®* In short, the strict prohibition of a
circumvention device in practice nullifies fair use.

3.4 Exceptions

In the DMCA, the prohibitions in section 1201 are subject to a number of carefully crafted exceptions. Section
1201 (c) includes a fair use clause stating that nothing in section 1201 affects the rights, remedies, limitations or
defense of copyright infringement, including fair use. ® Section 1201 (d) to (i) are exceptions.®® Section 1201(e) is
a general exception to the application of the entire section on circumvention for law enforcement, intelligence and
other such governmental activities.

The broadest of these exceptions in section 1201% establishes an ongoing administrative rule-making
procedure to evaluate the impact of prohibiting circumventing.%® The latest adoption of the six exemptions, for all
intents and purposes, took place on November 27, 2006.° They contain three renewed exemptions granted
previously®” and three new classes of exemptions.®® They are narrow in scope and apply to specific industries.
They do not only pertain to the Internet, but rather to a broad multimedia environment. They do not exempt
trafficking actions. A notable new exemption is the exemption for sound recordings on CDs protected by access
controls. This creates security problems such as the rootkit distributed by Sony BMG CDs in 2005.%° A well-
known Chinese case, KV300L++, is somewhat similar to this one.™

The exceptions in the CDPA, in contrast to the DMCA, are loosely constructed. Section 296ZA (1)
provides the grounds for anti-circumvention rules and states that anyone with knowledge or reasonable grounds to
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know is held liable for circumventing technological measures. Section 296ZA (2) provides an exception for
research on cryptography. The exception to circumventing devices is section 296ZB (3), which provides an
exception for law enforcement and intelligence agencies to manufacture and use devices and services designed for
circumvention. Section 296ZE provides a remedy when technological measures prevent permitted activities.”

A common concern that surfaced is the lack of a general exception.”? The exceptions have come about as a
result of negotiation and compromise among interested parties, namely the entertainment industry, the software
industry,” publisher lobbyist groups,” and consumers and libraries.”® However, the US Congress overlooked the
fact that industries were not the only ones employing technological measures, for there were also “trade secret
owners, privacy-seeking individuals” and others with confidential information.” Therefore, there is little room for
future technological development by others than the current concerned industries. Another problem is that the anti-
circumvention rules are often restrictively interpreted.”” Without a general exception, the existing legislation is
unduly harsh for users and ISPs since criminal sanctions apply when a violation occurs.”

4. Anti-circumvention Rules Related to Information Network in China

China’s law makers need to understand the country’s needs when they apply the anti-circumvention rules that have
been borrowed from WIPO Treaties.”® Comparing anti-circumvention rules with its counterparts in the US and UK
would help China’s legislators to identify the gaps in the current legislation and to better understand how to
construct anti-circumvention rules with operability. It would be worthwhile for China to critically examine the
legislative experience from both sides of the Atlantic and choose what is worthwhile as references when
constructing rules of the same nature. The caveat is that the current legislative literature is far from perfect.® Since
the US and the European Union are China’s major trade partners,®* a general consensus on the legal protection of
such digital products as CDs and software would help to ameliorate copyright trade disputes and conflicts.®

4.1 The Evolution of the Anti-circumvention Rules in China

The lack of anti-circumvention rules was a concern among copyright holders, users, scholars and policy makers.®
An example is the KV300L++ case in 1997. An anti-virus software manufacturer, Jiangmin New Tech Ltd.
(hereafter referred to as Jiangmin Ltd.) embedded an anti-piracy device called “logic lock” into its online update
program which could detect an unauthorized software copy that was upgraded online and subsequently locked the
C drive of the computer in which the unlawful software was running. Users who downloaded a program called
MK300V4 could decrypt the KV300L++ program and then ran it. Worried that the circumventing program could
make the market of the original software shrunk, some distributors downloaded it to test whether it worked or not
and found their hard discs could not run after a trial.#* Jiangmin Ltd. argued that there was no destructive effect on
a computer when the logic lock locked the C drive, for it was only a lock, not a “bomb”.%® The legality of the logic
lock was contentious.?® Finally an administrative penalty of 5000 Yuan® was imposed on the ground that Jiangmin
Ltd. had willfully inserted harmful data into a program and imperiled information network security.®

Two key issues pertaining to anti-circumvention rules in this case are (1) how to define an “effective
technological measure”; should it be an ex ante defensive mechanism or should it be a self-remedy after an
infringement? (2) Should there be an exception for circumvention for a security test as well as an exception for
circumvention for a security reason? Additionally, how does one decide upon the liability of a software
manufacture imbedding viruses, spyware or malicious software? Besides these concrete legislative concerns, there
are also such issues as how to construct an anti-circumvention law among several options: to create a special code
containing anti-circumvention rules as is the case in the US; to incorporate the anti-circumvention rules into the
copyright act such as is done in the UK, or issuing regulations pertaining to anti-circumvention rules under the
general guidelines in the Copyright Act? China’s lawmakers need to reflect on these issues.

China joined the WTO in 2001. In order to meet the minimal requirements set by the Trade Related
Aspects of Intellectual Property (TRIPS)®® China has been involved steadily in a process of copyright reform.*
The government approved copyright law amendments that brought China more closely into line with TRIPS and
the Berne Convention.”*

The first legislative response is the Copyright Act Amendment in 2001. Article 47 (6) states that anyone
who “willfully circumventing or destroying the technological measures taken by a right holder for protecting the
copyright or copyright-related rights in his work, sound recording or video recording, without the permission of
the copyright owner, or the owner of the copyright-related rights”, shall be subject to civil, administrative and
criminal liabilities with penalties determined by circumstances. The Software Regulation contains an almost
identical provision. Both provisions only apply to circumventing acts, not devices. The simplistic anti-
circumvention rules facilitate the import, traffic and manufacture of circumventing devices within China. It also
harms the software industry since circumventing technologies and devices for piracy are not prohibited. Since the
two provisions are both very general, judges still are unable to deal with cases similar to KV300L++.
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In addition to the Copyright Act and the Software Regulation, a judicial interpretation by the Supreme
Court for regulating ISPs’ legal status was revised in 2004 (hereafter referred to as ISP Interpretation) . It
provides that “an internet service provider, who knowingly uploads, disseminates or provides methods, devices or
materials, which are specially used for bypassing or impairing technological protective measures for copyrighted
materials, should be held liable for civil penalties under article 47 (6) of the Copyright Act by the people’s court”.
It is doubtful the simplistic rule in this provision prejudices the internet service providers’ legitimate rights for
there was no definition of a “circumventing device”. Moreover, the circumstances that apply discourage internet
dissemination of information and stifles innovation.

4.2 A Critical Examination of the Relevant Provisions in the Network Regulation

China did not have concrete anti-circumvention rules after the KV300L++ case for nearly a decade until the
Network Regulation was introduced . The Network Regulation is of importance in the sense that it brings the
general principle of the protection of communication right via the network into concrete and operable rules. The
promulgation of the regulation indicates that China chose to regulate the circumvention by crystallizing the rules
in the form of administrative regulation rather than a code or an act which is superior to administrative regulation.

After the amendment of the Copyright Act 2001, judges still felt that how copyright holders could exercise
their rights, the scope of the fair use and how users could use compulsory license to obtain access to certain works
are still lack of concrete guidance. Numerous cases arose as the result of the legislative gap.” In the light of the
Chinese judicial system, if there is no code or act that regulates an object, the administrative regulation issued by
the State Council has the primary authority. To adjust the relationship amongst the copyright holders, the ISPs, and
the users, the Network Regulation has been promulgated.

According to the Legislative Affairs Commission under the Standing Committee of the National People’s
Congress, because the copyright protection in the network environment is new to legislators, and different
jurisdictions have different approaches toward the level of protection, it is admitted by the officials that there were
some questions still unclear to them; therefore, the Network Regulation leaves some issues with very general
provisions and does not refer to some other issues at all.”

Nevertheless, despite the omission of some issues, the Network Regulation is a comprehensive legislation
to respond to the lack of the rules that regulate the communication right via network compared with the preceding
legislation. According to the characteristics of the communication right via information network, the Network
Regulation puts forward four protective measures: (1) protect the communication right via network generally by
requiring the users to obtain permission from and pay to the right holders, except where otherwise provided for in
laws and administrative regulations; (2) protect the technological measures that employed by the right holders to
guard the works, including the prohibition of the circumventing acts, devices and service; (3) prohibit the remove
or alteration of the electronic rights management information of works and prohibit the provision of such works if
known or should reasonably know the electronic rights management has been removed or altered; and (4) establish
the summary procedure of “notice and delete”. Among other things, the second measure targets the circumventing
acts and devices, the following analysis will focus on the relevant provisions.

The anti-circumvention rules have not been judicially tested yet. The following sections examine the rules
and compare them with the DMCA and CDPA rules to ascertain their merits and deficiencies.

4.2.1 The Definition of an “Effective Technological Measure”

In the Network Regulation an effective technological measure is a technology, a device or a component that
prevents the public from accessing copyright owners’ works, performances, sound and video recordings with an
information network that is unauthorized or unlawful.** An effective technological measure here is broadly
defined. Firstly, the language does not explicitly distinguish between a technological measure that controls access
and one that controls copy. However, from the wording of “browse” and “appreciate” in the interpretation clause,*
it is implied that technological measures could control access and usage such as copying. Secondly, it resembles
the structure of s. 1201 in the DMCA that contains a “basic prohibition” and an “additional prohibition”.% It not
only proscribes circumventing acts and trafficking circumventing devices, but also prevents those who have
already obtained lawful access to a work from a subsequent reproduction of the work and provide it to the public.*’

This provision also touches on the legitimacy of a technological measure. A technological measure only
should be defensive by controlling access in advance. Returning to the KV300L++ case, the logic lock employed
by Jiangmin Ltd was not legitimate in this sense.

4.2.2 Circumstances under which Violation of Anti-circumventing Rules Lead to Liabilities

The Network Regulation includes intention as a liability trigger for circumventing activities and trafficking of
circumventing devices.®*Compared with its US counterpart, the scienter requirement makes this anti-
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circumvention rule more friendly to users.*® Nevertheless, with the “additional prohibition” prohibiting further
dissemination of a work after lawful access, it is questionable whether the scienter requirement is still justifiable as
a liability trigger when a third party is involved in providing circumventing devices or services. Both in theory and
practice in China, a joint intention is not a requisite for contributory infringement.*®® Otherwise it would be very
difficult to identify an indirect infringer who assists or facilitates an infringement, therefore the remedies are
difficult to reinforce. The scienter requirement could impose a copyright owner an unduly heavy burden of proof
to launch an action against an indirect infringer.*®

4.2.3 The Definition of a Circumventing Device

In the Network Regulation, articles 4 and 19 prohibit devices or components that are primarily used for the
purpose of circumventing or impairing technological measures. A circumventing device is broadly defined. The
general wording “primarily used for the purpose of circumventing” resembles the wording in the DMCA’s first
category of circumventing devices and the CDPA’s third category which is almost the same.

4.2.4 Exceptions

The last sentence in article 4 generally states that circumventions otherwise permitted by law and administrative
regulation are exempt. However, since the exceptions in the Copyright Act do not refer to digital technologies and
an information network, it is doubtful if the exceptions in an analog world can be wholly converted to a network
environment.

An exhaustive list of four exceptions in article 12 contains (1) those for education and scientific research
given that the works, performances, video and audio recordings being circumvented are only available from an
information network; (2) those for literal works to blind people for non-commercial purpose given that the literal
works are only available from an information network; (3) those for judicial and governmental activities and (4)
those for security testing. The four exceptions are subject to a general principle that users granted exceptions for
access circumvention shall neither provide others with technology, devices or components for circumventing, nor
prejudice right holders’ other legitimate rights.’%?

Similar to the DMCA and the CDPA, it is notable that there is no general exception. Compared with the
DMCA, the exceptions in the Network Regulation are more restrictive. The first exception, the education and
research one narrows the scope of the materials that can be circumvented by stating the precondition of
circumvention is the materials’ sole availability from an information network. Moreover, the wording “scientific
research” is ambiguous for it is uncertain what act qualifies as scientific research. Since China’s software industry
is still in its infancy, it needs a liberal approach for such technologies as reverse engineering and to carry on
research dealing with the interoperability of software. There is also a need for students and researchers to study
and develop cryptographical technology.

The second exception in the Network Regulation relating to blind people specifies that the circumvented
content can only be literal works, and adds a prerequisite about its sole availability from the information network.
The protection of minors and personal privacy are not on the exception list.

5. Recommendations and Conclusions

China needs to continue to construct its own anti-circumvention rules having both legal certainties to make the law
operable and flexibilities to accommodate innovation. Firstly, in defining a technological measure, a narrow
approach is preferable. The technological measures that control access and control copy should be explicitly
distinguished. Exceptions to the prohibition are prescribed in a subsequent section of an anti-circumvention
regulation. Along with defining technological measures, circumventing devices also need to be further clarified.
To categorize a device solely used for circumventing as a circumventing device is favorable to equipment and
software producers and users.'®® The sole purpose test enhances “certainty and ease of application”.*** Users then
can worry less about inadvertently committing an illegal act and software designers and producers can be satisfied
that they are unfettered in developing innovative programs.

Secondly, content that is protected by technological measures can be specified to only fall within copyright
protection. In doing so, works already in the public domain or information that is not copyrightable will be open to
the public. To give producers an economic incentive to collect and convert analogous materials into digital form,
producers can be granted a right to claim compensation or charge a reasonable rate. This can be done either with
an individual agreement or through a collective administrative entity. However, in the latter case copyright law
may not be the appropriate regulation vehicle since such related laws as contract law would be a better choice.

Thirdly, article 4 only states in general terms that copyright holders can employ technological measures to
protect their communication rights through an information network. To better protect copyright owners’ rights, the
purpose of technological measures could be enlarged, not only for communication rights, but also for the
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protection of other related copyrights. To balance the interests between copyright owners and users it would be
sensible to add a general statement that copyright holders seeking technological protection of their works,
performances, and radio and video recordings not infringe consumers’ privacy that is protected by law. By
incorporating this immunity principle; no specific provision is needed in a subsequent section. Moreover, the
judiciary is given more discretion.

Fourthly, when dealing with exceptions several amendments might be considered. Preferably, a general
exception is created prior to specific exceptions. This leaves space for future technological development.
Consequently, the anti-circumvention rules will have the flexibility to maintain legal stability in the future without
frequent modification.'® The protection of minors can be incorporated into a general exception without having a
separate exception as is the case in the DMCA. Some scholars also propose that an on-going rulemaking system
can help to adjust exceptions in a timely manner.® However, a feasible approach in establishing this rule
assessing and making procedure is not yet clear.

In examining specific exceptions, the first exception category'® is particularly problematic. The term
“scientific research” is unclear. It needs to be clarified as to whether reverse engineering and decryption fall within
the scope of scientific research if it is for a non-commercial purpose.’® The law needs to distinguish the
circulation and flow within an academic community of circumventing knowledge, technologies and devices from
similar types of communication with the public. If this were to be done, a paper presented at a conference
explaining security flaws in an operational system could be exempted.'®

Currently, the exception to the provision about certain materials for education and scientific research
purposes is only qualified when the material is provided to “a few” education and research staff members. The
descriptive term “a few” is imprecise. Specific number of people needs to be specified within a range depending
on the different size of the educational and research institutions.

Last but certainly not least, the legal status of ISPs was unclear in dealing with the liability for ISPs who
upload and provide software or service that can be used for circumvention.'® Article 7 of the ISP Interpretation
states that an ISP who knowingly circumvents or provides a device or service to circumvent is liable. Thus
“knowledge” is the determining factor in establishing liabilities.*** Since the Copyright Act 1990 does not make
ISPs responsible for censoring before uploading, in practice it may be difficult for ISPs to determine whether
software or certain contents can be used for circumvention or not.**? By extending the liability norm stipulated by
the Copyright Act, the ISP Interpretation unreasonably burdened ISPs with more obligations. Therefore, to release
ISPs” from risk when providing such services and encourage the dissemination of information via the internet,
copyright holders can be required to detect illegal circumventing devices or services and ask the ISP to remove or
delete the content or disconnect the hyperlink. If the ISP fails to act in due time, then the copyright holder can
launch a legal action. In other words, a similar “safe harbor” principle can be inserted to safeguard ISPs’
interests. ™

Additionally, the widespread computer viruses, spyware and malicious software are salient phenomena
along with the prevalence of the Internet. The KV300L++ case also concerned the computer virus issue since a
virus was imbedded to prevent a software operation after circumvention. However, the Chinese anti-circumvention
rules fail to address this issue. The new exemption in DMCA for the circumvention of flaws imbedded in a CD
access controls can be a reference point. Additionally, since regulations for computer viruses, spyware and the like
cover several such legislative fields as information network security law, software law, copyright law and anti-
circumvention law, anti-circumvention rules can be integrated with other laws to maximize their effectiveness.

To conclude, several Chinese laws and regulations have shown the effort that has been made to establish
anti-circumvention rules that work effectively within an information network environment. The Copyright Act
1990 introduced a general anti-circumvention rule while the Software Regulation and the Network Regulation,
particularly the latter, implemented a general rule with detailed provisions. The Supreme People’s Court’s judicial
interpretation also has supplemented the legislative process. A comparison of the anti-circumvention rules in the
DMCA, the CDPA and the Network Regulation shows that the Chinese anti-circumvention rules need continued
expansion and updating with clarification and amendments.

A pragmatic approach is employed to develop anti-circumvention rules in diverse regulatory papers that
follow the general guideline of the Copyright Act when dealing with such very different areas as software and the
information network. Hence rules can to be formulated precisely and targeted. No facile modification should be
made to the Copyright Act without adequate consultation and assessment. China needs to learn the necessary
legislative techniques to construct its intellectual property law since the country has not had a modern such law.
14 China also needs time to identify and study its own economic and legal problems. A comprehensive
understanding of China’s real situation would help legislators to create tailored anti-circumvention rules rather
than to blindly follow a western legal paradigm.
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! For example, Universal City Studios, Inc. v Reimerdes 111 F. Supp. 2d 294, S.D.N.Y 2000 (henceforth
Reimerdes). Eight major United States motion picture studios employed an encryption system called CSS (Content
Scramble System) to protect the digital content of their DVDs, which contain copies of the motion pictures in
digital form. CSS-protected motion pictures on DVDs may be viewed only on players and computer drives
equipped with licensed technology that permits the devices to decrypt and play-but not to copy-the films. A
computer program called DeCSS was designed to circumvent the CSS protection system and allowed CSS-
protected motion pictures to be copied and played on devices that lack the licensed decryption technology.
Defendants in the case quickly posted DeCSS on their Internet web site, thus making it readily available to much
of the world.

2 For example, U.S. v Elcom Ltd 203 F. Supp. 2d 1111, 62 U.S.P.Q.2d 1736, 2002 Corp. L. Dec. P 28,453
(henceforth Elcom). A Russian programmer Dmitry Sklyarov designed a program to remove the security
protections from Adobe eBook files. He was arrested in 2001 in the US. Adobe claimed it was tantamount to
software piracy. See R Lemos “Russian’s Arrest in Latest in Copyright Fight” at http://news.com.com.

3 L. Luo, “Legal Protection of Technological Measures - A Comparative Study of U.S., European, and Chinese
Circumvention Rules”, Hauser Global Law School Program working paper 08/05 at www.nyulawglobal.org at p.
6-7. A recent example occurred in late 2006, Jon Johansen, who is the designer of the DeCSS program and is
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89 Va. L. Rev. 679. J. C. Ginsburg, “Copyright and Control over New Technologies of Dissemination” (2001) 101
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see “Technology as an Imperative for Regulating Copyright: From the Public Exploitation to the Private Use of the
Work” (2005) EIPR 27(6) 201.

8 Earlier, technological devices were not regulated under a copyright law regime based on a “technology neutral”
principle that held the objective of regulation should be the information in use and not the devices or means by
which the information is delivered or used. See H.R. Rep 105-551 (Il) at p.24. For the first time art. 11 of WCT
targeted acts of circumvention. The DMCA extended its reach from acts to devices and services as did the CDPA
amendment. For comments, see T. B. Cohen, “Anti-circumvention: Has Technology’s Child Turned against Its
Mother?” (2003) 36 Vand. J. Transnat’l L. 961 at p. 973-975. P. B. Hugenholtz, “Software as a Commaodity:
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® This legislative goal is expressed in a speech delivered by Cao Jianming, the Vice President of Supreme People’s
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12 Copyright Law of the People’s Republic of China (hereafter referred to as Copyright Act 1990). It was adopted
in 1990 and amended in 2001.

13 See subsection 4.1.

 Promulgated by Decree No. 468 of the State Council of the People's Republic of China, and effective as of 1
July 2006.
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Scrambling System (CSS) is used widely to protect unauthorized access and duplication of DVDs and Extended
Copy Protection (XCP) is used to control production of CDs by Sony BMG Music.

Y7 Digital rights management (DRM) is the umbrella term referring to any of several technologies used to enforce
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work. In its widest sense, the term refers to any such management. For a detailed description of major means of
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R. Poynder, Caught in a Web-- Intellectual Property in Cyberspace (Derwent / Thomson Scientific, 2001) at ch. 5.
L. A. Hollaar, Legal Protection of Digital Information (BNA Books, 2002) at pp. 199-202.

18 See Religious Technology Center v Netcom On-Line Communication Services 907 F. Supp. 1361, at 1370, it was
ruled that “[T]he decentralized network was designed so that if one link in the chain be closed off, the information
will be dynamically rerouted through another link.”

193, P. Liu, “Regulatory Copyright” (2004) 83 N.C.L. Rev. 87 at p. 129.
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How Digital Property Rights Challenge Us to Rethink Digital Publishing” (1997)12 Berkeley Tech. L. J. 137, at
pp. 139-140. C. Clark, “The Publisher in the Digital World, in Intellectual Property Rights and New
Technologies” Proceedings of the KnowRight '95 Conference at 85, pp. 97-101.

21 J. Litman, Digital Copyright, (Prometheus Books 2001), at p. 27.

22 gpe above fn. 6, Kretschmer, at p. 337. Also see above fn. 17, Vinje, at p. 436.

2 For example, see art. I, s. 8 of Constitution of United States. Also see S. K. Stadler, “Forging a truly utilitarian
copyright” (2006) 91 lowa L. Rev. 609. In China, see art. 1, ch. 1 of Copyright Act 1990, English version available
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WCT), adopted in Geneva on December 20, 1996.

2 Historically, copyright law reflected and responded to the advancements of technology. The invention of
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T. Dreier, “Developments and Perspectives of Copyright — From Gutenberg to Data Highway Proceedings of
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not developed any law that was akin to copyright law, see W. P. Alford, To Steal a Book is an Elegant Offense:
Intellectual Property Law in Chinese Civilization (Stanford University Press, 1995). Entering the electronic era, an
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Akester “Digital Rights Management in the 21st Century” (2006) EIPR 28(3) 159 at p. 159. Also see the report
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development of the multimedia network has inspired the creation of a new type of right — the “right of
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P. Samuelson, “Intellectual Property and the Digital Economy: Why the Anti-circumvention Regulations Need to
be Revised?”(1999) 14 Berkeley Tech. L. J. 519. P. Samuelson, “Anti-circumvention Rules Threaten Science”
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* Art. 24 of Software Regulation.
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%917 U.S.C. § 1201 (a) (3) (B).

*0'S. 296ZF of CDPA.

41’3, 296ZF (2) of CDPA.

“2 See above, fn. 7, Dusollier, at pp. 202-203. D. L. Burk “Anticircumvention Misuse” (2003) 50 UCLA L. Rev.
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(BNA) 1953, 1961-1962 (2d Cir. 2001) it was ruled that the fair use defense was not applicable for circumvention
over technological measures. Nevertheless, a different attitude was manifested in Chamberlain Group, Inc. v
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% See subsection 3. 3.
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Tech. 41, at pp. 46-47. Lobbyists claimed that the Sony substantial non-infringing standard was insufficient for
copyright protection, see “Online Copyright Liability Limitation Act: Hearing before the Subcommittee on Courts
and Intellectual Property of the Committee on the Judiciary”, 105th Cong. (1997) (hereafter referred to as The
Hearing 1997) at p. 33 (statement of M Peters, Register of Copyrights, Copyright Office of the United States).
6217 U.S.C. § 1201 (c) (1).
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17 U.S.C. § 1201 (a) (1) (B)-(E).
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in obsolete formats and eBooks without read-aloud functions or prevent users from converting the text into another
format.
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“Copyright and the National Information Infrastructure” (1996)18 EIPR 120; J, Litman, “The Exclusive Right to
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8 See above fn. 34, the closing remarks of “Transposing the Copyright Directive” at p. 30, in which the legal
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8 See above fn. 10.
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Five Jurisdictions (2006) 34 AIPLA O.J. 217.
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20054) Also see an interview about issues of software protection by Mr. G Tang, Chief Secretary of Intellectual
Property Law Center, China Academy of Social Science, at www.chinaiprlaw.cn/file/200507315370.html. He is
concerned about the absence of concrete anti-circumvention rules that can curb the technological measures’

65



Journal of International Commercial Law and Technology Vol. 3, Issue 1 (2008)

negative impact on consumers and users.

8 See a distributor’s report at www.law-lib.com/flsz/sz_view.asp?no=1198.

8 X. Zhang “Studies on Several Issues Concerning the Intellectual Property Protection in the Network
Environment” at http://218.69.114.37/wf/~CDDBN/Y690131/PDF/index.htm at pp.16-17. (7K,
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® It incorporated the substantive provisions of the Berne Convention and is administrated under the WTO.
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special department rules. Judicial interpretations are supplementary. For an introduction of Chinese IP law, see
“Intellectual Property Protection in China” at www.chinaiprlaw.com/english/news/news46.htm.
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amended in 1979

%2 For example, see Shanghai Busheng Music and Culture Broadcast Ltd. v Baidu Tech Ltd., case number 14665 of
first instance Haidian District Court (2005)

(B R SRR TR A R E ERIREHR A IR AR, i P55 14665 ). Without clear regulation
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% Art. 26 of Network Regulation.

% ibid.

% See above fnn. 61-63 and accompanying text.
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holders an unreasonable burden of proof to show the intention of an infringing party. Moreover, it may encourage
others to circumvent technological measures. See above fn. 94, Zhang at p. 123.

1003, 'Y. Zhang, “Copyright Owners’ Rights over the Internet” (2006) 9 China Law & Practice 80.

101 See above fn. 102.

192 Art, 12 of Network Regulation.

193 The sole purpose approach was also proposed by Singapore in the ““Basic Proposal for the Substantive
Provisions of the Treaty on Certain Question of Literary and Artistic Works to be Considered by the Diplomatic
Conference” WIPO Doc. CRNR/DC/12 (1996) at www.wipo.int/documents/en/diplconf/distrib/pdf/12dc.pdf.

104 See above fn. 24, Lai, at p. 47.
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106 See above fn. 93, Cao, at p.11.

97 Art. 12 (1) of Network Regulation.

1% The importance of reverse engineering are analyzed in T. Vinje, “Threat to Reverse Engineering Practices
Overstated” (1994) EIPR 16(8) 364 and also in above fn. 16, Vinje, “A Brave New World for Technical Protection
Systems” at p. 437. Also see Sega Enterprises, Ltd v Accolade, Inc. 977 F. 2d 1523- 1524 (9th Cir. 1992) in which
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the Court noted that decompilation techniques are widely used in the software industry, and stated that "an attempt
to monopolize the market by making it impossible for others to compete runs counter to the statutory purpose of
promoting creative expression”.

1% Felton v RIAA [US DC NJ Case # CV-01-2669 (GEB)] is a referential case to this point. A team of researchers
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“Digital Millennium Dark Ages: New Copyright Law Used to Threaten Scientific Research” November 7, 2001 at
www.eff.org/IP/DMCA/Felten_v_RIAA/20011107_eff felten_article.html. To avoid the same chilling effect from
happening again the anti-circumvention rules may create an exception for the circulation and communication of
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10 Although it is criticized as “formalistic” in language, see J. Deng, “The Supreme People Court’s Take On
Copyright Liabilities for ISPs” (2004) 18 China Law and Practice (3).

111 See above fn. 59, Universal City Studios, the Supreme Court held that the sale of copying equipment does not
make one liable for direct infringement, even when one had the constructive knowledge that purchasers may use it
for an infringing purpose. In Fonovisa, Inc. v Cherry Auctions, Inc., 76 F.3d 259, 264 (9th Cir. 1996), contributory
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Vicarious infringement deals with the situation where one has a financial interest in, and the right to supervise,the
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112 |n the US, the passivity doctrine is applied if an ISP has not been actively involved in an infringing act. Then
the ISP could be exempted from liability. See Religious Technology Center v Netcom On-Line Communication
Services, Inc. 907 F. Supp. 1361 (N.D. Cal. 1995) and CoStar Group, Inc. v LoopNet, Inc. 373 F.3d 544 (4th Cir.
2004), DMCA also protects ISPs from direct liabilities by the passivity doctrine, see 17 U.S.C. § 512. For
comments, see B. W. Barger, Jr. “CoStar v LoopNet: Protection of the Internet at the Expense of Copyright
Protection?” (2006) 6 Chi.-Kent J. Intell. Prop 1. A passivity doctrine also can be considered in Chinese anti-
circumvention rules in deciding ISPs’ liabilities in providing circumventing technology or devices. This doctrine
can relieve ISPs of the burden of scrutinizing, and thus encourage the development of the Internet.

113 «safe harbor” principle only applies strictly to ISPs, see art. 2 of Administrative Protection Measures of
Copyright via Internet 2005.

W Alford, To Steal a Book is an Elegant Offense, (1995). However, some Chinese scholars argue that China has its
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