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Abstract: This paper considers intellectual property rights (IPR) enforcement from the
perspective of criminal law, and in particular, drawing on recent Australian legidative reforms
concerning copyright, cybercrime, covert investigations, mutual assistance and extradition,
prosecution and sentencing options, as well as proceeds of crime recovery. The complex
interaction of these laws suggests that the field of IPR enforcement offers numerous investigative,
prosecutorial and judicial options beyond those traditionally associated with copyright
infringement. Cases discussed include several prosecutions of file-sharing website operators, and
the extradition from Australia of a suspect in an international online piracy group prosecution led
by the United States Department of Justice.

1. Introduction

Intellectual property (IPR) enforcement has beandformed in the past ten to fifteen years by abioation of
technological, societal and legal developments.st\@nificantly, the introduction and widespreabation of
the Internet as a basis for communication and dissgtion of information, entertainment and produicts
resulted in a global community of file-sharers,liing those who deliberately or recklessly traderiaterial
that infringes copyright or other forms of IPR. iFlactivity has been facilitated by a number ofirmlfile-

sharing services and websites, some of which hestufed prominently in civil and criminal litigation a

range of countries, for example, in litigation itwiag Napster, Grokster, Kazaa, Bit-torrent and Pieate Bay.
While most individual file-sharers do not conscigusngage in acts of piracy or counterfeiting, thegregate
activity and effect on music, film and games sofevmarkets across the world can represent significsses,
which can result in civil and criminal liability #i significant damages being awarded or penaltigsosed
(AIC 2008; Andrés 2006; Dejean 2009; Siwek 200htder 2006).

Over time, legal liability has been extended thiowy combination of legislative reforms and judicial
interpretation, beyond the pool of direct shardrinfinging content to those groups and businesisasprovide
Internet-related services. In some cases, suakhase clearly illegal conspiracies to make illigains from
piracy or counterfeiting are involved, the impasitiof criminal or civil liability is doubtless waanted.
However, some enforcement actions leading to massiunetary penalties being awarded against individu
file-sharers, or the deployment of criminal justinechanisms such as search and seizure, arrept@setution
and even extradition have attracted widespreadezanand criticism (Barker 2004; Manjoo 2001; Riclsam
2002; Weinstein and Wild 2008). Intermediariestsas Internet Content Host (ICHS) and Internet i8erv
Providers (ISPs) have also found themselves palbntliable for failure to police and prevent ordin
infringements by their customers, with some coestfegislatively imposing restrictive ‘take-downtice’ and
‘three strikes’ regimes aimed at curbing online M&ations (Lambrick 2009; Wan 2010; Urbas and rfacte
2010).
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The recent history of IPR enforcement has thus Ime&rked by an increasingly complex array of techinic
and legal interactions, with resulting uncertaiabput the ways in which copyright and trade mavk ¢an and
should interact with telecommunications law andufation, criminal law and procedure, including neity
enacted computer offences. The following analysiplores this evolving landscape by working through
legislation and case examples in Australia, thoiighould be observed that the copyright, compotine and
criminal procedural laws under consideration aramfed by international agreements and harmonisation
processes, and therefore the analysis should belesfance to those working in other jurisdictionadeed, as
will emerge, much recent IPR enforcement activiag hecessarily taken on a multinational aspeaspanse to
the global trend in online piracy and counterfejtactivity. This is particularly evident in the ergence of a
landmark extradition case involving an Australiarember of an international online piracy group, who
ultimately was required to face justice in the @diStates legal system.

2. Terminological Background

International agreements, and to a varying extentastic legislation, provide the technical vocabufar any
discussion of IPR enforcement. Footnote 14 tochetbl of the World Trade OrganisationTsade-Related
Aspects of Intellectual Property Rights (TRIPs) agreement provides (WTO 2010):

(a) "counterfeit trademark goods" shall mean angdgo including packaging, bearing without
authorisation a trademark which is identical to tremlemark validly registered in respect of
such goods, or which cannot be distinguished iastential aspects from such a trademark, and
which thereby infringes the rights of the ownertloé trademark in question under the law of
the country of importation;

(b) "pirated copyright goods" shall mean any goaticch are copies made without the consent
of the right holder or person duly authorised by ight holder in the country of production and

which are made directly or indirectly from an addigvhere the making of that copy would have
constituted an infringement of a copyright or aatedl right under the law of the country of

importation.

By extension, the production, distribution, salel ather dealings in pirated or counterfeit goodssidely
referred to, respectively, as ‘piracy’ and ‘coufeéing’ (see also the European Directive on Enéonent of
Intellectual Property Rights 2004). The TRIPs jsmns detail enforcement measures that membersstatist
adopt by way of civil and administrative proceduaesl remedies, border controls, and criminal procesiand
penalties applied to counterfeiting and piracy. teNiiat the categories are not mutually exclusagea pirated
article may also be counterfeit in the sense ofdpadeceptively labelled and packaged. Accordinghe
production, importation, distribution and sale afaged copies of copyright material may also ineohreaches
of trademark or other intellectual property rightesmmercial dealing and import-export laws, andsconer
protection regulations (Urbas 2000a).

Domestic intellectual property legislation does netessarily use the TRIPs terminology. In Austrdbr
example, although the terms ‘piracy’ and ‘pirateghpeared in an early versions of the Copyright, Awtre
recent formulations refer to ‘infringement’ andffimging works’ (Kelcey 1995: 232; Smith 1997; Ugb2000a
and 2000b). Nonetheless, the ‘piracy’ terminolagywell-established in the copyright world, partarly in
academic discussions (Hughes 2005; Hinduja 200&ieKiand Cronan 2002), among industry groups
representing copyright owners such as the Busii@stwvare Alliance (BSA 2009), Recording Industry
Association of America (RIIA 2010) and Music IndysPiracy Investigations (MIPI 2010), and also sditee
sharing sites such as ‘Pirates With Attitude’ baisethe United States or ‘The Pirate Bay’ operaim@weden
(Andersson 2009; Goldman 2004; Lewen 2008; Urbdsrairacre 2010).
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With the advent of personal computers and onlifeesharing, other relevant terms enter the scehee
most important international agreement relatingdmputer misuse is the Council of Europe’s Conwentin
Cybercrime, which was finalised in 2001 (COE 201®uauith, Grabosky and Urbas 2004) and came inteeforc
2004 with signatories including 42 European coestras well as Japan, Canada and South Africa, tivth
United States ratifying in 2006 (COE 2010b; Urb@88%b). Australia has not signed the COE Convertian
may do so in future — nonetheless its Cybercrime2801 (Cth) is closely based on an early draftongside
provisions dealing with illegal access and intetimep data and systems interference, misuse ofcdsyi
computer-related forgery and fraud, child pornogsapffences and associated procedural mechanisthauan
optional protocol related to racist and xenophobits (COE 2010c; COE 2010d), the Convention on
Cybercrime also deals with copyright and relatgtits. In particular, Article 4 obliges member Stato ‘adopt
such legislative and other measures as may be s@gde establish as criminal offences under itnektic law
the infringement of copyright ... where such actsamamitted wilfully, on a commercial scale and bgans of
a computer system’ (COE 2010a).

Domestic computer crime legislation in most cowstridoes not explicitly refer to ‘cybercrime’, thdumn
Australia significant amendments to Commonwealitslavere introduced with the enactment of the Cyleie
Act 2001 (Cth), adding a range of unauthorised ss;ceodification and impairment offences to them@mal
Code Act 1995 (Cth) (Smith, Grabosky and Urbas 2@ith and Urbas 2004). One of these offences(.44
(Unauthorised access, modification or impairmenthwintent to commit a serious offence) has poténtia
application to copyright infringement as the latbeis for some years carried a maximum penaltyvef years’
imprisonment, thus qualifying as a ‘serious offérioe the purposes of the cybercrime provision. wéwer, no
prosecution along these lines has ever been conadepcesumably in part because most illegal filerisiy
does not involve unauthorised access to computerdata, for example, by “hacking” into music files.
However, as further discussed below, a new andderoaffence, s474.14 (Using a telecommunicatione@r
with intention to commit a serious offence) coufibly more easily to online copyright infringemest\aell as
range of other serious crimes (Urbas 2005c; Uribas ).

Finally, as regards terminology, a distinction feen drawn in copyright law between ‘direct’ or fimary’
liability for infringement, and ‘indirect’ or ‘secwlary’ liability for authorisation, by third paresuch as ICHs
and ISPs, of infringing acts done by others. Thecepts overlap to some extent with primary and sy
liability in criminal law, whereby not only thosehe directly commit crimes but also those who ‘adbet,
counsel or procure’ or engage in incitement or poasy may become liable (Ginsburg and Ricketso®620
Gething and Fitzgerald 2009; Urbas and Fouracr®R01

3. Criminal Copyright Infringement

The copyright law of most countries, including Amadia, includes criminal penalties, as well asleemedies
for infringement. Criminal offences are particljattirected at larger-scale and organised infringein There
are also criminal penalties in Australia for tradark infringement under Part 14 of the Trade Ma&s1995
(Cth), but unlike many other countries, not forimfement of patents, designs and the other mamsof
intellectual property (AIC 2008; McKeough et al.02Q Davison et al. 2008; Urbas 2000a; Urbas 2008a a
2005b).

The main copyright offences are found in Part Viglon 5 of the Copyright Act 1968 (Cth), as amenbtgd
the Copyright Amendment Act 2006 (Cth) replacing ttentral offence of copyright infringement witlset of
discrete offences in Part V, including s132AD (Makiinfringing copy commercially), s132AE (Selling o
hiring out infringing copy), s132AF (Offering infrging copy for sale or hire), s132AG (Exhibitingringing
copy in public commercially), s132AH (Importing iiffging copy commercially), s132Al (Distributing
infringing copy), s132AJ (Possessing infringing gdpr commerce), s132AK (Aggravated offence--wotk. e
converted to digital form), s132AL (Making or possimg device for making infringing copy) and s132AM
(Advertising supply of infringing copy). Other efices relating to public performances, circumventib
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access control technological protection measuresjoval or altering of electronic rights management
information, dealing in unauthorised decoders, pedormers’ rights are also contained in the legish. Most

of these offences carry maximum penalties up te fpears’ imprisonment and/or substantial fines tfor
indictable form of the offence, which require prooff intention, knowledge or recklessness for thenma
elements of offence; and two years’ imprisonment/@nfines for the summary form of the offence,diving
negligence. There is also, for many of the infeimgnt offences, a ‘strict liability’ form with n@quired fault
element, punishable by fine only. For strict llapioffences, there is an infringement notice sokeunder
s133B and s248SA and Copyright Regulations 1968) (Rart 6A (Luttrell 2008).

Importantly in interpreting these offences, then@nal Code Act 1995 (Cth) applies to all offencesler
Commonwealth law, and supplies the meaning of &eys such as ‘intent’, ‘recklessness’ and ‘neglaggnand
provides a number of general defences as well agigions on accessorial liability, inchoate offesicand
corporate criminal responsibility. A particularroplexity arises because of the ‘default’ fault psoans of the
Code, whereby a physical element of an offencee(atan a strict or absolute liability offencejrigerpreted to
attract a fault element of intention if it is ‘camet’, and recklessness if it is a ‘circumstance’aofresult’
(Leader-Elliott 2002a and 2002b). Applying thighe copyright offences such as those in s132ADaitspires
that the indictable form of the offence has no Expfault element for the physical elements ofcaimstance
that the article being made for sale, hire or coneiaéadvantage is (i) an infringing copy of a wark other
subject-matter, and (ii) that copyright subsistshi@ work or subject-matter, and therefore reckiess applies
by default; whereas for the summary form of theenfe, negligence is explicitly stipulated to aptaythese
elements; and for the strict liability form, no faalement applies. This style of copyright lavafting poses
dangers for intellectual property lawyers or othaws familiar with the principles of Australian fexl criminal
law. Issues of jurisdiction and standard of primofprosecution and defence are also dealt witthbyCriminal
Code Act 1995 (Cth), as well as the Evidence AQAS5LECth). Procedural issues and sentencing fa@nc#s
under Commonwealth laws are governed by the CriAwts1914 (Cth). Although copyright and trademark
offences are federal offences in Australia, crirhip@secutions are normally heard in the State Bewitory
courts, which may differ in some procedural rule®ne interesting issue is the requirement of a jorg
contested trial, which is guaranteed for trial ndictment under s80 of the Commonwealth Constitutitntil
the 2006 amendments to the Copyright Act 1968 (GHi3 guarantee did not apply to copyright offenegen
though they were punishable by up to five yeargrisonment, as these offences were dealt with suityna
see Lai Ha v McCusker [2000] FCA 1174 (3 August @0Qy v Jenkins [2001] FCA 1640 (26 November
2001). However, the indictable form of the offesicautlined above now does attract the constitutiona
guarantee, so that a jury trial is required (whictder s80 necessitates a unanimous verdict forictoom).
Until very recently, the Federal Court of Australiad no capacity to conduct jury trials, but thas been
addressed in 2009 legislation creating new cafffehoes, and it is likely that the court’s juristion will be
extended to include indictable copyright offenaefuiture (Clarke 2005).

4. Cybercrime Offenses

As observed above, offences such as s474.14 ofrimainal Code Act 1995 (Cth) may operate to apply to
online copyright infringement. The physical elertseof the offence are that a person connects eauripto a
telecommunications network (such as the Internet)ses equipment already so connected, and intendlsis
to commit or to facilitate the commission of, arieoice (whether by that person or another persomyhniks a
serious offence against Commonwealth, State, Deyrior even foreign law. The default fault elenseate
intention with respect to the connection or usel ahcourse the explicit intention to commit or iféate the
further offence, but absolute liability is statedapply to the circumstance that the further offersca serious
offence against State, Territory or foreign law. ‘skrious offence’ is defined to be one punishatjelife
imprisonment or a period of five years or more @thincludes a number of indictable copyright offesi¢ and
the penalty for a breach of s474.14 is stipulatedhd ‘a penalty not exceeding the penalty appledblthe
serious offence’.
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Interestingly, presumably because this computeenuff is already preparatory in nature, the ledgisiat
provides that it is not an offence to attempt tonoat an offence against s474.14. However, a pensay be
found guilty under this provision even if commitjinhe intended serious offence is impossible, f@mple,
because there are robust technological protectioptace which would prevent the offence from bedagried
through to completion. Thus, online copyright infement, or commercial dealings in infringing mite may
well constitute computer or telecommunications wées under the Criminal Code Act 1995 (Cth). Tteda
however, no prosecution using this characterisatippears to have been pursued, with prosecutotsaths
relying on the offences within the Copyright Act6BA(Cth) themselves. This may be in part because i
possible for police to charge a person with attetoptommit a copyright offence in Australia, unlike some
other countries, obviating the need to rely on Fassiliar telecommunications offences. As discdsbelow,
however, the option of dealing with online copytigiifences as computer crimes under the CriminaleCact
1995 (Cth) may well have some advantages for lafareement in allowing the ‘heavy machinery’ of ciimal
procedural law to be invoked. Before turning tésttopic, however, it is instructive to review sorpast
Australian online piracy cases.

5. Australian Online Piracy Cases

Both civil and criminal proceedings have been btauagainst a number of Australian defendants afletige
have committed online copyright offences. Sigaifitcases include the following:

5.1 Tran, Ng & Le (unreported, NSW Local Court, Sydney, December 2003)

This unreported case represents the first occasiomhich Australian courts were required to deeg¢ctly with
large-scale online piracy. The case is detailetblb@ws in the 2003-04 Annual Report of the Commwvealth
Director of Public Prosecutions (CDPP 2004: 81-82):

This case related to the operation of a websittedalMP3/WMA Land” which allowed
members of the public to listen to, and downloathuthorized copies of music recordings and
music video clips free of charge. The Website wased to some mirror websites and provided
access to a large number of CDs and individual so8gme of the CDs were available through
the website before they had been officially reldaseAustralia. During the time it operated the
Website received over seven million hits. Ng, Teard Le were all university students. Ng
established and maintained the Website, Tran lathred to maintain and update it. Le’s role
was to remix songs onto compilation CDs which weswaded and posted on the Website.

The operation of sites of this kind has a significanpact on the Australian music industry
because artists and producers derive no income Wietn works are made available to the
public free of charge. The matter first came toigeots a result of complaints made by an
organisation known as Music Industry Piracy In\gegions.

This was the first criminal prosecution in Austaafor offences of this kind. Ng was charged
with 22 offences against theopyright Act 1968, Tran was charged with 17 offences, and Le
was charged with 29 offences. All three were camdc Ng was given a suspended sentence
and ordered to perform 200 hours of community serviran was given a suspended sentence
and fined. Le was ordered to perform 200 houroofimunity service.

Although the Copyright Act 1968 (Cth) and its preglesors over the last century have contained masimu
penalties of five years’ imprisonment, no such esec¢ — or indeed any custodial sentence — hadthigtitime
ever been imposed in New South Wales. On the fa&sions in which a custodial sentence has beeos@p
for an Australian copyright offence, it has almabktays been suspended in favour of a ‘good beh&viaund.

In the MP3/WNA Land case, the outcomes were sitgilenient.
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5.2 Duarte (unreported, NSW Local Court, Sydney, 2007)

In 2007, The Smpsons Movie was released worldwide and pirate copies quickigan to appear for download
on the Internet. A suspect in Australia was aeests the first individual discovered to be invalve uploading
a handheld ‘camcorder’ version of the movie. Tlentonwealth Director of Public Prosecutions repbtte
arrest as follows (CDPP 2008):

On the 26 July 2007, The Simpson’s Movie [sic] waleased in cinemas throughout Australia.
On 27 July 2007, an unauthorised copy of the maowées uploaded onto the internet from
Australia and distributed worldwide. In excess 6000 downloads were recorded over the
following days.

On 16 August 2007, the AFP executed a warrant enhttme of the person alleged to have
uploaded the movie onto the internet. He was sulesgty charged under the Copyright Act
1968. The accused pleaded guilty and received aGsfide.

As reported in the media, the offender was a 23-ghSydney resident named Jose Duarte, and his an
similar conduct resulted in the deployment by mostiedio employees of ‘night vision’ cameras in orde
detect covert filming in cinemas (Moses 2008). Trhesstigation involved collaboration between thePAand
the Australian Federation Against Copyright Théfie latter stating that the unauthorised recordihghovie
was deleted by the authorities from Duarte’s welepaighin two hours of it being uploaded (AFACT 2007

5.3 Giriffiths v United Sates of America [2005] FCAFC 34 (10 March 2005)

This case represents a very significant developrmeobpyright enforcement, involving the extraditiof an
Australian suspect in an online piracy group nafBeithkOrDie’, to the United States to face crimir@lpyright
and conspiracy charges. On 11 December 2001, fdara@ment officials executed over 70 search wasran
simultaneously in the United States, the Unitedgdiom, Australia, Norway, Sweden and Finland against
suspected members of the group. The concertedoenfient action, led by the United States Custonngicge
together with the Computer Crimes and IntellecRadperty Section (CCIPS) of the United States Diepemt

of Justice, was given the name ‘Operation Buccaneer

A series of criminal prosecutions for copyright aather offences, mostly ending in conviction and
substantial terms of imprisonment imposed on defatedafter guilty pleas, followed. Most of thesavictions
occurred in the United States, but there were @dlgrosecutions in the United Kingdom and othemtaes.
Alleged ringleader of the group, Hew Raymond Gtti§i from Bateau Bay in New South Wales, Australias
the only member to face extradition. Griffiths wadicted by United States authorities in March 200ith the
Justice Department alleging that (using the ontiodename ‘Bandido’) he oversaw the illegal operatiof the
group and admitted in a 1999 online news interviewunning the group’s day-to-day operations anutrotling
access to more than 20 warez sites worldwide. ektedition was resisted, and the ensuing legatg@dings
in Australia reached the highest appellate levdllsurprisingly, the extradition request was segrheavy-
handed by some observers, and perhaps politicativated. The United States Department of Justpeessed
the view that the extradition would have a detdredfect on other infringers outside the Unitedt&ta stating
(US DOJ 2004):

The decision to extradite Griffiths for his role iimtellectual copyright piracy should send a
strong signal around the world. For too long, peoghgaged in piracy have believed that if
they were outside the borders of the United Stdkesy;, could violate our intellectual property
laws with impunity. They're wrong.
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This indictment and the extradition sends a clead anequivocal message to everybody
involved in illegal piracy that, regardless of wlerou are, the Justice Department will find
you, investigate you, arrest you, prosecute yod,iacarcerate you.

Griffiths has instructed his solicitors that he Wwbplead guilty to offences under our Copyright Ade has
probably already spent more time in prison thanmarmgon convicted of a copyright offence in Ausiralfter a
series of raids by the US Customs Service, aboyte@ple were arrested in a variety of countriesluiting 45
in the US and eight in Britain. All the British veecharged under British laws and the US did notpfos
extradition. Griffiths is the only person, and thdy Australian, in the group that the US is pnaggb extradite.

It seems the Australian Attorney-General, PhilipdBock, and his department is only too eager to co-
operate. The relevant minister under the Extradifiot, Chris Ellison, has the power to refuse tf&rgquest.

Griffiths’ lawyers at the NSW Legal Aid Commissidrave written to Ellison asking him to exercise his
power to do so. There was a delay of eight morgbksylear while people in the Attorney-General's adepent
drafted a submission to the minister. The NSW AttgrGeneral, Bob Debus, wrote to Ruddock in Jur@bs20
making the same argument, that extradition is inagate in this case. These pleas went nowhereyanthere
is no explanation why this man cannot be chargedlustralia and why of all those arrested, he isahly one
the Americans want in captivity on their soil. Appeal avenues having been exhausted, Ellisonshaed a
warrant for Griffiths's extradition to the US artht is likely to happen at any time. It is a shagktase. The
governmental cravenness is unwarranted. It measft@riffiths is convicted in the US it is likelge will never
be able to return to Australia, where he has liakdut seven years of his life. The Americans hpxavided
him with a one-way travel document to the US. Budt's the price of keeping in sweet with our grawed
powerful friend.

The responsible Minister signed a notice undemBkteadition Act 1988 (Cth), and a warrant was issued for
Griffiths’ arrest. The matter came before a Newt8dWales Magistrate on 25 March 2004, but the Meafis
ruled that the defendant was not eligible for sutlex to the United States. The United States aitif®were
not satisfied with this decision, and sought aeevin the Federal Court of Australia. On 7 July020the
Federal Court judge hearing the matter reversedvihgistrate’s ruling and thus cleared the way foiffighs’
extradition: United States of America v Griffiths [2004] FCA 879 (7 July 2004), Jacobson J. Agathsd
decision, Griffiths appealed to the Full Court loé¢ tFederal Court. On 10 March 2005, a bench ektfudges
unanimously dismissed the appeal on all groundseatdpy the appellanGriffiths v United States of America
[2005] FCAFC 34 (10 March 2005), Whitlam, Finn a@dnti JJ. Then in September of 2005, the High Cour
refused special leave to appe@riffiths v United States of America & Anor [2005] HCA Trans 666 (2
September 2005), clearing the way for Griffithstrarition (Urbas 2007a). Griffiths was ultimatadytradited
in May of 2007 and pleaded guilty, and was sentgrtoe51 months though time spent in custody awgitin
extradition was taken into account, so he had 8¥fely 15 months to serve. In February of 2008waes taken
from custody and returned to Australia under aneagment between the Australian and United States
governments. He gave a televised interview on astr@lian Broadcasting Corporation program shaafter
his return, describing his prison experience (ABD&).

6. Criminal Investigation Issues
A number of interesting criminal investigation issuarise in the context of online piracy, espegciathen
considered as cybercrime rather than merely cobyoéfences. Of course, these issues need to terstood

against a background of still developing forensid avidentiary rules governing the collection ofitdil
evidence (Broucekt al. 2005).
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6.1 Covert and controlled operations

Controlled operations were initially developed inder to infiltrate and prosecute drug importationd a
distribution networks. IfRidgeway v The Queen (1995) 184 CLR 19, the High Court quashed drug ingtion
convictions that had been obtained through a jaiRP-Malaysian police operation including the ‘catied
delivery’ of heroin in breach of th@ustoms Act 1901 (Cth). The problem confronting the prosecutiors izt
the heroin found in the possession of the defendadtin fact been illegally brought into Austratig the police
as part of the controlled delivery, but there wadegislative basis for this type of operationta time, and so
the evidence obtained as a consequence could halegcas improperly or illegally obtained: see rel@8 of

the Evidence Act 1995 (Cth).

Following this case, the Crimes Act 1914 (Cth) wa%ended to include a new Part 1AB giving a stayutor
basis to such controlled operations with a systdncentificates ensuring their legality and consedue
admissibility of evidence obtained. The constinél validity of these provisions was upheld iniNitas v The
Queen (1998) 193 CLR 173. Since 2001, with the®nant of the Measures to Combat Serious and Csgdni

Crime Act 2001 (Cth), the scope of permissible ouled operations under Part 1AB has expanded from

narcotics importation to any ‘serious Commonweaftence’, defined as a Commonwealth offence:

(a) that involves theft, fraud, tax evasion, cuesewviolations, illegal drug dealings, illegal
gambling, obtaining financial benefit by vice engdgin by others, extortion, money
laundering, perverting the course of justice, bmgber corruption of, or by, an officer of the
Commonwealth, an officer of a State or an officéraoTerritory, bankruptcy and company
violations, harbouring of criminals, forgery incing forging of passports, armament dealings,
illegal importation or exportation of fauna into out of Australia, espionage, sabotage or
threats to national security, misuse of a computerelectronic communications, people
smuggling, slavery, piracy, the organisation, fitiag or perpetration of sexual servitude or
child sex tourism, dealings in child pornographynmaterial depicting child abuse, importation
of prohibited imports or exportation of prohibitedports, or that involves matters of the same
general nature as one or more of the foregoingatris of any other prescribed kind; and

(

b) that is punishable on conviction by imprisonmfenta period of 3 years or more.

It is noteworthy that the original Measures to CamBerious and Organised CrirBdl defined ‘controlled
operation’ so as apply to all Commonwealth offen@ssstated in the Explanatory Memorandum (Itenrel?7

clause 15H):

This proposed definition of controlled operatiorplezes the current definition so that a
controlled operation may now be conducted during itivestigation of all Commonwealth
offences (rather than being limited to narcotic d@offences) and may involve persons other
than law enforcement officers.

The changes were at the behest of the then Oppogiuncan Kerr MP,™ Reading debate, 20 Sept 2001) and
explained as follows:

The opposition moved amendments in the Senate whimhd restrict the National Crime
Authority to conducting controlled operations ralgtonly to those offences which are set out
in the National Crime Authority Act and which wouldstrict the Australian Federal Police to a
similar set of offences, with the addition of a roen of other serious offences. This is not a
small list of matters. It canvasses the full rangserious crimes from which Australia is under
threat by serious organised criminal activity. Bugt did not think it appropriate for these kinds
of immunities in relation to law enforcement actiimnoccur for what we might call trivial or
minor offences. We think the legislation is thetéefor those changes.

The National Crime Authority (NCA) is now the Aualian Crime Commission (ACC), and its mandate
includes investigation of ‘federally relevant crival activity’, a term that is essentially limiteal ‘serious
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offence’ defined as in the Measures to Combat 8srand Organised Crime Act 2001 (Cth), though \aith
updated reference to ‘cybercrime’ in place of ‘siswf a computer or electronic communicationskeeping
with the enactment in 2001 of the Cybercrime Ad2QCth).

Arguably, copyright infringement of a sufficientbyganised and serious nature could fall withinrédevant
definitions, particularly if involving computer teoology, or if prescribed for the purposes of thgislation, in
which case such investigative techniques as cdetraperations could be used. In practice, thighminvolve
using assumed identities of traders or setting hpneypot’ websites offering infringing product and
investigating persons who made contact, much asmtly occurs with online child pornography andlahi
grooming offences in many jurisdictions around wrld including Australia (Urbas 2007b; Urbas anldoG
2008). Such online offences are prescribed asnpalte'serious and organised crime offences’ untter
Australian Crime Commission Regulations 2002 (RegIB8 a recent Annual Report, the ACC foreshadotied
expansion of its financial crimes investigationwifintellectual property crime and identity crim@&CC 2007).

6.2 Mutual legal assistance and extradition

Mutual legal assistance and extradition constitotBspensible tools for the investigation and powgien of
cross-border crimes. In Australia, law enforcenmmrations reaching outside national borders ¢@eanader
legislation including theMutual Assistance in Criminal Matters Act 1987 (Cth) and theExtradition Act 1988
(Cth). As noted above, the landmark case involAugtralian resident Hew Raymond Griffiths endechis
extradition to the United States. The central llggant in these proceedings was the applicatiothef‘double
criminality’ test in s19(2) of th&xtradition Act 1988 (Cth):

... the person is only eligible for surrender in tiela to an extradition offence for which
surrender of the person is sought by the extraditmuntry if ... the magistrate is satisfied that,
if the conduct of the person constituting the offenn relation to the extradition country, or
equivalent conduct, had taken place in the parudtralia where the proceedings are being
conducted and at the time at which the extraditiequest in relation to the person was
received, that conduct or that equivalent condwmtld/ have constituted an extradition offence
in relation to that part of Australia ...

In finding that Griffiths was eligible for extradn, the Federal Court held, inter alia, that ‘migt fraud,
though relatively new, involves nothing more tham application of the legal principles applicable to
communication by post and telegraph’ and the faat that Griffiths was not a fugitive from the Usdt States
was irrelevant. The court also observed that domsp to breach copyright was not an unusual kifid o
extradition offence, though few other cases ofalar nature appear to have occurred in Australialsewhere.
Perhaps most challenging is the Federal Court'dirip that it was wrong to say his acts were ‘phgityc
committed’ in Australia and that, for the purpos#sconspiracy, ‘the conduct constituting the offenc.
occurred in the United States and this includes@viffiths’ own conduct notwithstanding his actudiysical
presence in New South Wales’ (Urbas 2007a). Tke emply illustrates the powers that law enforcdman
bring to bear in online copyright piracy cases imirg cross-border offending.

7. Prosecution of Copyright Infringement
Copyright and trademark prosecutions in Australiambered in the few dozens per year during the 199ds
into the 2000s, until the significant legislativefarms of 2006 heralded a new copyright offencecstire

according to which indictable, summary and stii@bility forms are distinguished. The result appe® be a
markedly increased level of attention to copyrigfiending (Table 1).
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Although it is still somewhat early to predict alde trend, the emerging picture suggests thatriego
police and prosecutorial aversion to pursuing cigyroffences, which can involve considerable @ time
commitments but have often resulted in low levak§ even for seemingly serious offending, may Hseen
overcome with recent legislative reforms. In therg that further reforms result in a more systéerta¢atment
of such cases, for example within a Federal Cowgsted with expanded jurisdiction over both sunynzard
indictable copyright offences, a greater judicigbertise in this area of law may follow.

Table 1 — Copyright and Trade Mark Prosecutions by ~ the Commonwealth Director of Public
Prosecutions 1989-2010

Year Copyright Trade Marks
Summary Indictable Summary Indictable
1989-90 10 0 N/A N/A
1990-91 11 0 N/A N/A
1991-92 20 0 N/A N/A
1992-93 14 0 22 0
1993-94 6 0 13 0
1994-95 11 0 20 0
1995-96 8 0 11 0
1996-97 3 0 11 0
1997-98 4 0 3 0
1998-99 12 0 12 0
1999-00 15 0 6 1
2000-01 8 0 15 0
2001-02 10 0 14 0
2002-03 11 0 10 0
2003-04 23 0 27 0
2004-05 37 0 14 2
2005-06 25 0 5 0
2006-07 35 3 25 0
2007-08 N/A N/A N/A N/A
2008-09 504 40 56 6
2009-10 377 82 59 0

Source: CDPP Annual Reports, 1989-90 to 2009-10.

Notes: Annual Reports to 1996-97 provide statistics for each State aadifbry separately;
from 1997-98 on prosecutions are classified onlyeunthe indictable/summary offence
distinction. Offences under th@opyright Act and Trade Marks Act during this period were
almost always dealt with summarily. No trade markssecutions are separately recorded for
the years 1989-92. For 2007-08 offence statistEx® not reported as the reporting system was
under review.

8. Sentencing and Punishment Issues
As indicated above, sentencing in Australian crathicopyright cases has historically been leniemgared to
the maximum penalties available, and certainly amparison to sentences imposed in similar caseshier

countries. In the majority of cases, infringervédeen subject only to fines rather than custodiiabther
penalties. However, there are some recent indicatihat the picture may be changing.
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8.1 Sentence options and impositions

Sentencing options under th&imes Act 1914 (Cth), which applies to federal offences such apydght
infringement, include custodial sentences, finelgase on parole or licence, and a variety of conityigervice
or other orders. A number of recent Australianesalave involved the imposition of custodial anteot
sentences, as follows:

Vu v New South Wales Police Service [2007] FCA 15080 August 2007)

In this case, a Magistrate of the NSW Local Coompased a sentence of six months’ periodic deterdipan
offender who pleaded guilty to 35 charges of sgliim letting for hire infringing articles (DVDs)On appeal,
Rares J of the Federal Court observed (at [33¢¥P 3

The nature of the offence under s 132(2A)(a) isafrgotentially considerable seriousness. One
purpose of providing copyright protection to thosbo own or have the right to licence
copyright material is to enable that person to ex@n exclusive legal right to earn a return
from it. That right, among other things, enablethars or the creators of original works such as
films or other entertainments to receive royalti@epyright protects their intellectual property
from being appropriated and sold by persons wha v legal right to use or to exploit. In
particular the protection of the copyright ownerights which the Act creates is intended to
prevent strangers using the copyright material evthproviding any recognition or return to
those who created it or did the work to produce it.

In a colloquial, but real, sense, to counterfeit] er hire DVDs is equivalent to stealing the
author’s, creator’s or owner’s work which is contd in the reproduction. Judges of this Court
have expressed views concerning the degree of ralityi involved in contraventions of s
132(2A)(a), although none has yet sentenced anasdfeto prison.

The appellant’s argument that the sentencing Magesshould have had regard to legislative changgede
to the Copyright Act 1968 (Cth) in 2006 (which riéed in the gradation of indictable, summary andcst
liability offences) was accepted in the Federal iGoand he was re-sentenced to a three year goloalvioair
bond with a self-surety in the sum of $1,000 candél on paying a penalty of $5,000.

Le v The Queen [2007] FCA 1463 (18 September 2007)

In this case, the defendant was convicted of sigydght offences and five trademark offences and wa
sentenced by a Local Court Magistrate to 12 monitimgrisonment, to be released after eight monthsaon
recognizance release order upon entering into d bmive of good behaviour for three years, witlel&surety

of $1,000. On appeal, Edmonds J in the FederaltGook into account various features of the offenc
including their objective gravity:

The appellant traded in the pirated videos by ngnthem to the public for monetary gain. The
presence of the television and extensive videopegent in her home and the large quantity of
copyright-infringed video cassettes (over 35,008)ndnstrates the high volume commercial
extent of her criminality. The fact that the appetl has previously been convicted of similar
offences also negates any suggestion that thiswésolated or "one-off’ offence.

The Court is entitled to take into account the eghtand surrounding circumstances of the
crime. Although 11 representative charges werenalily prosecuted and the appellant pleaded
guilty to these, this Court is not limited to ordgnsidering the facts arising from just these
charges. While this Court cannot rely on the surding circumstances to aggravate penalty
and increase the sentence, it is entitled to thkse factors into account in reaching the
conclusion that this was not an isolated inciderthere is no warrant to extend leniency ...
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As against this, the defence argued for lenierasetl on the subjective hardship that the deferatahher
children would suffer from a custodial sentence. tHe end, the 12-month sentence was upheld butdghe
parole period was reduced to three months.

Interville Technology Pty Ltd v Commonwealth Office of the Director of Public Prosecutions [2009] FCA
481 (8 May 2009)

This case concerned a Sydney Interned eafivhich customers were able to download illeggies of films and
music that were stored on the operator’'s intraaetlify. On being convicted of 20 copyright offescof

possessing an infringing article with the intentafrdistributing it to obtain a commercial advardagpntrary to

section 132AJ of th€opyright Act 1968 (Cth), total fines of $80,000 were imposed ondké&ndant company.
On appeal, this amount was reduced to $30,000 Jettobson J of the Federal Court citing and applifireg
principles set out in earlier cases such/asy New South Wales Police Service andLe v The Queen, discussed
above. Interestingly, the Local Court Magistratel hn imposing the original sentence ‘observed thate

offences are becoming common in the film, televisiand music industries, and call for heavy peesito be

imposed [and] that he was dealing with seriousnaiés which call for heavy penalties to be imposeftjet the

message out” that film and music piracy is not éocbuntenanced’, but also the fact that Intenfibel pleaded
guilty at the very first opportunity; that copyrighiracy was not the main part of Interville’s messs, which
was the operation of an Internet café, and thatdpgyright infringements were “a by-product” of thasiness
[and] the fact that he was asked to make a foreibuder in relation to certain hardware, which waisl to have
a replacement value of $15,000 [as well as] thanfomal situation of the company which showed thatds a

comparatively small business. Whether the Fedeoalt's variation of the fines preserved the ihitaessage’

identified by the Magistrate is open to debate.

8.2 Proceeds of crime recovery

The Proceeds of Crime Act 2002 (Cth) provides for a range of orders that can duiggkt by the Cth DPP in
relation to indictable or serious offences, inchglirestraining orders, forfeiture orders and pemynpenalty
orders. The definition of ‘serious offence’ for tharposes of the Act is technical but may encompapgright
infringement in some circumstances. It includetidtable offences punishable by imprisonment foe¢hyears
or more, involving conduct that causes or is ingghtb cause a benefit to the value of at least®®D0for that
person or another person, or a loss to the Commalitwer another person of at least $10,000, onditiable
offence specified in the regulations. Sufficientdyge-scale infringement offences prosecuted aliciment
would appear to qualify. Alternatively, copyrightfiingement may be specified under the ProceedSrifie
Regulations in future. This regime would complenienteiture orders that may already be availabldaurthe
Copyright Act 1968 (Cth).

An example of proceeds of crime recovery in relatio online copyright offending is described in 2@08-
09 Annual Report of the Commonwealth Director obRuProsecutions (CDPP 2009):

In December 2008 the CDPP obtained a civil assettid restraining order over funds in
excess of $50,000 contained in an Australian basdount. It was alleged that the funds
represented proceeds from the sale of membershipsparticular website allowing users to
download movies. Neither the website nor its omesaheld copyright in relation to the movies
being offered for download. In March 2009 the furatmtained in the bank account were
forfeited to the Commonwealth by consent.

The report does not disclose which legislation ted the basis for the forfeiture. Another waywihich
infringing goods may be effectively forfeited isder Division 7 of Part V of th€opyright Act 1968 (Cth) and
Part 13 of theTrade Marks Act 1995 (Cth), which enable copyright and trade mark owneespectively, to
lodge notices of objection to the importation of @oods appearing to be copies, or bearing the snafktheir
protected merchandise. The role of Australian @ustService (ACS) is to hold the goods pendinglutiem
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of the matter by the parties, but it can occur ghapments seized under these provisions are singilglaimed
by an importer. However, unlike customs authasitie some other countries, the ACS hasxofficio powers
of seizure of infringing copyright material, nor efoit have jurisdiction with respect to the moveteh
electronic signals that may be used to transmihipited content across national borders (Urbas 20&ad
2000b; Ecob and Cootes 2003).

9. Future Developments

The future of IPR enforcement is notoriously difiicto predict, not least because the landscapeduently
altered by innovations in technology, shifts in semer attitudes, international legal and tradengeenents, and
volatile economic considerations. Nonetheless, esal@velopments can be identified. One of thesthas
renewed focus on multi-national agreements thatpifquite as international as the TRIPs agreemmeh©94,
nonetheless consolidate the internationalisatioremfbrcement efforts. Most recent of these is Amti-
Counterfeiting Trade Agreement (ACTA), with an official draft text released in Apr2010 (Australian
Government DFAT 2010), which seeks among otheratibges to clarify the position of intermediariescbuas
ISPs.

Another development of interest is the reportedxation of technological protections such as digitghts
management (DRM) applied to online music produatsrder to entice prospective purchasers of legatent
away from infringing alternatives available on ihéernet (Sinhat al. 2010). This approach suggests a more
nuanced attitude on the part of copyright owneis their industry organisations, distinguishing betw ‘hard
core’ criminal infringers and general consumers séh@nline behaviour can be modified with suitable
technological options and economic incentives.

It is unlikely, however, that the criminal enforcemh provisions of Australian or other countriespgoght
laws are in danger of becoming redundant any tioom.s Rather, the trend appears to be towards moriive
sentencing, increasing use of mutual assistanceeaimddition mechanisms, and (as suggested byptper's
analysis) the emergence of an interesting inteisebetween copyright, criminal and cybercrime laws

goooo
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