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Abstract. This contribution discusses the legal framework of online advertising and
common legal issues pertaining thereto. This paper also addresses the implementation of
general legal provisions to online advertising issues in different jurisdictions and the
diversity of approaches. It provides the legal boundaries that are specifically applicable to
online advertising. The paper then provides a legal analysis on online advertising with a
focus on Turkish laws and practice. In the conclusion, there are general evaluations on the
legal aspect of online advertising and certain suggestions on the development of a legal
framework on online advertising.

1. Introduction
.
Back in the mid-1990, the Internet medium caught corporations’ attention. They sought to tap the power
of the Internet1 in order to communicate with their customers2 and to present and promote their products
and services. It is commonly accepted that online advertising started when a web magazine, HotWired,
sold a banner ad to a telecommunications company, AT&T, and displayed the ad on its webpage for the
first time3, in 19944. It has made great progress since then. Throughout the past decade, online advertising
boosted its growth. It eclipsed radio advertising in 2007 and by 2011; online advertising was projected to
surpass television revenues5. It became a key economic driver in the Internet economy, by funding many
websites and services as well6. Today it is difficult to surf the Internet without seeing online advertising7.
As the variety and audience of online advertising increased, different legal issues arose and the necessity
to set a legal framework for this area inevitably emerged.
Legal rules regulating advertising are not generally limited to any particular medium through which
an advertisement is communicated8 and are applicable to the online context as well9. For example, under
Turkish laws, the scope of the rules governing advertising covers any advertisement, including the written
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or oral words, numbers, visual presentations, music and audio effects they contain10. There is no
distinction or limitation as to any mediums through which the advertisements are communicated. But
generally it is not always clear what those rules mean, raising issues of interpretation when applied to
online communications11. Accordingly, new issues arise almost as fast as technology develops, and new
online technologies such as metatags and sponsored search engine results require careful application of
rules written at a time when such technologies were yet unimagined12.
This paper provides an overview of the legal aspects of online advertising and presents an analysis on
the common legal issues arising from online advertising and how they are regulated and implemented in
different jurisdictions, in particular under Turkish laws.

2. The Legal Aspects of Online Advertising
In the online advertisement industry there are basically three main actors13. On one side there are the
advertisers that want to reach consumers, on the other side there are the consumers who may or may not
be receptive to receiving advertising messages and in between there are the intermediaries14. This
trilateral relation often gives rise to legal issues regarding consumer protection15, privacy16, and trademark
infringement17.
However the legal boundaries created as remedies to these legal issues have to balance the promotion
of competition in the online environment by allowing fair use of trademarks, protection of consumers
from deceptive practices and a free zone for businesses in promoting their brands, products or services.

2.1 Consumer Protection
The need for consumer protection in online advertising emerges from misleading and deceptive
advertising acts and practices. Like advertisements through traditional mediums such as newspapers or
televisions, online advertisements can also mislead consumers both by what they say, and by what they
fail to say18. In essence, online advertisements may harm consumers by deceiving them into entering nonwelfare-maximizing transactions19. The application of general consumer protection rules to online
advertising is conducted by the courts’ and other authorities’ interpretations and implementations in
different jurisdictions. Often there are both self-regulatory and statutory means to regulate and oversee
online advertising practices.
Having said that, as the United States Federal Trade Commission (“FTC”) stressed “cyberspace is not
without boundaries, and deception is unlawful no matter what the medium”20. The FTC is the principal
authority governing and enforcing online advertising in the United States through the federal Lanham
Act, supplemented by the self-regulatory National Advertising Division and enforcement by individual
states.21 The FTC defines its mission as: “To prevent business practices that are anticompetitive or
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deceptive or unfair to consumers; to enhance informed consumer choice and public understanding of the
competitive process; and to accomplish this without unduly burdening legitimate business activity.”22
In addition to enforcing the Lanham Act, the FTC published a set of rules, “Dotcom Disclosures” in
relation to online advertising, providing guidelines that businesses should consider as they advertise
online to ensure that they comply with US law. The FTC’s first guideline on online advertising
disclosures was published in 2000 and as per the developments in the information technologies since
then, FTC published new guidelines in March 2013. “Dotcom Disclosures” include instructions for online
advertisers on how to make clear and conspicuous disclosures to prevent an advertisement from being
deceptive. It provides a comprehensive and explicit guide, by indicating and giving examples and
including images, as to the most recent and most common types of online advertisement, such as spaceconstrained ads, banner ads and even the advertisements placed in smartphone applications. It provides
guidelines as to where, when and how to place disclosures, to ensure that the consumer clearly
understands the consequences of their choices and actions. The FTC’s aim is to ensure that products
and/or services are described truthfully online and that consumers are making conscious transactions23.
Similar to the FTC and its governance, in the United Kingdom is the British Code of Advertising,
Sales Promotion and Direct Marketing24 (“CAP Code”) .It provides the rules for non-broadcast
advertisements, sales promotions and direct marketing communications, i.e. all types of marketing
practices. The CAP Code encompasses, for example, advertisements in newspapers, leaflets, mailings,
emails, text transmissions, fax transmissions, online advertisements, other electronic and printed material
and this Cap Code is enforced and administered by an independent body, called the Advertising Standards
Authority (“ASA”). Unlike the FTC, the ASA is a self-regulatory organization that is independent of the
government and the advertisers and does not enforce statutes. The ASA can refer cases to the Office of
Fair Trading for legal action as a last resort.
In one of its decisions, the ASA held that an advertising claim that stated "FREE YouView box –
normally £299!" on the website www.talktalk.co.uk was misleading. Although it was actually available to
purchase for £299 for seven days, ASA did not consider that long enough to establish a generally-sold-at
price. The ASA held that the claim breached CAP Code (Edition 12) rules 3.1 (Misleading advertising),
3.7 (Substantiation), 3.17 (Prices) and 3.40 (Price comparisons)25. ASA’s decision constitutes a common
example of how consumer protection law provisions are applied to online advertising disputes in the UK.
Finally, the European Union also has its own consumer protection legislation26. Consumer protection
legislation includes directives on unfair contract terms27, unfair commercial practices28 and misleading
advertising29. The Directive 2006/114/EC of the European Parliament and of the Council of 12 December
200630 on misleading and comparative advertising, sets out the minimum standards for consumer
protection throughout Europe, despite the differences between the legislation and practices of its member
states. In this respect the Directive 2006/114/EC constitutes a framework for its member states. It also
has its own self-regulation system based on the International Chamber of Commerce's (“ICC”) Code of
Advertising Practice. ICC’s Code of Advertising Practice intends to provide a display of a good practice,
enhance reliability confidence, in the advertising and marketing communications across the world,
increase overall public confidence, ensure responsibility with respect to children, and promoting freedom
of speech in marketing communications. It also reduces governmental control over advertising sector with
its self-regulation system which enables voluntary rules and standards of practice that are beyond
governmental regulations, set out by self-regulatory organizations such as European Advertising
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Standards Alliance31. In broad terms all advertising should be legal, decent, honest and truthful and
should respect the cultural differences of the relevant country.

2.2. Privacy
The increasing use of information technology and the Internet ensures that data protection remains one of
the most important and relevant laws that online businesses are required to comply with. The Internet is
all about the transfer of information. Not only is the Internet used to disseminate information, but also to
collect it. One of the main reasons for the preference of online advertising is its targeted approach to
consumers32. However this targeted advertising requires obtaining personal information and data, thus it
also leads to privacy concerns33.
For example, in 2001, privacy litigation was brought against the online advertiser DoubleClick Inc.
(now owned by Google) in the United States, alleging that the use of web cookies violated three federal
laws. A federal District Court noted that the cookies placed on users’ computers were used to gather
information about the user, and to provide that user with the online advertising it will be interested in34.
However, the court held that DoubleClick Inc. only gathered information concerning a user’s activities on
an affiliated website and that it did not access information on a user’s own computer. Although the court
interpreted the use and placement of cookies as interception of electronic communications, it emphasized
the user’s “consent” and the purpose of the interception. As such, the court dismissed the users’, i.e. the
plaintiffs’, claims regarding violation of privacy provisions.
In the FTC’ 1998s first proceeding35 on a privacy issue related to online advertising in the United
States, the FTC asserted that GeoCities had failed to disclose how the personal information collected from
its registration process would be used. Furthermore the FTC claimed that GeoCities was using the
collected information to send promotional messages to its member users. In order to send such
promotional messages, GeoCities had to disclose the collected information to third parties. Moreover,
FTC charged GeoCities for not posting a clear and prominent privacy notice as per FTC’s principles.
GeoCities agreed to settle the FTC charges of deceptively collecting personal information. According to
the settlement, GeoCities had to post a clear and prominent privacy notice, providing the users with the
information such as how the collected information is used, to whom it is disclosed, how it could be
removed36.
In another dispute, the FTC commenced an inquiry into whether DoubleClick had engaged in unfair
trade practices by tracking the online activities of Internet users and combining the tracking data with
detailed personal profiles in a public database37. The Electronic Privacy Information Center, i.e. the
complainant, had alleged that the data tracking was done without the knowledge of users and in violation
of DoubleClick’s assurances included its privacy policy that such tracking information would remain
anonymous. The FTC closed its investigation after obtaining DoubleClick’s assurance that it would not
link users’ browsing activities to their buying habits. As part of the settlement, DoubleClick modified its
privacy policy to disclose its use of pixel tags, and agreed to create an opt-out for cookies and to clarify
its Internet address finder email practices.
Furthermore in 2012 the FTC received a complaint alleging that Facebook shared information in ways
that were inconsistent with its statements to consumers (i.e. its users) and that its practice was unfair and
deceptive38. There was a list of violations in the complaint submitted to FTC, including sharing personal
information with the advertisers39. Facebook proposed a settlement to FTC which required Facebook to
take several steps to ensure adherence to its promises in the future, including giving clear and prominent
31
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notice to consumers and obtaining their consent before sharing their information by overstepping their
privacy settings, and maintaining a comprehensive privacy program to protect consumers' information,
and giving consent to third parties privacy audits40. FTC approved the settlement and did not further
investigate or impose any penalties. The settlement did not attest whether Facebook violated the law or
not. However FTC may impose penalties upon violation of the settlement in the future41.
As the cases above illustrate, legal issues related to privacy are typically dependent on the privacy
policies of the online advertisers or other intermediaries, in other words dependent on the agreement
between the parties. However, these policies should provide assurances and be clear and wellcommunicated to the users42.
In this regard, in 2012 the European Commission has proposed a comprehensive reform of its
Directive 95/46/EC43 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data protection rules for the purposes of promoting online privacy rights
and increasing reliability of European digital market44.
Another issue that is particular for online advertising within the scope of both consumer protection
and privacy is unsolicited commercial e-mail messages, in other words “junk” e-mail or in other words
“spam”45. The burden of ever-increasing spam required a revised legal framework and a change in the email messaging system 46.
For example, in 2002, European Parliament adopted a strict anti-spam measure, the
Telecommunications Data Protection Directive47. The Directive provided an opt-in approach, i.e.
companies may not send unsolicited emails to prospective customers unless the customers previously
agreed to receive them. On the other hand, the United States enacted opt-out based Controlling the
Assault of Non-Solicited Pornography and Marketing Act (“CAN-SPAM”) in 200348. Contrary to the
European Parliament’s approach, the United States’ approach enables companies to send unsolicited emails to prospective customers, without requiring any consent. However, unsolicited e-mail generating
companies are obliged to provide an opt-out option for the recipients, enabling them to stop receiving
these e-mail messages if they are willing to.

2.3. Trademark Infringement
In online advertising, some companies seek to improve their rankings in search engine results by placing
selected search terms in metatags49 and by purchasing keywords from search engines50. This is an
appropriate and a fair way of advertising unless it constitutes any trademark infringements. Trademark
infringements may occur from third parties’ use of the trademark owner’s mark, or a confusingly similar
mark, to identify the third party’s goods or services or falsely to imply an association between the
trademark owner and the third party.
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In a dispute in the U.S., a federal District Court held that the purchase of keyword advertisements
triggered by a search containing another company’s trademark should be deemed as use of that trademark
in cozmerce and that it is sufficient to give rise to trademark infringement claims51.
However the law is far from settled and there are also court decisions reaching the opposite result.
Courts have concluded that using the trademarks of another to trigger online advertisements is not a “use
in commerce”52 except where the “use” of the mark is visible to end users53. In this approach, the court
interprets trademark infringement as limited to the use of another’s trademark on products and services
which are visible to consumers and users. Therefore, these courts concluded that there is no infringement.
From this point of view, in one case, the U.S. federal District Court dismissed trademark infringement
claims against the defendant’s purchase of the keyword "Zocor", the plaintiff's popular anti-cholesterol
medication’s name, from search engines to trigger the display of sponsored links to defendants'
websites54. The court stated that such purchases did not constitute the requisite use in commerce of
plaintiff's mark necessary to sustain such claims. The court also granted defendant’s motion to dismiss
trademark infringement claims arising out of its use of plaintiff's trademark "Zocor" on its website, at
which the defendant sold both plaintiff's own product, as well as a generic version described as "generic
simvastatin". "Simvastatin" is the active ingredient in "Zocor." Because it also sold branded Zocor at its
website, the court held that this was a permitted fair use of plaintiff's mark.
On the other hand, French55 and German56 courts seem to be reluctant to liberalize online advertising.
They have implemented a more restraining approach in the disputes regarding trademark infringements
through sponsored links. In 2005 German court held that the layout of the defendant’s site can lead to
confusion, and that the sponsored links to the plaintiff’s competitors were sufficient to determine
trademark infringement57. The dispute was on the defendant’s use of the plaintiff’s trademark as a
keyword in its sponsored links on a search engine. French courts also adopted a unified approach, parallel
to German courts, for trademark infringements through online advertising in France58.
Vice versa. The European Court of Justice brings another perspective to the issue of trademark
infringements through keywords and sponsored links with its decision of 23 March 2010. The court stated
that a third party’s use of a sign which is identical with or similar to a trademark owner’s mark at least
implies that the third party is using the sign in its own commercial communication. However, the court
also stated that intermediaries that allow its clients, i.e. the advertisers, to use signs which are identical
with, or similar to, trademarks, do not themselves use those signs59. Therefore the Court held that online
advertising intermediaries’ sales of another’s trademark as keyword does not constitute a trademark
infringement. This decision is an important one promoting the improvement of online advertising and a
good example to follow for the conservative European Courts.
There are also cases where generating unsolicited e-mail messages may lead to trademark
infringements. In a dispute in the United States, a federal District Court held that the defendant violated
51
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the Federal Trademark Dilution Act of 1995, i.e. infringed the plaintiff’s (an online services company,
America Online Inc.60) rights arising from its trademark ownership, by sending the spam e-mail messages
subject to the dispute61. Dilution occurred because the plaintiff’s mark was tarnished by its association
with the transmission of spam that advertised pornographic materials. Each e-mail contained a fake
header, which falsely indicated that the spam was sent from the plaintiff. Defendant also identified its
spam targets by harvesting e-mail addresses of the plaintiff’s subscribers from the plaintiff’s chat rooms.
Another aspect of the issue is the “initial interest confusion doctrine” 62. In a case before the United
States Court of Appeals for the Ninth Circuit, the court determined that use of another’s trademark in the
metatags of websites may constitute trademark infringement, if initial interest confusion is likely to occur.
According to the court, initial interest confusion occurs when another’s trademark is used in order to
capture the consumers’ initial interest, even if it does not result in an actual benefit for the one using
another’s trademark63.

3. Turkish Law Overview
With respect to online advertising, the Turkish legal system lacks a comprehensive and specific law.
However the void is filled by various provisions which can be found within different legislations. There
are three main aspects to the issue within the scope of Turkish legislation and practice: consumer
protection, trademark infringement and Internet law. Turkish law lacks legal provisions on privacy
violations and unsolicited commercial e-mail messages through online advertising, which are not
precisely filled with general provisions. The authority for determining the principles and procedures for
commercials and advertisements, and for monitoring and controlling conformity with the consumer
protection laws and related legislation in Turkey is the Advertisement Board64. Advertisement Board also
imposes penalties for breaches of laws and unfair practices, by also considering universally accepted
definitions and rules65.

3.1. Consumer Protection
The Law No. 4077 on Consumer Protection (“Consumer Law”) sets forth the general principles for all
commercials and advertisements that are directed at the consumers66. Pursuant to the provision, in broad
terms, commercials and advertisements must comply with the laws, the principles determined by the
Advertisement Board, public moral, public order, and personal rights, and must be honest and truthful.
Furthermore, the law prohibits deceptive, misleading advertisements, advertisements abusing one’s lack
of experience or knowledge, jeopardizing consumers’ security of life and property, advertisements
encouraging violence and perpetration, corrupting public health, abusing minors, patients, elders and
handicapped persons, and implicit advertisements.
On the other hand, while the Consumer Law draws a general framework for the commercials and
advertisements from the consumer protection perspective, the Regulation on Commercial Advertisements

60
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(“Regulation”), which is also based on the Consumer Law, establishes a detailed set of rules for
commercials and advertisements, and elaborates the general principles set forth in the Consumer Law. In
practice, it constitutes the main reference for any advertisement disputes. The Regulation covers any
commercial and advertisement including the written or oral words, numbers, visual presentations, music
and audio effects they contain67.
The Regulation defines the commercials and advertisements that are in the scope of its application.
The Regulation defines commercials and advertisements as the announcements that are considered a
marketing communication, broadcasted by an advertiser in any channels for the purposes of presenting a
product, informing and convincing the target audience, or increasing or conducting the sale of a product.
For these reasons, the Regulation also captures online advertisements. There are large numbers of
cases where the Regulation is applied to online advertising matters. This can be found in numerous
decisions of the Advertisement Board, which have addressed well-known and highly popular websites
such as www.facebook.com68 and www.booking.com69.
Also a special communiqué on the Usage of Subtitles and Footnotes in the Commercials and
Advertisements sets out detailed rules for commercial subtitles and footnotes. This communiqué might be
interpreted to apply to online advertisements such as banner ads.
Besides all of the above, the international regulations such as the International Chamber of Commerce
Codes of Advertising and Marketing Practice are considered in the interpretation and application of the
domestic advertisement regulations. The Consumer Law stipulates that the Advertisement Board takes
into account the universally accepted definitions and rules in the determination of the principles to be
applied to the commercials and advertisements70.

3.2. Trademark Infringement
Under Turkish laws, Turkish Commercial Code with number 6102 regulates unfair competition
situations71. Even though the law itself is not directly focusing on advertisement issues, it constitutes an
important set of rules for advertisement legislation. It also encompasses trademark infringements.
However, Decree Law No. 556 on Protection of Trademarks (“Decree Law”) provides more specific
provisions as to trademark infringements. Pursuant to the Decree Law, a trademark owner can prohibit
the use of a trademark on the Internet as a keyword, directing code, domain name or similar form in an
illegitimate manner and with a commercial effect 72. Therefore the trademark protection in online
advertising is explicitly covered under the Decree Law.
There has been a remarkable increase in trademark infringement claims regarding online advertising
in the Turkish jurisdiction. In a recent dispute, which would set a significant precedent for similar future
disputes, Profilo filed a lawsuit against both defendants Google Inc. and Pronet, claiming damages arising
from alleged trademark infringement. The plaintiff claimed that its registered trademarks “profilo
guvenlik” and “profilo protect” appear among the sponsored links when these keywords are searched on
the Google search engine, and that these search results are displayed in the respective sponsored links
under Pronet’s own website, www.pronet.com.tr. The plaintiff alleged that its trademarks are being used
as leading codes through the advertisement agreement that is signed between Google Inc. and Pronet and
that through this agreement; www.google.com.tr is allegedly directing Profilo’s potential customers to
Pronet, thereby infringing the relevant provisions under Decree Law No. 556 on Protection of
Trademarks. The court decided to dismiss the case in terms of the intermediary Google Inc. based on lack
of standing. This decision indicates the Turkish courts’ tendency for liabilities of intermediaries regarding
online advertising disputes and should certainly be considered as a significant precedent attesting that
Internet intermediaries should not be held liable for the content (i.e. advertisement) provided by the
content providers, for the future disputes. The Court decided that the other defendant Pronet had to cease
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the use of the plaintiff’s trademark in its advertisements, and to pay TRL76,000 pecuniary damages and
TRL 5000 non-pecuniary damages to the plaintiff Profilo73.

3.3. Internet Law
The Law No. 5651 on Regulation on Broadcasts via Internet and Prevention of Crimes Committed
through Such Broadcasts (“Law No. 5651”) is the only law that particularly provides a regime for
broadcasts through the Internet. However, Law No. 5651 is not commonly applied to advertisement cases
by the authorities in practice. Still, it is a remarkable regulation that should be considered for online
advertising, especially in terms of understanding liabilities of Internet actors. The Law No. 5651
determines allocation of liabilities with respect to illegal contents on the Internet medium and is the only
law specifically regulating the Internet medium. Therefore in Turkey, when a dispute arises with respect
to online advertising, the Law No. 5651 shall be considered and initially evaluated necessarily.

4. Conclusion
As the rapid growth of online advertising continues, inevitably there will be new legal issues arising.
Therefore, there is a need for certain uniformed principles to be accepted collectively. A variety of
different approaches causes unpredictability and uncertainty. In an ever-evolving environment such as the
Internet, at least fundamental uniformity is required, in order to maintain reliability in online transactions
and prevent infringements and/or unfair or deceptive acts and practices. Online advertising should be
treated beyond national policies due to its comprehensive nature as it is attempted in the European Union.
The general obligations and rights of the online advertising actors and allocation of liabilities should be
unified at least at the minimum level. Setting minimum standards in all jurisdictions would provide
foreseeability, reliability and development of the marketing communications. Regulating the rest may
remain in the hands of self-regulatory authorities and/or national regulatory authorities which should be
flexible and actively involved enough to seize the needs of the developing marketing communications and
technologies. In order to achieve this purpose, authorities might establish a global structure such as an
institution or an organization specialized in advertising related legal matters. Besides, there may be a
supervisory council within the same structure which might supervise national authorities and act as a
supra-national authority which may enforce its decisions on national level.
However uniformity should not be understood in a way to provide constraints on online advertising
that prevents the market to develop and to move forward. Uniformity serves for the consistency and
reliability of online advertising world-wide. Increase of reliability, consistency and confidence in the
online advertising would certainly increase its benefits for consumers, advertisers and the companies
marketing their products or services.
Unlike the European Union member states’ strict application of legislative framework on advertising
practices, the application of online advertising rules should be liberalized for promoting new
developments and competitive environment. Unified rules should only provide basic principles and
procedures on which the regulatory authorities would build up their interpretations and determinations.
These rules should welcome the innovations that the sector would bring in the future.
In the Internet medium, in a moment’s time an expression may have numerous consequences in many
different jurisdictions. Therefore, online advertising issues should be dealt sensitively, considering
collective justice. Online advertising has two phases consisting of both the commercial and the consumer
correlatively. There should be a balance in the legal boundaries between these two sides. Legal provisions
providing online advertisers a free zone for collecting user data and for promoting and convincing
consumers should provide protection for the consumers regarding deceptive ads and privacy invading
practices. On the other hand, while protecting consumers, the competitive environment of commerce
should be maintained. This balance is important also for both enabling consumers to reach products that
they actually desire and to maintain a fair commercial environment.
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