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Abstract. The last three decades has experienced the imtiodwof computers and
information technology at many levels of human seation, namely transfer of funds, data
collation and conclusion of contract. The interizetised a medium of transmission of a
customer’'s mandate and communication of informabetween the parties. Banking law
proper deals with the relationship between the bamd the customer. Traditionally the
relationship is that of the mandatory and mandaféés relationship not only embraces
mutual duties and obligations for the parties, &lsb offers privileges. Internet improves
the efficiency of the bank’s systems of collectiaungd transmitting orders for execution,
regardless of the location of the customer. In @chl internet banking transaction, the
relationship between the online bank and the custagives rise to a hybrid nature of the
contract between the parties. The relationshighefttank and the customer does not arise
unless both parties intend to enter in a relatignshhis paper will analyse some of the
legal risks created by laws regulating the bankemasr relationship.

1. Introduction

Banking and financial services are heavily regaateoducts of law. Their structure and economiaigal
are often determined by legal requirements thapetthe obligations of the partfesThe internet has
overturned the traditional bank-customer relatigmsdy providing a common, global infrastructure for
the wide range of banking services. The internetsdwot only serve as the principal channel for glob
commercial, education and leisure communication, dds0 as an interactive communication between
banks and customers whereby extensive amount ofniration can be exchanged. It has brought about
changes namely, moving away from physical objestha substance of commerce to informétiémthe
age of internet banking is a mass market activity gherefore the relationship is not of a persadlire

as it was in the early ¥ocentury and it has liberated banking from the piatsconstraints. Banking
services available over the internet open new pdiisis for users and customers but also new rfeks
the regulation of the bank-customer relationsRipTechnically, the internet facilitates the custome
access to the bank’s services. Wiedamgjues that the bank-customer relationship is eergplex and
difficult and that this difficulty is exacerbatechen the relationship is combined with the technglof
internet banking

* BJuris, LLB- University of Zululand; LLM -Univeiity of South Africa; LLM -University of Pretoria. éhior
Lecturer, Mercantile Law Department, School of Laimjversity of South Africa.
L Apostolos at 311.
2 Abu Bakar Munitinternet Banking: Law and Practideexis Nexis 2004 at 2.
3 Reed ChriElectronic Finance LawVoodhead-Faulkner 1991 at 1. See also Alastairsbiud he law of Finance,
1% ed, Sweet and Maxwell, 2009, p771
4 Legal Aspects of Bank-Customer Relationship in tEleic bankingN Horn (ed) Legal Issues in Electronic
Banking 163-186, (200Xluwer Law InternationalSee also Willis NigelBanking in South African Ladl
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2. Nature of Bank-Customer Relationship

The heart of banking law is the contractual relsthip between the bank and the custdm@&he
relationshif of a bank and a customer was a closed one in th@tformer primarily acted for
businessmen, the professions and the landed cladsedank-customer relationshipas essentially that
of a debtor-creditor relationshfpThe nature of the relationship is contractual,dtepe of this paper will
only examine the terms of contract implied by costd he relationship consist of a general contriaat t
is basic to all transactions, having special ca$ravhich arise only as they are being brought beimg

in relation to specific transactions or bankingvimrs® The fundamental distinguishing feature is
between the obligations which come into existenpenuthe creation of the relationship and the
obligations which are consequently assumed by Speagreement® This relationship may not be
superimposed as it was decidedMitland Bank Ltd v Conway Corprwhere the court held receiving of
sums by the cashier as representing rent, whenwleeg physically handed over the counter, does not
mean that such sums were received by the banleasiftomers agent.

A person becomes a custorifeof a bank® when he opens an account with the Bankllinger®
opines that there are three conclusions which eadrbwn in analysing the concept customer. Fiiistly
that the relationship comes into being when theklagrees to open an account in the customer’'s name.
The fact that the bank agrees to open an accoumpirson’s name signifies the bank’s consent teren
into a business relationship with that person. 8elyo by entering into the relationship the bankeag

® In Foley v Hill (1848) 2 H.L Cas 28, 9 ER 1002 (Foley), it was arithtively stated that the legal relationship
between the bank and the customer was that oftardab to a creditor with the ‘superadded obligatm honour the
debt by paying cheques drawn by a customer. BBedick, William L. The Principles of Roman Law andhéir
Relation to Modern Law 2004, Law Book ExchanBeirdick states that ‘there exists between the bank the
customer a complex contractual relationship cormgiseciprocal rights and duties founded on thetams and
usages obtaining among banks.

® The bank —customer relationship is commonly browfiout by a customer opening a current accourt thie
bank. This relationship is preferably reduced intiag which will stipulate obligations between Bamnd
customer.InHedley Byre and Co Ltd v Heller and Partners [1864] AC 465 Hedley)the court observed as
follows (529): [i]t is a relationship that is vaitarily accepted or undertaken, either generallereha general
relationship, such as ... banker and customerraated, or specifically in relation to a particutesnsaction’. It
should be note that the relationship is nhowheraddfin banking legislation and therefore its natias been mostly
described by the courts.

" In Ladbroke & Co v Tod@1914) 30 TLR 433 (Ladbroke), it was stated thatréiationship commences when the
bank agrees to open the account in question.

8 Foley v Hill (1848) 2HLC 28, 9ER 1002at 1005-6 (Foley). Itstandard Bank of SA v Oneanate Investments (Pty)
Ltd 1995 (4) SA 510 (C)@neanate ) the court analysed the bank-customer relationahgpfound its designation as
one ofmutuumdepositunor agency unsatisfactory. It therefore declared¢tegionship as one of debtor and
creditor (5311-532D). Malan & Pretorius (1996A Merc LJ401) described the decision as: ‘[tjouching on
Eractically all aspects of the current-accounttiefeship between a bank and its customer.’

Willis Nigel at 24. See also Hapgood at 115.The relationshipdeet a bank and a customer has been accepted by
South African courts as that of a debtor to crediBee S v Kotz#965 (1) SA 118 (AD) (Kotze) at 124-12S,v
Kearneyl1964 (2) SA 495 (AD) at 502- 5@81dS v Grahani975 (3) SA 569 (AD).

9" ibid note 11.
11 11965] 2 All ER 972, (Midland Bank).
12 Customer will be used to mean anyone who dealstivéttbank in relation to a banking service. Custsncan be
banks, commercial customers and private custorfreSommission of Taxation v English, and Australian IBatd
[1920] AC 683 at 687, the Ry councildefined a customer to signify a relationship in ethduration is not of
essence. See also Mark Hapgood QC ‘Paget’s Law mkiBg 12" ed at 110, where it is stated that is impossible t
define the term customer with exactness, but thef chiterion is that there exists an account vathank through
which transactions are passed.Idmporters Company v Westminster Bank [1@27] 2 KB at 309 a customer was
defined as a person who keeps an account at tHe Wérile in Commissioners of Taxation v English, Scotish and
Australian Banl{1920] AC 683 at 687 the court held that a ‘custosignifies a relationship in which a duration is
not of essence. A person whose money has beentaddep a bank on the footing that they undertakbdoour
cheques up to the amount standing to his credit ihe view of their lordships, a customer of Hank in the sense
of statute, irrespective of whether his connecisoof short or long standing’.
13 Section 1 of the Banks Act 94 of 1990 (hereinafééerred to as the Banks Act), defines a bank tamzepublic
company registered as a bank in terms of this Meé Banks Act defines bank in terms of two concepamely
‘deposit taking’ and business of a bank’; Nigel ¥iBanking in South African Lawjuta and Co Ltd 1981 at 44,
where a commercial bank is defined as meaning a&ngop who carries on a business of which a sulistaoert
consists of the acceptance of deposits of monegtwhan be withdrawn by cheque. Section 1 of thesBii
Exchange Act of 1964 defines a bank as a body msiope that carries on the business of banking.
 Hapgood QGbid note 4.
15 Ellinger's Modern Banking Law, EP Ellinger; E Loroké; RJA Hooley % ed oxford University Press 2006 at 121
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to act as customer’s agent in banking transactions lastly once the bank has accepted a person as a
customer it acquires defences against third parfiee Uniform Commercial Code (UCEXefines the
bank-depositor relationship and provides regulatimndiscourage adhesive contracts.

3. TheBanksDuty of Confidentiality®’

The dictionary definition of a fiduciaty relationship illustrates its potentially broadeirretation and
application. Black's Law Dictionaly defines a fiduciary relationship as being founded trust or
confidence reposed by one person “in the integuity fidelity of another”. Hudson opines that thetiss

of being a fiduciary imposes burdensome obligatiohgjood faith on a perséh That the fiduciary
obligations are imposed on trustees, directors afrapanies, business partners and agents in relatio
their principal. Ellinger states that the primaggdl consequence is the duty of confidentiality and
unequivocally state that there are fundamentéltgd prosaic legal consequences which ensue because
of this relationship, firstly that the bank hasdollect in good faith and without negligence chexjue
remitted to it by a customer, secondly it has aydot obey its customer’s instructions regarding the
collection of cheques, effects payable to the eustcand payments ordered by the customer and liastly
owes certain incidental duties to its custoffer.

3.1 TheFiduciary Obligations

Hudsor? in examining the fiduciary obligation states thatre are two types of private law which exist
in any system of commercial or financial law, naynéhe obligations which the parties choose to isgpo
on one another in the form of a contract and thigations which the law imposes in a mandatory
fashion regardless of the parties’ wishes. In #itet category of mandatory rules it is the lavioof, the
criminal law, financial regulation and fiduciarywa The former category may include fiduciary
responsibilities where the parties expressly criaise obligations in their contract, such as imgancy
contract. Fiduciary obligations are more extensivel more onerous than common law duties under
contract law. The advantage of contract law is thidtgations borne are limited by the terms of the
contract. Fiduciary law in the banking context ddnotes mandatory obligations existing outside the
ordinary contract lav’

There are five principal obligations which existarfiduciary relationship, firstly, the fiduciaryust
avoid conflict of interest, secondly may not takey ainauthorized profit from its fiduciary obligatis,
thirdly, the fiduciary must maintain the confidelitiy of its beneficiaries, fourthly, the fiduciarmgust act
in g(ggd faith in the best interest of the benefiem and fifthly, the fiduciary must act with caaed
skill.

A bank will not ordinarily owe fiduciary duties its customers, since the fiduciary relationshipsioe
not arise in ordinary banking relationship, howevke duty may arise where there special circunsstan
giving rise to fiduciary relationship. To avoid bidity as fiduciary the bank may seek to acquire
authorization or indemnity or exclusion of liabjliin the contract of business letter between théigsa
for any act or omission which would otherwise cdngt a breach of fiduciary duty.

!U.C.C.88 4-101-4-504.
" Tournier v National Provincial & Union Bank of Engldfil924] 1 KB 461 Tournien.
18 John F. Mariani, Christopher W. Kammerer, and Na@ayfey-Landers,Understanding Fiduciary DutyThe
Florida Bar Journal,Volume 83 No3, 2010,20, where it is stated that ¢tbncept of a “fiduciary” originated in
equity and is derived from the “use,” the forerunoktoday’s trusts. The use from the Latin “ad gp(meaning “on
his behalf”) grew out of arrangements in medievagl&nd that allowed land to be held on behalf 6fi@us orders
who were pledged to vows of poverty and hence @ni@bbwn land.
19 Black’s LawDictionary 563 (5th ed. 1979).
20 Alastair Hudson The law of Finance! éd, Sweet and Maxwell, 2009, 93. A fiduciary ohtign arises when one
person has agreed to act in the affairs of angtbeson. 96. Article 47 of Swiss Federal Banking lafw 934, bases
the banks duty of confidentiality in criminal law.
21 Ellinger's Modern Banking Law, EP Ellinger; E Loroka; RJA Hooley # ed Oxford University Press 2006 at
117.
22 sypranote 19 at 95.
23 |bid.
% |bid at 101.
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3.2 TheBanksMandate

The concept manddfehas been used by civil lawyers to catergorisedeataionship between customers
and their ban®. In terms of English banking the term has not bgigan a precise meaning, however, it
is used as a general term applying to the contséttt banks customers governing particular banking
services’ If the bank acts outside any authority so confirtbe customer will not be bound and the
bank will be liable for any loss. If the mandatewnighdrawn, the bank must comply. If the mandate is
given in a narrow sense, the customer has a dutgxéscise care to make the mandate clear and
unambiguous, so that the bank does not suffeniibdie executing the mandate with reasonable cage an
skill.”® The consequence of disobeying a mandate is oftpressed as an issue of authority, the bank
having no authority to act and being liable for thestomer’s loss. The English courts follow a $tric
approach which protects the customer, in thatatest that once the nature of the mandate has been
determined the bank must do what the customer megjitito do.

3.3 TheLaw of Agency

Section f° defines agency in relation to a bank, to meanghtrgranted to a person by that bank to
receive on its behalf from its clients any depgsiteney due to it or applications for loans or amhes,

or to make payments to such clients on its béhal¥ollans argues that agency is epitomised by one
person acting for another to bring that person mtlegal relationship with a third pafty The agent
intercedes between the principal and a third plaatying the ability to effect legaklations between the
principal and third party.

Vollans® alludes that agency was a common necessity in eitilsout real time global
communication. Whereas some elements of the jeatifin for agency have diminished over the years,
the use of agency in commercial contracts remadnsneonplace not least in IT provision where several
parties need to interact to achieve successfulelgli Normally, these contracts rely heavily onrdhi
party provision for the procurement of basic eletséhin summary he submits that through the

% A mandate is a consensual undertaking in termshidh one person agrees to execute the specifituizi®on of

another for remuneration. See Malan, FR & Pretod@iills of Exchange, Cheques and Promissory Notes id RA

Annual Banking Law Updat@3 April 2003) Indaba Hotel, where Pretorius sigjge that the contract between the

bank and the customer is that of mandatéddnding and others NNO v Standard Bank of South Af2204 (6) SA

464 Harding) the court explained that the consensus betweamladnd its customer as regards services thatghoul

be rendered emanates from a contract of mandaéents of which the customer is thandatorand the bank is the

mandatory(468B—C). InJoint Stock Varvarinskoye v Absa Bank @08 (4) SA 287 (SCA) (Joint Stock) the court

used the word ‘agent’ to describe the relationsigipveen Absa Bank and the appell&utrdick, supra note 5at 458.

28 5chulze, WG ‘The Sources of South African Bankiragvl- A Twenty-first century Perspective- Part 1q2D14

SA Mercantile Law Journad38, 459-460;See aldtolkskas Bpk v Johnsd®79 (4) SA 775 (C)Johnson)777H—

778A.

2" principles of Banking Law Ross CranstdH €d Oxford University Press 2002 at 140. Mandaterwhsed in the

narrow sense it means the authority the bank hasttem a particular way and it does not constituigontractual

variation. Once the mandate is binding on a bamkyust act or be in breach of contract.

28 The authentication under the contract for the bemkct for the customer in a particular way eqmtake a

payment. Signature is a typical form of autheniizabut there are other avenues such as a PINy@hc signature

or SWIFT message.

29 The Banks Act. It should be noted that that thetisddrican Law of Agency was borrowed from Englisaw.

This relationship was discussedNorthview Shopping Centre v Revelas Properties

(275/09) [2010] ZASCA 16 (18 March 2010) (Northviewor the discussion on the Law of Agency see LAWSA

Vol 17 Mandate and Negotiorum GestidJ Kerr The Law of Agency 4th edition (Lexus NeButterworth); Peter

Havenga et al GenerBrinciples of Commercial Lawth ed (2010) and Robert Sharrdglsiness Transactions Law

6th ed, Juta & Co, (2004) and Wille's PrinciplesSaiuth African law, 9th Ed (Juta).

%0 Fridman GHLLaw of Agency7ed) 1996, LexisNexis, Butterworths.

31 Seeliebenberg v ABSA Bank Ltd t/a Volkskas BA®I98] 1 All SA 303 (C) iebenberg)308B—309H, the court

held that instructions given to a bank by a custoame governed by the law of agency.

%2 Tim VollansSecret Commissions in IT Contracts, Journal of Iméional Commercial Law and Technologgl.

5, Issue 2 (2010) 73 at 74. Seasfin Bank Ltd v Soho Unit 14cc t/a Aventura EilaA06 4 SA 513 (TPD) (Soho

%nit) where limitations on the application of thectfine were considered.

Ibid.

3 Tim Vollans Secret Commissions in IT Contradstrnal of International Commercial Law and Techngidfpl.

5, Issue 2 (201075. ‘Whilst the duties are fiduciary, their extearid nature remain subject to the terms of the

underlying legal contractual agreement - as théniigurt confirmed in Towcester Racecourse Co Ltd ¢eRaurse

Association Ltd. Thus, the fiduciary rules are momutable but are protected, and whilst all of éhebligations can
17
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application of the rules of agency, the agent'stimmtual link remains with the principal to whichet
agent’s duties were owed and to the exclusion gftarhird parties.

4. Classification of the Contract between the Bank and the Customer

Willis* opines that the contract between the bank andukmer closely resembles that ahatuum.
A mutuumis a contract whereby one person delivers somgilitenthing to another person who is bound
subsequently to return to the former a thing of $hene kind, quality and quantity. There must be an
obligation on the receiver to return an equivalenwhat has been receivBdHowever the appellate
division in S V Kearne¥ held that money deposited with a bank is no lorayened® by the depositor
but the bank. It is this characteristic of the banktomer relationship which distinguishes the it
from adepositur’ or commodatum

Some writers are however critical on the view tife&t bank customer relationship is founded on the
contract ofmutuum pointing out that * firstly in a contract ofiutuumit is the intention of the parties that
it be for the benefit of the borrower only but ieetbank customer relationship the contract is lier t
benefit of both parties, secondly, the bank owescilistomer a duty of secrecy, thirdly, money depdsi
with a bank may be reclaimed without notice, whitethe case ofmutuumthe lender must give
reasonable notice of a claim for repayment andtibgirin many respects the bank acts as an ageheof
customef? It is further argued that the bank customer refethip is similar to agency in that the bank
like the agent, owes a duty of secrecy to his ecustoand the use of cheques substantially adapts the
principles of agency. He submits that the contbmttveen the bank and the customesusgenerisand
that this is implicit in the views adopted by theunts™

4.1 Contracting Online

A contract is a consensual agreement between twwooe persons to give, to do or to refrain fromndoi
something? Commonly, the relationship of the bank and thetamer has been governed by implied
contract. For a contract to be enforceable in lesthould be recognised as having been validly tftem
law. The basic principles of contract, whether inting, oral or online, have remained the same.
However transactions on the internet do preseniceunique challenges to the established prinsiple
One of these challenges is that the parties magrn@eet in person. To ensure that binding rights an
obligations are created, it is significant thatteparty has unlimited contractual capaéty.

The parties must have legal capacity to contraattdfs affecting contractual capacity include
minority, insanity, intoxication, insolvency and rital status. With online contracts it is signifitato
ensure that contracting parties disclose their greisdetails. However, since parties are reluctant
disclose their personal details on the interney thleould warrant that they have the necessary legal

be displaced by agreement between the principatl@magent, the playing field is tilted against #gent asserting
any such displacement i.e. contra profereritem
% Supranote 9.
3% See however, Zamzar Trading (Pty) Ltd (in Liquida} v Standard Bank of SA Ltd 2001 (2) SA 508 (W)
(Zamzar) where the court reasoned that a bankihsiunaware of a contractual relationship betweamstomer and
a third-party tainted by turpitude and had no kremgle of such turpitude, could not be held liableejgay money
which it had at some stage held legally for thetmuer. To hold someone liable irrespective of whethe had
knowledge of wrongdoing affronted the principlettagparty had to actrongfully before it could be held liable for
its conduct.150 The court further found that th&es no evidence that the bank breached the coritreahcluded
with Zamzar Trading or that it had entered intoumenforceable contract with the company. The baakety held
money legally for Zamzar Trading and unknowinglgisied in wrongdoing.
37 1964 (2) SA 495 (A) at 50XKéarney.
% For a discussion of ownership on Money in an aotasee van JaarsveldoneylLaundering unpublished Thesis,
Chapter 3.
39 A depositumis a contract whereby one person hands over g thimnother for safe keeping on condition that the
depositor is to receive it back at his wishcémmodatumis where a specific thing is lent to another fas e on
condition that he returns the thing to the lender.
40 Wwillis Nigel at 31. See alsBurdick, at 463.
“Lbid
42 Kerr, AJThe Law of Agency in South Afri¢g991)
43 Reinhardt Buys, Francis Cronje, Cyber Law @SA; Thw bf Internet in South Africa"ed Van Schaik, 2004, at
101-105.
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capacity to enter into a contrdétOnce the customer has signed a contract he isdbewen if they have
not read the terms. Justification thereof is bamedorm not substance. Thus the signature is adbrm
device for the conclusion of a contratt.

The contract will only be legally binding if the tacto which the parties agree are legal, the
performance of the terms of the contract at the tinwas entered must be possible and not conteary
good morals. In terms of South African law, the ey rule is that validity and enforceability of
contracts does not require formalities to be coeaplvith, however there are exceptions. In caseslef
of immovable property the contract must be reduoedriting.*®

The parties must reach a consensus. Reirfflaines that according to section*2dn offer is not
without legal effect merely on the grounds thasiexpressed in the form of a data message oiittisat
not established by means of an electronic signdtutdy some other means from which a partieshninte
can be inferred. An offer must be clear and uneupal/with the intention and an unequivocal acceggan
can be inferred from the writing or conduct of dféeree to create a binding contratt.

5. CourtslInterpretation of the Fiduciary Relationship

The landmark decision dfournier® established the common law duty of confidentialityt was held
that the disclosure by the bank constituted a lredcthe bank’s duty to the plaintiff. Disclosuré o
confidential information is prohibited, providedcsudisclosure falls within the scope of one of the
recognised exceptions. His Lordship in Tourni®rease classified the qualifications as:

“where disclosure is under compulsion by ¥awvhere there is a duty to the public to
disclose54; where the interest of the bank reqliselosure; and where the disclosure is
made by express or implied consent of the custémer.

The principles governing the general principlesdgach of confidence are applicable in examining
the scope of the duty is not any special law ofkbeonfidentiality. A duty of confidence comes into
being when confidential information comes to thewledge of a person (bank) in circumstances where
he has notice, or is held to have agreed, thainfleemation is confidential. The courts Aschkenasy
case andrai Cotton MilP° case have held that the relationship of the barsketner is of a contractual
nature. This contract is essentially implied, ratt@n explicit. When emphasising the contractalire
of the bank-customer relationship Wickrefhaconcurs with the decision of the Privy Councilievh
stated that:

‘there is no doubt that the relationship betweenkbka-customer is contractual and its
incidents, in the absence of express agreementumte as must be implied into the
contract because they can be seen to be obvioesbssary.’

* Ibid note 29 at 102.
4 Ross Cranston Principles of Banking Lat € Oxford University Press 2002 at 145.
“°bid at 102.
47 Supranote 44.
8 ECTA.
49 Crawley v Rex 1909 TS 1105, where the court hedtl &in advertisement does not necessarily consttutefer,
but may be regarded as an invitation to do business
%0 Tournier supranote 17.
51 Cambanis Buildings (Pty) Ltd v Gal0 1983 (2) SA 128 (N) 137F (Cambanis).
%2 |bid note 13
%3 Tournier 472—473. It should be noted that these exceptiomdileewise included in the South African Banking
Code (SABBanking Codear 3.6). In terms of the Income Tax Act 58 of 19B2Hindry v Nedcor Bank Ltd and
another(1999 (2) SA 757) the court found that a bank isanposition than any other debtor when it hautaish
information about the finances of a customer totéixecommissioner (773F-H).
*Jawahar v Manoharan, Decision No. CIC/SG/A/2012/0B0ADIO0, it was held that it was not in the publierest
to disclose information.
%5 Aschkenasy v Midland Bank L{1934) 51 TLR 344schkenasy
%6 Tai Hing Cotton Mill Ltd v Liu Chong Hing Barlkd [1986] AC 80 (Tai Hing Cotton Mill). See also Canadian
Pacific Hotels Ltd v Bank of Montreal (1987) 40 DLB"[ 385 (SCC) Canadian Pacific Hotel3)and National
Australia Bank Ltd v Hokit Pty Ltd [1996] 1 NZLR 4ZCA) (Hokit).
57 Wickerema Weerasooria & Nerida Wallace "Banker-CusioResolving Banking Disputes™ &d (1994) p89.
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Alquash?® opines that the duty of confidentiality includée hon-disclosure of information which was
acquired by the bank from its customers, directlyndirectly. Any information acquired by the baink
connection with, the relationship the bank has wifie customer will be confidential, unless, such
information is regarded as public information. Ainformation about the customers supplied by a third
person, other than in a course of banker-custometionship falls outside the scope of the duty of
confidentiality. The duty of confidentiality is ket on the implied term in the contract betweenbiuek
and the customer.

The Cape Provincial Division in Abrahantscase recognised the duty of secrecy when Searle J
stated that:

‘the ...rule is that a banker will be liable for amgtual damage sustained by his
customer in consequence of an unreasonable diseltsa third party of the state of his

account. This seems certainly as far as one isawtad in saying that the English Law
goes; indeed, doubt has been cast by some judgd qminciple, and it has been stated
that the obligation not to disclose is a moral eatthan a legal one. | incline to the view
that the rule which would now be adopted accordinguthorities, in the English courts,

is that a banker would be held liable if he, witheufficient reason, disclosed the state
of a customer’s account to a third party and danagelted.’

It is however, clear from this decision that lidtlilis based on the breach of contract, not on the
wounded feelings or insult of the customer. Wibhigines that the principles of equity require thag t
disclosure of information should be done only vilte knowledge and consent of the customer. Equity
does have a role in protecting confidences in d&aie situations independently of contract. Eqaigp
provides assistance through its remedy of the @tjan to underpin any contractual duty. Cransterest
that Posner is concerned that confidentiality (avazy) is not always economically efficient. Thexee
arguments in favour of imposing the duty of confitiglity on banks, namely, the commercially sensiti
nature of business information and the value ofitldévidual in protecting personal autonomy. If he
are public interests in the law obliging banks ¢éefx customers’ financial information confidentsd, too
are there public interests on the other side o&thetion.

When dealing with the issue whether the bank cale ¢t rights to a third party, the court G5
George Consultants and Investments v Dafdsysed by concluding that a banker cannot ceddenige
its personal rights against its customer. The coeid that

“in the absence of agreement to the contrary, tmeract of a bank and customer obliges
the bank to guard information relating to his coso's business with the banker as
confidential, subject to various exceptions, noherlich is presently relevant; that such
duty of secrecy imports the elementdaflectus personaiato the contract; and that the

banker’s claims against his customers are accdsdimag cedable without the consent of
the customer.”

The Appellate Division inSasfin (Pty) Ltd v Beuk&swhen interpreting the notion afelectus
personaestated that a cession by the banker of his claescdot involve delectus personae. The court
stressed correctly that the fact that performarcehe cessionary does not amount to something
essentially different from the performance of aerdd It was accordingly held that a cession can be
effected without the disclosure of confidentialdmhation. Scott opines that a banker may freel\eded
personal rights against his customers, providedeths no disclosure of confidential information
regarding his relationship with the customer anérghthe banker does not disclose information ssch a
the name of the customer, therefore such a disdosill have to be treated as falling under thedhi
exception, which allows disclosure where the irgeref the banker require it.

In addressing the banker's duty of confidentiatitg court? held that the decision of GS George
holds no water in that there was no circumstanieevieg the bank of its duty of secrecy. Referritnghe

%8 Fayyad Alquash “Banks Duty of Confidentiality in tvake of Computerised Banking 1995 JIBL 50.
%9 Abrahams v Burns 1914 CPD 452 (Abrahams).

601988 (3) SA 726 (W) (George).

611989 (1) SA 1 (A) (Sasfin).
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exceptions established in Tournier's case wherartegests of the banker require disclosure, thértco
held that, as the bank wished to dispose of itenglé had an interest to disclose of its claimh#td an
interest to disclose the existence of such a ctaithhe proposed cessionary. Thus there seems tm be
ground for prohibiting a bank from ceding his peworights against its customers. The object of the
cession can be described without revealing anyidentfial information regarding the exact relatiapsh
between the bank and the customer.

In Densam (Pty) Ltd v Cywilnat (Pty) Ltd&3was held that the right of action may be ceftedly,
there was no principle of law by which the appdlleould preclude the respondent from enforcing the
claim in its own name. Iffirst National Bank of South Africa Ltd v Budtéthe facts briefly are that the
Plaintiff instituted an action against the resparider the payment of various sums of money lerth®
respondent. The court held that the only damagéshwdould properly be awarded for breach of cortrac
or anactio exlege Aquiliafor the negligent breach of a duty of care by wfally dishonouring a cheque
were damages in the sense of patrimonial loss (denpand dignity, or reputation.

6. Legislation Governing the Bank-Customer Relationship

South Africa relies to a large extent on common-faimciples of the law of contract to solve the yan
potential legal problems posed by electronic bagkirhe primary sources of law relating to electconi
banking are the law of mandate and the law of emhtrThere is no legislation in South Africa deglin
directly and exclusively with electronic bankingltiough the ECTA® provides a wide and general
framework for the facilitation and regulation ofefronic communications and transactions, including
electronic transactions for financial services,eesqly S42 it does not deal exclusively with efenic
banking services. The Regulation of InterceptiotCommunications and Provisions of Communication
Regulated Information Attis another example of a statute that may be rateiaelectronic banking
which provides a wide and general framework for ftlaeilitation and regulation of electronic
communications and transactions, including eleatraransactions for financial services, however, it
does not deal exclusively with electronic bankiegvices?’

It is trite law that banks must maintain their datyconfidentiality® towards their customers. The
following legislation are pro the maintaining ofnfientiality. First, Section 4 guarantees the right to
privacy. This right is protected by common AwSecond, the E CTA also protects the personal
information obtained through electronic transactiohird, Section 33 (1) (&) provides for the
preservation of secrecy on financial informatior aonfidential information of bank customers and it
prohibits disclosure of any information relatingatffairs of the bank, shareholders of the bank clieant
of the bank except to the Minister of Finance, Blioe- General, or for purpose of performing hisher
duties or when required to do so before a coutawt’® Section 33(1) (8f indicates that disclosure of
information of a client of the bank requires theitt®n consent of the Minister of Finance and the
Governor after consultation with the cli€ntFourth, section 236(4¥°prohibits the disclosure of

631991 (1) SA 100 (AD) (Densam), the court statéithdre is no need to embark upon a consideratidgheojuristic
nature of the contract between banker and custaremust make it plain ... that the bank was caxettially obliged
to maintain secrecy and confidentiality about @sstomer’s] affairs, in accordance with the decisio Tourniers
case.’
641996 (1) SA 971 (NPD) (Budree).
%5 25 of 2002.
66 70 of 2002 (hereinafter referred to as RICPCRIA).
®’Schulze 2004
8 willis Banking in South African Lawl
The Constitution of the Republic of South Africa 6O85.
0 See Neethling J et &leethling’s Law of PersonalitButterworths Durban 2005 ch 8, Theeus classicugor the
recognition of an independent right to privacy oush African law isO’Keeffe v Argus Printing and Publishing Co
Ltd 1954 3 SA 244 (C).
"L Act 25 of 2002 (hereinafter referred to as the BCT
Z South African Reserve Bank Act No. 90 of 1989 (heafter referred to as the SARB)

Ibid.
" Ibid.
5 |bid.
76 Criminal Procedure Act 51 of 1977 (hereinafter mefé to as CPA), as amended.
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information on court unless pursuant to a coureanrdlrhe Act furthermore provides in section 153{)
that no information about a pending charge mayuidighed.

Conversely, the following legislations are pro thsare of information. First, the National Credit
Act”’ provides that a holder of confidential consuméorimation may disclose such information only to
the consumer or a third party if allowed by the N@®any other legislation. The provisions of the NC
therefore empower the bank to disclose their cust@minformation when necessary. Second, the
Promotion of Access to Information Atprovides for a right of access to information fivate hands.
The PAIA was promulgated with the intention of pdbimg customers with a means of obtaining
information held by other natural or juristic pemsoThird, sections 21-47provide for reporting duties
and access to information. FI€Aoverrides the confidentiality duty of banks, whérintroduces know
your customer (KYC) standard reporting duty whielquires a bank to breach customer confidentiality
for the sake of money laundering control. No coafitiality duty or other statutory or common-law
limitations on the disclosure of information. Fdyrthe Prevention of Organised Crime Rowhich
allows for the disclosure of information and thghtito access to information held by any statutmgty.
Lastly, section 10(2% placed a duty on the executive staff of finanaiatitutions to report suspicions as
regards the source of money acquired in the cooffidmisiness. Notably, no obligation to observe the
confidentiality of customers or any other limitation the disclosure of information is included e t
DDTA.

7. Conclusion

It is submitted that online bank-customer serviaes exposed to unacceptable risks of legal uncgytai
and over/non-regulation. The existing legislatiorits imperfect current form has not quite elimaththe
persistent regulatory and enforcement role of ttiinistrative and judicial authorities regardings th
bank-customer relationship. Even though the existirles applicable to the bank-customer relatignshi
are also applicable to internet bank-customerioziahip, we are still faced with the challenge dfonis
liable where the customer’s financial details beeoavailable to a third party through unauthorised
access. The paper demonstrates that despite ttabiBtyi of internet, for banking services, it hast
significantly altered the way in which the bank-user relationship is regulated.

Conversely, the lack of definition of this relatgdip by the legislation contributes to the impetrigc
lack of regulation, since the interpretation ig kef the courts. The enactment of the legislatiealithg
with the disclosure of information by legislaturasvpromulgated taking into consideration the nation
economic interest. Legislations have recognisedbtiek’s duty of confidentiality as two fold, namely
confidentiality is imposed on certain banks offisimnd imposing a duty on banks to report. Two
legislations eroded the confidentiality duty of kennamely FICA® through section 29 of by introducing
the KYC standard reporting duty and PO¢Ahrough sections 71-72. The precise basis of bredc
confidence in the common law is secondary to thdedging notion of upholding the customer’s
confidentiality. It should also be noted that thattion 36(1% limits the right to privacy under certain
circumstances and that the disclosure provisiond=IGfA®" are therefore applicable. The statutory
provisions do not override the duty of confidertiatompletely but compulsion of law gives the bank
substantial discretion whether to disclose or rbtis important that communications regarding

T Act 3 of 2007 (herein after referred to as the NC®ection 69 thus provides for a national regisfesutstanding
credit agreements in which credit providers wilpaet certain information either directly to the Matal Register or
credit bereau regarding their customer’s credirimiation.
8 Act 2 of 2000 (herein after referred to as théAA
*Financial Intelligence Centre Act 38 of 2001 (headiier referred to as the FICA)
8 |bid section 29
81121 of 1998 (hereinafter referred to as POCA) 8actil-72.
Zz Drugs and Drug Trafficking Act of 1992 (hereinafteferred to as the DDTA) which was repealed byCRO
Supra
8 Supra
8 Constitution
% |bid section 14
87 section 29
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customer’s financial information be protected tealge the conflict which exists between the banky d
of confidentiality and section Zreporting duty.

Even though the internet diminishes distance,teseaccess to banking services and may potentially
offer choice to customer’s, however internet bagkim South Africa has not yet overcome the deadly
sins of conflicting laws, uncertainty as to the laggble law, mandatory adaptation of services and
overregulation. It is submitted that equable sohdi are not readily available; however, legal
harmonisation is a necessary precondition of a-fuelttioning model of internet banking industry
because it will achieve minimum convergence ofameti laws and thereby implanting confidence in the
bank customer relationship. It is significant ttie risks are identified and managed in a prudeartnar
under the supervisory oversight of regulatory agenc
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