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 
Abstract— Agent-based applications on internet are gaining 

more attention because of tremendous benefits one can derive 

from it, especially when you can dispatch your agent to do 

shopping for you. However security has been a major challenge 

to its development. Several security techniques such as 

cryptography, steganography have been deployed to combat 

security vulnerabilities of mobile agent system and certain 

reliable level of security has been obtained. This research paper 

shows how to evaluate the performance of a secure agent-based 

system. In this research, a secure agent-based application was 

developed using crypto-steganography security technique 

which is a combination of cryptography and steganography. 

Performance evaluation models were formulated based on work 

load and execution time of the agent. 

IndexTerms—Agent-basedapplications,Crypto-steganography,  

Evaluation, Models.  

 

I. INTRODUCTION 

Mobile agents are autonomous software that can transport 

itself from one node to another node in a computer network 

system [1]. Mobile agent suspends execution on one node 

and resumes on another node [2].As an executing program, a 

mobile agent is made up of code, data and execution state; 

embedded with some intelligence and ability to 

autonomously migrate across the network [3]. The use of 

mobile agent for electronic transaction has some interesting 

advantages. The user can go offline after the agent is sent out 

and can come online again when the agent has performed it 

tasks [4]. This is good for a situation where a user cannot stay 

online for a long time. Giovanni [5] stated that mobile agents 

lower the bandwidth need and relief the consumer from time 

consuming and difficult search for relevant information.  

The advantages of using mobile agent in electronic 

commerce include optimization decisions, mobility, 

flexibility and autonomy [6]. Another important advantage of 

mobile agent is that it saves the consumption power of 

sending devices because it performs its task locally. This 

means PDA, laptop or mobile phone with limited computing 

power can be used [7]. A feature being frequently attributed 

to mobile agents is autonomy, the ability to perform certain 

tasks without guidance or intervention by a human user [8]. 

Mobile agent is a form of code mobility which is an aggregate 

of code on demand and client-server. Mobile agent is yet to 

be received in the internet community, since issues such as 

reliability and security are yet to receive developer’s 
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confidence [5]. However because of available tools, mobile 

agents have become extensively popular not only in the 

research community but also in industrial projects [9]. One of 

the most attractive applications of mobile agents is the notion 

of distributed information processing. This is shown in the 

mobile computing scenarios where users have portable 

computing devices with only intermittent, low bandwidth 

connections to the main network. A mobile agent can migrate 

from its home, move on to the site of the required information 

resource and perform a locally custom-retrieval task. Only 

the results are transmitted back to its home [10].  

Moreover, the mobile agent can carry on a task while the 

connection to destination server is temporarily lost and then 

continue once the link returns to send the found result. 

Mobile agent can exploit the high processing power available 

in the server machines by shifting the computations into the 

server side. 

Mobile agents provide a solution for the dynamic 

environment of the mobile devices because they do not rely 

on server operations. The mobile agent appears to tackle 

significant problems whether in wired or wireless 

communication such as disconnection operations, increased 

network traffic and others. Moreover, mobile agents can play 

a major role in the wireless communication after the failure of 

the Java RMI in increasing the performance over slow 

wireless links [11]. Once the mobile agent has migrated, the 

connection between client and server will be disconnected. 

This saves network bandwidth, especially in a wireless 

environment. When a mobile agent finishes its  job at the  

server, it will then  be ready to reconnect to  its  host  or  to  

migrate  to  another  node  to  perform  other duties within the 

network.  

Mobile agents are also well suited for network management 

applications such as remote network management, software 

distribution, and adaptive response to network, events. Most 

of the current network management software is based on the 

Simple Network Management Protocol (SNMP). The 

developers of SNMP designed it in the mid-1980s as a 

temporary measure with known problems and inherent 

limitations until industry could provide a better solution. 

Mobile agents allow for greater control of network devices 

and aren’t limited by whatever parameters the manufacturer 
of the device decides to make available via SNMP. Mobile 

agents can also provide adaptive responses to network events. 

Without mobile agents, all of the software required to support 

and respond to all possible scenarios must be kept loaded and 

available on a device at all times. The network manager must 

take the time to respond to each event, and interact with each 

device individually. In contrast, mobile agents can be 

dispatched to respond to network events, and only the 

software required for normal operation needs to be loaded 

onto the device. Upgrading network software to add new 

functionality involves a significant roll-out effort on behalf of 
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network administrators. Installing new software, upgrading 

existing software or reconfiguring network hardware can be 

accomplished by simply dispatching mobile agents to the 

appropriate machines [12]. 

Mobile agents use the capabilities and resources of remote 

servers to process their tasks. When a user wants to do tasks 

beyond the capabilities of his or her computers, the agents 

that perform the tasks can migrate to and be executed at a 

remote server. Mobile agents can also mask temporal 

disconnections in networks. Mobile computers are not 

always connected to networks, because their wired networks 

are disconnected before they are moved to other locations or 

wireless networks become unstable or non-available due to 

deteriorating radio conditions or are not uncovered by the 

area at all.  

A stable connection is only requested at the beginning to send 

the agent, and to take the agent back at the end of the task, but 

this is not requested during the execution of the whole 

application execution. Several researchers have explored 

mechanisms for migrating agents through unstable networks 

[13]. When a mobile agent requests a runtime system to 

migrate itself, the system tries to transmit the moving agent to 

the destination. If the destination cannot be reached, the 

system automatically stores the moving agent in a queue and 

then periodically tries to transmit the waiting agent to either 

the destination or another runtime system on a reachable 

intermediate node as close to the destination as possible. 

These relay runtime systems repeat the process until the agent 

arrives at its destination. 

II.  LITERATURE REVIEW 

There can be seven types of attack by malicious hosts 

according to [14] which are spying out and manipulation of 

code, spying out and manipulation of data, spying out and 

manipulation of control flow, incorrect execution of code, 

masquerading of the host, spying out and manipulation of 

interaction with other agents; and returning wrong results of 

system calls to agents 

There are a number of solutions proposed by [15] to 

protect agents against malicious hosts, which are: 

a. Establishing a closed network: limiting the set of 

hosts among which agents travel, such that agents 

travel only to hosts that are trusted. 

b. Agent tampering detection: using specially designed 

state-appraisal functions to detect whether agent 

states have been changed maliciously during its 

travel. 

c.  Agent tampering prevention: hiding from hosts the 

data possessed by agents and the functions to be 

computed by agents, by messing up code and data of 

agents, or using cryptographic techniques 

[16],[17] proposed the following solutions to protect mobile 

agent respectively. 

a. Protected agent state when is basically signing and 

encrypting of agent states based on public-key 

cryptography. 

b. Mobile cryptography for code integrity. Code integrity 

should be maintained 

[18] stated that security of agents for e-commerce must be 

viewed in a realistic and pragmatic way. 

a. Some host in the network can be trusted 

b. More than one agent can be used in order in order to 

build a secure mobile agent environment. 

A lot of researchers have developed mobile agent- based 

electronic commerce applications such as [19], [20], [8], 

[21], [22],[23], [24] and [25].  

However security is a major problem of mobile agent 

technology as discussed in [26], [14], [19], [8], [21], 

[22],[23], [24], [25], [1]. 

People who have worked on the security of mobile 

agent-based electronic commerce include [19], [21], [27], 

[25]. 

[21] stated that like any distributed system, the mobile agent 

system is subject to security threats such as eaves dropping, 

corruption, masquerading, denial of service, replaying and 

repudiation. They stated that issues such as encryption, 

authorization, authentication and non-repudiation, therefore 

must be addressed in a mobile agent system.  

A secured agent-based electronic commerce using 

crypto-steganography was developed by [28]. Experiment 

was performed on the agent using work load and execution 

time and results were shown and analysed. Performance 

model is shown in section 3 and section 4 of this paper. 

III. AGENT MOBILITY AND INTERACTION MODEL 

The mobility behaviour of the agent is described by a 

destination vector  nSSS ...,0 . For the thi   

interaction, the agent moves to destination location iS . Thus 

migration takes place between   thi 1  and  thi   

interaction only if 1 ii SS . 

Let ),...,( ni IIJ  be a sequence of interactions, the i-th 

interaction is described by 
 𝐼𝑖 =  𝑅𝑖 ,𝑚𝑖 .𝐵𝑞𝑟𝑦 ,𝐵𝑟𝑒𝑠 ,𝜎𝑖 (1) 

Where 𝑅𝑖 ,   is the remote location with which the 

communication should take place. Each communication 

consists of im (local or remote) procedure calls with request 

size, 𝐵𝑞𝑟𝑦 , reply size 𝐵𝑟𝑒𝑠 , and selectivity i . The size of the 

agent after interaction iismodelled for ni ,...,0  by 

 stateidataicodeiAi BBBB ,,        (2) 

where codeiB  and stateiB  remain fixed while 

  ,11 resiiidataidatai BmBB       (3) 

In the context of agent interaction, the remote function call 

(RFC) is used to call procedures (methods) that are provided 

by the communication partner. RFC includes binding to the 

server, marshalling, transfer, unmarshalling of the request 

parameters, execution of the request, marshalling, transfer 

and unmarshalling of the reply. Marshalling is dependent of 

the size of the request parameters only. The performance 

model therefore concentrates on the communication 

dependent part of the RFC. 

The network load RFCB  (in bytes) for a simple remote 

function call from location 1iS to location iS consists of the 

size of the request qryB and the size of the reply resB  
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 𝐵𝑅𝐹𝐶 𝑆𝑖−1,𝑆𝑖 ,𝐵𝑞𝑟𝑦 ,𝐵𝑟𝑒𝑠  =  𝐵𝑞𝑟𝑦 + 𝐵𝑟𝑒𝑠𝑆𝑖−1 ≠  𝑆𝑖
0                                                 𝑒𝑙𝑠𝑒   (4)  

  

The execution time 𝑇𝑅𝑃𝐶  for a simple remote procedure call 

from location 𝑆𝑖−1  to location 𝑆𝑖  consists of the time for 

marshalling and unmarshalling of request and reply (factorµ) 

plus the time for the transfer of the data on a network with 

throughput 𝜏(𝐿1,𝐿2) and delay 𝛿(𝐿1,𝐿2)  𝑆𝑖−1, 𝑆𝑖 ,𝐵𝑞𝑟𝑦 ,𝐵𝑟𝑒𝑠  =

2𝛿 𝑆𝑖−1, 𝑆𝑖 +  1𝜏 𝑆𝑖−1 ,𝑆𝑖 + 2µ 𝐵𝑅𝐹𝐶 𝑆𝑖−1,𝑆𝑖 ,𝐵𝑞𝑟𝑦 ,𝐵𝑟𝑒𝑠  (5) 

An interaction is performed by the migration of the agent to 

the communication partner, a local or remote procedure call, 

the processing of the data received and the transfer of the 

processed data back to the source location. A classical 

migration includes marshalling, transport and unmarshalling 

of code, data and execution state of the agent to the server. 

Marshalling increases linear with the size of data and 

execution status of the agent, while the code of the agent is 

already stored in transport format and is only transferred on 

demand (i.e. if the code is not yet available at the server ). The 

agent consists of 𝐵𝑐𝑜𝑑𝑒  bytes of code,  𝐵𝑑𝑎𝑡𝑎  bytes of data and 𝐵𝑠𝑡𝑎𝑡𝑒  bytes of execution state and is described by the triple 𝐵𝐴 =  𝐵𝑐𝑜𝑑𝑒 ,𝐵𝑑𝑎𝑡𝑎 ,𝐵𝑠𝑡𝑎𝑡𝑒  .The size of the request to the 

procedure 𝐵𝑞𝑟𝑦  is yet contained in 𝐵𝑑𝑎𝑡𝑎 . The size of the reply 

from the procedure 𝐵𝑟𝑒𝑠  is reduced by remote processing to  1 − 𝜎 𝐵𝑟𝑒𝑝  with   0 ≤ 𝜎 ≤ 1  by the agent where 𝜎 models the 

selectivity of the agent. 

The network load for the migration of an agent A from 

location 𝑆𝑖−1 to location 𝑆𝑖  is calculated by  𝐵𝑀𝑖𝑔  𝑆𝑖−1 ,𝑆𝑖 ,𝐵𝐴 =   0                                                              𝑖𝑓 𝑆𝑖−1  = 𝑆𝑖𝑃 𝐵𝑐𝑟 + 𝐵𝑐𝑜𝑑𝑒  +  𝐵𝑑𝑎𝑡𝑎 + 𝐵𝑠𝑡𝑎𝑡𝑒  𝑜𝑡𝑕𝑒𝑟𝑤𝑖𝑠𝑒  
 (6)  

  

Where P denotes the probability that the code is not yet 

available at location 𝑆𝑖  and 𝐵𝑐𝑟  is the size of the request from 

𝑆𝑖−1 to 𝑆𝑖  to transfer the code. If the agent additionally sends 

back a reply message to location 𝑆𝑖−1 , the network load 

amounts 𝐵𝑀𝑅 𝑆𝑖−1, 𝑆𝑖 ,𝐵𝐴 ,𝜎.𝐵𝑟𝑒𝑠  =

𝐵𝑀𝑖𝑔  𝑆𝑖−1 ,𝑆𝑖 ,𝐵𝐴 +   0                  𝑖𝑓  𝑆𝑖−1 = 𝑆𝑖 1 − 𝜎 𝐵𝑟𝑒𝑠         𝑜𝑡𝑕𝑒𝑟𝑤𝑖𝑠𝑒        
 (7) 

Where 𝐵𝑟𝑒𝑝  is the size of the reply and 𝜎  denotes the 

selectivity of the agent. 

IV. SYSTEM PERFORMANCE EVALUATION MODEL 

The execution time 𝑇𝑅𝐹𝐶  for a simple remote call from 

location 𝑆𝑖−1  to location 𝑆𝑖  consists of time for marshalling 

and unmarshalling of request and reply factor𝜇  plus the time 

for the transfer of data on network with throughput and 

delay   𝑇𝑅𝐹𝐶
= 2𝜎 𝑆𝑖−1, 𝑆𝑖 +  1𝜏 𝑆𝑖−1, 𝑆𝑖  
+ 2𝜇𝐵𝑅𝐹𝐶 𝑆𝑖−1, 𝑆𝑖 ,𝐵𝑞𝑟𝑦 ,𝐵𝑟𝑒𝑠                                                                   (8) 

The network load𝐵𝑠𝑒𝑞  and execution time𝑇𝑠𝑒𝑞  for a mixed 

sequence of remote function calls and agent migration are 

calculated thus   𝐵𝑠𝑒𝑞  𝑀, 𝑆,𝐵𝐴𝑖−1 
=   𝐵𝑚𝑖𝑔  𝑆𝑖−1, 𝑆𝑖 ,𝐴𝑖 𝑛

𝑖=1

+ 𝑚𝑖𝐵𝑅𝐹𝐶 𝑆𝑖 ,𝑅𝑖 ,𝐵𝑞𝑟𝑦 ,𝐵𝑟𝑒𝑠                                                                 (9) 

𝑇𝑠𝑒𝑞  𝑀,𝐷,𝐵𝐴0 =   𝑇𝑚𝑖𝑔  𝐷𝑖−1,𝐷𝑖 ,𝐵𝐴𝑖−1 𝑛
𝑖=1

+ 𝑚𝑖𝑇𝑅𝐹𝐶 𝐷𝑖 ,𝑅𝑖 ,𝐵𝑟𝑒𝑞𝑖 ,𝐵𝑟𝑒𝑝𝑖                          (10) 

V. PERFORMANCE EVALUATION FOR AGENT 

SEARCH 

In this performance model, it is assumed that all servers have 

the probability (p) of finding data item. The client sends a 

request (𝐵𝐶𝑟𝑒𝑞  ) from location L1 to L2...,Ln.  The request in 

byte is taken as (𝐵𝐶𝑟𝑒𝑞  ) to the firs host server to get item price 𝐼𝑝   and then the next host sever in itineraries until the last host 

server. The process is assumed to be a search process. The 

system call returns a found data 𝐵𝐹or not found BNF reply. For 

a client-server the search terminated when the item is found.   

The Algorithm for Client-Server Search 

BEGIN 

 Search for an Item 

IF FOUND Reply = 𝐵𝐹 

  Else 

   Reply= 𝐵𝑁𝐹  

END. 

The network load (𝐵𝑁𝐿) is calculated thus: 𝐵𝑁𝐿
= 𝑃1 𝐵𝐶𝑟𝑒𝑞 + 𝐵𝐹 + 𝑃2 1 − 𝑃1  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝑁𝐹 + 𝐵𝐹 
+ 𝑃3 1 − 𝑃1  1 − 𝑃2  𝐵𝐶𝑟𝑒𝑞 + 2𝐵𝑁𝐹 + 𝐵𝐹 
+ ⋯𝑃𝑛 1 − 𝑃1  1 − 𝑃2  1 − 𝑃3 …  1 − 𝑃𝑛−1  𝑛𝐵𝐶𝑟𝑒𝑞 +  𝑛 − 1 𝐵𝑁𝐹 
+ 𝐵𝐹                                                                                                             (11) 𝐵𝑁𝐿can be expressed as 𝐵𝑁𝐿 =  𝑃𝑖𝑛

𝑖=1

  𝑖 − 𝑃𝑗  𝑖−1

𝑗=1

 𝑖𝐵𝐶𝑟𝑒𝑞 +  𝑖 − 1 𝐵𝑁𝐹 + 𝐵𝐹 (12) 

If all severs have the same probability then  𝐵𝑁𝐿  can be 

re-written as  𝐵𝑁𝐿 = 𝑛𝑃  1 − 𝑃 𝑖−1

𝑛
𝑖=1

 𝑖𝐵𝑁𝐹 +  𝑖 − 1 𝐵𝑁𝐹 + 𝐵𝐹  (13) 

Then performance measure for execution time (Et) which is 

time measured from lunching to returning back for a single 

search in a client-server can be modelled thus: 

The time to process the request is taken as 𝑅𝑡 , the time to 

transfer one byte form location L1to L2 is taken as (L1-L2)Bt 𝐸𝑡 = 𝑃1 𝐵𝐶𝑟𝑒𝑞 + 𝐵𝐹 𝐵𝑡 + 𝑅𝑡 + 𝑃2 1 − 𝑃1  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝑁𝐹 𝐵𝑡
+  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝐹 2𝐵𝑡 + 2𝑅𝑡
+ 𝑃3 1 − 𝑃1  1 − 𝑃2  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝑁𝐹 𝐵𝑡
+  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝑁𝐹 2𝐵𝑡 +  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝐹 3𝐵𝑡 + 3𝑅𝑡
+ ⋯𝑃𝑛 1 − 𝑃1  1 − 𝑃2  1 − 𝑃3 …  1− 𝑃𝑛−1  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝑁𝐹 𝐵𝑡 + 2𝐵𝑡 + 𝑛 𝑛 − 1 𝐵𝑡
+  𝐵𝐶𝑟𝑒𝑞 + 𝐵𝐹 𝑛𝐵𝑡
+ 𝑛𝑅𝑡                                                           (14) 

This can be written as 
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𝐸𝑡 =  𝑃𝑖𝑛
𝑖=1

  𝑖 − 𝑃𝑗  𝑖−1

𝑗=1

 𝐵𝐶𝑟𝑒𝑞 + 𝐵𝑁𝐹  𝑗𝐵𝑡𝑖−1

𝑗=1

+ 𝑖𝐵𝑡 𝐵𝐶𝑟𝑒𝑞 + 𝐵𝐹 
+ 𝑖𝑅𝑡                                                            (15) 

This equation can be simplified as 𝐸𝑡 = 𝑛𝑃  1 − 𝑃 𝑖−1

𝑛
𝑖=1

 𝐵𝐶𝑟𝑒𝑞 + 𝑖𝐵𝐹 +  𝑖 − 1 𝐵𝑁𝐹
+ 𝑖𝑅𝑡                                                            (16) 

VI. CONCLUSION 

Performance evaluation of a secure agent-based application 

is germane to measure its efficiency when deploy for use on 

the internet. Workload and execution time are two major 

parameters for its evaluation. This research paper has shown 

how to evaluate a secure agent-based application based on 

workload of the agent and its execution time.  

Agent-based applications will gain more popularity and will 

be widely accepted by Merchants and Customers on the 

internet if its security isguaranteed. This models will also 

ensure reliability of the system. 
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