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Abstract—A Location sharing system is the most critical
component in  mobile online social networks
(MOSNS).Huge number of user’s location informatia

be stored by the service providers. In addition the
location privacy and social network privacy cannog¢
guaranteed to the user in the earlier work. Regagdthe
enhanced privacy against the inside attacker impleted
by the service provider in (MOSNS), we initiate ewn
architecture with multiple servers .1t introducepmtected
solution which supports a location sharing amonigrfds
and strangers. The user friend set in each query is
submitted to the location server it divides into ltiple
subset by the location server. If the user makgsexy to
the server the data can be retrieved only for tbgistered
users instead of all. We use Three Layer of Seclikiely,
High, Medium and Low for the Privacy implementation
Simultaneously with a location sharing it offerseck
ability of the searching results reoccurred frone tervers.
We also prove that the new construction is safesutige
stronger security model with enhanced privacy.

Keywords—Privacy location, Check-ability, Insider
threats, Mobile social networks.
l. INTRODUCTION

A spatial keyword query integrates location and s®arch.
With the arrival of mobile computing, social netksrave
moderately become new model called MOSNS. Taking a
location and a set of keywords as arguments, suehiap
return relevant spatial web objects that match the
arguments. A moving top-k spatial keyword (MKSK)eqy
which takes into account all the time moving quiecality
enables a mobile client to be always aware of ttpek
spatial web items that best match a query withiggmce

to location and text relevance, and it has numernabile
uses. For example, a mobile user may activate &™ca
query in organize to be alerted about nearby oppdrés

for a cup of coffee. With the MkSK query, a usewvays
has a new result as the client moves. A easy soluti the

www.ijaers.com

MKSK query is to next to invoke an existing snapsho
spatial keyword query processing method. HoweJeis t
approach has the problem that even if snapshofesuare
processed very frequently, which is costly and efast
because consecutive results are likely to be vamnjias,
there is no assurance that the user forever hasgtiie up-
to-date result. Another feasible solution is toeex a
buffering technique for spatial KNN query procegsiio
top-k spatial keyword querying.

Il. RELATED WORK
Obfuscation is an important technique for defendary
individual's location privacy within a pervasive roputing
environment. This structure provides a computatigna
resourceful mechanism for balancing an individualksd
for high-quality information services closest toath
individual’'s need for location privacy. Negotiatids used
to make sure that a location-based service provitaives
only the information it requests to know in orderdive a
service of ample quality. The outcome of this wbikve
implications for several applications of mobile dadation-
aware systems, as they give a innovative conceptual
foundation for addressing the privacy concerns tat
approved to be retarding the widespread recognai@huse
of location-based services. Recently, highly adeura
positioning devices allow us to provide differegpés of
location-based services. On the second hand, becach
position data consist of deeply personal infornmtithe
security of location privacy is one of the most ortpant
problems in location-based services. we propose an
anonymous announcement technique to protect théqros
privacy of the users of location-based servicesunfuture
technique, such users generate a number of falsiéiqoo
data (dummies) to initiate service providers witle £xact
location data of users. Because service providarsiat
choose the correct position data, user locatiomapyi is
protected. We also describe a price reduction igalenfor
communication between a client and a server.

Pagel| 17



International Journal of Advanced Engineering Resezh and Science (IJAERS)

Voli3sue-4 , April- 2016]
ISSN: 2349-6495

[l METHODOLOGY
A direct additional solution to the MkSK query is t
periodically call upon an existing snapshot spaelword
query processing technique. a efficiently autheéic
moving top-k spatial new authenticated data strectthe
MIR-tree to, keyword query results, thus guaramgeahe
soundness and completeness of both a top-k resdlita
corresponding safe zone The most important featofes
Longitude are that the location allocation providerly
processes encrypted locations that it unable taypec
supports different granularities of locations faffetent
receivers and low key management, computation and
communication overheads. Depending on the
spatiotemporal big data analysis the informatiofl e
processed and retrieved using the Hadoop frame\idnik.
study shows that sharing anonymized location dath w
likely lead to privacy risks and that, at a miniumm, the
data needs to be coarse in either the time donragpace
domain. We propose two polynomial-time approximate
inference algorithms and we extensively evaluateirth
performance on a real dataset.

V. TECHNIQUES FOR LOCATION PRIVACY
IN MOBILE SERVICE

In the implemented technique, Android and Cloud
Computing are integrated. The modifications is méale
have the privacy of the users location in which rguie
requested. Three Layers of High, Medium and Low ar
implemented for security purpose of location prixathe
wireless network is focused with the relationaladand the
spatial databases.
. User Registration
. User Authentication
. User’s location identification
. Safe Region Manipulation
. Query request to the cloud server
. Find the nearest location.
4.1. User Registration

In location query system the user have to be kutdbr
his next query search. If the user is not enrolidn the
user can't access the clocking agent. For registeruser
should give his details such as name, locality, ggeder,
etc. once a user is registered with his detailsdreaccess
information from the server .Every single user wilve
separate user name and password.
4.2. User Authentication

If a client wants to raise a query, first the userst login
with his username and password. After the user Iggis
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he can raise a query to the server. This querygailto the
clocking agent and send the query to the cloudeserv

4.3. User’s location identification

The clocking agent will find the user location aten it
will check the user is moving towards the location
moving outwards the location. The present locatisn
obtained using GPS from the mobile phone user. The
mobile user will carry with the GPS for fetchingeth
longitude & latitude values. These values are oletiby
means of satellite communication. So once the seads
the query to the clocking agent. The clocking ageilitget
the exact location of the user via GPS values @uer.

4.4. Safe Region manipulation

Every time a clocking agent receives a query froedlient
and then it will checks the query and find the safgon for
the client. Safe region is intended from the exaseér
location. First we have to retrieve the directidrthe user.
If the direction of the user is towards ahead tliea
clocking agent will estimate the safe region witlmération
to the main location. For example user sends aestdtom
Enathur, user is moving towards kanchipuram, therSafe
region kanchipuram, if the user is moving in theagite
direction then the clocking agent wish to spechig safe
region as Chennai .After finding the safe regiore th
clocking agent ask the request to the Cloud serVee
Cloud server will send the result for the safe aadgio the
clocking agent and obtain the result from the Clsedver
and find the nearby Location from the result anddsthe
location to the client. The clocking agent and seredquery
to the cloud server.

4.5. Query Request to the Cloud Server

The Clocking agent handle the Safe region for tiemtand
send the query to the Cloud server. The Cloudeserv
analyze the Query and fetch the results accordirige safe
region and then send the result to the clockingiadethe
user is requested for ATM Bank from Enathur, fitilsé
query is sent to the Clocking Agent. Cloaking ageit
manipulate the safe region as kanchipuram, and then
guery is forwarded to the Cloud Server.

4.6. Find the Nearest Location

After getting the query result from the Cloud servime
clocking server will filter the results in accordanto the
user exact location. The Cloud server will retri¢he bank
information or ATM which location is nearest to thger in
accordance to Enathur to the cloaking agent. Ba th
cloaking agent knows user is in Enathur. So thelkifa
agent will apply KNN Query Algorithm to fetch thearest
ATM or bank in accordance to Enathur. So user él
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receiving the exact information, as requested hahtthe
user’'s Location Privacy is still maintained, be@ube
Cloud server will update in its table as the quisryrom
Chennai not from Enathur. By this way we endnigacy
in the user’s location.

V. ARCHITECTURE OF LOCATION SHARING
MOSNS

Mobile users gradually report on their co-locasionith

other users, in addition to revealing their locasido online

services. For instance, they tag the names of skecites

they are with, in the messages and in the pictilveg post

on public networking websites.
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Fig.1:.Location sharing schemes in mobile

VI. RESULT

This work proved to provide a clear review of thoals by
which privacy protection may take place at levels o
technology and management. so a better perceptikievo

a complete approach to privacy protection may fakee.

It is hoped that this effort will result in a clear
understanding of ways in which privacy protectidforts
should address the related concepts of technology a
practice to effectively minimize the risk of privabarm.
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Fig.2: privacy protection for user’s location.
Combined with (possibly obfuscated) location infatian,
such co-locations can be used to look up the infex®f the
users' locations, thus further threatening theicafimn
privacy, as co-location information is taken intcceunt,
not only a user's reported locations and mobiliggtgrns
can be used to localize the user locations.

VIL. CONCLUSION
In this paper work it proposes a new authenticatath
structure, the MIR-tree, to efficiently authentieahoving
top-k spatial keywords query results, thus guagintgthe
soundness and completeness of both a top-k resdlita
corresponding safe zone. A \verification object for
authenticating the top-k results and safe zoneMk$K
queries is designed. Algorithms for constructing aising
verification objects for verifying the top-k ressiland safe
zones are developed. An enhancement of the MIR-tinee
MIR_-tree, is proposed to further reduce the comication
cost. Extensive empirical studies on real data sets
demonstrate that the proposed approaches are eaphbl
outperforming two baseline algorithms that utileesting
techniques by orders of magnitude. It gives a new
preserving location sharing privacy called Longé@udhe
most important features of Longitude are that thwation
sharing provider only processes encrypted locattbas it
unable to decrypt, supports unusual granularitids o
locations for different receivers, and low key mgement,
computation and communication overheads. One type o
privacy policy which has proven to be useful indtian
sharing services is discriminating location-baselicjes.
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