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Abstract—Cloud Data security and the privacy of the
data access on the cloud storage in private cloud
environment is a great challenge in the current. étach
and every stage of the security algorithms devetypm
mostly concentrates on the secure access for thedcl
data by using different cryptographic algorithmsheT
research background of the cryptographic field tfdy
focuses on the implementation of different security
algorithms with higher performance in the executibhe
mechanism of cloud data storage is widely using the
crypto algorithms and the private cloud also giveren
importance for such algorithms regarding to maintte
confidential data access among the cloud service
providers and clients. This research paper focuzseshe
Impact of RSA algorithm on Cloud Data Security —
Analytical survey in both non cloud access (NCA)vaf
as cloud access (CA) environments on differenttisjne
of cloud data content.
Keywords—Cloud, Private, Security, algorithm and
Performance.

l. INTRODUCTION
The field of “Cloud Computing” play evitable rola the
current software due to the features of sharing the
resources in an effective and efficient mannericiefft
data storage mechanism as well as resources ptouide
demand whenever it will be required at suitable
environment [1]. According to National Institutef o
Standards and Technology [2], the data to be aueilen
the cloud will always share by the different cleninder
various categorization for cloud environment such a
private cloud , public cloud , hybrid cloud , etc.)n
general the access control is a way to confirm the
authorized users for appropriate resource shamsgaamn
the cloud data [1]. According to the view of cloddta
security researchers, the Cloud computing providegh
degree of data mobility, data availability, storalgackup
and recovery, data integrity and privacy as well as
confidentiality [3]. Cloud storage researchers gigng
more focus on data security, while consideringinmgact
of the proposed algorithms on cloud performancésisT
modern symmetric encryption algorithms join several
cloud security requirements, namely, cloud avdikgbi
and compliance. In fact, these conventional scheanes

www.ijaers.com

typically fast and computationally less intense ntha
asymmetric algorithms. Therefore, they are suitdble
processing large streams of outsourced data [4thig
research article concentrate on the cloud datariggcu
algorithm comparisons based on their performance
analysis.

Advances in networking technology and an increagbe
need for computing resources have prompted many
organizations to outsource their storage and comgut
needs. This new economic and computing model is
commonly referred to as cloud computing and inctude
various types of services such as: infrastructuseaa
service (laaS), where a customer makes use ofvicser
provider's  computing, storage or networking
infrastructure; platform as a service (PaaS), whare
customer leverages the provider’s resources t@ustom
applications; and finally software as a servicea®a
where customers use software that is run on theges
infrastructure. Cloud infrastructures can be royghl
categorized as either private or public.

Il. RELATED WORK

In a private cloud, the infrastructure is managed a
owned by the customer and located on-premise (ne.,
the customers region of control). In particulais theans
that access to customer data is under its contrdl ia
only granted to parties it trusts. In a public dothe
infrastructure is owned and managed by a cloudicerv
provider and is located o -premise (i.e., in thevise
provider’s region of control). This means that onser
data is outside its control and could potentialtygranted
to untrusted parties [5].
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Fig. 1: Security process on cloud
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Figure 1: (1) Alice’s data processor prepares thead
before sending it to the cloud; (2) Bob asks Alfoe
permission to search for a keyword; (3) Alice’seénkand
credential generators send a token for the keywaor a
credential back to Bob; (4) Bob sends the tokerhto
cloud; (5) the cloud uses the token to find therappate
encrypted documents and returns them to Bob. (?)

At any point in time, Alice’s data verifier can fgrthe
integrity of the data. Consider three parties: er uMice
that stores her data in the cloud; a user Bob witbm
Alice wants to share data; and a cloud storageigeov
that stores Alice’s data. To use the service, Adind Bob
begin by downloading a client application that dstssof

a data processor, a data verifier and a token gtorer
Upon its first execution, Alice’s application geatas a
cryptographic key. We will refer to this key as aster
key and assume it is stored locally on Alice’s egstand
that it is kept secret from the cloud storage piewi5].
Rivest Shamir Aldeman (RSA) is the most commonly
used public key encryption algorithm. RSA compuatati
occurs with integers modulo n = p*q. It requireykef

at least 1024 bits for good security. Keys of €98 bit
provide best security. Widely used for secure
communication channel and for authentication taniitig
service provider.

RSA is too slow for encrypting large volumes ofaddut

it is widely used for key distribution Followingegts are
followed in RSA to generate the public and priviatys
[6]:

1. Conisder two large prime numbers p and g suah th
p~=q.

2. Compute n=p*q

3. Compute f (pq) = (p-1)*(q-1)

4. Consider the public key k1 such that gcd (f ki), =1;
1<k1<f (n)

5. Select the private key k2 such that k2*k moah)f £1
Encryption and Decryption are done as follow
Encryption: Calculate cipher text C from plaint&such
that C=P ~k1 mod n Decryption: P=C"k2 mod n=P"k1k2
mod n.

The experimental results of related work [6] maifdgus

on the different category of cryptographic algarith
performance comparison based on the factor of their
simulation time and buffer size. But in the propbserk
experiment result discuss only the impact of RSA
algorithm in Cloud based access (CA) and Non-cloud
based access (NCA) environments based on the fattor
performance of execution.

M. EXPERIMENTAL RESULT
In general, the cloud data transaction under pricédud
is illustrated in the following figure 2. The patkeill
route from source (PCO) through switch under theape
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cloud towards destination (PC1). While the paclkenhe
out from the source it gets encryption by using R&A
algorithm and stored in the cloud service provi(egP)

as well as it gets decrypted whenever the service i
invoked by the clients .

Fig. 2: Cloud Data Transaction

Based on the input size (Kb), the performance of
execution (RSA) on Non-Cloud Access (NCA)
environment takes longer time due to the reasamygfto
code every time interpreted in a separate accestheA
same time, in the cloud based access (CA) oncsllit w
store into the cloud service provider, it will bleagsed or
utilized by the number clients in the onetime asceb
crypto code (Table 1).

Table 1. Performance analysis of RSA (NCA&CA)

Input
Size(Kb) | RSA (NCA) RSA(CA)
2 480.2 295.4
4 545.4 382.2
8 597.5 394.5
16 620.2 423.7
32 654.8 515.6
64 682.1 525.4
128 694.3 545.8
800
»> @ RSA (NCA)
P 600 <esfen
= 400
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Fig. 3: Performance analysis chart of RSA (NCA &CA)
The performance analysis of the RSA algorithm based
the Non Cloud access (NCA) and Cloud access (CA)
execution environments are evaluated in Simulation
(Cisco Packet Tracer) is depicted in the figure 3.
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V. CONCLUSION

Cloud data Security is a great challenging issugha

cloud transaction environment. Whenever, the rebeas

try to solve it, the cryptographic algorithm sexyin

essential features and it provides the secure layer

mechanism. In the same travelling channel, in piaiper
give the performance analysis of RSA algorithm #rel
same work try to extend it analytical survey offeliént
algorithms as well as in future to propose a neficient
algorithm.
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