
                                                                              

International Journal of Engineering and Applied Sciences (IJEAS) 

 ISSN: 2394-3661, Volume-2, Issue-6, June 2015   

                                                                                              29                                                                        www.ijeas.org 

 

� 

Abstract² Now a days, large scale distributed systems such as 

cloud computing applications are becoming increasingly 

popular. But the challenges with these applications like 

transferring, storing and computation of data have to be dealt 

with. The most prevalent distributed file systems to deal with 

these challenges are the Hadoop File System (HDFS) which is a 

variant of the Google File System (GFS). However HDFS has 

two potential problems. The first one is that it depends on a 

single name node to manage almost all operations of every data 

block in the file system. As a result it can be a bottleneck 

resource and a single point of failure. The second potential 

problem with HDFS is that it depends on TCP to transfer data. 

As has been cited in many studies TCP takes many rounds 

before it can send at the full capacity of the links in the cloud. 

This results in low link utilization and longer download times. 

Our work develops a mechanism of Triple security which uses a 

light weight front end server to connect all requests with many 

name nodes. Our work proposes a new distributed file system 

which will overcome these problems of HDFS.  

 

 

Index Terms² Cloud Computing, Cryptography, DSA, AES, 

DES, Steganography 

 

I. INTRODUCTION 

  The danger could be the possible fraud by some merchants, 

also hacking into the electronic records or interception of a 

transmission is another risk. There is also the danger of human 

error or equipment failure which can jeopardize the accuracy 

of transmissions or records. Customers should check their 

banking records carefully for unfamiliar or unauthorized 

transactions.  

Some solution to be discussed is how to passing information 

in a manner that the very existence of the message is unknown 

in order to repel attention of the potential attacker. Besides 

hiding data for confidentiality, this approach of information 

hiding can be extended to copyright protection for digital 

media. In this research, we clarify what Steganography is, the 

definition, the importance as well as the technique used in 

implementing steganography [1]. We focus on the Least 

Significant Bit (LSB) technique in hiding messages in an 

image. The system enhanced the LSB technique by randomly 

dispersing the bits of the message in the image and thus 

making it harder for unauthorized people to extract the 

original message. Some of the common taxonomy of 

Steganographic Techniques are given in Figure 1. 
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Figure 1: Common Taxonomy of Steganographic techniques 

 

The main features of the proposed work are:  

x It eliminates the need of issuing cheque-book from 

the bank. 

x It eliminates cheque portability issue. 

x It provides a more secure means of transaction. 

x It provides a very fast and reliable means of 

transaction. 

x It lowers the transaction processing time or the 

clearing cycle. 

x It eliminates the need of internet banking 

infrastructure (for fund transfer) by the banks. 

x It maintains the confidentiality and integrity of the 

transaction details. 

x It provides an improved customer service. 

x This kind of e-Cheques management is not being 

developed and used in any of the Banks so far. 

To develop a user friendly Electronic Check System to 

overcome the limitation of manual check system & to enhance 

the flexibility of the commercial as well as business 

transactions in an easy way [2]. It reduce costs, minimize risk 

and get faster access to your   money  by converting paper 

checks into electronic transactions right at the point of sale.  

 

II.   LITERATURE REVIEW 

Yaser Esmaeili Salehani et al. [3] has proposed a new 

dedicated 256-bit hash function:NESHA-256. It has used 

advantages of parallel structures with the ideas from the 

designing procedure of block-cipher-based hash functions 

strengthen our proposed hash function both in security and in 

efficiency. NESHA-256 is designed not only to have higher 

security but also to be faster thanSHA-256. 

Shay Gueron  [4] has shown the comparison of SHA-512 and 

SHA-256. The reason why SHA-512 is faster than SHA-256 

on 64-bit machines is that has 37.5% less rounds per byte (80 

rounds operating on 128 byte blocks) compared to SHA-256 . 

Masoud Nosrati  [5] has  proposed a novel techniques of 

audio steganography. Basic concepts of audio steganography 

were mentioned and some recent approaches were 

investigated.  

Ritu Pahal [6] has presented a new AES model having bigger 

block size which is 200 bits rather than conventional 128 bits 

AES. Also, the block is made by 5 rows and 5 columns unlike 
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Florian Mendel [7] proposed the concept of  reducing steps in 

SHA-256. It has been observed how the attack techniques are 

used successfully against SHA-1. also, the problems that 

occur on applying SHA-1 were also investigted. Their 

methods to resolve them were found.  

Kazumaro Aoki [8] has proposed about several techniques to 

use SHA-1 and MD5 in a more collision resistant manner. 

The simplest approach which they have discussed in this 

paper is the message whitening approach. These approaches 

are both easy to implement, support streaming message 

digesting, and are amenable to analysis with respect to the 

known differential attack. 

 Moni Naor [9] has designed secure cryptographic schemes.  

Gabriel Macharia Kamau [10] has presented the comparison 

of the traditional least significant bit algorithm with the work 

proposed. The data hiding steganographic method presented 

in this paper was found to demonstrate increased 

imperceptibility to statistical steganalysis attacks on the cover 

image. The hiding capacity can also be increased by varying 

the number of bits used per color channel. However this 

method is best suited for the purposes of communication and 

communication applications as more permanent aspects of 

steganography like watermarking are not included. 

Alan Kaminsky [11] presented the results of a study on the 

currentprogress of cryptanalysis research on the Advanced 

EncryptionStandard (AES). The objective was to specifically 

identify threats and vulnerability trends in secure 

military,communication applications. Andrey Bogdanov 

presented a novel technique of block cipher cryptanalysis 

with bicliques. 

 Bart Preneel [12] proposed the importance of hash functions 

for protecting the authenticity of information has been 

demonstrated. Some theoretical results are also illustrated to 

support practical constructions, but most of our knowledge on 

practical schemes is originating from trial and error 

procedures by several independent researchers and that they 

are not implemented too quickly. 

Sos S. Agaian [13] proposed new method of 

audiosteganography that allows character data to be encoded 

into audio in a way that is indiscernible to prying third-parties. 

The method proposed in this paper provides for a reasonably 

high-bandwidth and is resistant to common detection and 

prevention techniques. 

III. PROPOSED WORK 

The Internet as a whole does not use secure links, thus 

information in transit may be vulnerable to interception as 

well. The importance of reducing a chance of the information 

being detected during the transmission is becoming an issue. 

Another problem is that people hike the signature of the 

sender and use it illegally. They send data by using  the 

identification of sender. So it is very necessary to protect 

signatures from the attackers. 

One of the reasons that intruders can be successful is that most 

of the information they acquire from a system is in a form that 

they can read and comprehend. Intruders may reveal the 

information to others, modify it to misrepresent an individual 

or organization, or use it to launch an attack. One solution to 

this problem is, through the use of Steganography. 

Steganography is a technique of hiding information in digital 

media [14]. In contrast to cryptography, it is not to keep others 

from knowing the hidden information but it is to keep others 

from thinking that the information even exists. We propose 

the architecture to resolve existing fraud issues. 

Figure 2: Architecture of Proposed Work 

This architecture given in Figure 2 is used for highly secured 

e-check by using some security features to enhance the 

security while transferring cheque from sender to receiver. 

Now people are using paper cheques just to get security but 

there are lots of disadvantages/limitations of using paper 

cheques. 

The disadvantage could be the possible fraud by some 

merchants, also hacking into the electronic records or 

interception of a transmission is another risk. There is also the 

danger of human error or equipment failure which can 

jeopardize the accuracy of transmissions or records. 

Customers should check their banking records carefully for 

unfamiliar or unauthorized transactions. So, e-cheques are not 

much secure until unless some security does not provided to 

LW�� 6R� DV� WKH� VROXWLRQ� WR� WKH�SUREOHP�ZH�SURYLGH� ³H-cheque 

ZLWK�KLJK�VHFXULW\³�E\�XVLQJ�VRPH�VHFXULW\�FRQFHSWV explained 

below: 

3.1 SHA 541 (Digital Signature Algorithm): SHA-2 is a set 

of cryptographic hash functions (SHA-224, SHA-256, 

SHA-384, SHA-512, SHA-512/224, SHA-512/256) designed 

by the U.S. National Security Agency (NSA) and published in 

2001 by the NIST as a U.S. Federal Information Processing 

Standard (FIPS) [15]. SHA stands for Secure Hash 

Algorithm. SHA-2 includes a significant number of changes 

from its predecessor, SHA-1. SHA-2 currently consists of a 

set of six hash functions with digests that are 224, 256, 384 or 

512 bits.SHA-256 and SHA-512 are novel hash functions 

computed with 32-bit and 64-bit words, respectively. They 

use different shift amounts and additive constants, but their 

structures are otherwise virtually identical, differing only in 

the number of rounds. SHA-224 and SHA-384 are simply 

truncated versions of the first two, computed with different 

initial values. SHA-512/224 and SHA-512/256 are also 

truncated versions of SHA-512, but the initial values are 

generated using the method described in FIPS PUB 180-4. 

The SHA-2 family of algorithms are patented in US 6829355. 

The United States has released the patent under a royalty-free 

license. 

3.2 AES (Advanced Encryption Standard): The Advanced 

Encryption Standard is a Federal Information Processing 
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Standards (FIPS) cryptographic algorithm, approved in 2001, 

that can be used to encrypt and decrypt electronic data [16]. 

The AES algorithm is capable of using cryptographic keys of 

128, 192, and 256 bits to encrypt and decrypt data blocks of 

128 bits.AES is currently used to encrypt government 

classified information up to the Top Secret level [17]. 

3.3 Steganography: Steganography is the art and science of 

writing hidden messages in such a way that no one apart from 

the intended recipient knows of the existence of the message 

[18] The goal of steganography is to avoid drawing suspicion 

to the existence of a hidden message. This approach of 

information hiding technique has recently become important 

in a number of application areas. Digital audio, video, and 

pictures are increasingly furnished with distinguishing but 

imperceptible marks, which may contain a hiding copyright 

notice or serial number or even help to prevent unauthorized 

copying directly [19]. 

IV. IMPLEMENTATION 

In this architecture, sender (bank) will create a cheque & then 

transfer this cheque to the receiver as a plaintext (original 

cheque). If any user wants to transferring filled cheque to the 

intended receiver then its security becomes compulsory. so 

we can apply security algorithms i.e. DSA (Digital Signature 

Algorithm):- Electronic Signature can prove the Authenticity 

of Alice as a sender of the message [20]. DES(Digital 

Encryption Standard):- DES was designed by IBM and 

adopted by the U.S. government as the standard encryption 

method [21]. 

After applying security algorithms plaintext is converted into 

cipher text (encrypted message). Then user again apply  

reverse techniques to get the original message. Then 

encrypted message again converted into plaintext (original 

message) in secured manner. 

We have  implemented  this in the .NET Framework which  is 

an integral Windows component for building and running the 

next generation of software applications and Web services 

using C#. The backend used is SQL Server 2008. 

The snapshots are given from Figure 3 to Figure 8 . 

 
 

Figure 3 : Welcome Screen 

 
Figure 4: Home Page 

 

 
Figure 5: Report of The Data 

 

 
Figure 6: SHA-512 (Digital Signature) 

 

 
Figure 7 : AES (Advanced Encryption Standard) 
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Figure 8: Stegnography 

 

V. CONCLUSIONS 

This research work discusses a user friendly Electronic Check 

System to overcome the limitation of manual check system & 

to enhance the flexibility of the commercial as well as 

business transactions in an easy way. It Reduces cost, 

minimize risk and get faster access to your  money  by 

converting paper checks into electronic transactions right at 

the point of sale. It eliminates the need of issuing cheque-book 

from the bank. It eliminates cheque portability issue. It 

provides a more secure means of transaction. It provides a 

very fast and reliable means of transaction. It lowers the 

transaction processing time or the clearing cycle. It eliminates 

the need of internet banking infrastructure (for fund transfer) 

by the banks. It maintains the confidentiality and integrity of 

the transaction details. It provides an improved customer 

service. This kind of e-Cheques management is not being 

developed and used in any of the Banks so far. This reduces 

the work load on bank to clear the e-cheques. We use the 

concept of high security using some security algorithms. 

These schemes ensure security of the e-cheque (messages) 

and the signatures can be verified using a digital signature. It 

is a flexible solution for any cryptographic system and 

security layers of wireless protocol, such as Hiper LAN/2 and 

WAP. The proposed design provides high-speed performance 

and minimized covered area. In future, we can implement our 

work on the large scale i.e. for large no of users. We can put a 

help section to show and give any particular help and 

information about the facilities provided by the software. 
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