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Abstract— Cryptography methods are widely use in digital 

communication for secure data transaction. Cryptography 

methods have two categories symmetric and asymmetric. 

Both types of encrypting have their own importance and 

limitations. In Symmetric key based encryption same key is 

use for encryption and decryption process. One of the most 

popular and widely used symmetric encryption methods is 

(AES) Advance encryption standard, which attracts 

researchers to develop more efficient AES cryptosystem. In 

this research work we are presenting an improved AES 

encryption method “IAES”. Proposed IAES method uses a 

modified S-Box by employing Genetic algorithm (GA) with 

key size of 256 bit. In proposed method IAES, GA will be 

used in the S-box to perform various pipelined operations 

such as substitution, shifting of rows, mixing of column and 

to perform Add Round Key in the AES rounds. In this work 

proposed IAES and existing AES method both are 

implemented over MATLAB simulator and various 

comparison parameters such as encryption time, speed and 

decryption time and speed are calculated. The high level of 

system integration along with high speed and high 

throughput makes the proposed IAES based cryptosystem a 

perfect choice for a spread of application. 

Keywords— Cryptography, Symmetric, AES, S-box, S-

box, Genetic Algorithm. 

 

I. INTRODUCTION 

In today’s scenario people shares data and information to 

each other by using of network due to this more amount of 

information are so much private but some are less private 

due to this the attacker or the hackers are taking advantage 

and they are attempting to steal the information to overcome 

various used since 2001 since it provides high level of 

security and can be implementation easily [1,6]. With the 

introduction and revolution in communications, one more 

change that affected security is the introduction of 

distributed systems which requires carrying of data between 

terminal user and a set of computers.  

 
Figure 1.1: Cryptography 

 

Network security measures are needed to protect data 

during their transmission. The mechanisms used to meet the 

requirements like authentication and confidentiality are 

observed to be quite complex. Cryptography is the science 

of information and communication security. Security 

mechanisms usually involve more than a particular 

algorithm or protocol for encryption & decryption purpose 

and as well as for generation of sub keys to be mapped to 

plain text to generate cipher text. It means that participants 

be in possession of some secret information (Key), which 

can be used for protecting data from unauthorized users [5]. 

 

II. AES ENCRYPTION 

The Advanced Encryption Standard, in the following 

referenced as AES, is the winner of the contest, held in 

1997 by the US Government, after the Data Encryption 

Standard was found too weak because of its small key size 

and the technological advancements in processor power.  

The Rijndael, whose name is based on the names of its two 

Belgian inventors, Joan Daemen and Vincent Rijmen, is a 

Block cipher, which means that it works on fixed-length 

group of bits, which are called blocks. It takes an input 

block of a size, usually 128, and produces a corresponding 

output block of the same size. The transformation requires a 
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second input, which is the secret key. It is important to 

know that the secret key can be of any size (depending on 

the cipher used) and that AES uses three different key sizes: 

128, 192 and 256 bits. While AES supports only block sizes 

of 128 bits and key sizes of 128, 192 and 256 bits, the 

original Rijndael supports key and block sizes in any 

multiple of 32, with a minimum of 128 and a maximum of 

256 bits. 

 

2.1 AES APPLICATION-AES have following 

applications [22]. 

A) Design of hardware and software-In various designing 

of H/w and S/w AES used.  

B) Design of processor-Various processor are based on 

AES method 

C) In basic encryption and decryption process-Various 

data security use AES encryption. 

D) Application archive and compression tools Like Rar 

and WinZip 

E)  File encryption and disk or partition Encryption 

F) Security for communications in LAN  IEEE 802.11i-

2004, or 802.11i wireless networks 

G) Provides confidentiality and authentication For IPSec 

protocol 

H) SPN substitution -permutation networks uses the 

stages and rounds in AES. 

 

III. GENETIC ALGORITHM- 

A genetic algorithm is a randomized search that has proven 

to be reliable and powerful optimization technique which 

follows the principle of natural selection. It can be applied 

to both texts and images. Genetic algorithm is secure, since 

it does not utilize the natural numbers directly. The results 

obtained for generating keys using genetic algorithm should 

be good in terms of coefficient of autocorrelation [2]. 

The basic genetic algorithm operators are discussed as 

follows- 

 Selection- It is the process of choosing the chromosomes 

from the initial population generated by function based on 

fitness value.  

 Crossover- This operator combines the chromosome of 

one generation with another to reproduce a new set of 

values. Single point crossover, two point crossover and 

uniform crossover are the three types of crossover operators 

in GA. 

 Mutation- This provides a genetic diversity of a 

chromosome in one generation. The chromosomes are 

flipped and a new chromosome is generated for a new 

generation.  

IV. PROBLEM STATEMENT- 

Cryptography methods are widely use in digital 

communication for secure data transaction. Cryptography 

methods have two categories symmetric and asymmetric. 

Both types of encrypting have their own importance and 

limitations. In Symmetric key based encryption same key is 

use for encryption and decryption process. One of the most 

popular and widely used symmetric encryption methods is 

(AES) Advance encryption standard, which attracts 

researchers to develop more efficient AES cryptosystem. In 

this research work we are presenting an improved AES 

encryption method “IAES”.  

The key challenges in AES algorithm are- 

1. High encryption time- Existing AES have high 

encryption time. 

2. High the decryption time- Existing AES have high 

decryption time. 

3. Slow Encryption Speed- Existing AES have low 

encryption speed. 

4. Slow Decryption Speed- Existing AES have low 

decryption time. 

5.  Avalanche Effect- Existing AES have poor avalanche 

effect. 

 

V. PROPOSED IAES METHOD- 

Proposed IAES method uses a modified S-Box and P- Box 

by employing Genetic algorithm (GA) with key size of 256 

bit. In this proposed method IAES, GA will be used in the 

S-box to perform various operations such as substitution, 

shifting of rows, mixing of column and to perform Add 

Round Key in the AES rounds. 

An enhanced AES implemented using evolutionary 

approach is expected to improve the performance of the 

AES which are mentioned above.AES is a symmetrical 

block cipher which uses Substitution box (S-box) and 

Permutation box (S-box) for the process of encryption and 

decryption. Substitution box (S-box) is a keystone of AES 

symmetric cryptosystem.  

 

5.1 WORKING OF PROPOSED IAES 

(ENCRYPTION)- Following steps are used in IAES- 

Step 1-(divide plain text message in to equal size blocks) 

plaintext A in to A1 To An 

Step 2-A (the 128-bit data path) consisting of 16 bytes A0, 

A1… A15 is arranged in a four-by-four byte matrix. 

Step 3 The key bytes are arranged into a matrix with four 

rows and four (256-bit key). 

 Apply GA_Key(); 
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Step 3.1 Key Generation Using GA-The process of 

generating the key from the Genetic Population has the 

following steps 

3.1.1 In the first step a binary population is generated. Each 

cell is generated using the pseudo random number generator 

of the programming language. The number generated is one 

if the PRNG generates a number greater than 50 else it is 0. 

Each chromosome contains 25 such cells and the number of 

chromosomes in the experiment was taken as 1000. 

3.1.2 Now for each chromosome we repeat the following 

process- 

a) Divide the chromosome into 5 groups. Calculate the 

number of ones in each group. If the number of one’s is 

greater than 2 then the new array will have 1 as its cell 

otherwise 0. 

b) The above step converts the population of 

chromosomes having 25 cells as one having 5 cells.  

c) Now we have a 5X 1000 array with us. The array is 

then read vertically 25 cells at the time.The first 

column followed by the second and so on. 

d) The above step gives us an array of 25 X 200 which 

serves as the population now. This is followed by 

crossover and mutation operators being applied to the 

sample. 

e) Now each cell is multiplied by 2(12-i) where ’I’ is the 

cell number. This generates a sample of 200 numbers. 

f) Each number is then converted into an integer. The 

process is repeated 5 times.  

g) The coefficient of auto correlation is then calculated. If 

the result is favorable then the population is accepted 

else the whole process is repeated. 

Step 4-Use of Modify Byte Substitution layer S-box-  

The first layer in each round is the Byte Substitution layer. 

The Byte Substitution layer can be viewed as a row of 16 

parallel S-Boxes, each with 8 input and output  bits. 

In the layer, each state byte Ai is replaced, i.e., substituted, 

by another byte Bi:  S(Ai) = Bi 

4.1-The first step of S-BOX generation is finding the 

multiplicative inverse this requires using the irreducible 

polynomial p(x) defined by- 

 P(x) = x pow 8 + x pow 4 + x pow 3 + x +1, And inverse of 

a polynomial a(x) is calculated by A(x) pow -1=b(x) mod 

p(x) 

 

4.2- Affine Transform- Affine transformation of a single 

column. 

4.3-Diffusion Layer-The Diffusion layer consists of two sub 

layers, the Shift Rows transformation and the Mix Column 

transformation. 

4.4-Shift Rows Sub layer- The Shift Rows transformation 

cyclically shifts the second row of the state matrix by three 

bytes to the right, the third row by two bytes to the rig and 

the fourth row by one byte to the right. 

Step 5-MixColumn Sublayer-This step is a linear 

transformation which mixes each column of the state 

matrix. S represents the one complete column of the matrix 

B. 

Step 6-Key Addition Layer- 

The two inputs to the Key Addition layer are the current 16-

byte state matrix and a subkey which also consists of 16 

bytes (128 bits). The two inputs are combined through a 

bitwise XOR operation. 

Step 7- Key Expansion-The Improve AES algorithm takes 

the Cipher Key, K, and performs a Key Expansion routine 

to generate a key schedule.  

7.1 The Key Expansion generates a total of Nb (Nr + 1) 

words: the algorithm requires an initial set of Nb words, and 

each of the Nr rounds requires Nb words of key data. 

The resulting key schedule consists of a linear array of 4-

byte words, denoted [wi ] with i in the range 0 £ i < Nb(Nr 

+ 1) 

Step 8- Decryption process – Reverse of encryption 

process. 

 

VI. EXPERIMENTAL SETUP & RESULT 

ANALYSIS 

In this research proposed and existing methods are 

implemented over MATLAB simulator fig 6.1. Following 

results are calculated- 
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Fig.6: Simulation Screen 

 

6.1 Encryption time for AES Vs Proposed IAES-Time 

that is require to convert a plain text to cipher text. 

 
Fig.6.1: Encryption time for AES Vs Proposed IAES 

 

6.2 Decryption time for AES Vs Proposed IAES - Time 

that is requiring converting a cipher text to plain text. 

 
Fig.6.2: Decryption time for AES Vs Proposed IAES 

 

6.3 Encryption speed AES Vs Proposed IAES- Processor 

speed/Time that is requires converting a plain text to cipher 

text. 
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Fig.6.3: Encryption speed for AES Vs Proposed IAES 

 

6.4 Avalanche Effect %- When changing some bit in 

plaintext and then watching the avalanche change in the 

outcome of the bits in the cipher text 

Table.6.4: Avalanche Effect % 

 Avalanche Effect % 

No of bit 

change 

Existing 

AES 

Proposed 

IAES 

1 78 81 

2 72 79 

4 68 77 

 

6.5 OVERALL COMPARISON RESULT- 

An overall comparative analysis for the existing and 

proposed technique is presented in this section in terms of 

different relevant parameters- 

Table.6.5: Overall comparisons of Existing and Proposed 

Technique 

Sr. 

No 

Simulation 

Parameter 

Existing 

AES 

256 

Proposed 

IAES 

256 

Well 

Performance 

1 Encryption 

Time 

High Low Proposed 

Technique 

2 Encryption 

Speed 

Low High Proposed 

Technique 

3 Decryption 

Time 

High Low Proposed 

Technique 

4 Decryption 

Speed 

Low High Proposed 

Technique 

5 Avalanche 

Effect 

Medium High Proposed 

Technique 

 

VII. CONCLUSIONS & FUTURE WORKS- 

The AES encryption is widely used and most popular 

encryption standard. This is also used in various 

applications such as processors, hard disk portioning and 

secure data transmission. In this work an efficient AES 

encryption method (IAES) is described. Proposed IAES 

method uses a modified S-Box by employing Genetic 

algorithm (GA) with key size of 256 bit. In this proposed 

method IAES, GA is used in the S-box to perform various 

operations such as substitution, shifting of rows, mixing of 

column and to perform Add Round Key in the AES rounds. 

Results comparisons between AES and proposed IAES 

clearly show that, due to some effective design 

considerations the proposed IAES, performance is 

outstanding over existing AES. 

In future we will apply this mechanism in real time 

implementation instead of just a simulation.  IAES method 

can be implements with more multi stage processors to 

achieved high throughput. 
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