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Abstract— A Mobile Ad-hoc Network (MANET) is an
autonomous collection of mobile users that communicate over
relatively bandwidth constrained wireless links. One of the
main issues in such networks is performance- in a dynamically
changing topology; the nodes are expected to be power-aware
due to the bandwidth constrained network. Another issue in
such networks is security - since every node participates in the
operation of the network equally, malicious nodes are difficult
to detect. There are several applications of mobile ad hoc
networks such as disaster recovery operations, battle field
communications, etc. The most active research area under
MANET routing protocol is security. MANETS have certain
unique characteristics that make them vulnerable to several
types of attacks. Since they are deployed an open environment
where all nodes co-operate in forwarding the packets in the
network, malicious nodes are difficult to detect.
Keywords—MANET, Ad-hoc Network,
CONFIDANT, Secure routing protocols.

ARIADNE

l. INTRODUCTION
Mobile Ad hoc networks (MANETS) have several adagets

CHALLENGES IN DESIGNING SECUREPROTOCOLS
This section enumerates the issues and the chalieny
designing secure protocols for MANETS [1]:
Shared broadcast radio channel
In MANETS, the radio channel is shared by all theles by
broadcasting the data. Due to this, any malicioadencan
easily—snoopl over the data thereby violating confidentiality
in the network. This can be minimized by using eectional
antenna.
Hostile environment
MANETS are typically deployed in hostile environneisuch
as battlefield. In such cases, the nodes themseabheegrone to
attacks. Thus, not only must the protocol addréssks from
outside a network, but also the attacks launchenh fwithin
the network. Such internal attacks are severe andviblate
all the goals of security.
Decentralized architecture
In wired networks and wireless infrastructure-basetivorks
(such as Wireless LANSs), there is a fixed serverictvh
authenticates the users and handles key manageifRent.
example, a RADIUS server for authentication an@rifecate

such as ease of deployment, speed of deployment amsé@rver for key management may be installed as tapin fig

decreased dependency on a fixed infrastructure. edemw
unique characteristics of MANETSs topology such gmero
peer-to-peer architecture, dynamic network topologhared
wireless medium and limited resource (battery, mgnamd

computation power) pose a number of non-triviallleinges
to security design.

Some of the issues and challenges that designese@ire
protocols are described in this paper. These issares
analyzed with respect to the primary goals of aiseprotocol
— confidentiality, integrity and availability, awthticity and
non-repudiation. There are many secure versioMANETs

routing protocols are available such as SEAD, ARNE)

ARAN and SRP which are enhanced version of basitNEA

routing protocols. These secure routing protocodsdesigned
to provide security under various types of attadkewever
only one cannot gives the security with all aspests
combined strategies are applied.
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1. Here, wireless station C1 sends its authenticati
credentials to the authenticator (Access Point Bhgi a
protocol such as EAPOL, which in turn forwards the
information to the back-end authentication server.

Access Puinl A
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Access Poinl B
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-

Certificate  RADIUS
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Access Point €

Centralized authentication scheme in Wireless LANs
Such a centralized scheme is infeasible in an adnetwork
due to its distributed nature.
Dynamic Topology
The nodes in a MANET are highly dynamic in naturel a
hence the topology of the network keeps changing © this
the trust relationship between nodes also keepsgifg. For
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example, if any malicious node is detected in avogk, its
relationship with the surrounding nodes changes fauthis,
the security protocol must also adapt to thesegdsmn

Power limitations

The nodes in a MANET are devices such as PDAsopept
etc. which run on batteries. The addition of security —layersl|
adds more performance overhead and also consurhesrke
bandwidth. One of the severe implications of thithiat nodes
are easily vulnerable to attacks such as Deniab@ivice
(DoS). Thus the security solution must also be pavere.

Il. SECURE ROUTING INMANETS
This paper primarily focuses on the security issfresn a
network layer perspective. Several routing protecébr

in ARIADNE is that the nodes can authenticate mogti
messages using three schemes — shared secretehetach
pair of nodes, shared secret between the commingaaddes
combined with broadcast authentication or by ugingjtal

signatures. ARIADNE works in two phases, route osey

and route maintenance similar to DSR. They areuim t
described below —

(@) Route Discovery: In order to authenticate thRER

packets, every source node adds a Message Authioric

Code (MAC) computed with the shared key between the

source and the destination (KSD). In order to yetifie
intermediate nodes in a RREQ packet, every nodegalbe
path from source to destination authenticates tleav n
information in RREQ packet using a TESLA key [2]heT

MANETs exist though none of them address the mostlestination node will buffer the RREP packet urttie

important issue, namely, security. In order to gttiee attacks
and threats, and to devise a protocol which addseem, an
understanding of the operating environment is néedde
environment can be a managed environment, wheoenanon
trusted authority exists such as a RADIUS servet oan be

intermediate nodes can release their correspondiEg§LA
keys, after which a security condition is met.

Now, the target adds a MAC to the RREP packet tthslith
KSD and forwards it on the reverse path to the @ounode.
Further, in order to prevent any malicious nodenfremoving

an open environment where there is no a priorittrusany previous hop from the route, a technique catledhop

relationship between the nodes. For example inttebald,

the nodes have a common trust authority which erscthe
key management functions. MANETSs typically fall tm the
open environment type since the nodes are mobitetlasy
establish a connection dynamically. Another posstgpe of
environment is the managed-open environment, wihieee
nodes have already established some security infcsre.
This acts as a starting point for establishing thest

relationship between nodes. Furthermore, the enriemt can
be managed-hostile, which depicts scenarios sucahilgary

networks, where security is of prime importance.

Some of the secure versions of MANET routing proteare
described as:

ARIADNE

The ARIADNE routing protocol [1] proposed by Yi-ChiHu,

Adrian Perrig, etc. prevents against several tyfesctive and
passive attacks. Active attacks are those wherealicious
node eavesdrops on a network and injects fake padRe the
other hand, passive attacks are threats against
confidentiality of the communication rather thae tietwork's
function. Active attacks can be of several typeshsas
Active-0-1 (in which the attacker owns one nodegtive-1-x

hashing is used [3].

(b) Route maintenance: Route maintenance in ARIADOBIE
similar to DSR, where a node forwarding a packghtonext
hop along the source route sends a RERR packettbaitie
originating node if it is unable to deliver the gatto next

hop. The sender node authenticates an RERR pagket b

checking the time delay in receiving the packet. Byng a
mechanism such as TESLA, each node that will be &bl
authenticate the RERR packet buffers it until in che
authenticated.

Ariadne prevents against both active and passiteclest.
Specifically it prevents attacks using fabricatisnch as
forming routing loops by spoofing. It also preveatminst the
black hole attack by using per hop hashing mechariad
many kinds of Denial of Service (DoS) attacks duéidoding
of route request packets in the network. Furtheemibiis also
efficient since it is based on a reactive protosbich has a
better performance than table-driven protocols, @mdmetric

thkey cryptography.

CONFIDANT
CONFIDANT [4] (Cooperation of Nodes: Fairness In
Dynamic Ad-hoc Networks) is a secure on demandimgut

(in which the attacker owns one compromised nodd anprotocol for making misbehavior nodes unattracfimeother

distributes the cryptographic keys to its x-1 othedes), and
Active-y-x. In addition, an attacker that has coomised
nodes is called an Active VC attacker when it oahsiodes
through a vertex cut in the network that partitidthe good
nodes into multiple sets, thereby forcing the gaomdies to

nodes to communicate with. It is based on selecitrism
and utilitarianism. It aims at detecting and isolgt
misbehaving nodes, thus making it unattractive tnyd
cooperation. Trust relationships and routing dedisi are
based on experienced, observed or reported roudimg
of other nodes.

communicate through the attacker nodes. The worenholforwarding behavior The design of
attack is an example of this type of attack. CONFIDANT assumes that the network layer is basad o
The ARIADNE protocol is a secure routing protocakbd on DSR. CONFIDANT consists of the following componernte
DSR [14], which withstands node compromise and usemonitor, the reputation system, the path manager tlae trust
efficient symmetric key cryptography. The assumptivade manager. Each component takes its function frommése.
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The monitor is for the neighborhood nodes to rec(ogd
listening to other communication) communication vigsdn
other nodes. The trust manager deals with the imopand
outgoing ALARM messages. ALARM messages are sent b
the trust manager of a node to warn others of makcnodes.
The reputation system is mainly used to avoid araéred
rating, local rating lists and/or black lists mainted at each
node and potentially exchanged with friends. Simila
reputation systems are used in some online auotjoni
systems. They provide a means of obtaining a quating of
participants of transactions by having both thednuand the
seller give each other feedback on how their a@iwiwere
perceived and evaluated. Path manager perfornfsitbaing
functions: i) path re-ranking according to securgtric, e.g.
reputation of the nodes in the path, ii) deletioh paths
containing malicious nodes, iii) action on recegvia request
for a route from a malicious node, e.g. ignorendbsend any
reply, and iv) action on receiving request for auteo
containing a malicious node in the source routg, ignore,
alert the source. When the monitor detects an alypnita
informs the reputation system to take an action,clwh
maintains a local ratings list. These lists areeptally
exchanged with other nodes; the trust monitor remdhput
from other nodes. If a list is received from a tyghrusted
node, the receiver can directly place informatitmnf the list
into its local ratings list. On the other hand iisi is received
from an un-trusted source, the receiver can comlglégnore
it or give it substantially less weight than a fisteived from a
more trusted node. Finally, the path manager clopsghs
from the node's route cache based on a blackldttha local
ratings list. The path manager also specifies taetion to a
REQUEST from a node on the blacklist or to a REQUES
that has traversed a node on the blacklist.

CONFIDANT maintains global reputation values. Each
node maintains a single reputation value for ewher node
with which it interacts, where this value combinaf the
various functional reputation values. Using glofeglutations
may lead to several other issues [5]. In particusalglobal
reputation value may enable a node to hide badviomhaith
respect to one function by correctly supporting thao
function. Global reputation values, therefore, db reveal the
importance placed on different services by différandes.
The distributed nature of the mechanism can leadete@ral
inconsistencies in the reputation value. It caro dksad to
possible attacks on the reputation value such asrtising
false high rating or false low rating about anothede and
negative discrimination (a node refuses servicesnty some
nodes). In general, a simple local reputation meisma will
be more efficient than a complex reputation medrani
CORE
Selfishness that causes lack of node activity cahacsolved
by classical security means that aim at verifyinge t
correctness and integrity of an operation. COREs{&]gests a
generic mechanism based on reputation to enforgperation
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among the nodes of an ad hoc network to preveriisisel
behavior. Each network entity keeps track of othetities
collaboration using a technique called reputatiorhe
¥eputation is calculated based on various typdaafofmation
on each entity's rate of collaboration. Since théeno
incentive for a node to maliciously spread negative
information about other nodes, simple denial ofiserattacks
using the collaboration technique itself are présen

Three reputation systems are used in CORE: subgecti
reputation, indirect reputation and functional repion. The
subjective reputation is calculated directly frohe tsubject
observation. A subjective reputation (direct obadon) at
time t from the point of view of subject s is cdted using a
weighted mean of the observation's rating factgrgng more
relevance to the past observations. Indirect réjoutaeflects
the value given to the final reputation by the eleteristics of
the complex societies. Functional reputation isiuseapply a
function f (which could be a forwarding functionagket
function, or any other function) to the subjectingputation
value or/ and the indirect value. The function tagian may
apply more than one function to the same inputws®da third
function to get a final functional value.

CORE consists of three components: network entity,
reputation table and the watchdog mechanism. Theonk
entity comprises of the mobile nodes in the netwdtkch
node is enriched with a set of Reputation TableE) (&d a
Watchdog Mechanism (WD). The RT and the WD together
constitute the basis of the collaborative reputatiechanism.
These two components allow each entity to obsenve a
classify entities that get involved in a requesfily process,
reflecting the cooperative behavior of the involmatts. The
RT is defined as a data structure stored in eatkonk entity.
The watchdog mechanism detects misbhehaving nodes.

S [>peAdg- B C D

Ambiguous collision
The ambiguous collision problem due to exposed itain
may prevent node A from overhearing transmissiamsnf
node B. As Fig 2 illustrates, a packet collisioturs at node
A while it is listening for node B to forward theagket. In
such a case, Node A will never know if node B deewarded
the packet. Because of this uncertainty, node Ailshimstead
continue to watch node B over a period of time.
In the receiver collision problem, Fig 3, node Aamly tell
whether node B has sent the packet to node C,tlmatninot
tell if node C has received it. If a collision ocswat node C,
node A only sees that node B has forwarded thegbaahd
assumes that C has successfully received it. Thode B
could skip retransmitting the packet and evadectiete

s||a Bﬁhc,{?

Receiver Collision

1

D
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Page | 262



International Journal of Advanced Engineering Resezh and Science (IJAERS)

https://dx.doi.org/10.22161/ijaers/3.12.46

[Vol43sue-12, Dec- 2016]
ISSN: 2349-6495(P) | 2456-&€D)

False misbehavior can occur when nodes falselyrrayber
nodes as misbehaving. A malicious node could attetmp
partition the network by claiming that some nodasthe
forwarding path are misbehaving. For instance, nddmuld
report that node B is not forwarding packets whefatt it is.
This will cause node S to mark node B as misbelgavin
whereas the culprit is node A. This behavior, hoaveis easy
to address. Since node A is passing messages odoB (as
verified by node S), then any Acknowledgments fidno S
will go through node A to node S, and node S witinder
why it received replies from node D when supposedige B
dropped packets in the forward direction. In additiif node
A drops Acknowledgments to hide them from node & t
node B can detect this misbehavior and reportd.to

Another problem is that a misbehaving node that aamtrol
its transmission power can avoid the watchdog fOnode
could limit its transmission power such that thgnsi is
strong enough to be overheard by the previous moddoo
weak to be received by the true recipient. Alsajode can
circumvent the watchdog by dropping packets atveetorate
than
threshold (partial dropping). Although the watchdetj not
detect this node as misbehaving, this node is bredorward
at the threshold bandwidth. In this way the watchderves to
enforce this minimum bandwidth. For the watchdogmvurk
properly it must know where a packet should bevim hops.

receiver collusions, limited transmission power,Isda
misbehavior, collision and partial dropping [8].

SAODV

The black-hole attack is a killer attack for AODM. a black
hole attack a malicious node acts as an internmeediade, and
advertises itself on the shortest path to the wiatin, which
will make the sender node send all the packetaigfirdt. The
malicious node will then simply drop the packets.

SAODV [13] was introduced to combat the black-hattack.
One solution is to prevent the intermediate noda® fsending
a RouteReply message. This is still not good endwggtause
the destination node might select a route thathmasnalicious
node, which will then again drop all the packets.

Also, by not making the intermediate node send at&Reply
message, the delay in the network will increasesdlwe this
problem the Further RouteRequest message has been
introduced in SAODV. When the intermediate nodedsea
RouteReply message to the source, the source aiilll &
quick Further RouteRequest message to the neigldidisat
intermediate node (the RouteReply message will aiont

the watchdog's configured minimum misbehaviorinformation about the next hop on the route). Tlémbor

node will reply with Further RouteReply messagecahhmust

contain the intermediate node listed in its rodkat( has sent
the RouteReply message). If it does not, then tieéghbor

node is a malicious node.

The approach adopted in SAODV is adequate for sglthe

Watchdog Mechanism — Many Protocols use watchdodplack-hole problem but it fails to detect the wonotghattacks

mechanism. Watchdog mechanism has been introducg€.b
Fig 4 illustrates the working of the watchdog metbm.
Node A cannot transmits all the way to node C, ibutan
listen the node B's traffic. Thus when node A traiis a
packet for node B to be forwarded to node C, nodeaA
often tell if node B has transmitted the packeenr€ryption is

(when two malicious nodes works together to attdio&
network).

Authenticated Routing for Ad hoc Networks (ARAN)
Authenticated Routing for Ad hoc Networks (ARAN)[1is a
secure routing protocol based on the AODV protoddie
assumption in ARAN is that every node has a cedié that is

not performed separately for each link, which cae b signed by a trusted authority. The route discowanyg route

expensive, then node A can also tell if node B taaspered
with the payload or the header.

S A B

&=

C D

Watchdog Mechanism
The watchdog is implemented by maintaining a bufiesee if

maintenance mechanisms are based on AODV and atablor
as follows —

Let us assume that a source node S wants to diseonmite
to destination node D. Also assume that A, B amaréCthree
intermediate nodes on the path from S to D, tharth
certificates are certA, certB and certC and theivgbe keys
are Ka, Kb, Kc respectively. During the route disexy phase,

there is a match in the packets received and pmckeh source node broadcasts a RREQ packet signed itsith

forwarded. If so, the packet in the buffer is reewvand
forgotten by the watchdog, since it has been fouedron
towards its final destination. If the packet hamaeed in the
buffer for longer than a certain timeout, the walnt
increments a failure tally (RT) for the node resgible for
forwarding the packet. If a tally exceeds a certhireshold
bandwidth, it determines that the node is misbetgand
sends a message to the source notifying it of tisbehaving
node. The advantage of the watchdog mechanisnaisttban
detect misbehaving nodes at forwarding level ardjusi the
link level. The disadvantage is that it might noétett
misbehaving nodes in presence of ambiguous cofigsio

WWW.ijaer s.com

public key. The packet contains the destinationefmedddress
D, source node's certificate certS, a nonce N atichastamp
t. The nonce and timestamp ensure that the roufiest. A
sequence of route discovery messages is shown below

S— *: (RREQ, D, certS, N, t) Ks

A — *: ((RREQ, D, certS, N, t) Ks) Ka,certA

B — *: ((RREQ, D, certS, N, t) Ks) Kb,certB

C—*: ((RREQ, D, certS, N, t) Ks) Kc,certC

(NOTE: * denotes a broadcast)
As shown, each intermediate node (such as A, B)oth&t
forwards the RREQ packet checks the signature(sjhef
previous node on the packet by extracting the putdiy from
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the certificate. Further, it removes the previousdais
signature, signs the RREQ packet with its own peviey,
adds the certificate to the header and broaddastpdcket to
its neighboring nodes. This process continues timilpacket
reaches the destination D.

D — C: (RREP, S, certD, N, t) Kd

C— B: ((RREP, S, certD, N, t) Kd) Kc,certC

B — A: ((RREP, S, certD, N, t) Kd) Kb,certB

A — S: ((RREP, S, certD, N, t) Kd) Ka,certA

Most of AODV's original behavior such as on-demand
discovery using flooding, reverse path maintenarcel
forward path setup via RouteRequest and Route RRREP)
messages is retained. The RREQ (Route REQuest)hend
RREP (Route REPIly) packets formats are modifiedany
additional security information. The RREQ packes ten
additional field called RQ_SEC_REQIREMENT that icaties
the required security level for the route the sentlishes to
discover. This could be a bit vector. An interméelinode at

On receiving the RREQ, D will create a route replythe required trust level, updates the RREQ packetpdalating

(RREP) packet, add the source address S, its oviificze
certD, a nonce and a timestamp and sign it witlpitgate
key. An intermediate route C on receiving the RRERket
will in turn verify the signature(s) of the preveuode. For
example, when node B receives the RREP packet frode
C, it will verify the signature of node C. It withen remove
C's certificate, sign the packet with its own pitev&key Kb,
add its certificate certB and unicast it to the tneade A on
the reverse path as shown above. Nodes B and Aalsdl add
a routing table entry to node D indicating that tiext hop is
C and B respectively.
When node B discovers a broken link to C, it iné&route
maintenance as shown:

B — A: ((RERR, S, D, certB, N, t) Kb)

A — S : ((RERR, S, D, certB, N, t) Kb)
Thus it sends a RERR packet, the source node'sssidithe
destination address, its own certificate certB,oace and a
timestamp signed with its private key to its presacnode A.
Node A will forward this unchanged to the sourcéde&.
ARAN prevents against attacks which modify the imgt
information since it uses public key authenticatiblowever,
it is vulnerable to DoS attacks which flood thewmk with
fake packets due to the use of certificates whiegjuire high
bandwidth and processing power of nodes.
SAR
Security Aware Ad-Hoc Routing (SAR) protocol [11pkes
use of trust levels (security attributes assignedades) to
make informed, secure routing decisions. Currentting
protocols discover the shortest path between twadesoBut
SAR can discover a path with desired securitylaitgs (e.g.,
a path through nodes with a particular shared key).
A node initiating route discovery sets the dessedurity level
for the route, i.e., the required minimal trustdkedor nodes
participating in the query/ reply propagation. Ned# that
have the trust level
Intermediate nodes of different trust levels cantetrypt in
transit routing packets or determine whether theuired
security attributes can be satisfied, thereforepdadl such
packets. Only the nodes with the correct key cad rthe
header and forward the packet. So, if a packetrdmched the
destination, it must have been propagated by nbdeisg the
same trust level.

another new field, RQ_SEC_GUARANTEE field. The
RQ_SEC_GUARANTEE field contains the minimum segurit
offered in the route. This can be achieved if datdrmediate
node at the required trust level performs an ANrapon
with RQ_SEC_GUARANTEE field it receives and put® th
updated value back into the RQ_SEC_GUARANTEE field
before forwarding the packet. Finally the packetcres the
destination if a route exists.

In the RREP packet one additional field is alsoeamtddVhen
an RREQ successfully traverses the network to ehees, the
RQ_SEC_GUARANTEE represents the minimum security
level in the entire path from source to destinati®o the
destination copies this from the RREQ to the RREBR) a
new field called RP_SEC_GUARANTEE field. The sender
can use this value to determine the security lewghe whole
path, since the sender can find routes which offere
security than asked for, with which he can makerimed
decisions.

A major drawback in SAR is that it involves sigodint
encryption overhead, since each intermediate naate th
perform encryption/decryption operation. Also, thades are
classified based on the level of trust. This create
hierarchical trust based network. SAR evaluatestise level
of routes based only on hierarchy. This hierarctsy
predetermined and therefore implies that the tieastl of the
nodes is static. Furthermore, nodes can spoof@hei's trust
level. The protocol in general does not scale well.

SPREAD

The basic idea of SPREAD (Security Protocol foratde at a
Delivery) [12] is to transform a secret message miultiple
shares by secret sharing schemes and then defieeshiares
via multiple independent paths to the destinatiorih&t even
if a small number of nodes that are used to rdi@ynessage
shares are compromised, the secret message adeaiwinot

share symmetric encryption skey compromised. Figure 4.5, shows SPREAD mechanism.

The node could make the final decision whether asawge is
delivered at certain time instant according togbeurity level
and the availability of multiple paths. Also, theosen set of
multiple paths maybe changed from time to timevoic any

potential capture of those multiple paths. SPREAD ai
mechanism to distribute the secrecy, first by desharing
algorithm at the source node and then by multi-patiting

SAR approach can be extended to any routing prbtocowhile shares are delivered across the networkhabin the

However, it has been presented as an extensionGid)\A
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event that a small number of shares are compromibed
secret as a whole will not be compromised.

Source

Destination

the optimal route if all the nodes on the shorfesth satisfy
the security requirements. SAR may fail to find thate if the
ad hoc network does not have a path on which alésmn the
path satisfy the security requirements in spite bafing

connected.

SPREAD provides security only when

message are

transmitted across the network. It assumes thasabiece and
destination are trusted. It only enhances servessh as

SPREAD Mechanism

confidentiality. These secure routing protocolsvigte many

SPREAD considers the security when massages aApproaches to secure the MANETSs, however therestlte

transmitted across the network, assuming the soaru
destination are trusted. SPREAD, scheme cannotasidhe
confidentiality alone. It only statistically enhasc such
service. For example, it is still possible for acbazies to
compromise all the shares, e.g. by collusion.

many open challenges remain unsolved because sbihe o
secure routing protocols are designed by consigesiome
certain known attacks but when an unknown attack is
encountered, these protocols may collapse. Anoteason
may be due to achieving higher security alwaysdaadmore

computation on each mobile node. In MANETS envirenim

I1. CONCLUSION
In this paper different secure versions of AODV,RD&nd
TORA protocols have also been reviewed. Traditignad
secure ad hoc network has to meet different securit
requirements,  Confidentiality, Integrity, Availaiby,
Authentication and nonrepudiation. Different digitgttacks
have been developed to undermine the security difilené\d
hoc networks.
ARIADNE provides point-to-point authentication ofrauting
message using a message authentication code (MAd€Cra
shared key between the two parties. ARIADNE copéh w
attacks performed by malicious nodes that modifyd an (3]
fabricate  routing information, with attacks using
impersonation and, in an advanced version, withatbienhole
attack.
CONFIDANT is an on demand routing protocol desigfied
detecting and isolating misbehaving node. It manstaa
global reputation value that leads to several sdilie hiding
bad behavior node. Distributed nature of mechariéesads to
several inconsistencies in reputation value.
CORE is based on watchdog mechanism that can detedp!
misbehaving nodes at forwarding level and not jhst link
level. A main problem with the watchdog approachthe
vulnerability to blackmail attacks.
In SAODV, ownership of certified public keys enable
intermediate enable intermediate nodes to authaetiall in-
transit routing packets. The SAODV can be useddtept the
route discovery mechanism of the AODV by providing
security features like integrity, authentication damon-

(1]

(2]

(4]

(6]

[7]

repudiation. (8]
The ARAN protocol protects against exploits using
modification, fabrication and impersonation. It sise

asymmetric cryptography makes it a very costly geot to
use in terms of CPU and energy usage. It is alsanmmune
to the wormhole attack.

SAR uses security information to dynamically cohttioe
choice of routes installed in the routing table.RSwill find

WWW.ijaer s.com

resources are very limited, thus there will alwégsa trade
between more security and more performance.
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