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Abstract— With the widespread growth in applications
for resource limited Wireless Sensor Networks (W8)
need for reliable and efficient security mechanidiors
them has increased manifold but its implementaisoa
non-trivial task. Limitations in processing spe&dftery
power, bandwidth and memory constrain the applilgbi

of existing cryptography algorithms for WSNs. Saler
security mechanisms have been introduced to addness
need for security in WSNs. To provide a better
understanding of these security mechanisms, two
encryption algorithms RC5 and RC6 have been studied
and implemented in WSN environment.
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.  INTRODUCTION

Wireless Sensor Network is continuously gaining
popularity as a communication media due to vast
applicability in military as well as in commercialirpose.
It is necessary to protect the sensitive data fearesl
through the wireless sensor network. Different téghes
have been studied to achieve secure communicatitirei
WSN. Use of cryptography ensures the security td da
the wireless sensor network but also introducesrsev
resource constraints due to low sensor power amniteki
data storage capability. The paper states the catipa
study of RC5 and RC6 cryptographic algorithms while
implemented in the smart sensors. Security req@ns
in wireless sensor network such as Data Confidiggtia
Data Authenticity-integrity and Availability are laieved
by using RC5 and RC6 cryptographic algorithms and
smart sensor’'s IMElI number. The influences of
cryptographic security on the sensors have beelestin
terms of obstacles such as sensor energy, memory
requirement and time delay. To achieve the religinid
secure communication in wireless sensor networls it
necessary to study the obstacles in WSN. Main olesta
are,

1. Limited Memory and storage space.

2. Power limitation
Figure 1 shows the basic architectural componefts o
smart sensor.
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Fig. 1: Basic architectural components of smart &en
node [25]

I. WSN SECURITY SOLUTIONS
Cryptography and secure routing protocols provittes
defense against the security in WSN [23]. Rivesalet
(1998) proposed RC6 block cipher based on RC5
symmetric key approach [23].

Details of RC6:RC6 can encrypt 128-bit data blocks by
using 128, 192, or 256 bit keys [3] [23]. RC6 caport
various word/key sizes and number of rounds arwiit
be defined as RC6-w/r/b where w stands for bit site
word, r stands for the number of rounds, and bdstdar
key size in bytes [3]. The most fundamental diffeee
between RC6 and RC5 is that RC6 uses an extra
multiplication operation to perform bit rotations each
word.
The operations used in RC6 are defined as follosv[Bf

v' A+B integer addition modulo"2
A-B integer subtraction moduld'2
A B bitwise exclusive-or of w-bit words
A*B integer multiplication modulo ‘2
A<<<B rotation of the w-bit word A to the left
by theamount given by the least significant Ig w
bits of B

v' A>>>B rotation of the w-bit word A to the right

bythe amount given by the least significant Ig w
bits ofB

v f(x) = x(2x+1)mod 2
Encryption process in RC6 algorithm is described in
figure 2 and figure 3. Encryption and Decryptiangess
are vice versa.
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Input:
Plaintext stored in four w-bit input registers
A, B,C,D
20 rounds
32-bit round keys S [0,.... 43]
Output:
Ciphertext stored in A, B, C, D
Procedure:
B = B + S [0] //Pre-whitening
D=D+S/[1]
fori=1to 20do
{t: (Bx (2B + 1)) <<<5
u=(Dx(2D + 1)) <<< 5
A=((AD 1) <<<u) + 9[2i]
C = ((CT u) <<< t) + S[2i+ 1]
(A,B,C,D)=(B,C,D,A)
}

A = A + S [42] //Post-whitening
C=C+¢[43]

Fig. 2: RC6 Encryption for AES with RC6-32/20/ [23]
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Fig. 3: RC6 AES Encryption Diagram [3][23]

M. METHODOLOGY

System Architecture: An integrated platform for
wireless sensor network allows nodes to communicate
using WLAN. There are several challenges associated

with connecting nodes to each other using server.
* A network to connect nodes

» Discovering and accessing services, which
require software service that can run on server.
e Storing data produced by nodes, which requires

a storage location on server.
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Fig. 4: System architecture

V. RESULTS ANALYSIS

The research is focused on the implementation 0% RC
and RC6 algorithm that provides a better securitgd a
observes the results in terms of energy, memory and

delay. The main design for such approach is as
following,
1. The methodology of the work requires the

implementation of RC5 and RC6 algorithms which
are used to provide security for uploading,
downloading sensor data and then this algorithrh wil
perform their encryption and decryption of data.

Use java platform to implement algorithm.

Calculated and analyzed parameters which are
described as: Energy, Memory and Delay required
for encryption and decryption.

The implementation of the work goes through various
steps which are described as follows.

Step 1:Activation of Wamp Server: the very first step

of the work is to run the Wamp server which is uasd
backend to store the database and SecurityRC5_BES6 |
as a front end where algorithms are implementejdva
language.

Step 2: Initiate the Servers: In this phase, we have to
initiate all the servers that are used to prochesnode

requests.

2
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Fig. 5: Encryption parameters for two different

algorithms
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Fig. 6: Decryption parameters for two different
algorithms

Step 3: Node Connectionstn this phase node discovers
the other nodes in the network by fetching IMEIsnier
of respective node and by selecting particular IMEI
number, connection get established.
Step 4: Encryption of Sensor DataThis phase includes
sending sensor data by selecting particular algorguch
as Rc5 and RC6 which is to be encrypted and savtti
database server. Server receives the data and &etits
respective node by comparing the key. At the same t
detail report for the energy, memory and delay is
generated at the sender node.

Table 1: Calculated encryption parameters

Size of| Memory .

/P (bytes) Energy (j) Delay (ps)
(bytes) | RC5 | RC6 | RC5 | RC6 | RC5 | RC6
40 1112 88 0.057 0.004 6968 5932

64 1119| 102| 0.055 0.005 6899 5827
80 1120| 219| 0.057 0.012 6837 5870
12C0
1000
800 = Memory
600 (oytes) RC5
400 o Memory
200 (oytes) RCB
]
L0 (514} a0

Fig. 7: comparison graph of required encryption nogyn
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Fig.8: comparison graph of required encryption Eger
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Fig. 9: comparison graph of required encryptionaiel
for RC5 and RC6 algorithm

Step 5: Decryption of Sensor DataThis phase includes
the decryption of received data by using particular
algorithm and generating the detail report for the
parameters.

Table 2: Calculated decryption parameters

Size of Memory

/P (bytes) Energy (1j) Delay (us)
(bytes) | RC5 | RC6 | RC5 | RC6 | RC5 | RC6
40 | 1028 | 135 | 0.083 0.001 4239 3197

64 1132 | 127 0.107 0.004 3990 3304
80 1136 | 120 0.106 0.000 3954 3297
1200
1000
800 B Memaory
500 (bytes) RC5
490 | Memaory
200 {bytes) RC6
o}
40 64 80

Fig. 10: comparison graph of required decryption
memory
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Fig. 11: comparison graph of required decryptioreegy
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Fig. 12: comparison graph of required decryptiodaje
for RC5 and RC6 algorithm
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The table No.1 and 2 describes the output of each
operation performed during encryption and decrypto
different files of size 40, 64, and 80bytes. Irsthie show

the comparison of two algorithms in terms of partare

by graphs.

V. SECURITY REQUIREMENTS IN WIRELESS
SENSOR NETWORK
Security requirements in wireless sensor networl ar
achieved in following way.
Data Confidentiality: Data encryption is the standard
method that avoids unwanted user interference @ th
wireless sensor network resulting to the data
confidentiality [9] [16]. RC5 and RC6 cryptographic
encryption algorithms are used to meet the data
confidentiality requirement.
Data Authenticity and integrity: Source authentication
provides the truthfulness of originality of the den
which is achieved by using IMEI number to provithe t
sender as well as receiver authentication. Wheata d
authentication ensures the receiver that the dasaniot
been modified during the transmission, where the
encryption key ensures the data integrity.
Availability: Sensor node must be available when
needed. It is observed that the RC6 encryptionrilgo
avoids unnecessary computations that affect theeryat
power compared to RC5 encryption algorithm. Data is
made available online as well as offline using &Qli
database.

VI. CONCLUSION
Now-a-days security has become one of the most
important aspects in every field. Information slibble
secured as any changes in information leads to very
serious problem. Data should be secured from noalci
attacks and unauthorized access. The aim of the
cryptography is to secure the data from intrud@iss
dissertation mainly deals with the Smartphone senso
network, and solved the security related problems.
Security plays an important role in this work agptotect
the sensitive information from the unauthorizedru3ais
dissertation has implemented the RC5 and RC6 dtgori
in Java platform. In this dissertation, the effe€tRC5
and RC6 algorithms used for data encryption, dezrgp
and to improve the reliability of system have stadi
With the help of this dissertation the analyzediltssfor
the energy, memory and time delay are obtained. The
obtained parameters are compared for both algosithm
Since the algorithm is quite simple, this permits a
compiler to produce well-optimized code, resultiimy
good performance without hand-optimizations. The6RC
is found to be better than RC5 algorithm in ternfs o
memory requirement, energy requirement and timaydel
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VILI. FUTURE WORK
According to research done in RC5 and RC6 algorithm
modifications are possible in the respective atpani
such as RC5 with LU matrix and RC6 algorithm with a
enhance version (RC6e). The new modified algorithms
can be used to design a wireless sensor node and
parameters can be compared with the convention& RC
and RC6 algorithms.
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