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ABSTRACT

Wireless communications has been accepted by many organizations and users as
it allows to be flexible and portable with increased productivity and lower
installation costs. It can be moulded and designed to address different usage and
user needs. WLAN able devices allow users to move their wireless devices from
place to place within the office without the need of wires and without losing network
connectivity. It is a well known fact that the wireless networks are vulnerable to
many attacks. Some of the attacks may include interception of sensitive information
that is not encrypted and transmitted between two wireless devices. Ad hoc
transmissions within the network can even compromise the security of a network.
Intruders can interfere from inside or out of the network in order to gain connectivity
to network management controls and thereby disrupting network resources. In
most cases the attackers cannot be traced or the purpose of the attack is not
known. Even though we have access to the AP's log files, it has very less
information stored in it. Most of the AP's do not provide syslog facilities so that the
logs can be stored at some other server. With the increase in the number of attack
tools, security of wireless technologies has become a primary concern. This paper
is all about building a device that would be able to watch all the WLAN data and
analysing all the traffic coming and going out of the wireless AP.
Keywords: Wireless local area network (WLAN), Access Point (AP), Forensic, Wi
FiTools, WEP, WPA, 802.11

INTRODUCTION
Wireless networks are very common in

most of the organizations and has now
seen a sudden surge in the individual
market. Most of laptops and other devices
are wireless enabled and can be
configured to any wireless networks.
Wireless networks usually called as
Wireless Local Area Networks (WLAN) has
gained wide scale acceptance in
organizations and as individual users for it
allows users to be more flexible. It also
increases portability and users can move
from one place to another without the use
of wires thus decreasing wiring costs and
increasing flexibility. Wireless technologies
can be designed to address user's needs
and usage requirements. Ad hoc networks,

allow data synchronization with network
systems and application sharing between
wireless devices. These wireless
technologies can offer dramatic cost
savings and new capabilities to diverse
applications. As the service has become
more and more popular and widely
accepted the risks in using the wireless
technologies has exponentially increased.
Some of the risks involved are similar to
the wired technology.

As wireless signals travel through air
the risks of getting attacked by intruder's,
remains extremely high. The loss of
confidentiality and integrity and the threat
of Denial of Service (DoS) attacks are risks
typically associated with wireless
communications. Unauthorized may gain
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