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Abstract

Training Center in Jakarta offers a certification program for the individuals and companies who wish to search
for or complement international scale IT certifications. The certification program consists of training
certification exam preparation and certification exams. The purpose of this research is to get an overview of the
performance measurement of information technology governance in order to determine the extent of the
capabilities of information technology governance in the Training Center which is currently running, with a few
aspects to consider such as effectiveness, efficiency, functional unit of information technology within an
organization, data integrity, safeguarding assets, reliability, confidentiality, availability, and security. The
analytical tool used is the standard procedure COBIT 5 issued by ISACA. The conclusion that can be drawn
from the research that has been done is IT governance at the TC has been done, although still not run optimally
because they have not reached a level of maturity that is expected later process capability model within each IT
process contained in the domain MEA on average was at 2(managed process).
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Introduction

Training Center in Jakarta offers a certification
program for the individuals and companies who wish
to search for or complement international scale IT
certifications. The certification program consists of
training  certification exam preparation and
certification exams. Nowadays many emerging same
type of business, it is certainly tighten the
competition, both in terms of quality training
materials to the quality of service to consumers. To
ensure the quality and the services provided by the
Training Center can be focused and aligned with the
business objectives of the company, for the provision
of training materials have instructors from
professionals, practitioners and academics who have
industry certifications and who have real experience
in developing information technology projects based
on core competence each. Nowadays there is such a
tendency is increasing (growing trend) on the
implementation of training and also there is an
increased need for (growing demand) of the
company's customers training center. Information
technologies (IT) have more and more impact on
companies’ revenue, making differences on their
evolution function. Information Systems (IS) become
a serious investment in front of world market agility
and exponential changing; it’s also an asset on witch
companies rely to achieve business goals [9].

Organizations should adhere to IT governance
practices. The purpose of these practices is to ensure
IT sustain and extends the organizations strategy and
objectives [8]. IT governance arrangements
encompass mechanisms that enable business and IT
executives to formulate policies and procedures,
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implement them in specific applications, and monitor
outcomes. Thus, governance arrangements include
structural, process, and outcome metric dimensions
[2]. Control Objectives for Information and Related
Technology (COBIT) is a framework created by
Information Systems Audit and Control Association
(ISACA) for IT management and IT governance and
is now extensively used by business. ISACA is a
recognized worldwide leader in IT governance,
control, security and assurance [10].

The purpose of this research is to get an
overview of the performance of information
technology governance in order to determine the
extent of the capabilities of information technology
governance in the Training Center which is currently
running, with a few aspects to consider such as:
effectiveness, efficiency, functional unit of
information technology within an organization, the
data integrity, safeguarding assets, reliability,
confidentiality, availability, and security. The
benefits of this research was to determine the level of
process capability model of information technology
governance in the Training Center using COBIT 5,
only focus domain MEA (Monitor Evaluate Assess).

Theory Background
Performance Measurement

Before defining the performance measurement
concept, it is worth discussing its components. First,
the literature defines the term “performance” as the
ability of an entity, such as a person, group or
organization, to make results in relation to specific
and determined objectives [11]. In addition,
performance is an actual work or output produced by
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a specific unit or entity. To put it another way, the
performance concept refers to the measurable
achievements  produced. Second, the term
“measurement” indicates the ability and processes
used to quantify and control specific activities and
events [12].

IT Governance

Gartner defines IT governance as the set of
processes that ensure the effective and efficient use
of IT enabling an organization to achieve its goals.
IT is an integral part of enterprise governance and

consists of the leadership and organizational
structures and  processes that ensure the
organization’s IT sustains and extends the
organization’s strategies and objectives [7].

Information Technology Governance Institute (ITGI)
defined IT Governance as "it is the responsibility of
the board of directors and executive management. It
is an integral part of enterprise governance and

consists of the leadership and organizational
structures and  processes that ensure the
organization's IT sustains and extends the
organization's strategies and objectives" [1]. IT

governance is high on the agenda of many
organizations and receives a lot of attention in both
academic and professional literature such as ITGI

[4].

COBIT 5
Processes for Governance of Enterprise [T
Evaluate, Direct and Monitor

P (

Framewat Setng Beneis Laivery

Processes for Management of Enterprise IT

COBIT 5 Process Reference Model

Fig. 1.

In 2005 ISACA introduced a new, fourth
version of COBIT with a clear focus on IT
governance [5]. A further version of this framework
is COBIT 4.1, released in 2007, accepting the
generally used frameworks such as “IT Infrastructure
Library (ITIL)”, “ISO 27000 series” and “Capability
Maturity Model® Integration (CMMI)” [7]. The
current version of the framework, COBIT 5, was
released in 2012. The COBIT 5 process reference
model is the successor of the COBIT 4.1 process
model, with the Risk IT and Val IT process models
integrated as well. Figure 1. COBIT 5 Process
Reference Model, shows the complete set of 37
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governance and management processes within
COBIT 5. According to [7], the six levels of the
COBIT 5 Process Capability Model are:

Table 1. COBIT 5 Process Capability Model

Level Description

The process is not placed or it cannot
Level 0: reach its objective. At this level the
Incomplete | process has no objective to achieve.
process. For this reason this level has no

attribute.
Level 1: The process is in place and achieves

: its own purpose. This level has only

Performed | . »

Process Performance” as process
process. .

attribute.

The process is implemented

following a series of activities such

as planning, monitoring and adjusting
Level 2: activities.  The  outcomes  are
Managed established, controlled and
process. maintained. This level  has

“Performance =~ Management” and

“Work Product Management” as

process attributes.

The previous level is now

implemented following a defined
Level 3: process that allows the achievement
Established | of the process outcomes. This level
process. has  “Process  Definition” and

“Process Deployment” as process

attributes.

This level implements processes
Level 4: within afiefined boundary that allows
Predictable the achlevemfznt of the processes

outcomes. This level has “Process
process. » « »

Management” and “Process Control

as process attributes.

This level implements processes in

the way that makes it possible to
Level 5: achieve relevant, current and
Optimising | projected business goals. This level
process. has  “Process Innovation” and

“Process Optimisation” as process

attributes.
Research Method

Planning to study literature related to the
Training Center with the vision and mission, goals
and objectives as well as the company's strategic
plan to analyze the vision, mission and objectives of
the training center as well as the strategies, policies
related to the management of IT investments.

Field observations, this research is a survey
approach. The analytical tool used in this study is the
standard procedure COBIT issued by ISACA
(Information  systems  Audit And Control
Association), the data can be obtained by various
methods, namely:

The questionnaire, which is by distributing
questionnaires to every part belonging to
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management, The number of scattered management
is 5. In addition, a questionnaire distributed to the
user a number of 35 respondents, so the overall total
respondents obtained is 40.

Reporting, after  questionnaires were
distributed, it will get the data to be processed to be
calculated based on the maturity level calculation.
For further made several steps in reporting that the
results of the audit contains the findings of the
present (current maturity level) and hope in the
future (expected maturity level), performed gap
analysis to analyze the interpretation of the current
maturity level and expected and recommendation
lists corrective actions to overcome gap undertaken
to achieve the improvements made to the institution.

The research methodology conducted and the
stages of the writer in taking or obtaining the data
from the source, from the initial survey, interviews
and questionnaires aimed at Research Flow Chart
Figure 2, Figure 3 Flowchart of Interview and
Questionnaire Flow Chart Figure 4. Focus
measurement IT, only domain MEA in COBIT 5.
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Result and Analysis

Training Center (here in after call as TC) is a
business company has been running since 2012 has
had experience delivering information technology
solutions and professional services for many
companies in Indonesia, from small medium
business until enterprises. The ability and success of
the company in providing training not only
supported by a solid team which consists of
professional trainers who are advanced in their field
but also of factors of cooperation from a client that
was maintained well up to now, both for training
public and in-house training. This chapter, the author
will analyze general control with the COBIT 5
framework approach. Authors will analyze more to
the environment that occur within the IT department
TC, from employees, equipment, physical security,
regulations, etc.

MEAO1 Monitor, evaluate

performance and conformance.

In this stage the author will analyze:

1. Goals and metrics are approved by the
stakeholders,

2. Processes are measured against agreed-on goals
and metrics,

3. The enterprise monitoring, assessing and
informing approach is effective and operational,

4. Goals and metrics are integrated within
enterprise monitoring systems, and

5. Process reporting on performance
conformance is useful and timely.

and assess

and

Process descriptions are collect, validate and
evaluate business, IT and process goals and metrics.
Monitor that processes are performing against
agreed-on performance and Conformance goals and
metrics and provide reporting that is systematic and
timely. Expected process capabilities model of



MEAO1 Monitor, evaluate and assess performance
and conformance is Level 4, predictable process. [3].

Concluded the average MEAOl Monitor,
evaluate and assess performance and conformance
being at the level 2.6, managed process. Can be seen
from Table II. Process Capability Model MEAO1
Monitor, evaluate and assess performance and
conformance, results that the average level of
maturity TC at this stage to get the value of 2.6
which means that the company is still on track to
grow in the future. Here it can be seen that the
highest stage is MEAO1 which means TC very
concerned regulatory system that occurs between
them with the client and government. The results can
also be shown in Figure 5 Process Capability Model
MEAO1.

Table 2. Process Capability Domain MEAO1 Monitor,
Evaluate And Assess Performance And Conformance.

J.F. Andry, Perfomance Measurement ....

1. Processes, resources and information meet
enterprise internal control system requirements,

2. All assurance initiatives are planned and
executed effectively,

3. Independent assurance that the system of internal
control is operational and effective is provided
and

4. Internal control is established and deficiencies
are identified and reported.

Process descriptions are continuously monitor
and evaluate the control environment, including self-
assessments and independent assurance reviews.
Enable management to identify control deficiencies
and inefficiencies and to initiate improvement
actions. Plan, organize and maintain standards for
internal control assessment and assurance activities.
Expected process capabilities model of MEAO02
Monitor, evaluate and assess the system of internal
control is Level 4, predictable process. [3].

PROCESS CAPABILITY DOMAIN Concluded the average MEAO2 Monitor,
MEA01 MONITOR, EVALUATE evaluate and assess the system of internal control
No. AND ASSESS PERFORMANCE AND being at the level 2.375, managed process. Can be
CONFORMANCE. seen from Table III. Process Capability Model
Sub Domain Current | Expected MEAO2 Monitor, evaluate and assess the system of
MEA Estal.)lisha internal control, results that the average level of
01.01 monitoring 3 4 maturity TC at this stage to get the value of 2.375
approach. which means that the company is still on track to
Set performance grow in the future. Here it can be seen that the
MEA | and 2 4 highest stage is MEAO1 which means TC very
01.02 | conformance concerned regulatory system that occurs between
targets. them with the client and government. The results can
Collect and also be shown in Figure 6 Process Capability Model
process MEAO2.
(l;/ﬁ)Ag performance and 2 4
’ conformance Table 3. Process Capability Domain Mea(02 Monitor,
data. Evaluate And Assess The System Of Internal Control.
Analyse and PROCESS CAPABILITY DOMAIN
MEA .
report 3 4 MEA02 Monitor, evaluate and assess
01.04 No. :
performance. the system of internal control..
Ensure the Sub Domain Current | Expected
MEA implementation MEA | Monitor internal 3 4
of 3 4 02.01 | controls.
01.05 corrective MEA Review business
actions. 0002 | Process controls 3 4
' effectiveness.
MEAQL 01 MEA Perform control
A 02.03 self- 2 4
assessments.
MEAD1.05 4 “HMEADL.02 MEA Identify and
=+=Current 02.04 repf)r't coptrol 2 4
—i=Expect=d deficiencies.
optimized Ensure that
assurance
MEA providers are 2 4
MEADL.O% MEADL.O2 02.05 independent and
qualified.
Fig.5. Process Capability Domain MEA(1 MEA | Plan assurance
MEAO(2 Monitor, evaluate and assess the system 02.06 | initiatives. 3 4
of internal control. MEA | Scope assurance
In this stage the author will analyze: 02.07 | initiatives. 2 4
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PROCESS CAPABILITY DOMAIN Sub Domain Current | Expected
MEAO02 Monitor, evaluate and assess Identify external
No. ! MEA .
the system of internal control.. 03.01 compliance 3 4
Sub Domain Current | Expected ) requirements.
MEA Execute Optimise
0208 | assurance 2 4 MEA | response to 2 4
) initiatives. 03.02 | external
requirements.
Confirm
MEA
MEADZ.01
: 03.03 extern?ﬂ 2 4
; compliance.
MEADQZ.08 MEADZ.02 B
Obtain
MEA | assurance of 2 4
¥ Current 03.04 | external
MEAD2.07 MEAD2.03  =f=Expected Compliance.
optimized
MEADZ. 06 MEADZ.03 MSEAEB.Dl
MEADZ.05 y
Fig. 6. Process Capability Domain Mea(2 —t—Current
MEADS.04. MEAQS.02  —l—Expected
MEA03 Monitor, evaluate and assess compliance optimized
with external requirements.
In this stage the author will analyze:
1. All external compliance requirements are
identified. MEAD3.03
2. External compliance requirements are adequately Fig.7. Process Capability Domain Mea03
addressed.
Process descriptions are Evaluate that IT CONCLUSION

processes and IT-supported business processes are
compliant with laws, regulations and contractual
requirements. Obtain assurance that the requirements
have been identified and complied with, and
integrate IT compliance with overall enterprise
compliance. Expected process capabilities model of
MEAO3 Monitor, evaluate and assess compliance
with external requirements is Level 4, predictable
process [3].

Concluded the average MEAO3 Monitor,
evaluate and assess compliance with external
requirements being at the level 2.25, managed
process. Can be seen from Table IV. Process
Capability Model MEAO3 Monitor, evaluate and
assess compliance with external requirements, results
that the average level of maturity TC at this stage to
get the value of 2.25 which means that the company
is still on track to grow in the future. Here it can be
seen that the highest stage is MEAO3 which means
TC very concerned regulatory system that occurs
between them with the client and government. The
results can also be shown in Figure 7 Process
Capability Model MEAO3.

Table 4. Process Capability Domain Mea(03 Monitor,
Evaluate And Assess Compliance With External
Requirements.

PROCESS CAPABILITY DOMAIN
MEAO03 Monitor, evaluate and assess
compliance with external
requirements.

No.
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The conclusion that can be drawn from the
research that has been done is IT governance at the
TC has been done, although still not run optimally
because they have not reached a process capability
model (maturity level) within each IT process
contained in the domain Monitor Evaluate Assess
(MEA) on average was at 2.0 (manage process), with
average sub domain MEAOI Monitor, evaluate and
assess performance and conformance at level 2.6,
MEAO2 Monitor, evaluate and assess the system of
internal control at level 2.4 and MEAO3 Monitor,
evaluate and assess compliance with external
requirements at level 2.3. In conducting activities
related to the management of information technology
governance, but its existence has not been well
defined and formal so it is still happening
inconsistency.
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